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Abstract—Nowadays, a new security problem is arising in the MAC model, to provide security control within a single
intranets. The threats from inside an organization account for a security level [1].

rapidly increasing proportion of losses. A new concept of “File In the rest of this paper, we propose an algorithm as “File
View” is proposed to resolve this security problem in intranets, ’

which uses the structure of database view for reference. Because Vlew. Access Cont.rol Algorithm (F VACA) Whlch‘rev1§es the
of the differences between file system and database, there are algorithms in previous work. Then, this paper realizes it base
some challenges in extending this proposal to file systems. This on the “Microsoft Office Word” format. Finally, the result of
paper proposes an algorithm to protect confidential information experiment on “MS Word” shows that FVACA is effective on

in file system from being accessed by illegal users. First, the rotecting content from being accessed by illeeal users
paper proposes an algorithm as “File View Access Control p & J y & ’

Algo.rithm”(FVACA) which.revises tht.‘, algoritl‘lms pr(.)posed i.n II. RELATED WORK
previous work. Then, to verify the feasible of this algorithm, this .
paper suggests to realize it on “Microsoft Office Word” which The concept of an enterprise document management system

is one of the most popular digital formats used in intranets. For was proposed in 1991 [8]. The stored objects in an EDMS are
protecting the confidential information in file view, a method organized, accessed and manipulated through a database man-
based on the compound format of “MS Word” is adopted. Finally, agement system. An EDMS is designed to securely manage

the experiment based on “MS Word” shows that FVACA is h ducti d deli f high-value d 91 B
effective on protecting content from being accessed by illegal the production and delivery of high-value documents[9]. But

users. all documents must be exchanged through the database. This

. . . . is inconvenient to users in an intranet in some situation.
Keywords-File View; Access Control; Information Security;

Information Hidden The traditional access control models most commonly used

are DACI5, 10], MAC[11] and RBAC(Role-Based Access

I. INTRODUCTION Control Model)[12]. Today, most operating systems use DAC

Today, attacks coming from inside an organization are as the access control model. The DAC model, is unable to

becoming an important issue. It is important to strengthen the enforce information flow controls[6]. This security problem
security of intranets of enterprises and organizations [1]. At can not be avoided in intranets.

present, the security of file system is increasingly important in The concept of “File View” based on no-structured file is

the intranet. Most intranets adopt some form of access control proposed in 2009 [1, 7]. But there are some studies using
to protect digital files [2]. The access control model used in ~ an XML(eXtensible Markup Language) [13] view which is
intranets results in the security problem. The operating systems semi-structured. The work on querying and updating on XML
used in most intranets belong to class (C2) [3] of the TCSEC ~ views [14-18] forms a useful background for file views. But
(Trusted Computer System Evaluation Criteria) — Unix/Linux in a file system, there is no access language corresponding
and variants of Microsoft Windows. In this class, the access to XPath (XML Path Language) [19] and XUpdate (XML
control model is Discretionary Access Control (DAC) [4, 5].  Update Language) [20]. The files in a file system have no
There is a security problem in DAC model, in that it is unable common structure. It would be infeasible to transform all
to enforce information flow controls [6]. unstructured files to XML file before transferring them. So
At present, there are two methods to solve this problem: a similar mechanism for unstructured files to that for semi-
a) use EDMS (Enterprise Document Management System) to structured files is needed.
manage digital documents in intranets, b) change the operating
system to a more secure one. But these two methods do not
accord well with the environment in intranets [1]. To satisfy A. Framework of File View

ITII. AccESss CONTROL ON FILE VIEW

the security requirements of an intranet, a solution is needed The concept of “File View” uses the structure of database
which a) uses DAC as access control model; b) uses file view for reference. But there are some differences between
systems rather than databases [1]. The concept of “File View” database views and file views from the storage format. A
proposed in [7] can satisfy the requirements mentioned above. database view is structured while a file view in file system

The “File View” approach is intended to improve the DAC is unstructured [1]. The framework for file views in previous
model when either used alone, or used in conjunction with work can be described as Fig. 1 [1].
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Fig. 1. The File View Framework

As seen in Fig. 1, the logical files in file system are divided
into logical blocks. This structure makes the access modes for
logical files in a file system more flexible [1].

B. File View Access Control Algorithm

The access control algorithms are presented in [1]. With
these algorithms, confidential information would not be ac-
cessed by illegal users. But there are three shortcomings in
the algorithms in it.

1) The grant access is not considered in it. When user
wants to grant access authorizations to others, the grant
authorization should be verified first. Then, the new
authorizations should be updated in the file view.
When users modify the content of the logical blocks
of a file view, the content is modified also in write
algorithm. But if a user changes the whole content of
a logical block, the meaning of this logical block is
totally changed. The owner of this logical block should
be changed as the reviser, but not the original owner.
This would be more reasonable.

When users modify a logical block, the logical file in
intranet which is cited by this logical block should be
changed also in write algorithm. It would result in some
mistake. The original owner’s meaning may be changed
by others without his/her agreement. The modify on the
logical block should just change the content in file view.

2)

3)

To revise the shortcomings mentioned above, a file view
access control algorithm could be described as algorithm 1.
Considering the percentage of modification while writing file
view, there is a new threshold value M defined in write process.
After a user modify the content of a logical block, the owner of
the content of this logical block should be redefined. If he/she
changes the meaning of the content totally (greater than M),
he/she should be treated as the new owner of this logical block.
But if he/she just changes the meaning a little (less than M),
the owner of this logical block should not be changed.
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Algorithm 1 File View Access Control Algorithm
if has authorizations on file view FV then
if Read Operation then

for each logical block LB; do

if has read authorization on LB; then
show content of LB;

end if

end for

else if Write Operation then
for each logical block LB; do
if has write authorization on LB; then
if delete all content of LB; then
delete LB; from FV
else
p <= updated percentage
if p > M then
create a new file F
F' < new content
add a new logical block cited F
else
update content of LB; to FV
end if
end if
end if
end for
if exist new content besides all LBs then
create a new file F
F <= new content
add a new logical block cited F
end if

else if Grant Operation then
for each logical block LB; do
if has grant authorization on LB; then
update ACL of LB;
end if
end for
end if
end if
update access history of FV

IV. FILE VIEW ON “MICROSOFT OFFICE WORD”

“Microsoft Office Word” is one of the most popular digital
format used in intranet. It is one of the best choice to verify
the feasibility of this framework and algorithm. So this paper
adopts it to realize the algorithm.

A security problem is needed to be resolved at first. Files
in file system is text format, which means all the information
in this file is uncovered to users. So the security attribute and
access history is the confidential information in a file view
should be hidden effectively and could not be accessed through
illegal manner. The technology of information hidden in text
file should be adopted while realizing this algorithm.
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A. Information Hidden in Text File

At present, the most popular media used for information
hiding are image or video. It is because that these media
include much redundant information, with the characteristic of
vision and hearing, these media can take information which is
not sensed by people. But it is difficult to hide information in
text file, because there is almost none redundant information
in it. It is easily discovered by people because of the obvious
change [21].

The methods of information hiding in text document which
are in common use can be separated as two classes: one
belongs to natural language data hiding while the other is
format-based [22]. The first one means not to change the
meaning of the information, but it changes the content of
the information. This would influence the accuracy in some
condition. The format-based method exploits end—of-line
spaces, inter—sentence spacing, or inter—word spacing. This
tiny change is not obvious, but there are two shortcomings
as below.

1) When users modify or delete some sentences or para-
graphs which contain invisible information, the hiding
information in them would be deleted.

The format-based method could hide few information
in text document. If the size of carrier is too small, the
information could not hide in it. It is not convenient to
users to choose carrier.

2)

B. Information Hidden in “Microsoft Office Word”

‘MS Word” is compound format file, which named “Mi-
crosoft Compound Document File Format” (MCDFF) [23].
The information in this format is stored as streams, the
typesetting tools could only read specific streams defined
beforehand. So users could insert self-defined streams which
is used to store confidential information. These streams could
not be identified by the typesetting tools (MS Word). A
compound format document with a user-defined stream named
as “UserDefined” is showed as Fig. 2.

& FileView. doc — Compound File Explorer (=[]
I } ) | b e X L) Ay (AT | m
HRNEA A 17> IR e ASE IO ON R |
File name: C:iDocuments and SettingsiAdninistrator\SIME\FileView. doc
= FileView. doc | General |Siream Date
@ 1Table o
B Lozl Elenent nane VserDafined
o3 UserDefined

Element type Strean

{® fordDocanent

Elenent size 0 bytes

Last modified time (time not recorded)

Creation time (time not recerded)
Last access time (time mot recorded)

Region locking supported None

Currant access made STGM_READWRITE, STGM_SHARE_EXCLUSIVE

Fig. 2. An example of compound file with user-defined stream
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The characteristic of this format could be used for informa-
tion hiding. This method has three advantages.

1) When users open the file view with hidden information,
the typesetting tool (MS Word) could only recognize
the specific streams. It could not access the user-define
streams. Users could not modify or delete the hidden in-
formation while they modifying sentences or paragraphs.
The size of the stream is not limited in typesetting
tools. So users could hide any information they want
in streams.

If the access control module is not installed in a op-
erating system, “MS Word” would not access the user-
defined streams. Users would not feel there exist any dif-
ference between file with or without user-define streams.
This is convenient to users to exchange information.

2)

3)

V. EXPERIMENT ON “MS WORD”

The purpose of this experiment is to verify the feasible of
the framework and the algorithm in section III. It is important
to verify these two hypotheses.

1) The authorizations can be granted on the logical blocks
but not on the document level. Different users could ac-
cess different parts of the same document as appropriate.
It should prevent information from leaking out unin-
tentionally while being transferred in an intranet. Even
the file view is duplicated unintentionally, users could
just access the content they could access before with
the access control module. If they access it without the
access control module, they could view nothing from the
typesetting tools.

2)

A. Technique Foundation

To prevent the content from being accessed by unauthorized
users, the content of logical blocks in file view in “MS Word”
should not be stored as usual. In this paper, the content of
logical blocks is stored in user-defined streams named as
“LogicalBIockNN”(‘NN’ means ID of logical blocks). The
access authorizations are stored in a stream named “Security-
Attribute”. These user-defined streams would not be accessed
by the typesetting tools.

When users try to access the file view with user-defined
streams, their authorizatiosn would be verified. They could
only get the content stored in the “LogicalBlockNN” streams
which they has authorizations. First, the access control module
intercept the read access. Then, the user’s read authorization is
compared with the information in “SecurityAttribute” stream.
Finally, the logical block streams which are allowed to this
user is restored to original content in the typesetting tools. The
user could view the content which he/she has authorizations.

If a file view is viewed in a file system without the access
control module in this framework in Fig. 1, the typesetting
tool could only access the content stored in stream ‘“WordDoc-
ument”. Even if the user has the authorizations of the logical
blocks, the content in the logical blocks could not be accessed
in the file system without access control module. This function
could protect the confidential information effectively.
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B. Preparing Work

The prepare work of this experiment contains four steps as
below.

1) User Adam creates a “MS Word” format file as “Word-
View.doc”. The original content of this document is showed
as Fig. 3.

i B\ TmER W se SR NE
(EIRKI {XAM] TR e

osoft Word e x

Logical Block01 Begin. l

Logical Block01 End-

Logical Block02 Begin.

Logical Block02 Ehd-

Logical Block03 Begin.

Logical Block03 End-

Logical Block04 Begin.

Logical Block04 End-

R 1| e | SoRGEE) | RA EEEEE o]

Fig. 3. The original content of “WordView.doc”

2) Adam creates four user-defined streams named “Logical-
Block01” — “LogicalBlock04”, which are used to stored the
content of logical blocks. Then Adam creates another user-
defined stream named “SecurityAttribute”, which is used to
stored the authorizations. The structure of “WordView.doc”
with four logical blocks is described as Fig. 4.

4 YordView. doc — Compound File Explorer

= I o X [ |
HIRIEAA S 1 PN il S8 SR ICIRON B |
C:iDocuments and Settings‘Administrator \BLE \WordView. doc
= ordView. doc

8 1Table

{® Conplbj

@ $or dllocument

@ LogicBlocknl

@ LogicBlock?

@ LogicBlocki3

@ LogicBlockd

oS5 curi cyhttribute:

EEX

File name
| General |Strean Data

Element name Securityhttribute
Element type Strean

Elenent size 0 bytes

Last modified time: (time not recorded)
(time not recorded)

not recorded)

Creation time
Last access time (time

Region locking supported Hone

Current access mode STGM_READWRITE, STGH_SHARE EHCLWSIVE

Fig. 4. The structure of file view “WordView.doc”

3) Adam divides the content of “WordView.doc” into four
parts as the content describes. Then these parts are stored in
“LogicalBlock01” — “LogicalBlock04” streams respectively.
At last, he clear the content of “WordView.doc” in typesetting
tool so that others could not view the content if they do not
has access control module.

4) Adam grants the logical blocks to other users in intranet
as Table I. Then these authorizations are stored in the streams
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TABLE 1
THE USERS’ AUTHORIZATIONS ON FILES

User ID LBO1 LB02 LB03 LB04
Adam RW RW RW RW
Bob R R - RW
Lucy - - - -
Tim R - RW R
Campbell | — - R R

named “SecurityAttribute”.

C. Viewing Flexibility

When users try to access the document “WordView.doc”,
they would get different content because of the different
authorizations they owned. The sketch map of the result about
users access file view can be shown as Fig. 5.

<

LogicalBlock01 & — *J_L ‘ H | ‘ ‘ || Bob

N
WordView.doc
LogicalBlock02 — @ Lucy
[T |

LogicalBlock03 — Lyl Tim

N
Adam
LogicalBlock04 %— Campbell

Fig. 5. Sketch map of the access result

Through this experiment, the function about “Viewing Flex-
ibility” could be verified in file view framework. Different
users could access different parts from one document because
of their different authorizations.

D. Leaking out Unintentionally

When Bob gets the document “WordView.doc” from Adam,
he copies it as “WordView_1.doc”. And then, he regrant the
access authorizations of the duplication “WordView_1.doc” to
Campbell. Fig. 6 shows the content which Campbell reads
from the two documents. Left part is the content he reads from
“wordview.doc” while the right part is “WordView_1.doc”.

Through this experiment, this framework and algorithm
could effectively prevent information from leaking out unin-
tentionally while being transferred in intranets.

VI. CONCLUSION AND FUTURE WORK

In this paper, we propose an algorithm as “File View Access
Control Algorithm (FVACA)” which revises the algorithms
proposed in previous work. Then, to verify the feasible of
this algorithm, this paper realizes it base on the “Microsoft
Office Word” format which is one of the most popular used
in intranets. For protecting the confidential information in file
view, we adopt a method based on the stream in compound

Authorized licensed use limited to: SRM Institute of Science and Technology. Downloaded on August 04,2023 at 07:03:36 UTC from IEEE Xplore. Restrictions apply.



®A TEeS 3@ e sA WA

MG © *

————male

Logical Block03 Begin. Logical Block03 Begin.

Logical Block03 End- Logical Block03 End-

Logical Block04 Begin- Logical Block04 Begin-

Logical Block04 End. Logical Block04 End.

» | >
| T D5 5 = A e U (] T 11 | 2212 S5 2 = ) Tom=—=—cye

Fig. 6. Comparing result of duplication

format. Finally, the experiment based on “MS Word” shows
that FVACA is effective on protecting content from being
accessed by illegal users.

For the future, we are working on extending the file view
mechanism defined in this paper in the following directions:

1) The information about access history should be included
in this experiment, the function “Access Tracing” should
be verified.

The information about security attribute and access
history should not be accessed or modified illegally.
A secure function should be adopted to protect the
information which stored in streams in this experiment.
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