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https://www.nc3.lu

Who we are - Our history

@ 2003: Cyberworld Awareness and Security Enhancement Services
(CASES);

@ 2007: Computer Incident Response Center Luxembourg (CIRCL);

@ 2010: SECURITYMADEIN.LU is a GIE (Groupement d’Intérét
Economique). CIRCL and CASES are department of
SECURITYMADEIN.LU;

@ 2017: Cyber security Competence Center (C3), a new department of
SECURITYMADEIN.LU;

@ On 17th Oct. 2022: SECURITYMADEIN.LU transformed into the
Luxembourg House of Cybersecurity (LHC)
CASES and C3 are now the National Cybersecurity Competence Centre
of Luxembourg (NC3)

CASES was an initiative of the Ministry of Economy after the worm [ love you

decimated more than 3 millions computers in less than a week. g |l
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Who we are - Our history

Content at glance

@ What is MONARC?

e The method

© The tool
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What is MONARC?

Summary

@ What is MONARC?
@ An open source software
@ A community
@ A method
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An open source software

MONARC is the tool you need for an optimised, precise and repeatable risk
assessment.

@ Web application (SaaS, self-hosted, virtual machine, etc.);
@ source code': GNU Affero General Public License version 3;

@ data: CCO 1.0 Universal - Public Domain Dedication.

MONARC is easy to use.

Used and recognized by experts from different fields (not only information
security).

For many users, it started with a spreadsheet!
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https://github.com/monarc-project

What is MONARC? A community

A community

@ more than 280 organizations:
https://my.monarc.lu;

@ 17 organizations sharing MONARC objects (threats, assets,
recommendations, etc.):
https://objects.monarc.ly;

@ a global dashboard with trends about threats and vulnerabilitties:
https://dashboard.monarc.lu;

@ discussions on GitHub:
https://github.com/monarc-project/MonarcAppFO/discussions.
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https://my.monarc.lu
https://objects.monarc.lu
https://dashboard.monarc.lu
https://github.com/monarc-project/MonarcAppFO/discussions

A method

Based on ISO/IEC 27005:2011, but optimized
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The method

Summary

9 The method
@ Management of risk
@ An optimized method
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The method Management of risk

A Structured, lterative and Qualitative method

— @ Structured: 1,2, ..., n

Context

et N @ lterative: Plan, Do, Check, Act
/ @ Qualitative: Values / Consequence
—_— ) Promm— N e Impact/Consequence, Threat,
mplementation and  gmm TOO| mmp ~ FoWE Vulnerability;
— W | Y A e reputation, image;
' @ operation;
o legal;
oo o financial;
o person (to the).

Possibility to define custom scales for

operational risks.
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The meth Management of risk

Automated and simplified management
Method based on ISO/IEC 27005

Context Context
establishment establishment

Context
modelling
: Risk analysis
Evaluation and i Risk evaluation |
treatment of risks ' '
R —— .’4 Tl
Risk treatment
mom Al [kdemnpE | = o = = A RSN pRE .-
Implementation Risk monitoring
and monitoring and review
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The method Management of risk

Automated and simplified management
Sub-stages provided by the method are also in line with ISO/IEC 27005

*Risk Analysis Context

*Trends Evaluation

+Threat Assessment

*8ynthesis of the trends and threats nssessment

Context +Context of the risk management
Establishment | .1, 50540n of assessment criteria, acceptance and impact
Delsverable Comtext Validation.
' of nssets, v lities and impact
*Synthesis uf assels | inpacls
Context
Modelling
—— Deliverable Model Validatson - - - — _
+Estimation. evaluntion and risk treatment
Evaluation and | ' of plan for risk treatment
Irealment o
risks

Deliverable: Final Repost

*Management of the implementation plan for risk treatment

TImplementation
and monitoring.

Lo
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The method Management of risk

Information risks

R = Impact x Threat x Vulnerability

@ impact on Confidentiality Integrity Availability;

@ on secondary assets.

Operational risks

= Impact x Probability

@ impact by default on ROLFP (possibility to define custom scales);

@ on primary assets.

NC3 Introduction to MONARC May 31, 2023
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The method An optimized method

Optimizations

MONARC is an optimized method:
inheritance on objects;

@ scope of objects;

@ inheritance on impacts;
@ deliverables;
°

multiple dashboards and reporting possibilities.
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The method An optimized method

Inheritance on objects

Modelling
Information SEI’\I'I.CE PI’UCI?SS
Primary Assets
(Busmess}
N S NI
Secondary Assets
(Supporting)

Ji i
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The method An optimized method

Inheritance
Formalisation of the modelling

Hierarchy of Assets

Type of Assets

2} MyPrint
Primary _ - -" - Service - » [SERV]
Assets’” =~~~ —>_ FontOfice = - ————- — [CONT]
" 2r Service office —_————_ - - » [OV_BATI]
- T & Employees - = = > [OV_UT|L]
Secondary -~ ‘- =~ 7 @ Userworkstations - » [OV_POSTE_FIXE]
Assets —-_ " _ - Specificsoftware - — —— — — — » [OV_LOGICIEL]
\ T .
Specific software
N = p'_a --------- — [OV_MAINTENANCE]
\ maintenance
+ Back Office - - — — — — &+ [CONT]
7 | Uc
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The method An optimized method

Inheritance

Formalisation of an asset

Example with OV_BATI

Threat

Theft or destruction of media, documents or equipment
Theft or destruction of media, documents or equipment
Theft or destruction of media, documents or equipment
Abuse of rights

Environmental disaster (fire, flood, dust, dirt, etc.)

NC3

Vulnerability

Flaws in the physical access boundaries

The principle of least privilege is not applied

Authorisation management is flawed

Mo supervision of third-party access (supplier, cleaner, etc.)

Premises are not secure or could be compromised by external elements
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The method An optimized method

Scope of objects

Global or local assets

“Local”
A Mon analyse

Base de données N°1

Base de données N°1
Logiciel

Backup NAS

Salle informatique. 30 ri SkS
Base de données N°2

Logice!

Backup NAS

Salle informatique.

Base de données N°2

21 risks

“Global” @

M Mon analyse

- Base de données N°1
Logicie
@ Backup NAS
@ Salle informatique
Base de donndes N*2
Logiciel
@ Backup NAS

@ Salle informatique

Base de données N*1

NC3
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Inheritance on impacts

Home > MyPrint

Risk analysis A @ user . °
workstations & Confidentiality : 2 (inherited) Integrity : 3 (inherited) Availability : 4 (inherited)
Expandal | Wiapal Group o user workstations.
Q. Searchan asset.
A MyPrint 8 information risks Risk hreshold (o max CIA) @) o) O Ml kepworss frwamont - Q. 4D ¥ | Maxik - Desoendng -
- Frontofte
serve ofice Impact Threat Vulnerabity Curent isk mesduat
& Empioyees Asset Teatment  ReSId
= o verkstatons coa Label Prob. Label Existing contrls ou. ¢ 1 A
+ Specicsoftware User 213 4| o .
oo o s 3 5 Reducion [N
+ printng department vorksilors
- rapni s via an intemal sever
Compur gt mparment | vy . The anivius is updted via a infermal server . . e »
+ GOPRlegal oloatons
posetslbrary = P R P, 2 Noprssduostorsyom sl rdorfpuation | TS MOSaons o lomated tomasanat (4 g g Mol s
Search an ssset. user Retieval of rcycled o o “zeroec by the IT Nat
Q Vonsttons 2 3 4 Gazardmedh 2 fesocaed o ascariedscpment ceparment O - et ‘
Fundamentals e
+ Primary Assets e s 2 3 4 Fohgolriotis - User aumentiation s not nsured . - .
+ Model Structure
B U 2 s 4 Faumotnans | o userworstatonis ot s . NE .
+ Buildings & Premises
+ Physical Goods user 23| ¢ | vawars ocson Programs can be cowloaded and installed without
= Softwers workstatons montorng
+ Equipment User ot
+ sttt wonisalors 2 3 4 - - S e -
+ Organization
+ Servers
ate a speciic i Page: 1 - Rowsperpage: 20 - 1-80i8
B + Create a specifc risk < >
+ coPR
+ EBloS
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The method An optimized method

Deliverables

Shareable and customised templates of deliverables.
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Summary

e The tool
@ Architecture
@ Workshop
@ Modules
@ Roadmap
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The tool Architecture

Internet

[ |

35515465
G
7 RPX

172181371 / T

17218.14.73

my.monarc.u

CFG

/ r T
/4/ \Ill\ll/ 72181372 @ | ‘j/\j/m.m

73| \ll\l/ﬂZ.IE.l 74

Stats
senicebd FO

FO

BO client 1 | client 2 dlient3
d read/write
master  common D DB o8
dient 1 client2 dient3
———> S5H (port 22): Ansible data fiow % TP (port 3306)
—————5 HTTPS (port 443): Web data flow

8 MariaDB: MONARC (client and common) databases

0] Stats collection (local)

[©] Stats sharing

MOSP: https://objects.monarc.lu
Stats Service: https://dashboard.monarclu
Stats Service bo: internal Stats Service instance, for example dashboard.my.monarc.lu
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The tool Workshop

Le’ts work a little!

@ connect to the MONARC formation instance:
https://formation.monarc.lu

@ use the provided login (user_XY@monarc. lu) and the password
Passwordl234!

Compatible Web browsers: Firefox, Chrome and Safari.

NC3 Introduction to MONARC May 31, 2023

(¥
poS

Fc

uuuuuuuuuu


https://formation.monarc.lu

Dashboard

@ provide different visualizations of the current analysis state;
@ visualizations are exportable (.png, .csv, .pptx).
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Statement of Applicabitity

Statement of Applicability (SOA) and compliance level for a referential security.
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The tool Modules

Record of processing activities

Register of the information treatment for processing activities.
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The tool Roadmap

Latest notable developments

@ PHP 8 compatibility, possibility to link multiple specific models per client,
new feature to enforce two-factor authentication. (MONARC 2.12.6);

@ two-factor authentication, compliance scale, metadata assets (MONARC
2.12.1);

@ definition of custom scales for operational risks (MONARC 2.11.0);

@ dashboard for the CEO with data gathered from different MONARC
instances (MONARC 2.10.1);

@ records of processing activities for the GDPR and set of recommendations
(MONARC 2.9.0);

@ connection with MOSP (MONARC 2.8.2);
@ statement of applicability (MONARC 2.7.0).
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https://www.monarc.lu/news/2023/04/25/monarc-2126-released/
https://www.monarc.lu/news/2022/06/22/monarc-2121-released/
https://www.monarc.lu/news/2022/06/22/monarc-2121-released/
https://www.monarc.lu/news/2021/09/02/monarc-2110-released/
https://www.monarc.lu/news/2020/12/18/monarc-2101-released/
https://www.monarc.lu/news/2019/08/23/monarc-290-released/
https://www.monarc.lu/news/2019/05/28/monarc-282-released/
https://www.monarc.lu/news/2018/08/22/monarc-270-released/

The tool Roadmap

Future developments

@ management of dependencies between services;

@ enhancements to the global dashboard towards a security weather
forecast?;

@ enhancements to the sharing of MONARC objects with MOSP3;
@ import of models in back office;
@ link between GDPR module and some objects in MONARC.

Idea ? — Discussions on GitHub

uuuuuuuuuuuu
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https://github.com/monarc-project/MonarcAppFO/discussions/categories/ideas
https://dashboard.monarc.lu
https://objects.monarc.lu

Services related to MONARC

@ help at deploying;
@ help at using;
@ trainings;

@ developments, feature requests.
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End of the presentation

End of the presentation

Thank you for listening.

Contact: opensource@nc3.lu
https://github.com/NC3-LU
https://github.com/monarc-project

https://www.monarc.lu
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