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Chapter 1

Windows Preparation

e Be sure that your antivirus does not block the program.

e The first time you start the wallet you must give permission to connect to
the network via a pop-up. Check the appropriate boxes and click Allow
access.

@ Windows Firewall has blocked some features of this program

Windows Firewall has blodked some features of monero-wallet-gui on all public and private
networks.,

MName: monero-wallet-gui
¥ Publisher: Unknown
Path: E:'usersiuseridownloads\monero-gui-win-xG4-

w0, 11, 1.0%monero-gui-v0. 11. 1.0Ymonero-wallet-gui.exe
Allow monero-wallet-gui to communicate on these networks:
Private networks, such as my home or work network

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have litte or no security)

What are the risks of allowing & program through a firewall?

Allow access ][ Cancel




Chapter 2

Choose a Language

Welcome to Monero!

Please choose a language and regional format.
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English (US) Deutsch Esperanto Espafiol Francais Svenska
- - \
Hrvatski Bahasa Indonesia Italiano B&E Nederlands Polski
A—
©, L 2
—_—
Portugués (PT) Portugués (BR) Pyccknii asbik kiR (FE) ZEPX (8E) nMay
‘ot 0 AR » -
L 4 ‘ ' ~ -
oon Roména Dansk Cesky Slovensky Arabic
— X
e S S
Slovenski Srpski Catala Turkish YKpaiHchbka A

Extract the package and click on monero-wallet-gui. You’ll see a list of
available languages, click on the one of your choice and go to the next step.



Chapter 3

Create a Wallet

Welcome to Monero!

Please select one of the following options:

@ €) ©)
& g

Restore wallet from keys

EEEEE R L or mnemonic seed

Open a wallet from file

Stagenet

@ Testnet

A

On this page you can choose between three methods for accessing a wallet, and
two options for connecting to the network:

(1) Create a new wallet: Start the procedure to make a new wallet. Choose
this option if this is your first time using Monero.

(2) Restore wallet from keys or mnemonic seed: Click here if you want
to recover a pre-existing wallet using the mnemonic seed or the keys.

(3) Open a wallet from file: Choose this option to select a pre-existing wallet
from your files with the extension .keys.



(4) Testnet: Check this box if you would like to use a developers network
instead of the main network. Testnet is designed to let developers test new
features that are not available on Mainnet or Stagenet.

(5) Stagenet: Check this box if you would like to use a network for staging
instead of the main network. Stagenet mimics the features of Mainnet and is
designed to let end users test Monero without the risk of losing funds.

3.1 Create new wallet

Create a new wallet
Wallet name

testname

nodes tedious ablaze gypsy identity knee inbound hills robot insult attire owls
nudged fawns agreed gauze calamity jabbed coffee sizes viewpoint occur amaze
ambush inbound

]
This seed is very important to write down and keep secret. It is all you need to
backup and restore your wallet.

o @

Your wallet is stored in: fhome/user/Monero/wallets/

@ /home/user/Monero/wallets/

Here you can create a new wallet:

(1) Wallet name: Give a name for your wallet (in this example testname is
used).

(2) Mnemonic seed: Write down your mnemonic seed and keep it
safe. Your seed is the master key of your wallet, you can use it to
recover your funds.

(3) Wallet location: Select the destination folder of the wallet.


https://getmonero.org/resources/moneropedia/mnemonicseed.html

3.1.1 Add a password

Give your wallet a password

Note: this password cannot be recovered. If you forget it then the wallet will have to be restored
from its 25 word mnemonic seed.

Enter a strong password (using letters, numbers, and/or symbols):

Password

o Confirm password 0

L Lw Medium High

A

Add a strong password to protect your wallet. If you lose your password, then
only your mnemonic seed can recover your wallet.



3.1.2 Daemon settings

Daemon settings

To be able to communicate with the Monero network your wallet needs to be connected to a
Monero node. For best privacy it's recommended to run your own node.

If you don't have the option to run an own node there's an option to connect to a remote node.

@ + Start a node automatically in background (recommended)

Blockchain location

0o @

Bootstrap node (leave blank if not wanted)

@ Connect to a remote node

Here you can choose if you are going to run a full node or use a remote one:

(1) Start node in background: Check this box to run a full node and begin
blockchain sync.

(2) Blockchain location (optional): To store the blockchain somewhere
other than default, enter that location here.

(3) Bootstrap node: To use a bootstrap node enter the host and port. A
bootstrap node allows you to use your wallet while you are downloading the
blockchain by connecting to a remote node. You can find available remote nodes
at MoneroWorld.

(4) Connect to a remote node: Check this box if you want to use only a
remote node without downloading the blockchain. You will need to put the host
and port of the remote node after checking the box.

3.1.3 Run a full node

Upon completion of the setup you will be prompted to the settings menu, but
first you will see a window like this pop up:


https://moneroworld.com/

Starting local node in 10 seconds

Use custom settings

If you want to create a normal wallet using your personal full node, you don’t
need to do anything, let the countdown finish, then wait until your node is fully
synced.

If you need some special settings, like setting up a view-only wallet or adding
the blockchain manually, go to section 3.

3.2 Restore wallet from keys or mnemonic seed

3.2.1 Restoring from seed

Restore wallet

Wallet name

@ testname
_ Restore from keys | From QR Code

@
®

Your wallet is stored in: /home/user/Monero/wallets/

@ [home/user/Monero/wallets/

A

Restoring from your mnemonic seed is the easiest way to recover your wallet.



You need to put the following information:

(1) Wallet name: Give a name for your wallet (in this example testname is
used).

(2) Mnemonic seed: Paste your seed made of 25 (or 24) words.

(3) Restore height (optional): If you know the block height that your wallet
was created at, you can specify it here so the wallet doesn’t have to scan the entire
blockchain looking for your funds. For example, if your first transaction was
included in block 1350000, you should put a slightly lower height (eg. 1330000)
so the wallet will start scanning from there, saving you some time.

(4) Wallet location: Select the destination folder of the wallet.

3.2.2 Restoring from keys

Restore wallet

Wallet name

@ testname
e I— T

®
o@
®

Your wallet is stored in: /home/user/Monero/wallets/

@ /home/user/Monerofwallets/

A

Restoring from keys is quite easy and can be extremely useful, especially if you
are moving your wallet from an online service like MyMonero. You need to put
the following information:

(1) Wallet name: Give a name for your wallet (in this example testname is
used).

(2) Account address: The address of the wallet you are recovering,.

(3) View key: Your private view key (needed to be able to check your funds).
(4) Spend key: Your private spend key (needed to spend your funds).

(5) Restore height (optional): If you know the block height that your wallet
was created at, you can specify it here so the wallet doesn’t have to scan the entire



blockchain looking for your funds. For example, if your first transaction was
included in block 1350000, you should put a slightly lower height (eg. 1330000)
so the wallet will start scanning from there, saving you some time.

(6) Wallet location: Select the destination folder of the wallet.

When everything is ready click the right arrow and then the Use Monero button.
3.3 Open a wallet from file

After clicking this option a window will pop up. Navigate to your file with the
extension .keys, select it and click the right arrow.

10



Chapter 4

Send Monero

@ MONERO "1 - [ 2 Frm——

Balance
0.000000000000 ™M Default

Unlocked balance
0.000000000000 6 Address (

® send

Address book

o Payment ID (Optional )

* Receive
History 6 De: ion ( Optional )
* Advanced

Settings

(ringsize 7) Transaction cost

7 Connected Default

Wallet is synchronized 6 e

Daemon is synchronized (1542061) I ‘Sweep Unmixable | *ull.-

The Send tab provides tools for creating outgoing transactions.

(1) Amount: This is how much Monero you want to send.

(2) Transaction priority: This is the priority level your transaction will re-
ceive in the pool of transactions waiting to be confirmed. The more you pay, the
higher your transactions priority for inclusion in a block.

Currently staying with the default or the slow option is likely to get you into the
next block.

11



(3) Address: This is where you put the Monero address that you are sending
to. Best practice is to copy and paste the address to prevent errors, accompanied
with visually checking that the pasted address is correct.

(4) Payment ID (optional): The payment ID is an identifier attached to the
transaction you are about to send. Often when sending to an exchange they will
give you a payment ID that you must include here. This is so they know which
incoming transaction is from you.

If you forget to add your payment ID you should still be able to recover your
funds by contacting the party you sent Monero to.

(5) Description (optional): This is for your record keeping. You can add
some information regarding your transaction for future reference.

(6) Privacy level (ringsize): This slider increases the size of the ring sig-
natures in your transaction. Higher ring sizes may increase privacy of the
transaction but it also increases the fees. It is recommended to leave the ring
size at the default.

Learn more about ring signatures.

(7) Sweep unmixable: This allows you to get rid of outputs in your wallet
which have strange amounts like 0.000006839355. These are unmovable without
combining them with another output.

Most users will never need to use this feature.

(8) Sign tx file: This button allows you to sign a transaction file that was
created on a view-only wallet.

4.1 Address Book

The Address Book tab lets you save addresses that you frequently transact with.
This is a convenient place to copy addresses from when creating transactions.

12



Chapter 5

Receive Monero

® MONERO

Balance
HIDDEN

Unlocked balance
HIDDEN

* Send
. Receive
History

® Advanced

Settings o Amount

6 Tracking (

ction found

7 Connected

Wallet is synchronized

Daemon is synchronized (1542092)

The Receive tab provides tools for generating subaddresses, crafting payment
requests, and monitoring incoming transactions.

(1) Addresses: This is a list of your primary address and subaddresses.

(2) Create new address: This button allows you to create new subaddresses.
You can create as many as you would like. Learn more about subaddresses.

(3) Rename: This button allows you to change the label of a subaddress.

(4) Amount: This is for creating a payment request, enter the amount of
Monero you would like to receive.

13


https://monero.stackexchange.com/questions/3673/what-is-a-sub-address

(5) Tracking: This is a list of incoming transactions.

(6) QR code: This is a QR code that has your selected address, and optionally
the amount, embedded into it. It can be used as a way to give others your
Monero address by scanning the code.

14



Chapter 6

Advanced Features

6.1 Solo mining

@ MoNErRO Solo mining
Balance

0.000000000000 Mining with your computer helps strengthen the Monero network. The more that people mine, the harder it is for the netwark

to be attacked, and every little bit helps
Unlocked balance

0.000000000000 Mining al ’ eams looking for blocl

0 CPU threads
Send

— e Background mining (experimental)

History Manage miner | mining

Advanced 6 0

. Mining

& Prove/check
® Shared RingDB
* Sign/verify
Settings

Connected

Wallet is synchronized
Status: Not mining
Daemon is synchronized (1542128)

The Mining tab provides a one click CPU miner that is embedded into the GUI.

(1) CPU threads: Number of CPU threads to use for mining.

(2) Background mining: Check this box to enable experimental background
mining. This should allow you to use your computer normally while mining.
(3) Start mining: Start the miner.

(4) Stop mining: Stop the miner.

15



6.2 Prove - Check

@ MONERO Prove Transaction
Balanes
0.000000000000 G

Unlocked balance
0.000000000000

Send

Receive

History
Advanced

* Mining

@ Provejcheck
# Shared RingDB
* Signjverify

Check Transaction
* Settings

C

Wallet is synchronized

Daemon it ronized (1542

The Prove/check tab provides tools for proving a payment or validating proof of
a payment. This is necessary with Monero because these details are not available
on the blockchain.

6.2.1 Prove Transaction

This will generate a proof that you made a payment to a certain address. You
need to put the following information:

(1) Transaction ID: This is the ID of the payment you are creating proof for.
You can find the transaction details by selecting the History tab from the left
menu.

(2) Address: This is the address you are proving payment to.

(3) Message (optional): This an optional message that will be signed with
the transaction details. If you choose to include a message then the other party

16



must also include the exact same message in order to verify your proof.
(4) Generate: Click here once you've entered all the details to generate your
proof.

6.2.2 Check Transaction

This will verify that a payment was made. You need to put the following
information:

(5) Transaction ID: This is the ID of the payment you are attempting to
verify.

(6) Address: This is the receiving address of the payment you are attempting
to verify.

(7) Message (optional): This is the optional message that may have been
included with the proof.

(8) Signature: This is the signature generated to prove payment.

(9) Check: Click here once you've entered all the details to check that the
transaction proof is valid.

17



6.3 Sign - verify

($ MONERO
Balance
0.000000000000

Unlocked balance
0.000000000000

* Receive
History
* Advanced
® Mining
® Prove/check
® Shared RingDB
. Sign/verify
Settings Verify

6 Address

7 Connected 3
6 Signature

ehronized

Daemen is synchronized (1542160)

The Sign/verify tab provides tools for signing a message or file with your
private key or verifying the authenticity of a singed message or file.

6.3.1 Sign

(1) Message: This is where you can enter a message to be signed.

(2) Message from file: This is where you can choose a file to be signed. Click
Browse to navigate the file system.

(3) Signature: This is where your unique signature will appear once you click
the Sign button. This is linked to your private key and the message or file you
entered. It will be given as proof along with the message or file which was signed.

6.3.2 Verify

(4) Verify message: This is where you will put a message that has been signed.
(5) Verify file: This is where you enter the path to a file that has been signed.
Click Browse to navigate the file system.

18



(6) Address: This is where you will enter the public Monero address of the

signer.
(7) Signature: This is where you will enter the signature you are verifying.
Once all the required information has been entered click the Verify button. A

pop-up will tell you if the signature is valid.

19
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Chapter 7

Settings

Manage wallet
@ MONERO
Balance
0.000000000000

Unlocked balance
0.000000000000

Send
Receive
History
Advanced

ttings

Manage Daer‘rg

©

ocation

Local daemon startul

ayout settings

allot is synchroni
B ———
Daamon is synehron




The Settings tab provides tools for customizing configuration options.

(1) Close wallet: Close your wallet and restart wallet creation wizard.

(2) Create view only wallet: Create a view-only version of the current
wallet. You will be prompted for a file name and password for encryption.

(3) Rescan wallet balance: Make a complete rescan of your spent outputs.
(4) Change password: Change the password of your wallet.

(5) Local Node: Use a local node, download the blockchain. You may use a
bootstrap node until your blockchain syncs.

(6) Remote Node: Use a remote node, do not download the blockchain.

(7) Bootstrap/Remote Node Address: Enter the hostname or IP address
of the remote node.

(8) Bootstrap/Remote Node Port: Enter the port of the remote node.
(9) Start/Stop Local Node: Depending on its current state, either start or
stop the local node.

(10) Show status: Shows the current status of your node.

(11) Blockchain location: Manually enter a non-default path to the
blockchain.

(12) Change location: Use a GUI to enter a non-default path to the
blockchain.

(13) Show advanced: Check this box to show advanced options (Startup
flags or Node login).

(14) Startup flags/Node login: When using a local node this will be where
you enter additional command line options. When using a remote node this
will be where you can enter a username and password in case authentication is
required.

(15) Custom decorations: Check this box to show the Monero custom
decorations.

(16) Log level: Change the verbosity of the debug logs.

(17) Log categories: Add specific categories to the debug logs.

(18) Wallet creation height: Change the block height that a wallet rescan
will go back to. Click Save for changes to take effect.

22



7.1 Seed and keys

@ MONERO ! your Mo n another fork, UNLESS this fork has key reuse
Balance
0.000000000000

Unlocked balance
0.000000000000 Mnemonic seed

yodel toenail pol molten swun e e labus nuisz kulls giddy eagle school feel

* Send
deftly rereign

® Receive

History Keys
® Advanced
9 Secret view key: 22d5e64 52e280d5febba00f928e67, 34e83cd457aa2cllela
* Settings

) Public view key: 67d3a02bceb1949e8aad1b9868cbdfB412ac592254008118 fadbfbb2e70fcds
@ seced & Keys >

OSecrel spend key: dddefe3c 92e1311f2567 3241238e55bf1f2e642b5728468e8ea02

epuhli: spend key: 6e50bae2 2724bl 6a23 59455368 34dfge5d2da

Export wallet
6

Connected
‘Wallet is synchronized

Daer mchronized (1542776) Spendable Wallet

The Seeds & Keys tab displays your wallets mnemonic seed as well as your
secret view key, public view key, secret spend key, and public spend key.

(1) Mnemonic seed: DO NOT share your mnemonic seed with anyone.
Store a copy securely. The mnemonic seed is a 25 word phrase that contains
all the information needed to view and spend funds. Learn more about mnemonic
seeds.

(2) Secret view key: Secret view keys allows the holder to view your wallets
incoming transactions, but not outgoing. It is sometimes useful for auditing
purposes to give your secret view key to a third party.

(3) Public view key: The public view key is used for stealth address creation.
Learn more about view keys.

(4) Secret spend key: DO NOT share your secret spend key with
anyone. The secret spend key is used to sign transactions and should
be regarded with the same security as your mnemonic seed.

(5) Public spend key: The public spend key is used by the network to verify
the signature of the key image you generate when you make a transaction. This
is what prevents double-spends as the network enforces the rule that a key image
can be spent only once. Learn more about spend keys.

(6) Export Spendable Wallet: DO NOT share your spendable wallet

23


https://getmonero.org/resources/moneropedia/mnemonicseed.html
https://getmonero.org/resources/moneropedia/mnemonicseed.html
https://getmonero.org/resources/moneropedia/viewkey.html
https://getmonero.org/resources/moneropedia/spendkey.html

qr code with anyone. This can be used like a mnemonic seed for
recovering your wallet. This creates a qrcode that contains all of your keys.
(7) Export View Only Wallet: This creates a qr code that contains only the
keys for viewing the transactions that this wallet sends or receives, but cannot
create transactions.

24



Chapter 8

Binaries Verification

Verify that the files you downloaded match the official ones, you can use this
step-by-step guide with pictures (easy, for Windows user)

25


https://getmonero.org/resources/user-guides/verification-windows-beginner.html
https://getmonero.org/resources/user-guides/verification-windows-beginner.html

Chapter 9

Common issues and
solutions

o T am missing (not seeing) a transaction to (in) the GUI (zero balance)

e I am using the GUI and my daemon doesn’t start anymore

o Transaction stuck as “pending” in the GUI

e My GUI feels buggy / freezes all the time

« My name contains a special (non-ASCII) character (e.g. é, ¢, 4, O) and I
can’t create a wallet with the GUI

e The GUI uses all my bandwidth and I can’t browse anymore or use another
application that requires internet connection

o How do I move the blockchain (data.mdb) to a different directory during
(or after) the initial sync without losing the progress?

e How do I change the language of the 25 word mnemonic seed in the GUI
or CLI?

e My blockchain is stuck, how do I “unstuck” it?

o [ am using remote node, but the GUI still syncs blockchain?

e« TO DO: How to add the blockchain manually

26


https://monero.stackexchange.com/questions/6640/i-am-missing-not-seeing-a-transaction-to-in-the-gui-zero-balance
https://monero.stackexchange.com/questions/6825/i-am-using-the-gui-and-my-daemon-doesnt-start-anymore
https://monero.stackexchange.com/questions/6649/transaction-stuck-as-pending-in-the-gui
https://monero.stackexchange.com/questions/6651/my-gui-feels-buggy-freezes-all-the-time
https://monero.stackexchange.com/questions/6823/my-name-contains-a-special-non-ascii-character-e-g-%c3%a9-%c3%b8-%c3%a2-%c3%96-and-i-cant-c
https://monero.stackexchange.com/questions/6823/my-name-contains-a-special-non-ascii-character-e-g-%c3%a9-%c3%b8-%c3%a2-%c3%96-and-i-cant-c
https://monero.stackexchange.com/questions/6653/the-gui-uses-all-my-bandwidth-and-i-cant-browse-anymore-or-use-another-applicat
https://monero.stackexchange.com/questions/6653/the-gui-uses-all-my-bandwidth-and-i-cant-browse-anymore-or-use-another-applicat
https://monero.stackexchange.com/questions/7225/how-do-i-move-the-blockchain-data-mdb-to-a-different-directory-during-or-afte
https://monero.stackexchange.com/questions/7225/how-do-i-move-the-blockchain-data-mdb-to-a-different-directory-during-or-afte
https://monero.stackexchange.com/questions/7373/how-do-i-change-the-language-of-the-25-word-mnemonic-seed-in-the-gui/
https://monero.stackexchange.com/questions/7373/how-do-i-change-the-language-of-the-25-word-mnemonic-seed-in-the-gui/
https://monero.stackexchange.com/questions/4462/my-blockchain-is-stuck-how-do-i-unstuck-it
https://monero.stackexchange.com/questions/6324/using-remote-node-still-syncs-blockchain
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