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CHAPTER 1

Feature comparison of different MQTT brokers

Broker 2lemetry AWS IoT
Services

Apache Act-
iveMQ

Apache
Apollo**

Bevywise
IoT Platform

QoS 0 * Yes [1] Yes [2] Yes [3] Yes [4]
QoS 1 * Yes [1] Yes [2] Yes [3] Yes [4]
QoS 2 * Yes [1] Yes [2] Yes [3] Yes [4]
authentication * Client certi-

ficates [5]
JAAS [6] JAAS [7] Key based [8]

$SYS topics * No [9] No No Probably yes
SSL * Yes [10] Yes [11] Yes [12] Yes [8]
Dynamic
topics

* Some start-
ing with $
are reserved
[9]

Yes Yes Yes

Clustering * Yes Yes [13] No Unknown
Websockets * Yes [1] Yes [14] Unknown Yes [15]
Plugin sys-
tem

* No Yes [16] Unknown No

Self hosted * No Yes Yes Possible [8]
License * Commercial/

Abo license
Apache 2.0
license (open
source)[17]

Apache 2.0
license (open
source)

Commercial
with EULA
[18]

Broker emitter EMQ GnatMQ/
M2MQTT

MQTTnet HBMQTT

QoS 0 Yes Yes [19] Yes [20] Yes [21] Yes [22]
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QoS 1 No [23] Yes [19] Yes [20] Yes [21] Yes [22]
QoS 2 No [23] Yes [19] Yes [20] Yes [21] Yes [22]
authentication Per-channel

authoriza-
tion [24]

Username/
Password,
JWT, LDAP,
ClientID, ...
[19]

Username/
Password
[20]

Username/
Password,
Client cer-
tificates
[25]

Password
file*** [22]

$SYS topics No [26] Yes [19] No No Basic $SYS
topics [22]

SSL Yes [24] Yes [19] Yes [20] Yes [21] Yes [22]
Dynamic
topics

Yes Yes [19] Yes Yes Yes

Clustering Yes [24] Yes [19] No No No
Websockets Yes [24] Yes [19] No Yes [27] Yes [22]
Plugin sys-
tem

Unknown Yes [19] No No Yes [22]

Self hosted Possible [28] Yes Yes Yes Yes
License Affero Gen-

eral Public
License
v3 (open
source)[29]

Apache 2.0
license (open
source)[30]

Eclipse Pub-
lic License
v1.0 (open
source)[31]

MIT Li-
cense (open
source)[32]

MIT Li-
cense (open
source)[33]

Broker HiveMQ IBM Mes-
sageSight

IBM Web-
Sphere MQ
Middleware

JoramMQ *4 Mongoose

QoS 0 Yes [34] Yes [35] Yes [36] Yes [37] Yes [38]
QoS 1 Yes [34] Yes [35] Yes [36] Yes [37] Yes [38]
QoS 2 Yes [34] Yes [35] Yes [36] Yes [37] Yes [38]
authentication Username/

Password
[39]

Username/
Password
[40]

Username/
Password,
client certi-
ficate [41]

Yes [37] Yes [42]

$SYS topics Possible with
plugin [43]

Yes [44] Probably yes Yes [37] No

SSL Yes [45] Yes [46] Yes [47] Yes [37] Yes [48]
Dynamic
topics

Yes Yes Yes Yes Yes
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Clustering Yes [49] Yes [50] Yes [51] Yes [37] No [52]
Websockets Yes [53] Yes [54] Yes [55] Yes [37] Yes [48]
Plugin sys-
tem

Yes [43] Yes [56] No Yes [37] Yes [57]

Self hosted Yes Possible [58] Possible Yes Yes
License Commercial Commercial/

Abo model
Commercial/
Abo model

GNU Lesser
General
Public Li-
cense (open
source) [59]

GNU Gen-
eral Public
License ver-
sion 2 (open
source) [60]

Broker moquette mosca Mosquitto RabbitMQ RSMB
QoS 0 Yes [61] Yes [62] Yes [63] Yes [64] *5
QoS 1 Yes [61] Yes [62] Yes [63] Yes [64] *5
QoS 2 Yes [61] No [62] Yes [63] No [64] *5
authentication Unknown Yes [65] Yes, different

options pos-
sible via plu-
gin [66]

SASL [67] *5

$SYS topics No No Yes [68] No *5
SSL Yes [69] Yes [70] Yes [71] Yes [72]
Dynamic
topics

Yes Yes Yes Yes *5

Clustering No [73] No [74] Yes, but with
additional
software [75]

Yes [76] *5

Websockets Yes [77] Yes [78] Yes [79] Yes [80] *5
Plugin sys-
tem

No No Yes Yes [81] *5

Self hosted Yes Yes Yes Yes *5
License Apache Li-

cense Version
2.0 (open
source) [82]

MIT License
(open source)
[83]

Eclipse Pub-
lic License
1.0 (open
source) [84]

Mozilla Pub-
lic License
v1.1 (open
source) [85]

Eclipse Dis-
tribution Li-
cense v 1.0
(open source)
[86]
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Broker Software AG
Universal
Messaging *6

Solace Trafero
Tstack

VerneMQ Aedes

QoS 0 Probably yes
[87]

Yes [88] *7 Yes [89] Yes [90]

QoS 1 Probably yes
[87]

Yes [88] *7 Yes [89] Yes [90]

QoS 2 Probably yes
[87]

No [88] *7 Yes [89] Yes [90]

authentication Probably yes
[87]

Basic, client
certificate,
Kerberos [91]

*7 Username/
Password
[89]

Username/
Password
[90]

$SYS topics No Few [92] *7 Yes [89] Yes [90]
SSL Yes [87] Yes [93] *7 Yes [89] Yes [90]
Dynamic
topics

Yes Yes *7 Yes Yes

Clustering Probably yes
[87]

Probably yes *7 Yes [89] Yes [90]

Websockets Yes [87] Yes [94] *7 Yes [89] No
Plugin sys-
tem

No No *7 Yes [89] No

Self hosted No no *7 Yes [89] Yes
License Commercial Commercial/

Abo model
Apache
License
2.0 (open
source) [95]

Apache Li-
cense 2.0
[96]

MIT License
[97]

* Does not exist any longer, is now part of AWS IoT Services [98]
** Is based on Apache ActiveMQ but allegedly faster. However, the project seems
to be discontinued [99]
*** Can be customized/ extended as wished
*4 Seems to be discontinued
*5 Very badly documented [100] [101]
*6 Seems to be a middleware solution but is badly documented [87] [102]
*7 Very badly documented as well [103]
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