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// bad

someAddress.send(55);

someAddress.call.value(55)(); // this is doubly dangerous, as it will forward all remaining gas and doesn'1
someAddress.call.value(100) (bytes4(sha3("deposit()"))); // if deposit throws an exception, the raw call() v

// good
if(!someAddress.send(55)) {
// Some failure code

¥

ExternalContract(someAddress).deposit.value(100);

FERI R ANE SR E A IR

Tt 2{EFraw calls 5 Zcontract calls, WEIX ExternalContract 2 FRS{E(EHE N IZBRIZFEESAE, BlE
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// bad

contract auction {
address highestBidder;
uint highestBid;

function bid() payable {
if (msg.value < highestBid) throw;

if (highestBidder != @) {
if ('highestBidder.send(highestBid)) { // if this call consistently fails, no one else can bid
throw;
}
+

highestBidder = msg.sender;
highestBid = msg.value;

b

// good
contract auction {
address highestBidder;
uint highestBid;
mapping(address => uint) refunds;

function bid() payable external {
if (msg.value < highestBid) throw;

if (highestBidder != 0) {
refunds [highestBidder] += highestBid; // record the refund that this user can claim

F

highestBidder = msg.sender;
highestBid = msg.value;

b

function withdrawRefund() external {
uint refund = refunds[msg.sender];
refunds [msg.sender] = 0;
if (!msg.sender.send(refund)) {
refunds [msg.sender] = refund; // reverting state because send failed
+
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// bad
Bank.withdraw(100); // Unclear whether trusted or untrusted
function makeWithdrawal(uint amount) { // Isn't clear that this function is potentially unsafe
Bank.withdraw(amount);
¥
// good
UntrustedBank.withdraw(100); // untrusted external call
TrustedBank.withdraw(100); // external but trusted bank contract maintained by XYZ Corp
function makeUntrustedWithdrawal(uint amount) {

UntrustedBank.withdraw(amount);
¥

£ assert() @HlATMH

HETERHNH B BHAMS R - ENATNBMRETENX, EMF, KHENKH LENERITES, ERAMNRT
BAEANBIZMARRFERR, HSRIFPEEFTENEMKIAAGER, LUHMSHRMANSEESOREAR.
(BN —EMEE, REEBANER)

fBign:

contract Token {
mapping(address => uint) public balanceOf;
uint public totalSupply;
function deposit() public payable {
balanceOf [msg.sender] += msg.value;

totalSupply += msg.value;
assert(this.balance >= totalSupply);

EREIERP A8 MEEXORTHN, EANERSHFIIURED deposit() REMK 52 &ikEther!

IEfR{EA assert() # require()

7£Solidity 0.4.10 & assert() # require() AN, require(condition) #ARIGEAFHEAN, WREHETHEESM
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(¥ SolidityaH—Mixed-pointE B X — I TEES . )

// bad

uint x =5 / 2; // Result is 2, all integer divison rounds DOWN to the nearest integer

// good

uint multiplier = 10;

uint x = (5 % multiplier) / 2;

uint numerator = 5;
uint denominator = 2;

iC{EEther ] BA#R 38l & X 2K
EIERSARNEKRF RENTEE.
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Fallback R EBHNMITHERIZZRBIEF SN (B REMNRBAIHIER) SRR, MEZHAA .send() or
.transfer() BY, 252,300 gas BF LM /EfalloackRENINIT (IFFE: SLKFIEtherth 24 & fallback FELHATT) .
WRIRFLEREIBAIT .send () T .transfer () &WZHIEther, AT TEfallbackEEF{FEHRevent (IFEiT: IEEFPIHEIT
BN EHMAERNLLE) , EESRE falloackiRE AR gas B,

// bad
function() payable { balances[msg.sender] += msg.value; }

// good
function deposit() payable external { balances[msg.sender] += msg.value; }

function() payable { LogDepositReceived(msg.sender); }

BAfRAREA R EF IR S Z S/ R 1%

BRTRARBR R DIAS 2R LI, REATARBBER external, public, internal 3§ private ., DR EMIZERN
Z%, # external AREEBHAMAZER public ., WFIRSLEE, external EAHEEN. FHARERT LB ESE
A5 %X T LURRZR I E2MHEIRRIR.
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// bad
uint x; // the default is private for state variables, but it should be made explicit
function buy() { // the default is public
// public code
}

// good
uint private y;
function buy() external {
// only callable externally
}

function utility() public {

// callable externally, as well as internally: changing this code requires thinking about both cases.
}
function internalAction() internal {

// internal code

b

B BIE B E R IR SRR

BRESAMNZNZERMNENILNERRZHNEFZFERNRARISE. HERZFZRAEHTHERGATZHAT RN
HYRTREE B bug R R MM RIZSRIEHE . BRRSVMAIESHAMALSE, Mpragmatiil T SAEE 7 EERM T RA 4R
FRRBEEN.

// bad
pragma solidity 70.4.4;

// good
pragma solidity 0.4.4;

(FEE: XHRO(TLHFBEAIEN)

IMMD B AFE (Solidity < 0.4)

BF0.4RA, HE—PHEXRAZSES, Solidity iR[Elzero Hi&E throw — 1% & . HRIZEAISolidityhlRAxZE DR 0.4,

X5 R EAE
NTHILRBANEE (Event) FERE, HE—PBHEMASHIATS (BINBNL0G) . WFRH, HANNET
BAK, WERHIHI.

// bad
event Transfer() {}
function transfer() {}

// good

event LogTransfer() {}
function transfer() external {}

{EE A Solidity 5 FiE9191E 23

SEMMIESR/F)R, W selfdestruct (|HARZA 'suicide ) #1 keccak256 (IBKRAY sha3) . 1%
require(msg.sender.send(1 ether)) " " BUER B A LA X {E A transfer() , %1 msg.sender.transfer(1 ether) ",

BN E

e g *
EZANYY

BRIMBRANEERN 2 —FENTRIMREEFR, AN ERRAER ZIMIBEHITER, XEbughZMEX, S
DAOHRRMIM ™ E R HIRE B XM EHIR.
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// INSECURE
mapping (address => uint) private userBalances;

function withdrawBalance() public {
uint amountToWithdraw = userBalances[msg.sender];
if (!(msg.sender.call.value(amountToWithdraw)())) { throw; } // At this point, the caller's code is exe
userBalances[msg.sender] = 0;

(1F& £ (@Hmsg.sender.call.value()()) 1ZiE4afallback KEL ] BHISEHEIFIRIETBESR, HXE, BUMGIKFHIT
TR IR ERIEE S ZRfallback K 2773 318 FF 1R AwithdrawBalance () (8 5] LA MBI IK 35 E E S HIT, )

AU E R HiBmsg.sender.callvalue() )Bt, FH3&H S userBalances[msg.sender] ;5%, FEEXZHIAIUMINSE)AAARS
JRwithdrawBalance() &%, —MIEEBIRAbugEE HIMEH XS DAO BT,

TELEHENGIFH, RIFNAGER ER send() MARZ call.value() () , XIGBRZRIABHERIT.

RM, WRRRETEBRINDRR, S—TEENGERMALLXNREZHRIRETRIRAEABIEZBRZHITING
WA

mapping (address => uint) private userBalances;

function withdrawBalance() public {
uint amountToWithdraw = userBalances[msg.sender];
userBalances[msg.sender] = 0;
if (!(msg.sender.call.value(amountToWithdraw)())) { throw; } // The user's balance is already 0, so ful

ERMEMBERS—TRBBIFAT withdrawBalance() , IPARXEBBENFELENKE, FANRLFTINREEEAERT
AEREENSARNBHNSHEERZEEN, HEN R TENERBERPDERINENITIE,

BEE AT UMERM T HZRETEN T B RECRAITERMUIRE.

// INSECURE
mapping (address => uint) private userBalances;

function transfer(address to, uint amount) {
if (userBalances[msg.sender] >= amount) {
userBalances[to] += amount;
userBalances[msg.sender] -= amount;
+
¥

function withdrawBalance() public {
uint amountToWithdraw = userBalances[msg.sender];
if (!(msg.sender.call.value(amountToWithdraw)())) { throw; } // At this point, the caller's code is exe
userBalances[msg.sender] = 0;

EXNMIFH, WEEBEMIIIMREAR withdrawBalance AT transfer() , WMRIXMAT{E withdrawBalance % H
H1T7%l userBalances[msg.sender] = 0; XE, BAMAINREMEERES, BAMINIMEEBER transfer() FEBERT
REMMNEIEZKE TR, X155t KA EIXDAOKN KT,

EHFNBRNVEDZER, ARTEKREZHCER. WEIREXMFRMAEREGBEER—TE4AA. Am, MR
RESUHZTIRE, EFNbugthIMNEREEESLRRS.

ATFRSHAINREEERIER, tIMNREEESNIER, FUREERENNBRDEHERBI,


https://github.com/ConsenSys/smart-contract-best-practices#send-vs-call-value

ERENR, BNBWNERMZTRAERMNTEREEHNTHNIER. XITANATNERZSRE, A, RANXNIZE
ST 2 RAMB R KT B 1208 S A ALt B A T SMER R B RO SMER R 2. B30, TEAXBRABEAREMN:

// INSECURE

mapping (address => uint) private userBalances;
mapping (address => bool) private claimedBonus;
mapping (address => uint) private rewardsForA;

function withdraw(address recipient) public {
uint amountToWithdraw = userBalances[recipient];
rewardsForAlrecipient] = 0;
if (!(recipient.call.value(amountToWithdraw)())) { throw; }

b

function getFirstWithdrawalBonus(address recipient) public {
if (claimedBonus[recipient]) { throw; } // Each recipient should only be able to claim the bonus once

rewardsForA[recipient] += 100;
withdraw(recipient); // At this point, the caller will be able to execute getFirstWithdrawalBonus agair
claimedBonus [recipient] = true;

R%E getFirstWithdrawalBonus() SXBEZFAIIMNIEYN, BEREREAN withdraw() HSRSMESHTE, EXEIRAN
ZIAF withdraw() EZEEH,

mapping (address => uint) private userBalances;
mapping (address => bool) private claimedBonus;
mapping (address => uint) private rewardsForA;

function untrustedwWithdraw(address recipient) public {
uint amountToWithdraw = userBalances[recipient];
rewardsForA[recipient] = 0;
if (!(recipient.call.value(amountToWithdraw)())) { throw; }
}

function untrustedGetFirstWithdrawalBonus(address recipient) public {
if (claimedBonus|[recipient]) { throw; } // Each recipient should only be able to claim the bonus once

claimedBonus [recipient] = true;
rewardsForA[recipient] += 100;
untrustedWithdraw(recipient); // claimedBonus has been set to true, so reentry is impossible

[ T1EEbugitENAARERTDN, A2 ETNRHBBDEZFITICHR . BFNER:
untrustedGetFirstwWithdrawalBonus() &M untrustedwithdraw() , M/EEIAA TIMNREY, HULEXE
untrustedGetFirstWithdrawalBonus() AL,

A—TERERRERNBRINER (FFEL BIEAZLFEREF—H) EAmutex, ER"lock" HRPAT, REBIRIZRIH
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// Note: This is a rudimentary example, and mutexes are particularly useful where there is substantial log:
mapping (address => uint) private balances;
bool private lockBalances;

function deposit() payable public returns (bool) {
if (!lockBalances) {
lockBalances = true;
balances[msg.sender] += msg.value;
lockBalances = false;
return true;
b
throw;
}

function withdraw(uint amount) payable public returns (bool) {
if (!lockBalances && amount > @ && balances[msg.sender] >= amount) {
lockBalances = true;

if (msg.sender.call(amount)()) { // Normally insecure, but the mutex saves it
balances[msg.sender] —= amount;


https://github.com/ConsenSys/smart-contract-best-practices#mark-untrusted-contracts
https://en.wikipedia.org/wiki/Mutual_exclusion

b

lockBalances = false;
return true;

b
throw;
}
MRABFIREESE REARERAEZRIER withdraw() , BEEiE. XELEREBYR, BSRERASTIENEER

ENEBZSTIRT . TAR—BRIATENNE:

// INSECURE
contract StateHolder {
uint private n;
address private lockHolder;

function getLock() {
if (lockHolder !'= @) { throw; }
lockHolder = msg.sender;

b

function releaselLock() {
lockHolder = 0;
+

function set(uint newState) {
if (msg.sender !'= lockHolder) { throw; }
n = newState;
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uint someVariable = now + 1;

if (now % 2 == @) { // the now can be manipulated by the miner

}

if ((someVariable - 100) % 2 == @) { // someVariable can be manipulated by the miner
}

BH e T



RXEXREA 20X F L@ e+,
LR TR R AR MK IRIE -

mapping (address => uint256) public balanceOf;

// INSECURE

function transfer(address _to, uint256 _value) {
/* Check if sender has balance */
if (balanceOf[msg.sender] < _value)

throw;
/* Add and subtract new balances */
balanceOf [msg.sender] -= _value;
balanceOf[_to]l += _value;
}
// SECURE

function transfer(address _to, uint256 _value) {
/* Check if sender has balance and for overflows */
if (balanceOf[msg.sender] < _value || balanceOf[_to] + _value < balanceOf[_tol)
throw;

/* Add and subtract new balances x/
balanceOf [msg.sender] -= _value;
balanceOf[_to] += _value;
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// INSECURE

contract Auction {
address currentlLeader;
uint highestBid;

function bid() payable {
if (msg.value <= highestBid) { throw; }

if (!currentLeader.send(highestBid)) { throw; } // Refund the old leader, and throw if it fails

currentLeader = msg.sender;
highestBid = msg.value;
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address[] private refundAddresses;
mapping (address => uint) public refunds;

// bad
function refundAll() public {
for(uint x; x < refundAddresses.length; x++) { // arbitrary length iteration based on how many addresse
if(refundAddresses[x].send(refunds[refundAddresses[x]])) {
throw; // doubly bad, now a single failure on send will hold up all funds


https://github.com/ethereum/solidity/issues/796#issuecomment-253578925
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struct Payee {
address addr;
uint256 value;

b

Payee payees[];

uint256 nextPayeeIndex;

function payOut() {
uint256 i = nextPayeelIndex;
while (i < payees.length && msg.gas > 200000) {
payees[i].addr.send(payees[i].value);
i++;
+

nextPayeeIndex = 1i;
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https://github.com/ethereum/EIPs/issues/150
http://ethereum.stackexchange.com/questions/9398/how-does-eip-150-change-the-call-depth-attack
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contract SomeRegister {
address backendContract;
address[] previousBackends;
address owner;

function SomeRegister() {
owner = msg.sender;

b

modifier onlyOwner() {
if (msg.sender != owner) {
throw;
¥

—

b

function changeBackend(address newBackend) public
onlyOwner()
returns (bool)

{
if(newBackend != backendContract) {
previousBackends.push(backendContract);
backendContract = newBackend;
return true;
b
return false;
+

BMTEEM T EENRR:

1. AP QIR ELR SN, SWEARATIRENABATERERIBRANEYN 2. ERERTSNEREEF
MERWALEZRELIP IR

BI—MEERIRIT— T ARE R ERIERNEIESRRNEY:
f512: {&F3 DELEGATECALL ¥ & EUEMER

contract Relay {
address public currentVersion;
address public owner;

modifier onlyOwner() {
if (msg.sender != owner) {
throw;
+

b

function Relay(address initAddr) {
currentVersion = initAddr;
owner = msg.sender; // this owner may be another contract with multisig, not a single contract
owner

b

function changeContract(address newVersion) public
onlyOwner()
{

currentVersion = newVersion;

b

function() {
if(!currentVersion.delegatecall(msg.data)) throw;


http://ethereum.stackexchange.com/questions/2404/upgradeable-contracts
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f5Ian:

bool private stopped = false;
address private owner;

modifier isAdmin() {
if(msg.sender != owner) {
throw;
+

—

b

function toggleContractActive() isAdmin public

{

// You can add an additional modifier that restricts stopping a contract to be based on another
action, such as a vote of users

stopped = !stopped;
}

modifier stopInEmergency { if (!stopped) _; }
modifier onlyInEmergency { if (stopped) _; }

function deposit() stopInEmergency public

{
// some code
}
function withdraw() onlyInEmergency public
{
// some code
}
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g

struct RequestedWithdrawal {
uint amount;
uint time;

b

mapping (address => uint) private balances;
mapping (address => RequestedWithdrawal) private requestedWithdrawals;
uint constant withdrawalWaitPeriod = 28 days; // 4 weeks

function requestWithdrawal() public {
if (balances[msg.sender] > 0) {
uint amountToWithdraw = balances([msg.sender];
balances[msg.sender] = @; // for simplicity, we withdraw everything;
// presumably, the deposit function prevents new deposits when withdrawals are in progress

requestedWithdrawals [msg.sender] = RequestedWithdrawal({


https://github.com/ownage-ltd/ether-router
https://github.com/slockit/DAO/

amount: amountToWithdraw,
time: now

1);
}

function withdraw() public {
if(requestedWithdrawals[msg.sender].amount > @ && now > requestedWithdrawals[msg.sender].time +
withdrawalWaitPeriod) {
uint amountToWithdraw = requestedWithdrawals[msg.sender].amount;
requestedWithdrawals [msg.sender].amount = 0;

if(!msg.sender.send(amountToWithdraw)) {
throw;

b
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modifier isActive() {
if (block.number > SOME_BLOCK_NUMBER) {
throw;
b

—

b

function deposit() public
isActive() {
// some code

b

function withdraw() public {
// some code

b
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