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Homomorphic Encryption 



Cloud Computing on Encrypted Data 

Alice 

Server 

(Cloud) 

(Input: data x, key k) 

Want to use cloud computing. 

But want to keep my data secret. 

E[k,f(x)] 

E(k,x)  

function f 

f(x) 

Run 

Eval[ f, E(k,x) ]    

=  E[k,f(x)] 

 

The magical 
algorithm!  

This could be 
encrypted too. 

Alice’s data is secret, 
even if cloud is breached. 

Encrypted 



A Fully Homomorphic Encryption Scheme (FHE) 



OK, it’s slow. How slow could it be? 



Level Up 



Organization of this Talk 





First 2 Generations of FHE 



Speed of Computing on Encrypted Data 
on IBM’s HElib Platform (1st and 2nd Gens) 

2010 2011 2012 2013 2014 

Estimated amortized time 
for computing a single bit 
operation on encrypted data 

Moore’s law 

But this is for low depth (e.g., 10) 
circuits. No bootstrapping here! 



Bootstrapping in HElib as of 2020 (BGV Scheme) 



3rd Generation FHE 



4th Generation FHE (CKKS Scheme) 



Libraries for FHE 



Chimeric FHE  



HE Speedup (slide courtesy of Jung Hee Cheon) 

HE is getting faster 8 times every year 

e.g. Bootstrapping time: the most time-consuming operation in HE 

CKKS: CPU-based, CKKS+: GPU-based 

Bootstrapping time (Log scale, 𝜇s/bit ) 



App: Genome-Wide Association Studies (GWAS) 



App: Neural Networks 



App: Private Information Retrieval (PIR) 



App: Private Information Retrieval (PIR) 



App: Private Information Retrieval (PIR) 



Hardware Acceleration 



Hardware Acceleration 



Usability 

Toolkits (list from github.com/jonaschn/awesome-he) 

• ALCHEMY - Haskell-based DSLs and interpreters/compilers, build on top of the lattice crypto 
library Lol. 

• AWS HE toolkit - Simplifies the process of designing circuits for the CKKS scheme. 

• Cingulata - Compiler toolchain and RTE for running C++ programs over encrypted data. 

• E3 - Encrypt-Everything-Everywhere framework for compiling C++ programs with encrypted 
operands. 

• Google's FHE Repository - Libraries and tools to perform FHE operations on an encrypted data 
set. 

• IBM FHE toolkit - Including FHE ML inference with a Neural Network and a Privacy-Preserving 
key-value search. 

• fhe-toolkit-android - IBM FHE toolkit for Android 
• fhe-toolkit-ios - IBM FHE toolkit for iOS 
• fhe-toolkit-linux - IBM FHE toolkit for Linux (Docker based Centos, Fedora, Ubuntu & Alpine editions) 
• fhe-toolkit-macos - IBM FHE toolkit for macOS 

• Marble - C++ framework that translates between nearly plaintext-style user programs and FHE 
computations. 

• SHEEP - HE evaluation platform with a set of native benchmarks and a library agnostic language. 

https://github.com/cpeikert/ALCHEMY
https://github.com/cpeikert/ALCHEMY
https://github.com/awslabs/homomorphic-implementors-toolkit
https://github.com/CEA-LIST/Cingulata
https://github.com/momalab/e3
https://github.com/google/fully-homomorphic-encryption
https://fhe-website.mybluemix.net/
https://github.com/IBM/fhe-toolkit-android
https://github.com/IBM/fhe-toolkit-android
https://github.com/IBM/fhe-toolkit-android
https://github.com/IBM/fhe-toolkit-android
https://github.com/IBM/fhe-toolkit-android
https://github.com/IBM/fhe-toolkit-ios
https://github.com/IBM/fhe-toolkit-ios
https://github.com/IBM/fhe-toolkit-ios
https://github.com/IBM/fhe-toolkit-ios
https://github.com/IBM/fhe-toolkit-ios
https://github.com/IBM/fhe-toolkit-linux
https://github.com/IBM/fhe-toolkit-linux
https://github.com/IBM/fhe-toolkit-linux
https://github.com/IBM/fhe-toolkit-linux
https://github.com/IBM/fhe-toolkit-linux
https://github.com/IBM/fhe-toolkit-macos
https://github.com/IBM/fhe-toolkit-macos
https://github.com/IBM/fhe-toolkit-macos
https://github.com/IBM/fhe-toolkit-macos
https://github.com/IBM/fhe-toolkit-macos
https://github.com/MarbleHE/Marble
https://github.com/alan-turing-institute/SHEEP


Usability: Google Transpiler 



Standardization: NIST (post-quantum crypto) 



Standardization: homomorphicencryption.org 





Public Key Encryption (PKE) 
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Homomorphic Encryption (HE)  



The Homomorphism in HE 



How Homomorphic? 



Two Ways to Develop HE Schemes 



Homomorphism 



Homomorphisms + Complexity Theory 



Using the Homomorphism for KeyGen & Encrypt 



Example: Building Goldwasser-Micali the Mathematical Way 



Goldwasser-Micali: Rothblum Version 



Shortcomings of G-M, ElGamal, Paillier 



Attempt at FHE: Ring Homomorphisms 



Problems with Ring Homomorphism Approach 



Early Candidate by Rivest, Adelman, Dertouzos 



Masking the Homomorphism with “Noise” 



van Dijk et al. Integer-Based HE Scheme [2010] 

Prior informal versions by Levieil-Naccache, Bram Cohen 



Commutative Diagram Confusion 



Another Example: Polynomial Evaluation 



Masking the Homomorphism with “Noise” 



Brakerski-Vaikuntanathan HE Scheme  (Variant) 



Ciphertext degree problem (relinearization) [BV11] 



Ciphertext noise problem (bootstrapping) [Gen09] 



Ciphertext noise problem (bootstrapping) [Gen09] 



Final Thoughts on Noisy FHE 





Unstructured Ciphertext Space? 



Solvable (e.g., abelian) groups 



Non-solvable groups: Why Appealing? 



Non-solvable groups: Why Unappealing? 



Magmas from Multivariate Crypto? 



Conclusion 


