BQ78350 Authentication and unseal Key
1. Calibration
Must use the 3.18 version battery manage studio and BQ78350 005 version firmware
2. Authentication
Default Key is 01 23 45 67 89 AB CD EF FE DC BA 98 76 54 32 10
A. How to change the SHA-1 KEY

Write 0x37, 0x00+16 bytes SHA-1 KEY to Ox44

Write Block 44 68 0x 37 000001020304 05 -

(Hex) (Deq) 06070803 0A0B0OCOD
OEOF

B. Authenticate

Write 20 bytes random message to Ox2F ,and read 20 bytes data from 0x2F()

Block Read/Write
Block Type
Read Block 2F 47 Ox 4BBBOCAC4386BDEE »  |Hex v
(Hex) (Dec) E1 DC91 28 D1 C4 61 45
86 EB49 F5
Write Block 2F 47 0x 00 00 00 00 00 00 00 00 -
(Hex) (Dec) 00 00 00 00 00 00 00 00
00 00 00 00

Compare the result with the host
Host Authentication Challenge

¥ey: OF OE OD OC OB OA 09 08 07 06 05 04 03 02 01

Message: 00 00 00 00 00 0O CO OO OO CO OO QO OO OO OO OO OO 00 0O OO0

Digest: 3:
C. Read the SHA-1 key
Can’t read the key because of security exposure
3. Seal/Unseal the gauge

A. How to change the unseal KEY

Write 0x35,0x00+8 bytes unseal/Full access KEY to 0x44



Write Block 44

68
(Hex) (Dec)

B. How to read the unseal KEY

0x 3500230167 45 ABED

Write 0x35 to 0x00, read 8 bytes from 0x23

ATT TS

= -

0 |0
(Hex) (Dec)

Block Read/Write
ReadBlock | 233 35
(Hex) (Dec)

C. unseal the gauge

EF CD
x35
Block Type
Ox 23016745 AB8S EFCD »  |Hex g

Use the Unseal/full_access button and input the Key.

# SAFE EN

+ LED_EMN

# LED_TOGGLE

+ DISPLAY_ON

+ CAL TOGGLE

# RESET

+ SEAL

A7 UNSEAL

Je) UNSEAL_FULL_ACCESS
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UNSEAL Device

Enter the appropriate UNSEAL key and click OK.
Then retry to unseal the device.

Enter Key: 67450301



