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1 Introduction

This document will describe to hardware capabilities of the Cerberus RoT.

2 Processor Features

The Cerberus RoT is a Micro Control Unit (MCU) that interposes on the SPI/QSPI/eSPI bus. Internally,
the RoT will contain 256KB or greater of SRAM. The RoT will interpose on the SPI bus between the
platform or component processor and its SPI flash. The RoT will support the following functionality:

e Secure boot.
o RSA with SHA256 for authenticated image boot.
o AES256 in Galois Counter Mode (GCM) for encrypted image boot.
e DMA controller, configurable all memories and DMA-capable peripherals. Primarily for bridging
SPl interface memory buffer to SPI interface memory buffer.
e CRC engine block for calculating CRCs using 3 standard polynomials.
e 32-bit general-purpose timers/counter for clock synchronization.
e DICE Architecture for establishing Root of Trust.

2.1 Connectivity

e 2 x Serial interfaces that can be configured as slave and operate at 48Mhz or higher.

e 2 xI12C-bus interfaces that support Fast-mode and Fast-mode Plus with data ratesup to 1
Mbps. Two sets of I12C interfaces should support both master and slave modes.

o eSPlinterface with eSPI slave functionality. Configurable to operate as eSPI slave and support
Slave Attached Flash Sharing (SAFS).

e QSPI Master Interface with chip select for two chips.

e (QSPI slave should also be possible on the SPI interfaces.

e General-Purpose Input/Output (GPIO) pins selectable as interrupt pins

2.2 Security

e AES hardware engine supporting 128, 192, and 256 bit keys.

e SHA2 256-bit hardware engine.

e Physical Unclonable Function (PUF) for protecting local key stores of up to 4096-bit keys.
e RFC4122 version 5 compliant 128-bit UUID for each device

e  FIPS 140-1 compliant Random Number Generator (RNG)

e OTP memory for storing root keys.

e OTP memory for key revocation

e DICE Architecture

e Multi stage bootloader, support key revocation and RloT security implementation
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3 Security Details

The security system on the Cerberus RoT consists of hardware blocks for AES encryption, SHA hashing,
random number generation, and key storage. All functions are accessible via the processor and DMA
engine for data encryption/decryption and hashing.
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Figure 1 Cerberus RoT Security System
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3.1 Key Storage

Key storage is achieved through one-time programmable (OTP) memory and an SRAM based physical
unclonable function (PUF). The key store is connected to the AES engine to provide protection for the
most critical keys that are not accessible directly by the software.

Keys stored in OTP can be loaded directly into the AES engine for encryption/decryption. Also, a 256-bit
key can be descrambled prior to use by the AES engine.

The PUF provides a unique key per device that can be used for boot loading or encrypting critical data.
Additional keys can be stored by the PUF and read by software. These keys will be scrambled with the
unique device ID prior to storing.

3.2 AES Engine

The AES engine provides hardware acceleration for encrypting and decrypting data at boot and during
run-time. The engine supports using key sizes of 128, 192, and 256 bits in the following modes:

e Electronic Codebook (ECB)

e Cipher Block Chaining (CBC)
e Cipher Feedback (CFB)

e Output Feedback (OFB)

e Counter (CTR)

e Galois/Counter Mode (GCM)

In addition to the accessing the secure keys from OTP or the PUF, software supplied keys can be
provided to the AES engine. These can be additional keys stored in the PUF or stored by some other
means in the software.

3.3 SHA Engine

The SHA engine provides hardware support for generating 256-bit SHA2 hashes of data. The hashing
engine can be used with the DMA engine to allow complete hashing offload of data.

3.4 Random Number Generator (RNG)

The Cerberus RoT contains a true random number generator that can be used to generate additional
random keys, as required. The RNG is FIPS 140-1/2, NIST, DieHard compliant.

3.5 Physical Unclonable Function (PUF)

The PUF present on the Cerberus RoT provides each device with a unique key that is used to secure
other aspects of the system as well as provide a secure way to store additional keys. The device key is
not directly accessible via software, but can be used with the AES engine to encrypt critical data in a
device-specific way with a completely private key build into the part.
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The PUF can storing keys of 64 to 4096 bits. These additional keys are available to software for general
use. When stored, these keys will be scrambled with a unique device ID in the same way as the
scrambled OTP key.

4 Secure Boot

In order to provide a valid root-of-trust, the Cerberus RoT itself needs to be trusted. This is enforced by
requiring the RoT to only run verified software via the secure boot ROM code in the RoT. There are two
modes of secure boot supported by the RoT:

e Image signing which provides authentication only.
e Image encryption which provides obfuscation, and in GCM tag mode include authentication.

Both secure boot methods rely on a hardware root-of-trust based on the key fused into the OTP
memory on the RoT, both methods can be combined to provide authentication and encryption.

4.1 Signed Image Booting

When using secure boot with signed images, only images signed with the private RSA key that matches
the public key fused into the OTP memory will be loaded.

The boot process begins with the ROM bootloader reading the signed firmware image header. This
image header will contain the signature of the image and the public key corresponding to the private
key used to generate the signature. The signature is a SHA256 hash of the image RSA encrypted with a
2048-bit key.

Once the image header is read, the public key is extracted and a SHA256 hash is generated for the key.
This hash is compared to the hash of the public key fused in the RoT OTP memory. If these hashes
match, the image was signed with the correct key, so boot can proceed.

After validating the key used to the sign the image, the image itself is validated. A SHA256 hash is
generated for the image data and compared to the signature that is decrypted with included public key.
If the hashes match, this image is known to be valid and will be loaded.

Any further authentication is handled by the loaded firmware.

Figure 2 below shows the boot flow when using signed images for authentication.
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4.2 Encrypted Image Booting

Booting with an encrypted image grants the option of enforcing additional security. In addition to the
image being encrypted, a GCM authentication tag can be fused into the RoT to ensure only a single
image is every allowed to boot. In this boot mode, images are encrypted using AES-GCM with a 256-bit
key.

Just as for signed images, the ROM bootloader begins the boot process by loading the encrypted image.
In this case, the image contains the encrypted executable binary and the initialization vector (IV) to use
for decryption. If the GCM authentication tag is not fused into the RoT, this tag will also be included
with the image.

After loading the image, it is decrypted using AES-GCM with the 256-bit key fused in the RoT. This
process will generate the decrypted firmware image and the authentication tag.

If the GCM authentication tag is fused in the RoT, then the tag is compared to the one that is fused.
Otherwise, the tag is included as part of the image header for verification. If the tag doesn’t match, the
image doesn’t boot.

Once the firmware is loaded, additional authentication can be executed as necessary.

Figure 3 below shows the boot flow when using encrypted images.
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