
CIS Controls v7.1 includes system relationship diagrams for each top-
level control



Sub-control descriptions allude to workflow/process



“Procedures and Tools” prose alludes to workflow/process



Combining a variety of “ERD”s shows that tools/capabilities are generally 
viewed separately, with any orchestration, interaction, or workflow 
implementation being (I assert) obscured in “Alerting/Reporting 
Analytics System”.

Alerting/Reporting
Analytics System



Categorical management categories are present in the CIS Controls, 
their interrelationships are opaque. A sampling:

• Asset Management (SW+HW)
• Vulnerability Management
• Configuration Management
• Identity and Access

Management

• Log Management and Analysis
• Data Recovery Management
• Incident Response and 

Management
• Pen Test/Red Team Exercises


