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Abstract

Smart Cities are urban environments that use digital technology and data-driven solutions to
improve citizens’ efficiency, sustainability, and quality of life, especially using Artificial Intelli-
gence to improve human lives. These methods can also help urban residents in dangerous situa-
tions by detecting dangerous situations and securing communication during emergency services
notifications. In this paper, we present the security protocol that ensures secure communication
during the notification of emergency services. This protocol is secure, lightweight, and scalable.
We verified its security using an automated tool that did not detect a protocol attack.
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1. Introduction

Smart Cities (SCs) are urban environments that leverage digital technology and data-driven
solutions to optimize citizens’ efficiency, sustainability, and general quality of life. Also, they
utilize Artificial Intelligence (AI) methods to analyze gathered data, enabling the devices to
function autonomously or anticipate specific scenarios [14, 5].

Given the indispensability of smart devices in our daily lives, we have opted to utilize them
to enhance security in SCs. This issue involves two research challenges and questions. The first
is detecting dangerous situations (for example, fainting or fighting) in SC and notifying emer-
gency services. The second challenge is securing communication during emergency services
notifications to avoid cyber threats [5, 4]. This challenge is this paper’s main theme.

This paper presents a security protocol that ensures secure communication. The protocol
is part of a theoretical framework that utilizes a network of IoT devices to create an intelli-
gent system that supports notification of emergency services using Al methods that enhance
the detection and security of situations threatening SC residents’ health and life. This paper’s
main contribution is the security protocol assumptions supported by the network and software
assumptions of the proposed framework.

The rest of this paper is organized as follows. Section 2 will present related works and our
motivations for taking up this research topic. Section 3 will present a security protocol. The last
section includes our conclusions and plans for further work.

2. Related Works

Securing communication between devices is a critical and complex matter. Developing a com-
munication security protocol necessitates carefully considering various elements, including cryp-
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tographic operations to enhance security, the specific problems that the solutions address, com-
putational capabilities and device efficiency, and the network’s architecture. We analysed exist-
ing solutions like [1, 2, 3,7, 10, 8,9, 6, 11, 13, 14].

Based on this, we recognized the need for the protocol to possess portability, security, and
scalability. Also, the protocol’s security should be directly linked to the confidentiality and in-
tegrity of the transmitted data and the authenticity and resilience against attacks. Additionally,
we have come to understand that the scalability of a security protocol pertains to the computa-
tional resources required by both the device and the entire network to carry out its operations.
So, we prepare a lightweight and secure security protocol to ensure SC communication as a
part of the framework that supports notifying emergency services. Our solution uses efficient
techniques such as hash functions, certificates, and pseudonymization.

3. Security Protocol for Emergency Services Notification

To better understand the protocol’s operation in the context of the framework idea, Figure 1
shows communication flow in the proposed security protocol. In the subsequent subsections,
we will describe each protocol’s phase.
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Fig. 1. Communication flow in proposed security protocol.
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3.1. Protocol’s broadcast phase

The broadcast phase informs IoT devices that the framework will commence operations. The
operational time of the framework in an SC may vary depending on the prevailing circumstances,
including the frequency and severity of threats and dangerous situations. It can operate for the
entire day or a limited time, such as during nighttime. Additionally, the framework can oversee
the entire city or selectively target specific sections inside the SC. Therefore, the trusted server
must inform every device that the framework will commence its operations.

Here, the framework will carry out the broadcast phase of the protocols (in two steps).
Initially, the trusted server transmits two timestamps to each device, specifying the framework’s
activity time to maintain the integrity of the timestamp value. As a response, each device shall
transmit the timestamp to the server, indicating the beginning time. The messages in both steps
are encrypted using a symmetric key shared between the device and the trusted server.

3.2. Protocol’s contact phase

The contact phase initiates a linkage between the device and the trusted server. Initially, the
device attempts to authenticate itself to the trusted server and provide a report regarding the po-
tential occurrence of a hazardous circumstance. It transmits its identity and a freshly generated
timestamp to the server. The trusted server verifies the device’s identity by cross-referencing
it with its database. Upon successful identity verification, the trusted server transmits the de-
vice’s timestamp to indicate that communication is feasible, constituting the second stage. The
messages in both steps are encrypted using a symmetric key shared between the device and the
server. During the third step, the device transmits the recorded photograph, device identifier, and
geographical coordinates to the trusted server. This message is encrypted using a symmetric key
shared between the device and the trusted server. Furthermore, this identical key encrypts the
photo file and the geographical coordinates to prevent cyberattacks. The trusted server verifies
the message’s receipt based on the device’s timestamp. Next, the trusted server can analyze and
authenticate the received photograph using Al methods and inform the ENC if required.

3.3. Protocol’s ENC notification phase

If the trusted server chooses to inform the ENC, it will carry out the ENC notification phase of
this protocol. Initially, the trusted server transmits the acquired photograph and the scenario’s
geographical coordinates to ENC. Both items are encrypted using a symmetric key shared be-
tween the ENC and the trusted server. Furthermore, the trusted server appends its timestamp to
this message. During the second step, the ENC verifies the message’s receipt and transmits the
recently generated timestamp to the trusted server. Subsequently, the ENC personnel will exam-
ine the photograph and determine whether to dispatch rescue services to aid injured individuals
or safeguard the vicinity.

3.4. Automated Security Analysis Results

We preliminarily investigated our protocol and checked its correctness and security using an au-
tomated verification method. We used a tool for automated verification mentioned in [12]. The
tool did not find any attack on our protocol. The protocol’s specification in Alice-Bob notation
and test results are available at https://github.com/spverificationl/isd2024.

4. Conclusions

In this paper, we presented the security protocol, which is the part of the framework that will
enhance the detection and securing of situations that threaten the health and life of residents
of a SC. We suggested the necessary phases of the security protocol (broadcast, contact, and
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ENC notification). We performed preliminary protocol verification via methodology described
in [12]. The tool did not find attacks for any protocol phase during these tests.

In future work, we will focus on the whole framework to ensure safe communication and
notification of emergency services. We will continue testing our protocol and add the ability for
regular smartphone users to appear, improving the protocol’s complexity. Next, we will prepare
the necessary software for all devices. We will also test the correctness of framework operations,
during which the correctness of recognizing dangerous situations and communication using the
proposed protocol will be checked.
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