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Abstract

In the contemporary, knowledge-based economy, enterprises are forced to bear the costs related
to cybersecurity. While breaches negatively affect companies’ budgets, accurate decisions on
security investments result in visible savings. At the same time, cybersecurity cost assessment
methods that support these decisions are lacking. Caspea addresses the gap by enabling the
estimation of costs related to personnel activities involved in cybersecurity management. In this
paper, new advancements in the research related to the construction of an ISO/IEC 27001-based
costing model are described. This includes revising cost centres based on the ISO27k RASCI
matrix, minimising input and output data, or implementing a new calculation spreadsheet that
contains substantial changes compared to its previous editions. A comparative analysis with the
earlier version of Caspea has been performed. The application of the new model to a wood-
working company is illustrated. The results show gradual extension and the broader scope of
the Caspea framework.

Keywords: computer security, cost estimation, cost evaluation, comparative analysis, ISO/IEC
27001

1. Introduction

Costs of cybersecurity management are the costs related to various types of controls and activ-
ities for reducing cybersecurity risks [4]. Among the others, they include the costs induced by
security incidents, costs of security management, costs of protection measures, and the costs of
capital induced by information security risks [4]. The costs embrace investments, consequences
of cybersecurity breaches, responsive actions and indirect costs (e.g. associated with loss of
image or loss of customers’ trust). In the contemporary, knowledge-based economy and with
the omnipresence of information technologies that are largely exposed to cyberattacks, these
costs are borne by practically all enterprises. At the same time, the enterprises which decided
to invest in appropriate cybersecurity controls noted substantial technology savings [1]. In-
formed decisions in security expenditures are key for the operation of today’s enterprises. Yet,
as they compete with other areas of company activities, they require good justifications. How-
ever, practical tools for evaluating the cost of cybersecurity needed for effective decision-making
regarding cybersecurity investments are lacking.

Caspea — the Cost Assessment of Personnel Activities in Information Security Management
was introduced in response to this demand [19]. The method enables rough evaluations of the
cost of activities of all employees and stakeholders that are related to cybersecurity management
in daily work. For security or IT officers, these costs concern, for instance, designing and sharing
security policies or organising security workshops. For other personnel, the same activities
induce costs related to reading the documents or participating in the events. At the same time,
the costs of cyberassets involved in the cybersecurity management, such as physical equipment,
hardware or software, are excluded from the estimations. Caspea employs the Activity-Based
Costing approach and thus far it has been adopting the NIST SP 800-53 guideline as a source
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of cybersecurity activities. While the document is a broadly recognised and acknowledged
publication that provides detailed descriptions of cybersecurity controls and for that reason, it
was selected as a source for the list of activities, the direct connection of the framework to the
primary cybersecurity standard, namely ISO/IEC 27001, has been missing, marked as further
research work. As a result, the question of whether Caspea would appropriately estimate the
costs of cybersecurity management activities specified in the norm has been remaining open.
This paper presents new developments in the method that fill the gap. The primary contributions
are:

* The development of a new version of Caspea that directly adopts ISO/IEC 27001.

* The implementation of a worksheet-based tool prototype to facilitate calculations.

* The comparative analysis with the NIST SP 800-53-based version.

* The revision of the method’s costing model including the adaptation of cost centres in
accordance with the ISO27k RASCI matrix.

* Illustration of the application of the novel version of Caspea through a case study.

The paper has the following organisation. After the introduction of the background knowl-
edge, including the relevant research, ISO/IEC 27001 and NIST SP 800-53 documents, SQUARE
and ISO27k RASCI (Section [2)), the original Caspea is briefly introduced (Section [3). The
new developments related to ISO/IEC 27001 integration are described in Section ] Section [3]
presents a case study of using the new version of Caspea. The comparative analysis of NIST-
based and ISO-based methods is described in Section[6] The paper ends with closing remarks.

2. Background

This section commences with a discussion of the relevant research on the cost of cybersecurity.
This is followed by a brief presentation of the ISO/IEC 27001 standard and the NIST Special
Publication 800-53. Also, an overview of the SQUARE method used in the comparative analysis
of Caspea (see Section [6) and the ISO27k RASCI matrix applied to the extended version of
Caspea (see Sectiond)) described in this paper are provided.

2.1. Related work

The research on cybersecurity costs dates from 1979 when the Annual Loss Expectancy (ALE)
was pointed out as a measure for incident cost analysis [20]. From that time multiple methods
and models have been proposed [20]. Primary financial indicators used in the analysis of the
costs of cybersecurity are the rate of return (RR), maximum net present value (NPV) or the
return of investment (ROI). The studies of the cost of cybercrime include the research of Riek et
al. [27]] on measuring the costs of cyber-crime or Farahmand et al. [9] who proposed the criteria
for categorising enterprise information assets and provided a scheme for probabilistic analysis
of the impact of security threats.

Among the economics-based security studies, Sawik [30]] analysed the application of several
Stochastic Mixed Integer Programming models to the optimal selection of protection controls in
an enterprise supply chain. A similar topic, but with non-linear budget constraints, was studied
by Daniele and Scrimali [7] and Nagurney et al. [21]. Ioannidis et al. [13] proposed a dy-
namic model of security investments that takes into account the confidentiality and availability
trade-offs. In 2010 an alternative dynamic model was introduced by Tatsumi and Goto [32].
The same year Bohme et al. [3] designed a model that incorporates penetration testing activ-
ities. In the context of cyber-insurance, a policy-purchasing optimisation model based on the
impact of secondary losses was introduced by Bandyopadhyay and Mookerjee [2]. Pal et al.
[24]] developed a model for deriving optimal cyber-insurance contracts for welfare-maximising
or profit-maximising strategies. Shetty et al. [31] performed model-based studies on the effects
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of cyber insurance on customers’ security and welfare. Other economics-related security stud-
ies include the research of Havakhor et al. [11] on the capital market’s response to enterprises’
investments in cybersecurity, Rodrigues et al. [29] who proposed a framework for impact assess-
ment of cybersecurity investments in distributed ecosystems, the Chessa et al.’s [[6] cooperative
game-theoretic approach to quantify the value of personal data in networks, or the Robinson’s
et al. [28]] application of stated preference discrete choice experiments (SPDCEs) to analysing
and quantifying individuals’ security and privacy preferences.

Cost calculators are easy-to-use tools for obtaining approximate costing data based on some
input information about an organisation. Openly available cybersecurity cost calculators in-
clude, for instance, the Kaspersky IT Security Calculator [[16] or eSentire Security Operations
Center Pricing Calculator [8]]. Concerning the methods for calculating the costs of implement-
ing security controls only a few solutions have been developed. This includes I-CAMP and
I-CAMP 1I [26], SAEM [5] or SQUARE [35]], the latter of which has gained the broadest adop-
tion. A mapping between the NIST Cybersecurity Framework (CSF) and the costs of quality
was developed by Radziwill and Benton [25]. The mapping enables linking accounting ele-
ments associated with cybersecurity operations and risk management to a quality cost model.
An approach for integrating cost—benefit analysis into CSF using the Gordon—Loeb Model was
proposed by Gordon et al. [10].

Summarising, the research has been mostly focused on cybersecurity investments or finan-
cial consequences from security breaches. Depending on the study, the costs are considered in-
dividually or in the cost-benefit analysis. Both, micro- to macro-economic views are provided.
In this respect, Caspea provides a complementary view into the costing component associated
with personnel activities related to cybersecurity.

2.2. ISO/IEC 27001

ISO/IEC 27001 is the primary, “number-one” international standard focused on the security of
information systems. It centres around the concept of the Information Security Management
System (ISMS) developed in the framework of cyclic risk management. Security controls are
presented in Annex A of the publication. The catalogue is comprehensive, however, in con-
trast to NIST SP 800-53, the descriptions are very concise and high-level. They are mostly
one-sentence-based, while the specifications of analogous controls in NIST SP 800-53 contain
several pages. This is justified by the general scope of the standard that can be adopted by or-
ganisations of various sizes and specialisations, as well as by leaving the choice to organisations
on how to implement the controls. Another substantial difference is the possibility of obtaining
an internationally recognised information security certificate.

2.3. NIST SP 800-53

NIST SP 800-53 is a guideline-type, technical document developed in response to the US leg-
islation requirements concerning the protection of federal information systems. It provides a
catalogue of cybersecurity and privacy controls organised in three baseline sets that correspond
to the criticality of the systems. Revision 4 of the publication contains 115 controls for systems
with low impact on organisations and individuals, 159 for systems with moderate impact and
170 for high-impact systems. The document is comprehensive in terms of the portfolio of cyber-
security controls as well as the level of detail in their descriptions. It was developed by the Joint
Task Force Interagency Working Group formed by a large group of experts from various na-
tional civil, defence and intelligence organisations including the Department of Commerce, the
Department of Defense, the Office of the Director of National Intelligence, or the Committee on
National Security Systems. Additionally, the work of the working group is supported by contri-
butions from other relevant bodies. The publication is reviewed and updated periodically. Since
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its first version in 2005, it has evolved from a single, around a hundred pages, self-contained
document into a small library with the main publication and multiple supporting documents.
The document is broadly recognised worldwide and earned the status of de facto standard. It is
compatible with ISO/IEC 27001 which is documented by a bidirectional mapping of all NIST
and ISO controls [22].

2.4. SQUARE

The Cost/Benefit Analysis-based framework was introduced in 2005 by the System Quality Re-
quirements Engineering (SQUARE) Team from Software Engineering Institute (SEI), Carnegie
Mellon University [35]], meeting a visible interest of researchers. From the time of its proposal,
the method has been applied to various contexts and broadly documented while the associated
research, associated primarily with the elicitation of cybersecurity requirements (with substan-
tial consideration of costs) has been continued. The method estimates the costs of computer
security-related projects conducted in small enterprises based on threat categories that are pub-
licly available from national surveys. For each category of threats, costs, benefits, baseline risks,
and residual risks can be estimated assuming average yearly probabilities of categorised threats
and averaged extent of financial loss resulting from the exposure to threats in the categories [35]].
The steps of calculation include the analysis and description of misuse cases, the categorisation
of the cases into categories of threats, the derivation of categories of preventions, the calculation
of total implementation costs, the net project value, the total system value or the benefit/cost
ratio for several alternatives of cybersecurity improvement projects, and the selection of the
optimal project [35]].

2.5. ISO27k RASCI matrix

The ISO27k RASCI matrix was published by the ISO27k Forum [33]]. The table associates roles
(posts) in an organisation with ISO/IEC 27001 cybersecurity activities and participation types.
The roles adopted in the model as cost centres comprise the executive management (senior-
level executives or managers), ISMS Steering Committee, information security professionals,
the heads of various units, or regular workers. Five main participation types are distinguished
in the responsibility assignment matrix. Responsible participants have first responsibility for
performing a cybersecurity management activity. Accountable participants are called to account
when risks materialise. They are usually budget holders. Supportive actors actively assist in
the design, implementation or management of a cybersecurity management activity. Consulted
parties provide information or advice to the actors actively involved in a cybersecurity manage-
ment activity. Informed parties have an interest in the risk status of cybersecurity management
activity.

3. NIST-based Caspea

Caspea — Cost Assessment of Personnel Activities in Information Security Management| is a
method dedicated to the estimation of the costs related to human involvement in cybersecurity
management. In other words, Caspea facilitates the assessment of costs of cybersecurity man-
agement activities performed by employees and other stakeholders. Examples of the activities
include developing cybersecurity policies, participating in training courses, and configuring and
deploying technical protection measures or cybersecurity testing. The main components of the
method are presented in Figure[I] All the elements were revised and modified in the new, ISO-
based, version of Caspea. The components that were newly introduced to the Caspea method
are indicated by a bold style. They are described in the next section (Section [).

In accounting, a costing system enables the grouping and assignment of costs to cost ob-
jects (e.g. units of production, departments, or other activities) to facilitate monitoring of the
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Fig. 1. The main components of the Caspea method. The elements newly introduced to the ISO-
based Caspea are depicted by a bold style.

costs incurred by an organisation. There are various costing systems, including direct costing
systems, traditional absorption costing systems and hybrid costing systems. Caspea adopts the
Activity-Based Costing (ABC) system as it is most suitable due to recognising activities (human
or machine operations) as fundamental objects that induce costs in enterprises. The total cost in
an organisation is calculated as a sum of the costs of all activities performed in an enterprise.
Then, to derive the costs of activities, the proper cost centres must be assigned to them using
relevant cost drivers. Duration driver in the form of working time expressed in hours was cho-
sen as the activity cost driver. In the earlier research, the list of 115 first-baseline cybersecurity
controls from NIST SP 800-53 Revision 4 published in 2013 was used as a reference list of the
activities [18]].

For its input, Caspea requires only a small set of data that characterise an organisation (Char-
acteristics of organisation). This includes the number of employees, average hourly pay rates
of personnel that are responsible for, accountable, supportive, consulted or informed during
cybersecurity management, or labour turnover indicators. Based on the data, the minimum,
maximum, and usual approximated total cost of personnel activities related to cybersecurity
management are calculated. To facilitate the estimations, a calculation spreadsheet was devel-
oped [18]]. By design, Caspea is primarily dedicated to supporting decision-making in medium
or small enterprises, or divisions of larger organisations. However, through adjustments in the
activity duration estimates that serve for calculations of the total values (see Section [3)), the
framework can be adapted to organisations of larger sizes. Similarly, while the direct total
cost estimates obtained with Caspea can be interpreted as generally valid for organisations of
different types, the tailoring of the activity duration times can lead to more precise results for
specific sectors. These adjusting/tailoring activities require additional, sometimes substantial,
effort from organisations as all the relevant data need to be gathered.

4. Integration of ISO/IEC 27001 into the costing model

This paper presents new developments in the Caspea framework, where the ISO/IEC 27001
standard [14] forms the direct foundation of the costing model. The primary objectives of the
research were as follows:

1. Providing a costing model that directly adopts the ISO/IEC 27001 international standard.

2. Evaluating potential differences in cost estimates obtained with the NIST and ISO-based
models.

3. Extending the portfolio of tools to be used for estimations.

4. Supporting the choice of which of the publications, the NIST’s or ISO’s, to follow when
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establishing a cybersecurity management system.

To assure consistency with the earlier research, the ISO/IEC 27001:2013 version convergent
with NIST SP 800-53 Rev. 4 used in the NIST-based model was adopted. At the same time,
it needs to be noted that the current edition of the standard, namely ISO/IEC 27001:2022 [15]]
introduced mostly minor or moderate alterations to its previous version. Although the number
of controls was reduced from 114 to 93 and the controls were organised into 4 instead of 14
sections, the changes resulted primarily from merging and reorganisation of controls. 11 new
controls were introduced that follow the trends in ICT and information security [[17]. However,
the direct incorporation of the modifications and their study in reference to the newer version
of NIST SP 800-53 i.e. its Revision 5 [23] is envisaged as a subsequent incremental step of the
research.

With relation to the earlier NIST SP’s 800-53-based version, cost centres were revised to
more precisely match the information security management according to the ISO/IEC 27001
norm. This was done based on the ISO27k RASCI matrix (see Section [2.5)). A crucial compo-
nent of the model is the estimation of the duration of each activity performed by a cost centre.
Three-point estimations have been provided based on expert judgement and analogous estimat-
ing [34]. Similar to NIST-based Caspea, the evaluations were carried out by a single appraiser
and are subjective. This forms a limitation of the study that calls for further research. For
instance, multiple organisations, ideally from different sectors, that already established cyberse-
curity management systems can be surveyed for costing figures. At the same time, the current
implementation of the model enables obtaining rough estimations that should support decision-
making. Moreover, companies can adopt the model by adjusting the estimations to their context.

For multiple activities, their duration depends on the size of an organisation. Thus, variable
dependencies were introduced in the calculations. They come from the observation of general
practices applied in organisations. Based on the characteristics of each specific activity, the
dependencies have linear (I)) or logarithmic forms (2)):

Dy=Ngxx+y (1)
Dy=log, Np xx+y )

where: D 4 — activity duration time [hours], N — number of employees, z — logarithm base that
reflects the level of effort required for an activity, usual values include 10 or 100, z — variable
factor [hours], y — fixed factor [hours].

For instance, the time needed for user registration and granting system access rights (ISO/IEC
27001 security control no. A.9.2.1) depends linearly on the number of users. At the same time,
the time for devising information security policies (ISO/IEC 27001 security control no. A.5.1.1)
by security professionals exhibits logarithmic dependence on the number of employees.

The assignment of cost centres to activities and the estimation of the duration of each ac-
tivity can be explained in an example. Referring to the user registration activity, according to
the ISO27k RASCI matrix, four main roles are involved in the task, namely the head of HR
(responsible), IT officers (supportive), ISMS Steering Committee (supportive) and information
security professionals (consulted). The time used by IT officers necessary to register or unsub-
scribe enterprise employees depends on the number of employees, also the involvement of the
head of HR who is responsible for the task changes depending on the size of the organisation.
As aresult, the formulas, as presented in Table [T] were assigned to the activity.

The Caspea spreadsheet developed to facilitate calculations was modified substantially, com-
pared to its NIST SP 800-53-based version. Now, it comprises three (instead of four) worksheets
representing subsequent steps of the assessment process. The Organisation data worksheet for
entering the input data was updated to represent the roles associated with the implementation
of the ISO/IEC 27001 Information Security Management System. To increase the intuitive-
ness of working with the tool and reduce the effort related to its learning, the set of input data
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Table 1. The assignment of cost centres to activities and estimated task durations for the activity
related to ISO/IEC 27001 security control A.9.2.1 User registration and de-registration. Ng —
number of employees

Role Head of HR IT officers ISMS  Steering|IT security pro-
Committee fessionals
Participation type [Responsible Supportive Supportive Consulted
Estimation type Min. Max. Usual Min. |Max. |Usual |Min.Max.Usual Min.Max.|Usual
Estimation formula |8 4140 +(16 +10,15 x|0,5 x|0,25 x|0,5 |2 05 4 |24 |8
4log 0o NE |4l0g,00 NE [4l0gi00 NE|NE Ng Ng

has been minimised. It contains the number of employees, hire rate, termination rate, promo-
tion/demotion/transfer rate, the planned number of ISMS Steering Committee members and
average hourly pay rates of personnel. At the same time, the mobile devices usage index and the
average number of outsiders having access to the system input data have been removed from the
worksheet. Multiple experiments with the earlier, NIST-based, version of the tool showed that
these factors had a negligible impact on the total cost estimations. The number of ISMS Steering
Committee members is used to calculate the ISMS Steering Committee pay rate by being multi-
plied by the pay rate at the executive management position. The worksheet List of activities (see
Figure[2) comprises the formulas for the calculation of the total cost of activities. The activities
reflect the ISO/IEC 27001 control areas. The roles according to the ISO27k RASCI table from
ISO27k Forum and new activity duration estimations were introduced.

To improve the clarity of the results and to focus on the most important aspects, the As-
sessment results worksheet was simplified. It currently contains solely the estimations of the
minimum, maximum and usual total values of the information security management activities
and the analogous estimations assumed that the physical security of facilities was outsourced
by the organisation. This means that three tables in the NIST-based version concentrated only
on the activities of cybersecurity professionals were removed from the tool. The tables pro-
vided information of secondary importance, namely the estimations of total costs of activities
performed exclusively by information security professionals, the estimated numbers of required
working hours for information security professionals and the forecast required number of infor-
mation security professionals. At the same time, the table with estimated total yearly costs of
activities associated with information security management in the enterprise with physical se-
curity outsourced was introduced. This is because analyses performed for various organisations
showed that outsourcing physical security has a substantial impact on costing figures and thus
visualising that in a dedicated table should form a helpful aid during decision-making.

Executive 2| 0,5|Informati

9 'A.6.1.2 Segregation of duties Executive 28] 05] 2| o.5)IsmMsstee| 76| 0,5 2| 0.5|Informatid

10 A.6.1.3 Contact with authorities Executive 38 0,5 8 1|ISMS Steel 76| 0,5 2| 0,5|Informatio

11 A.6.1.4 Contact with special interest groups|Executive 38| 0,5 2] o5)isMsstee] 76] 0,50 1] 0,5]Informati
i 0 1

| 1. organisation data ‘2. Listofa::ivities‘ 3. Assessment results | ® 4 v

Fig. 2. The ISO/IEC 27001-based Caspea List of activities worksheet, the centre of calculations,
contains new ISO27k RASCI-related roles and revised task duration formulas.
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5. Case study

In the earlier research, the NIST SP 800-53-based Caspea was applied to estimate the costs in
public and private sector organisations, including critical infrastructures. The aim of the case
study presented in this section is to illustrate the process of using the new ISO/IEC 27001-based
version of Caspea. The subsequent steps of the estimation are presented in the context of a
shared services centre of a European woodworking company. The shared services centre is a
local unit of the entire international woodworking group that constitutes a good, structured and
non-complex basis for the illustration. It shows the most common context in which Caspea is
applied, namely a division of a medium- or large- size company or a small organisation that
reflects the typical level on which cybersecurity decisions and investments are made. Also, the
company is a good representative of a large group of medium-size, production-based, highly
computerised and international enterprises.

The entire enterprise provides services in thirty countries all over the world. It comprises five
main divisions: paper and board production, pulp processing, wood products and timber, tissues
and paper towels, and forest services. The shared services centre handles financial transactional
and accounting processes for the group companies located in Europe. It has over 150 employees.
The structure of the IT system operating in the local centre is presented in Figure 3
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Fig. 3. IT system in the shared services centre of the woodworking company

5.1. Input data

The local centre has five main departments that report to a general director. The divisions have
the following employment structure. The General Ledger Department employs the head of the
unit, 4 team leaders and a team of 25 accountants. The Accounts Receivable Department has
the head of the unit, 3 team leaders and 20 accountants. The Accounts Payable Department
embraces the head of the unit, 5 team leaders and a team of 40 accountants. The Customer Con-
tact Department encompasses the head of the unit, a team leader and 12 agents. The Technical
Department employs one expert, a senior specialist and a specialist. Thus, as far as the input
data for Caspea are concerned, the Number of employees equals to 35, the Planned number of
ISMS Steering Committee members was assigned 2, and the Hire rate, Termination rate and
Promotion/demotion/transfer rate are at the level of 10%.
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The average hourly gross pay rates necessary to estimate the total cost of information se-
curity activities were based on the data from the Hays Poland Salary Guide [12] and converted
to Euro from Polish Ztoty with a rounded average exchange rate equal to 4,7ﬂ The rate can be
also used to approximate the values in US dollars (USD). The Average hourly gross pay rates
introduced to Caspea ranged from 5,7 Euro for physical security officers, to 76 Euro for the
members of ISMS Steering Committee.

5.2. Results

The cost estimates are obtained immediately (real-time) after the introduction of input data into
the calculation spreadsheet. The estimated typical total yearly cost of activities associated with
information security management in the enterprise is around 242 thousand Euro. This cost
can be reduced by 50% if the organisation decides to perform just the baseline cybersecurity
management. At the same time, the sum to be spent when extensively implementing all security
actions reaches as much as 650 thousand Euro yearly.

These values reflect the entire annual cost of personnel activities involved in implementing
the ISO/IEC 27001 Information Sharing Management System (ISMS) [[14]. Especially for the
non-IT employees, the cost should be interpreted as ‘deduced’ from regular annual salaries and
associated with the workers’ time spent on the ISMS implementation. It shows which part of
the regular workforce remuneration will go to cybersecurity management. For frontline actors,
such as the ISMS Steering Committee, information security professionals or IT officers the cost
may exceed the currently paid amounts. This means that additional crew needs to be recruited.
For a large, international enterprise such as the woodworking group, the estimated monthly cost
of around twenty thousand Euro should justify the decision to introduce the ISO/IEC 27001
controls to protect data in the important unit that performs finance and accounting operations.

6. Comparative analysis with NIST 800-53

In the earlier research [[19]], as a part of the method’s evaluation, Caspea was subjected to a
comparative analysis with SQUARE [35] based on two existing small and medium enterprises
that operate in the global and national (Polish) market: a boatyard and an IT support company.
The SQUARE method was chosen for a reference method in the evaluation due to its broad
application and acceptance (see Section [2.4)). This section presents an analogous analysis that
aims at comparing the earlier, NIST SP 800-53-based version of Caspea with the new one. To
maintain the continuity of the approach that enables also comparing to SQUARE, the same
organisations were taken for reference in the study.

6.1. Analysed organisations

The shipyard designs and builds custom-made luxury sailing and motor catamarans as well as
superyachts. The company operates in the global market. It realises contracts with individual
customers and specialises in the production of vessels where designs and their implementation
are customised to the requirements of the contractor. The company very intensively applies
information technologies, thus assuring the security of information assets is crucial.

The IT support company provides its services to a publishing group which is one of the
largest publishers in Poland. It develops and maintains a large portfolio of Internet portals. The
most popular of them is an advertisement service recognised in all country regions. Another is
the Internet issue of one of the oldest journals. The internet traffic reaches a few million page
hits daily for each service. The company databases store hundreds of thousands of personal

'Source: https://www.exchangerates.org.uk/EUR-PLN-exchange-rate-history.html. Last access: 11 October
2023.
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Table 2. Input data for the comparative analysis of ISO/IEC 27001- and NIST SP 800-53-based
Caspea for two organisations

Caspea NIST-based | ISO-based [ NIST-based [ ISO-based
Organisation Boatyard IT support company
Indicator Input data

Number of employees 35 95

Planned number of information security professionals 0 n.a. 1 n.a.
Planned number of ISMS Steering Committee members n.a. 2 n.a. 2
Hire rate 34,29% 24.21%
Termination rate 28,57% 26,32%
Promotion/demotion/transfer rate 8,57% 32,63%

Mobile devices usage index 25,711% n.a. 42.11% n.a.
Average number of outsiders having access to the system 6 n.a. 30 n.a.

Table 3. Estimates of the total yearly cost [in USD] of activities associated with cybersecurity
management obtained with ISO/IEC 27001- and NIST SP 800-53-based Caspea for two organ-
isations. Also, the ratio between the two models’ results is indicated.

Total cost of security management activities [USD]
Caspea Min. [ Max. [ Avg. [ Usual
Boatyard

NIST-based | 3994948 | 128278,19 | 84 113,83 57 875,19
ISO-based | 52 689,28 | 279 188,22 | 165938,75 | 104 234,79
ISO/NIST 131,89% 217,64% 197,28% 180,10%
IT support company
NIST-based | 50 774,37 | 190 843,97 | 120809,17 | 70 646,55
ISO-based | 76 338,07 | 441813,21 | 259 075,64 | 159 920,08
ISO/NIST 150,35% 231,50% 214,45% 226,37%

data, which again, require effective protection. A more detailed description of the organisations
is presented in [[19].

6.2. Input data

During the analysis, the same input data as during the earlier comparative analysis with SQUARE
were introduced to the new version of Caspea. The only adjustments resulted from the modi-
fications of the input data set that are described in Section ] The input data that characterise
analysed organisations are summarised in Table 2} The average hourly gross pay rates from the
earlier study were adopted for the analysis.

6.3. Estimations

Based on the input data presented in Table[2] the estimates summarised in Table[3|were obtained.
The values were converted to US dollars (USD) from Polish Ztoty with a rounded average
exchange rate equal to 4 congruently with the comparative analysis described in [19]. It needs
to be noted that a revised version of NIST-based Caspea was applied to the analysis. Thus, the
results for the version differ from the earlier analysis.

6.4. Results analysis

Looking at the results, the estimates of usual total costs obtained with the new ISO/IEC 27001-
based model of Caspea are approximately two times higher than NIST-based (see the columns
with ratios between the two models’ results in Table [3). The reasons for that situation are pri-
marily twofold. First of all, while both models reflect compatible processes that aim at providing
comprehensive cybersecurity protection, which is documented in the mappings between NIST
800-53 and ISO/IEC 27001 controls (see Tables H-1 and H-2 in [22])), the structure of the tasks
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is different. This results in differences in individuals’ efforts assigned to a particular activity.
Moreover, the NIST and ISO/IEC controls are highly equivalent but not fully equivalent. NIST
notes that there is a degree of subjectivity in the mapping analysis that results in not always one-
to-one representation. Also, organisation-specific implementations may play a role in control
equivalency. In addition, a few ISO/IEC 27001 security controls could only be directly mapped
to a NIST SP 800-53 control enhancement, while Caspea does not incorporate control enhance-
ments at the current moment. The difference between the formulation of security management
activities in the two models also results in a different structure of individual task duration es-
timations. For instance, the variable dependency component (see Section ) occurs around 50
times in NIST-based Caspea, while more than 800 in the ISO/IEC version.

Secondly, in the NIST-based model, only one role is associated with an activity (for 74 out
of 115 activities). Two roles occur sporadically (19 times) and three (the maximum) only once.
In the ISO version, due to adopting the ISO27k matrix of roles and responsibilities (see Section
M), typically 4 or 5 roles are assigned to an activity (for 72 out of 114 activities). There are 16
activities with more than 5 roles assumed and the minimal assignment is 2, occurring only for 5
activities. These findings can be summarised into an observation, that the new version of Cas-
pea more comprehensively reflects the involvement of other organisation roles in information
security management tasks.

7. Conclusions

The paper presented the new research on the Caspea cybersecurity cost estimation method
that centres around the integration of the ISO/IEC 27001 international standard. In the study,
ISO/IEC security controls were transposed to the Caspea costing model, including the assign-
ment and evaluation of related activity duration times as well as the adaptation of cost centres
in accordance with the ISO27k RASCI matrix. The assignment of duration times to activities
represents a subjective component of the study that has an impact on the precision of cost esti-
mations especially in the context of a variety of organisations to which Caspea is dedicated. For
that reason, further exploration of activity duration times, for instance through surveying com-
panies of different sizes and sectors constitutes a prospective study area. Moreover, the study, at
its current stage, forms an opening voice, a proof of concept, rather than a final proposal.

Multiple areas of the research deserve further exploration. Among the others, they include
analysing the applicability of Caspea in various economic sectors, evaluating the method’s fit-
ness and accuracy to a particular economic sector, or including the risk as a driving factor of
estimations. Also, extending the set of organisations included in the comparative analysis could
provide additional insights into the differences between different costing models incorporated
in Caspea. At the same time, the rough estimations obtained with Caspea should constitute
a valid argument in cybersecurity investments-related decision-making. Supported by the two
versions of Caspea, organisations can choose which of the two most common information se-
curity standards and guidelines (ISO/IEC 27001 or NIST 800-53) to follow when establishing a
cybersecurity management system.
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