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Abstract

Organizations increasingly participate in inter-organizational partnerships that exploit
business opportunities supported by shared data assets. Hence, data governance is required
to establish collaborative operations between the partners, ensure accountability for shared
data assets, define data ownership, identify data provenance, and comply with data-related
regulations. This paper presents (1) the structure of a data governance maturity model for
inter-organizational operations and (2) a set of maturity assessment archetypes for data
governance. These results emerge from a research partnership with a major European
technology and service provider involved in data collaboration ecosystems for digital and
green logistics. Our contribution extends the state-of-the-art on distributed data
governance, specifically for increasingly common business ecosystems built on shared data
processing, and provides practical tools for organizations to conduct a data governance
maturity assessment tailored to their role in such collaborative operations.

Keywords: Inter-Organizational Data Governance, Maturity Assessment Archetypes,
Maturity Model.

1. Introduction and Motivation

Nowadays, data is one of the most valuable assets, requiring the definition and
implementation of a data governance framework to provide “the structure and guidelines
necessary for the responsible use and management of data assets” [24]. Additionally, data
governance also allows organizations to develop innovative data-based products, foster
data quality practices, and address data-related regulations [1].

However, business partnerships increase the complexity of data governance. Therefore,
intra-organizational data governance boundaries are spanning [13], requiring organizations
to implement inter-organizational data governance mechanisms that enable collaboration
between the partners, establish data security requirements, define data ownership [26], and
consider the data-related regulations affecting the partners in distinct locations [1].

Data governance maturity assessment can provide organizations with the means to
conduct an initial diagnosis of their practices and develop a plan to improve and implement
data governance [16]. However, existing data governance maturity models focus on a
single organization scenario and are unsuitable for inter-organizational setups [21]. Our
literature review has not found maturity models focusing on decentralized operations
context, considering the multiple partners and mechanisms that are necessary to address
inter-organizational operations. Furthermore, adopting a maturity model shared among
different partners (e.g., data producers and data consumers) is not common practice,
requiring the identification of adoption archetypes (defined as patterns of action).
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We performed our research in collaboration with a European technology and service
provider (TSP) involved in a 91.9M€ investment program to “create an ecosystem of 28
products and services for the Green and Digital Transition in the transport and logistics
sectors”. The company is developing new solutions based on artificial intelligence, using
and producing significant volumes of data shared in a business ecosystem, including smart
seaports and shipping companies. We defined two Research Objectives (RO):

e RO1: Design the architecture of an inter-organizational data governance maturity

model (I0-DGMM).

¢ RO2: Identity data governance maturity assessment archetypes.

The remainder of this paper is structured as follows. Section 2 provides common
ground on data governance, inter-organizational data governance, data governance
maturity models, data governance, and maturity assessment archetypes. Subsequently,
Section 3 describes the research methodology. Section 4 presents the architecture proposed
for the 10-DGMM, followed by the maturity assessment archetypes. Section 5 shows a
demonstration at the TSP company, and section 6 offers a discussion. Finally, Section 7
reports on the main conclusions, focusing on limitations and the next stages of our research.

2. Theoretical Background
2.1. Data Governance

Data governance focuses on defining, deploying, and exercising control and authority over
data [5]. Thus, data governance is part of the organization-wide program that aims to
capitalize on data as a key asset, improve data quality, and perform data-related risk
management [1], [5]. Many organizations are developing frameworks for data governance
implementation, including data standards, policies, processes, strategies, and
organizational structures supporting data-related operations [5]. Furthermore, data
governance involves managing contractual agreements, addressing the identified issues,
and monitoring organizational performance [1]. Lastly, it considers the data itself as well
as the systems (e.g., data collection tools and data analysis suites) that interact with it [14].
Data governance covers multiple dimensions, considering quality, security, life cycle,
architecture, metadata, as well as storage and infrastructure [1]. More specifically:
o Data quality: defines a data quality strategy, appoints data quality roles and
responsibilities, collects quality metrics, and manages data quality issues [5].

e Data security: defines data security processes and standards, appoints roles and
responsibilities, and complies with data security regulations [17].

e Data life cycle: details processes (e.g., data collection, data analysis), analyzes data
flow, and assesses the accomplishment of data-related regulations [5], [17].

o Data architecture: identifies enterprise data requirements, defines architectural
policies, and develops an enterprise data model [5].

e Metadata: defines metadata standards, appoints metadata management roles and
responsibilities, and follows a metadata management process [5], [17].

o Data storage: establishes processes to manage data storage, data storage policies,
and planning of data storage requirements [2].

Data governance depends on the organizational context. On the one hand, at the intra-
organizational level, there is a need to ensure the alignment between the business and
strategic objectives, promote internal data management practices, and improve data quality
[1]. On the other hand, inter-organizational operations involve multiple business partners,
requiring mechanisms to ensure data integration, secure data access, and common data
exchange processes, subsequently detailed in the next subsection.

2.2. Inter-Organizational Data Governance

Specific data governance mechanisms are required when progressing from intra to inter-
organizational operations [13]. There is the need to handle multiple data sources that may
lead to increased inconsistency in data quality [1], align the distinct business partner’s
strategies [13], improve inter-organizational collaborative processes [19], deal with the
diverse regulations affecting the multiple entities [18], and promote data exchange [26].
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Therefore, “trusted frameworks” are required to support secure data-sharing operations
[14]. Further, there are three distinct profiles of organizations:

e Data producers: create data assets that may be provided to other entities [6], [15].

e Data consumers: exploit data to develop products and services [6], [15].

o Data prosumers: fit both profiles, simultaneously sourcing and producing data and

participating in various data exchange operations [15], [36].

The several inter-organizational data governance dimensions require specific dynamics
when considering multiple collaboration partners, as described by [28]. As an example, a
digital business ecosystem involves multiple partners with distinct roles, responsibilities,
and contributions to the partnership, considering the producers (e.g., provide resources to
the ecosystem), drivers (e.g., define a common vision for the ecosystem), and guardians of
interest (e.g., assess the ecosystem’s members for reliability) [34]. Table 1 details the inter-
organizational data governance dimensions and corresponding mechanisms.

Table 1. Inter-Organizational Data Governance Mechanisms.

Dimension Example of Mechanisms
Inter-Organizational Data Establish secure remote data access mechanisms [27] and ensure non-repudiation for data-
Security related operations [14].
Inter-Organizational Data Deploy mechanisms that foster data integration from multiple partners [4] and develop an
Architecture architectural model for the inter-organizational setup [7].
Inter-Organizational Define inter-organizational metadata standards [17] and develop processes for decentralized
Metadata metadata curation [23].
Inter-Organizational Data Develop data ownership models [18] and appoint inter-organizational data stewards [33].
Ownership and Stewardship
Inter-Organizational Data Develop data exchange standards [27] and monitor data usage across multiple partners [18].
Life Cycle
Inter-Organizational Data Test shared data assets for personal identifying information [18] and ensure compliance with
Privacy data privacy-related regulations affecting the various partners [1].

Organizations should focus on inter-organizational data security, inter-organizational
data architecture, inter-organizational metadata, inter-organizational data ownership and
stewardship, inter-organizational data life cycle, and inter-organizational data privacy [28].
The available data governance frameworks focus on a single enterprise scenario, lacking
the mechanisms to address inter-organizational setups (e.g., defining data ownership) [13].

2.3. Data Governance Maturity Models

A maturity model provides a “sequence of discrete maturity levels for a class of processes
in one or more business domains, and represents an anticipated, desired, or typical
evolutionary path for these processes” [3], [32]. For example, distinguishing between 1-
initial up to 5-optimized operations provides an overview of the organization’s status and
helps define a target for improvement [11, 29]. Moreover, maturity models can be used to
compare the organization’s capabilities with best domain practices and benchmarks.

Lower maturity levels are often associated with unpredictable processes, ad-hoc
procedures to manage data, lack of data assets tracking, and reactive behavior in handling
issues and problems [10]. At higher maturity levels, organizational processes are frequently
automated, and enterprise-wide rigorous, documented, and improved procedures for data
management focus on continuous improvement. The costs associated with data-related
operations are also more controlled and optimized at higher maturity levels [10].

Our literature review on data governance maturity models found contributions focusing
on specific contexts, such as cloud management [2] and telecommunications operations
[33]. We also found more generic proposals, such as the IBM Data Governance Maturity
Model [10]. Most of the available contributions come from the grey literature.

The existing data governance maturity models suit intra-organizational operations and
dimensions (e.g., assessing a specific department). However, they are unsuitable for inter-
organizational operations (e.g., data ecosystems) [21]. Therefore, there is a need to develop
a new data governance maturity model that addresses inter-organizational setups, such as
the case of data ecosystems [21].
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2.4. Data Governance Archetypes and Maturity Assessment Archetypes

According to Merriam-Webster [37], archetypes are “the original pattern or model of
which all things of the same type are representations or copies.” They have been
extensively used in the Information Systems field, based on a taxonomical analysis and
morphological characteristics of a domain [22]. Archetypes are a “mechanism for
organizing, summarizing, and generalizing information” [31], being a means towards
achieving standardization [35].

The literature on data governance reveals examples of archetypes. For example,
archetypes for data governance sophistication level based on the regulatory environment
and the complexity of data assets [25]. The work of Hunke et al. [9] focuses on identifying
archetypes for analytics-based services. The existing research focuses on the deployment
and operationalization of data governance in organizations and, thus, are unsuitable for the
context of a maturity assessment. Therefore, there is a need to develop a set of archetypes
for inter-organizational data governance maturity assessment that considers the multiple
abstraction levels at which the model may be deployed. For example, a diagnosis focusing
on a data producer or an assessment focusing on the whole collaborative ecosystem.

3. Research Methodology

For the design and development of an architecture for the 10-DGMM and the
corresponding archetypes, we have adapted the proposal by Becker, Knacksted, and
Poppelbuf [3]. The authors introduce an approach for developing IT management maturity
models to handle technological changes, new regulations, and benchmarks [3]. Data
governance is often considered a subset of IT governance [20]; thus, we found this
approach suitable for developing our maturity model. Furthermore, we extended Becker,
Knacksted, and Poppelbufl [3]’s approach with steps to identify and develop data
governance maturity assessment archetypes. Figure 1 describes the methodology [3].

Figure 1 summarizes the steps of the design and development of the I0-DGMM, which
started by defining the existing problem (“Problem Definition” in Fig. 1.), including the
target domain and group [3]. We conducted a literature review on data governance maturity
models. For this purpose, we used Scopus and Web of Science (WoS), two of the most
preeminent bibliographic databases [8]. We obtained 485 matches in Scopus and 17 in
WoS Core Collection by applying the keywords “data governance” AND “maturity model”
(green circle in Fig. 1). The analysis of the several maturity models revealed that the current
contributions do not include mechanisms for inter-organizational data governance.

We chose a hybrid strategy to develop the IO-DGMM [3]. On the one hand, we have
considered concepts and structures from other data governance maturity models (e.g., TM
Forum’s model [33] or the DMM/CMMI [11]). On the other hand, we developed new
components for the I0O-DGMM that were not yet available to integrate decentralized data
governance maturity concepts (e.g., data sharing mechanisms [26]).

We conducted a literature review on inter-organizational data governance mechanisms
to identify elements that could be used to develop the IO-DGMM. We used the keywords
("data governance") AND ("data platform™ OR "decentralized" OR "inter-organizational
OR "digital platform™ OR "collaborative network” OR "data value chain” OR "ecosystem"
OR ("data ecosystem') OR ("platform ecosystem™) OR ("digital ecosystem™) OR ("digital
business ecosystem™)). We obtained 276 results in Scopus and 113 in WoS Core
Collection. We removed 73 duplicate papers and identified 89 relevant ones by examining
the title, keyword, and abstract. Analyzing the existing literature, we identified specific
mechanisms for each data governance dimension, including metadata management, data
privacy management, data security management, data quality management, data sharing
procedures, and data strategy management (orange circle in Figure 1).

The “Iterative Maturity Model Development” included four sub-steps with (1) “Select
Design Level,” (2) “Select Approach,” (3) “Design the Model Section,” and (4) “Test
Result” [3] (red rounded rectangles in Fig. 1), during which we developed the I0-DGMM
iteratively. The development of data governance maturity assessment archetypes followed
the development of the model. The “Transfer and Evaluate Conception” [3] stage started,
on which we defined the means to transfer knowledge between the academic and industrial
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communities, a set of maturity assessment archetypes, and the maturity model.
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Fig. 1. I0-DGMM Design and Development Step (adapted from Becker, Knacksted, and P6ppelbuf3 [3]).

The “Implement Media Transfer” stage focused on making the IO-DGMM available to
the targeted group and domain [3]. We piloted the maturity model in the TSP company,
considering its participation in multiple data collaboration platforms. These platforms
promote a collaborative ecosystem where members can access shared data resources and
IT assets. Notwithstanding, each member is autonomous in developing its operations and
strategy. The TSP develops products (e.g., platforms, hardware, software) that are
operationalized by the end customers and the partners. At this stage, we focused on the
smart green ports ecosystem, in which the TSP company is developing solutions that
contribute to optimizing dry ports operations, route planning, and network management.

4. Data Governance Maturity Assessment Approach

4.1. Data Governance Maturity Model

In a previous stage of our research [28], we collected and analyzed multiple data
governance maturity models in the available literature. This step provided us with the
insights to compare, match, and derive a set of dimensions for our maturity model [28].
Figure 2 introduces the proposed 10-DGMM dimensions [5], [28], [33].
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Fig. 2. I0-DGMM Dimensions (based on [5], [28], [33]).
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Figure 2 depicts our model's data governance maturity dimensions. For each of the
dimensions, we categorize intra-organizational and inter-organizational mechanisms. On
the one hand, the intra-organizational mechanisms focus on internal cohesion,
organizational practices, project development, and fulfilling the company’s objectives. On
the other hand, the inter-organizational mechanisms cover the partnership contribution
estimation, accountability over shared operations, data-sharing operations and
infrastructures, and collaborative processes. Table 2 presents an extract of the |IO-DGMM,
focusing on the intra-organizational mechanisms.

Table 2. IO-DGMM Excerpt — Intra-Organizational Mechanisms.

Dimension & Sub-Dimension
Data Quality — Data Profiling
Practice Level 0 Level 1 Level 2 Level 3 Level 4 Level 5
Define, There is no The team The team The organization | The The
implement, plan for data | definesan defines and defines and organization organization
monitor, and profiling in incopsistent implemer_1t.s a implerneqts an Qefines, Qefines,
review a the o and informal data proflllng organization- |mp|emepts, implements,
plan for data organization. plan_f_or d_ata planin th_e wide plar_1 _for ) and monitors enfo_rces,
SR profiling inthe | scope of its data profiling in an monitors, and
profiling in organization activities. the organization. | organization- reviews an
the for specific wide plan for organization-
organization. projects. data profiling wide plan for
in the data profiling
organization. in the
organization.

The example in Table 2 focuses on the data quality dimension's data profiling sub-
dimension. At level 0, data governance does not exist, or it is not performed. At level 1,
the work is carried out based on reactive ad-hoc practices at the team level, and data assets
are seen as a by-product of activities and products. At level 2, there are reactive high-level
guidelines for conducting the activities at the team level, and the team is aware of the
importance of data assets for its performance and improvement. At level 3, the work is
developed based on proactive cross-organizational managed processes, and data is handled
as a product that can be valuable for the organization for improvement and data-based
product development. At level 4, the work is planned, monitored, and measured based on
a set of cross-organizational defined goals; data is classified as a key organizational asset
essential for organizational performance, and strategies are defined to identify possible
problematic situations and exploit available opportunities. At level 5, the work is managed
as part of an optimized strategy based on continuous improvement; data is classified as a
critical asset for the organization’s survival and a source of competitive advantages.
Predictive systems are used to identify and prevent problematic occurrences.

Table 3. IO-DGMM Excerpt — Inter-Organizational Mechanisms.

Dimension & Sub-Dimension
Data Strategy — Data Use Cases
Practice Level 0 Level 1 Level 2 Level 3 Level 4 Level 5
Identify, There is no The team The team The The The
manage, identification identifies identifiesand | organizations | organizations | organizations
communicate, | of business- inconsistently manages agree on, agree on, continuously
monitor, and relevant and and without business- identify, identify, agree on,
review profitable coordination relevant and manage, and manage, identify, manage,
business- data for the data assets that profitable communicate | communicate, | communicate,
relevant and partnership. may be relevant | data for the business- and monitor monitor, and
profitable and profitable partnership in | relevant and the business- review the
data for the for its specific the scope of profitable relevant and business-relevant
partnership- projects. their data for the profitable and profitable
activities. partnership. data for the data for the
partnership. partnership.

Table 3 presents an example of the inter-organizational mechanisms, focusing on the
data strategy dimension’s data use cases sub-dimension. At level 0, data governance does
not exist or is not performed across the ecosystem. At level 1, activities are not managed,
data is handled as a by-product of activities and artifacts across the ecosystem and its
members, procedures, and decisions are carried out based on experience, and practices are
locally performed without coordination by each partner. At level 2, activities are managed,
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ecosystem members are becoming aware of the importance of data assets to capitalize on
the collaboration, procedures and decisions are carried out based on experience, and
practices are coordinated between the several partners. At level 3, standardized and
coordinated processes are defined and managed between the ecosystem’s members, data is
used as a product collected from processes and services across the partners, and strategies
are implemented to prevent identified situations and/or issues in the partnership. At level
4, standardized and coordinated processes are quantitively managed across the ecosystem,
data is handled as an ecosystem resource, and strategies are performed to prevent identified
situations and/or issues in the several partners and environmental conditions. At level 5,
processes and activities are optimized across the ecosystem, data is a critical asset for the
organization for improvement and product development across the several partners, and
predictive models are used to anticipate events and/or issues and environmental conditions.

The 10-DGMM structure follows the same descriptive logic for each maturity level for
the several practices of each dimension, aiming to facilitate the coherence of the analysis
carried out by the users applying the model and the understanding by the practitioners
targeted in the assessment. We complement the 10-DGMM with a questionnaire that
allows the users to use the model and obtain the corresponding maturity assessment score.

4.2. Data Governance Maturity Assessment Archetypes

The 10-DGMM can be deployed at multiple abstraction levels in intra-organizational and
inter-organizational scopes. These possibilities were identified, analyzed, and discussed
based on the context of the TSP company. The maturity assessment can be focused on the
interaction/relationship between specific partners in a collaboration platform (e.g., a dry
port company acts as a data producer by providing data for a TSP that uses data to improve
its services). This assessment may occur at distinct levels in the organization, considering
a specific department, involved processes, the provided service, or even the organization
as a whole (e.g., a maturity assessment focusing on the port slot allocation management
platform development at the TSP, that integrates data from the dry port’s companies uses).

Table 4. Data governance maturity assessment archetypes.

Select the Inter-Organizational Level

Category Inter-Organizational Level Description
The maturity assessment focuses on the interaction between two
Consumer organizations, considering the data governance mechanisms associated with

data consumers obtaining data from producers.

The maturity assessment focuses on the interaction between two
Producer organizations, considering the data governance mechanisms associated with
data producers providing data to consumers.

Ecosystem
Interaction

The maturity assessment focuses on the interaction between two
Prosumer organizations, considering the data governance mechanisms associated with
data prosumers.

The maturity assessment focuses on the collaborative partnership (e.g., data

Ecosystem Ecosystem Governance ecosystem), involving all the partners and their cohesion as a whole.

Wide Ecosvstem Membershi The maturity assessment focuses on the collaborative partnership,
Y P emphasizing an organization that is a candidate to integrate the ecosystem.

Select the Intra-Organizational Level

Category Intra-Organizational Level Description

The maturity assessment focuses on a specific process (or a set of processes)

Process A S p
of the organization(s), considering process-level practices.

. The maturity assessment focuses on a specific product/service of the
Product/Service R o . .
Local organization(s), considering the associated data governance practices.

The maturity assessment focuses on a specific department(s) or a team(s) in

Department the organization(s).

Organizational The maturity assessment covers the entire organization(s).

Archetype = Inter-Organizational Level + Intra-Organizational Level

In a distinct scenario, the IO-DGMM maturity model can be deployed to evaluate the
cohesion and the inter-organizational collaboration between the several partners that
integrate an ecosystem or to assess the possibility of integrating a new organization in the
partnership. Therefore, data governance maturity assessment may happen at distinct
abstraction levels in the organization. The possible archetypes for adopting the proposed
maturity model were identified in collaboration with the case company (Table 4).
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Table 4 depicts the data governance maturity assessment archetypes, that are generated
by combining an inter-organizational and intra-organizational level. The maturity
assessment archetype selection starts by defining the inter-organizational level,
considering Ecosystem Wide or Ecosystem Interaction (first column). When choosing
“Ecosystem Interaction,” the maturity assessment may focus on the consumer, producer,
or prosumer relationships within the ecosystem. Applying the “Ecosystem Wide,” the
assessment may target the ecosystem governance (e.g., the data platform collaboration-
wide maturity assessment) or the ecosystem membership adherence (e.g., a third party that
wishes to integrate the data collaboration platform). Then, there is the need to choose the
intra-organizational level of maturity assessment, considering specific contexts (e.g.,
process, product/service, department) or the entire organization. For example, a prosumer-
product archetype focuses on the consumer + producer data governance mechanisms in the
scope of an inter-organizational product. The following section describes a demonstration
of the data governance maturity assessment.

5. Demonstration

Considering the preliminary results of our research, we decided to focus on the assessment
of metadata, data architecture, data strategy, and data transmission dimensions presented
in Fig. 2. The goal was to obtain initial feedback on the application of the maturity model
and to conduct necessary adjustments, before performing a full assessment. For this
specific company, two archetypes were selected: (1) the prosumer-organizational
archetype and (2) the ecosystem governance-organizational archetype.

Together with the TSP, we defined the dates for the presentations and interviews with
the specific members of the organization selected as the target of the maturity assessment.
An initial presentation focused on explaining the goals of the maturity assessment, the basic
concepts of the maturity model, and the role of each party in the process.

Next, we conducted the preliminary stages of the data governance maturity assessment.
We compiled and analyzed the retrieved information to classify each data governance
dimension defined for the pilot survey. Fig. 3. reports the preliminary findings of our pilot
survey on the TSP using the prosumer-organizational archetype.

Metadata Data Architecture
Metadata Discovery Data Architecture
and Capture Definition
5 5
Data Cataloaui MetadataSchemas ~ DataArchitecture Data Architecture
atatataloguing and Standards Strategy Monitoring
Metadata Maintenance Data Integration

and Acquisition

Fig. 3. Maturity assessment using the prosumer-organizational archetype at the TSP, applying the metadata
and data architecture dimensions.

The results show a high maturity score for the “Metadata Discovery and Capture” (e.g.,
the existence of an optimized metadata collection process) and “Metadata Schemas and
Standards” (e.g., periodically review metadata architecture) sub-dimensions (on the left of
Fig. 3.). It scored low on the “Metadata Maintenance” (e.g., lack of a metadata versioning
system) and “Data Cataloguing” (e.g., the use of local data catalogs only in specific
projects) sub-dimensions. For “Data Architecture,” the company scored high for “Data
Architecture Definition” (e.g., the definition and periodic review of data architecture
requirements) and “Data Architecture Strategy” (e.g., the periodic review of the data
architecture strategy) sub-dimensions. It scored low for the “Data Integration and
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Acquisition” (e.g., there is no data infrastructure mapping in the organization) and “Data
Architecture Monitoring” (e.g., the company doesn’t have KPIs for data architecture) sub-
dimensions. Fig. 4. highlights the ecosystem governance-organizational archetype.

Data Strategy Data Transmission
Data Transmission
DataUse Cases and Exchange
. [
2 2
4 4
3 3
2 2 8
1 L ' DataAccess
DataValue and Partnership Data Transmission < \ Requests
Capitalization Establishment Design . Management
Business Strategy Data Transmission
Monitoring

Fig. 4. Maturity assessment using the ecosystem governance-organizational archetype at the TSP, applying
the data strategy and data transmission dimensions.

The company obtained a low maturity score for the several sub-dimensions of “Data
Strategy,” including “Data Use Cases” (e.g., the organizations inconsistently and without
coordination identify data assets that may be relevant to the remaining partners), “Data
Value and Capitalization” (e.g., the organizations determine the value of a specific data
assets for the ecosystem using ad-hoc methods), “Business Strategy” (e.g., the
organizations agree on, develop, and implement business cases for the ecosystem in the
scope of their activities), and “Partnership Establishment™ (e.g., the organizations agree on
and identify relevant partners to share data in the ecosystem). The company also obtained
a low score for most of the sub-dimensions on “Data Transmission,” considering “Data
Transmission Design” (e.g., the organizations agree on, define, and implement data sharing
standards for the ecosystem that cover the scope of the teams' shared activities), “Data
Access Requests Management” (e.g., the organizations use a basic formulary to request
access or transmission of specific data assets in the ecosystem), “Data Transmission
Monitoring” (e.g., the organizations define inconsistent and uncoordinated basic methods
to monitor and log data transactions in the ecosystem), and “Data Transmission and
Exchange” (e.g., the organizations agree on, define, and implement guidelines for data
transmission for sharing data assets in the ecosystem).

The pilot survey allowed the development of a roadmap for improving the targeted
dimensions at this stage of the maturity assessment, emphasizing inter-organizational
governance-related operations and structures. Based on the assessment’s maturity score,
we developed a report containing level classification for the multiple data governance
dimensions and specific recommendations for the organization to improve its current
practices. For data quality, as an example, we suggested the organization to develop a list
of trusted sources for obtaining data. Moreover, for data architecture, the team suggested
the development of logical and physical models for the infrastructures.

6. Discussion

The 10-DGMM can be used to conduct the maturity assessment of organizations,
considering their increased collaboration in data sharing operations, that require
compliance with data-related regulations, collaborative processes, and inter-organizational
coordination mechanisms. By applying the model, it is possible to assess the practices that
cover partnership collaboration, contribution estimation, and joint data strategy,
highlighting a maturity assessment score for the collaborative partnership and its multiple
interactions. The maturity assessment archetypes allow the application of the IO-DGMM
at distinct abstraction levels, with the possibility of focusing on an ecosystem-wide
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diagnosis or specific interactions between two specific members.

The 10-DGMM incorporates intra/inter-organizational dimensions. When comparing
with the available maturity models, the 10-DGMM incorporates a new data literacy
dimension for both intra-organizational and inter-organizational scopes. Additionally, the
IO-DGMM can establish the basis for the integration and standardization between the
multiple partners in the ecosystem since they are working using a unified maturity model.
Moreover, it allows organizations to develop a coordinated and agreed-upon data
governance improvement roadmap, considering the assessment results. According to their
roles in the ecosystem (e.g., a data producer), the organizations may prioritize the
implementation of specific mechanisms tailored to their needs. Lastly, the maturity model
can establish a dependency between the intra-organizational and inter-organizational scope
dimensions (e.g., if the organization is at level 3 in intra-organizational data quality, it
cannot achieve higher than that for inter-organizational data quality).

The business partners can use the IO-DGMM to assess the possibility of establishing
agreements with candidate entities (e.g., a new partner data provider). More specifically,
the model can be used to conduct an intra-organizational assessment of the candidate.
Based on the maturity assessment’s results, the organizations can decide to integrate (or
not) the candidate as a partner or ecosystem member.

The research team also concluded that the maturity model can be used to score data
producers regarding the quality of their assets, the provided services, and the shared data.
For example, Singh et al. demonstrate that an increased reputation may allow data
producers to attract additional data consumers [30].

The data governance maturity assessment archetypes enable the deployment of the 10-
DGMM at distinct abstraction levels according to the organization’s needs. By conducting
an assessment at the inter-organizational scope, it is possible to adapt the model to assess
interactions between specific partners (e.g., a data producer that provides data to a partner
in an ecosystem) and the collaborative partnership dynamics (e.g., using the partnership-
wide level collaboration archetype). The 10-DGMM intra-organizational scope allows
organizations to perform an individual-level maturity assessment utilizing the product,
department, or organizational archetypes. Therefore, based on the selected archetypes, the
organization can conduct a tailored maturity assessment that is suitable and prioritized
toward its objectives.

7. Conclusion

This paper describes the architecture and assessment archetypes for a data governance
maturity model for inter-organizational operations. It is the result of a joint collaboration
with a TSP company that is currently adopting it to develop a comprehensive data
governance strategy adapted to the challenges of new digital solutions, with increasing
requirements in data governance within their entire data collaboration platform.

Some limitations must be stated. First, the artifacts were created and demonstrated in a
single case that was not representative of the entire industry. Future work should focus on
deploying the developed artifacts in other cases (e.g., software and hardware development,
healthcare). Second, the artifacts were created in a highly regulated context, such as the
port management sector. Future iterations should focus on deploying the artifacts in other
sectors to compare the maturity assessment results and extend the maturity model. Third,
our work contributes toward data governance maturity assessment in inter-organizational
setups. However, we currently do not have evidence of organizational improvements that
may come from applying the data governance implementation roadmap based on the
maturity assessment results. Future work may consider steps to evaluate the developed
artifacts formally. Fourth, our maturity model provides organizations with a generic
assessment and improvement path. Future research can focus on creating a tailoring system
like the one incorporated in ISACA’s Control Objectives for Information Technologies
[12], aiming to support organizations in prioritizing the assessment and improvement of
specific domain dimensions (e.g., achieving level 4 for data architecture and level 3 for
data security), based on a set of pre-defined factors (e.g., industry sector, compliance
requirements). Fifth, our research focused on the data ecosystems context. Future work
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may consider other typologies of inter-organizational relationships, such as the case of
digital business ecosystems [34]. Lastly, the current maturity model and the corresponding
support documentation are supported on a spreadsheet. Currently, the team is developing
a more sophisticated web platform for the purpose, allowing organizations to track their
maturity status and continuously update the results, including evidence of compliance. This
digital tool will be essential in audits and in creating a shared data space for the data
collaboration platform, including suppliers, partners, and data end users.
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