{"payload":{"allShortcutsEnabled":false,"fileTree":{"manual":{"items":[{"name":"_ext","path":"manual/_ext","contentType":"directory"},{"name":"_static","path":"manual/_static","contentType":"directory"},{"name":".gitignore","path":"manual/.gitignore","contentType":"file"},{"name":"CMakeLists.txt","path":"manual/CMakeLists.txt","contentType":"file"},{"name":"acknowledgement.rst","path":"manual/acknowledgement.rst","contentType":"file"},{"name":"cli.rst","path":"manual/cli.rst","contentType":"file"},{"name":"conf.py","path":"manual/conf.py","contentType":"file"},{"name":"contributing.rst","path":"manual/contributing.rst","contentType":"file"},{"name":"design.rst","path":"manual/design.rst","contentType":"file"},{"name":"download.rst","path":"manual/download.rst","contentType":"file"},{"name":"encryption.rst","path":"manual/encryption.rst","contentType":"file"},{"name":"fix-qdf.1.in","path":"manual/fix-qdf.1.in","contentType":"file"},{"name":"index.rst","path":"manual/index.rst","contentType":"file"},{"name":"installation.rst","path":"manual/installation.rst","contentType":"file"},{"name":"json.rst","path":"manual/json.rst","contentType":"file"},{"name":"library.rst","path":"manual/library.rst","contentType":"file"},{"name":"license.rst","path":"manual/license.rst","contentType":"file"},{"name":"linearization.rst","path":"manual/linearization.rst","contentType":"file"},{"name":"object-streams.rst","path":"manual/object-streams.rst","contentType":"file"},{"name":"overview.rst","path":"manual/overview.rst","contentType":"file"},{"name":"packaging.rst","path":"manual/packaging.rst","contentType":"file"},{"name":"qdf.rst","path":"manual/qdf.rst","contentType":"file"},{"name":"qpdf-job.rst","path":"manual/qpdf-job.rst","contentType":"file"},{"name":"qpdf.1.in","path":"manual/qpdf.1.in","contentType":"file"},{"name":"release-notes.rst","path":"manual/release-notes.rst","contentType":"file"},{"name":"weak-crypto.rst","path":"manual/weak-crypto.rst","contentType":"file"},{"name":"zlib-flate.1.in","path":"manual/zlib-flate.1.in","contentType":"file"}],"totalCount":27},"":{"items":[{"name":".github","path":".github","contentType":"directory"},{"name":"appimage","path":"appimage","contentType":"directory"},{"name":"build-scripts","path":"build-scripts","contentType":"directory"},{"name":"cmake","path":"cmake","contentType":"directory"},{"name":"completions","path":"completions","contentType":"directory"},{"name":"examples","path":"examples","contentType":"directory"},{"name":"fuzz","path":"fuzz","contentType":"directory"},{"name":"include","path":"include","contentType":"directory"},{"name":"libqpdf","path":"libqpdf","contentType":"directory"},{"name":"libtests","path":"libtests","contentType":"directory"},{"name":"logo","path":"logo","contentType":"directory"},{"name":"manual","path":"manual","contentType":"directory"},{"name":"pkg-test","path":"pkg-test","contentType":"directory"},{"name":"qpdf","path":"qpdf","contentType":"directory"},{"name":"qtest","path":"qtest","contentType":"directory"},{"name":"zlib-flate","path":"zlib-flate","contentType":"directory"},{"name":".clang-format","path":".clang-format","contentType":"file"},{"name":".dir-locals.el","path":".dir-locals.el","contentType":"file"},{"name":".gitignore","path":".gitignore","contentType":"file"},{"name":".readthedocs.yaml","path":".readthedocs.yaml","contentType":"file"},{"name":"Artistic-2.0","path":"Artistic-2.0","contentType":"file"},{"name":"CMakeLists.txt","path":"CMakeLists.txt","contentType":"file"},{"name":"ChangeLog","path":"ChangeLog","contentType":"file"},{"name":"LICENSE.txt","path":"LICENSE.txt","contentType":"file"},{"name":"NOTICE.md","path":"NOTICE.md","contentType":"file"},{"name":"README-appimage.md","path":"README-appimage.md","contentType":"file"},{"name":"README-doc.txt","path":"README-doc.txt","contentType":"file"},{"name":"README-hardening.md","path":"README-hardening.md","contentType":"file"},{"name":"README-maintainer","path":"README-maintainer","contentType":"file"},{"name":"README-what-to-download.md","path":"README-what-to-download.md","contentType":"file"},{"name":"README-windows.md","path":"README-windows.md","contentType":"file"},{"name":"README.md","path":"README.md","contentType":"file"},{"name":"TODO","path":"TODO","contentType":"file"},{"name":"abi-perf-test","path":"abi-perf-test","contentType":"file"},{"name":"cSpell.json","path":"cSpell.json","contentType":"file"},{"name":"check_abi","path":"check_abi","contentType":"file"},{"name":"check_assert","path":"check_assert","contentType":"file"},{"name":"cmake-win","path":"cmake-win","contentType":"file"},{"name":"copy_dlls","path":"copy_dlls","contentType":"file"},{"name":"format-code","path":"format-code","contentType":"file"},{"name":"generate_auto_job","path":"generate_auto_job","contentType":"file"},{"name":"job.sums","path":"job.sums","contentType":"file"},{"name":"job.yml","path":"job.yml","contentType":"file"},{"name":"lgtm.yml","path":"lgtm.yml","contentType":"file"},{"name":"libqpdf.map.in","path":"libqpdf.map.in","contentType":"file"},{"name":"libqpdf.pc.in","path":"libqpdf.pc.in","contentType":"file"},{"name":"make_dist","path":"make_dist","contentType":"file"},{"name":"performance_check","path":"performance_check","contentType":"file"},{"name":"qpdfConfig.cmake.in","path":"qpdfConfig.cmake.in","contentType":"file"},{"name":"run-qtest","path":"run-qtest","contentType":"file"},{"name":"spell-check","path":"spell-check","contentType":"file"}],"totalCount":51}},"fileTreeProcessingTime":6.97079,"foldersToFetch":[],"repo":{"id":4539167,"defaultBranch":"main","name":"qpdf","ownerLogin":"qpdf","currentUserCanPush":false,"isFork":false,"isEmpty":false,"createdAt":"2012-06-03T17:40:19.000Z","ownerAvatar":"https://avatars.githubusercontent.com/u/1812112?v=4","public":true,"private":false,"isOrgOwned":true},"symbolsExpanded":false,"treeExpanded":true,"refInfo":{"name":"11.3","listCacheKey":"v0:1708812161.0","canEdit":false,"refType":"branch","currentOid":"57dcf6d99dc4b464b0c6004f05cd2fe2d129f655"},"path":"manual/encryption.rst","currentUser":null,"blob":{"rawLines":null,"stylingDirectives":null,"csv":null,"csvError":null,"dependabotInfo":{"showConfigurationBanner":false,"configFilePath":null,"networkDependabotPath":"/qpdf/qpdf/network/updates","dismissConfigurationNoticePath":"/settings/dismiss-notice/dependabot_configuration_notice","configurationNoticeDismissed":null},"displayName":"encryption.rst","displayUrl":"https://github.com/qpdf/qpdf/blob/11.3/manual/encryption.rst?raw=true","headerInfo":{"blobSize":"14.8 KB","deleteTooltip":"You must be signed in to make or propose changes","editTooltip":"You must be signed in to make or propose changes","ghDesktopPath":"https://desktop.github.com","isGitLfs":false,"onBranch":true,"shortPath":"267077d","siteNavLoginPath":"/login?return_to=https%3A%2F%2Fgithub.com%2Fqpdf%2Fqpdf%2Fblob%2F11.3%2Fmanual%2Fencryption.rst","isCSV":false,"isRichtext":true,"toc":[{"level":1,"text":"PDF Encryption","anchor":"pdf-encryption","htmlText":"PDF Encryption"},{"level":2,"text":"PDF Encryption Concepts","anchor":"pdf-encryption-concepts","htmlText":"PDF Encryption Concepts"},{"level":2,"text":"PDF Encryption Details","anchor":"pdf-encryption-details","htmlText":"PDF Encryption Details"},{"level":2,"text":"PDF Security Restrictions","anchor":"pdf-security-restrictions","htmlText":"PDF Security Restrictions"},{"level":2,"text":"How qpdf handles security restrictions","anchor":"how-qpdf-handles-security-restrictions","htmlText":"How qpdf handles security restrictions"},{"level":2,"text":"User and Owner Passwords","anchor":"user-and-owner-passwords","htmlText":"User and Owner Passwords"}],"lineInfo":{"truncatedLoc":"406","truncatedSloc":"324"},"mode":"file"},"image":false,"isCodeownersFile":null,"isPlain":false,"isValidLegacyIssueTemplate":false,"issueTemplate":null,"discussionTemplate":null,"language":"reStructuredText","languageID":419,"large":false,"planSupportInfo":{"repoIsFork":null,"repoOwnedByCurrentUser":null,"requestFullPath":"/qpdf/qpdf/blob/11.3/manual/encryption.rst","showFreeOrgGatedFeatureMessage":null,"showPlanSupportBanner":null,"upgradeDataAttributes":null,"upgradePath":null},"publishBannersInfo":{"dismissActionNoticePath":"/settings/dismiss-notice/publish_action_from_dockerfile","releasePath":"/qpdf/qpdf/releases/new?marketplace=true","showPublishActionBanner":false},"rawBlobUrl":"https://github.com/qpdf/qpdf/raw/11.3/manual/encryption.rst","renderImageOrRaw":false,"richText":"<article class=\"markdown-body entry-content container-lg\" itemprop=\"text\"><div class=\"markdown-heading\" dir=\"auto\"><h1 tabindex=\"-1\" class=\"heading-element\" dir=\"auto\">PDF Encryption</h1><a id=\"user-content-pdf-encryption\" class=\"anchor\" aria-label=\"Permalink: PDF Encryption\" href=\"#pdf-encryption\"><svg class=\"octicon octicon-link\" viewBox=\"0 0 16 16\" version=\"1.1\" width=\"16\" height=\"16\" aria-hidden=\"true\"><path d=\"m7.775 3.275 1.25-1.25a3.5 3.5 0 1 1 4.95 4.95l-2.5 2.5a3.5 3.5 0 0 1-4.95 0 .751.751 0 0 1 .018-1.042.751.751 0 0 1 1.042-.018 1.998 1.998 0 0 0 2.83 0l2.5-2.5a2.002 2.002 0 0 0-2.83-2.83l-1.25 1.25a.751.751 0 0 1-1.042-.018.751.751 0 0 1-.018-1.042Zm-4.69 9.64a1.998 1.998 0 0 0 2.83 0l1.25-1.25a.751.751 0 0 1 1.042.018.751.751 0 0 1 .018 1.042l-1.25 1.25a3.5 3.5 0 1 1-4.95-4.95l2.5-2.5a3.5 3.5 0 0 1 4.95 0 .751.751 0 0 1-.018 1.042.751.751 0 0 1-1.042.018 1.998 1.998 0 0 0-2.83 0l-2.5 2.5a1.998 1.998 0 0 0 0 2.83Z\"></path></svg></a></div>\n<p dir=\"auto\">This chapter discusses PDF encryption in a general way with an angle\ntoward how it works in :command:`qpdf`. This chapter is not intended\nto replace the PDF specification. Please consult the spec for full\ndetails.</p>\n<a name=\"user-content-pdf-encryption-concepts\"></a>\n<div class=\"markdown-heading\" dir=\"auto\"><h2 tabindex=\"-1\" class=\"heading-element\" dir=\"auto\">PDF Encryption Concepts</h2><a id=\"user-content-pdf-encryption-concepts\" class=\"anchor\" aria-label=\"Permalink: PDF Encryption Concepts\" href=\"#pdf-encryption-concepts\"><svg class=\"octicon octicon-link\" viewBox=\"0 0 16 16\" version=\"1.1\" width=\"16\" height=\"16\" aria-hidden=\"true\"><path d=\"m7.775 3.275 1.25-1.25a3.5 3.5 0 1 1 4.95 4.95l-2.5 2.5a3.5 3.5 0 0 1-4.95 0 .751.751 0 0 1 .018-1.042.751.751 0 0 1 1.042-.018 1.998 1.998 0 0 0 2.83 0l2.5-2.5a2.002 2.002 0 0 0-2.83-2.83l-1.25 1.25a.751.751 0 0 1-1.042-.018.751.751 0 0 1-.018-1.042Zm-4.69 9.64a1.998 1.998 0 0 0 2.83 0l1.25-1.25a.751.751 0 0 1 1.042.018.751.751 0 0 1 .018 1.042l-1.25 1.25a3.5 3.5 0 1 1-4.95-4.95l2.5-2.5a3.5 3.5 0 0 1 4.95 0 .751.751 0 0 1-.018 1.042.751.751 0 0 1-1.042.018 1.998 1.998 0 0 0-2.83 0l-2.5 2.5a1.998 1.998 0 0 0 0 2.83Z\"></path></svg></a></div>\n<dl>\n<dt>Encryption</dt>\n<dd><p dir=\"auto\">Encryption is the replacement of <em>clear text</em> with encrypted text,\nalso known as <em>ciphertext</em>. The clear text may be retrieved from the\nciphertext if the encryption key is known.</p>\n<p dir=\"auto\">PDF files consist of an object structure. PDF objects may be of a\nvariety of types including (among others) numbers, boolean values,\nnames, arrays, dictionaries, strings, and streams. In a PDF file,\nonly strings and streams are encrypted.</p>\n</dd>\n<dt>Security Handler</dt>\n<dd>Since the inception of PDF, there have been several modifications to\nthe way files are encrypted. Encryption is handled by a <em>security\nhandler</em>. The <em>standard security handler</em> is password-based. This is\nthe only security handler implemented by qpdf, and this material is\nall focused on the standard security handler. There are various\nflags that control the specific details of encryption with the\nstandard security handler. These are discussed below.</dd>\n<dt>Encryption Key</dt>\n<dd>This refers to the actual key used by the encryption and decryption\nalgorithms. It is distinct from the password. The main encryption\nkey is generated at random and stored encrypted in the PDF file. The\npasswords used to protect a PDF file, if any, are used to protect\nthe encryption key. This design makes it possible to use different\npasswords (e.g., user and owner passwords) to retrieve the\nencryption key or even to change the password on a file without\nchanging the encryption key. qpdf can expose the encryption key when\nrun with the :qpdf:ref:`--show-encryption-key` option and can accept\na hex-encoded encryption key in place of a password when run with\nthe :qpdf:ref:`--password-is-hex-key` option.</dd>\n<dt>Password Protection</dt>\n<dd>Password protection is distinct from encryption. This point is often\nmisunderstood. A PDF file can be encrypted without being\npassword-protected. The intent of PDF encryption was that there\nwould be two passwords: a <em>user password</em> and an <em>owner password</em>.\nEither password can be used to retrieve the encryption key. A\nconforming reader is supposed to obey the security restrictions\nif the file is opened using the user password but not if the file is\nopened with the owner password. :command:`qpdf` makes no distinction\nbetween which password is used to open the file. The distinction\nmade by conforming readers between the user and owner password is\nwhat makes it common to create encrypted files with no password\nprotection. This is done by using the empty string as the user\npassword and some secret string as the owner password. When a user\nopens the PDF file, the empty string is used to retrieve the\nencryption key, making the file usable, but a conforming reader\nrestricts certain operations from the user.</dd>\n</dl>\n<p dir=\"auto\">What does all this mean? Here are a few things to realize.</p>\n<ul dir=\"auto\">\n<li>Since the user password and the owner password are both used to\nrecover the single encryption key, there is <em>fundamentally no way</em>\nto prevent an application from disregarding the security\nrestrictions on a file. Any software that can read the encrypted\nfile at all has the encryption key. Therefore, the security of the\nrestrictions placed on PDF files is solely enforced by the software.\nAny open source PDF reader could be trivially modified to ignore the\nsecurity restrictions on a file. The PDF specification is clear\nabout this point. This means that PDF restrictions on\nnon-password-protected files only restrict users who don't know how\nto circumvent them.</li>\n<li>If a file is password-protected, you have to know at least one of\nthe user or owner password to retrieve the encryption key. However,\nin the case of 40-bit encryption, the actual encryption key is only\n5 bytes long and can be easily brute-forced. As such, files\nencrypted with 40-bit encryption are not secure regardless of how\nstrong the password is. With 128-bit encryption, the default\nsecurity handler uses RC4 encryption, which is also known to be\ninsecure. As such, the only way to securely encrypt a PDF file using\nthe standard security handler (as of the last review of this chapter\nin 2022) is to use AES encryption. This is the only supported\nalgorithm with 256-bit encryption, and it can be selected to be used\nwith 128-bit encryption as well. However there is no reason to use\n128-bit encryption with AES. If you are going to use AES, just use\n256-bit encryption instead. The security of a 256-bit AES-encrypted\nPDF file with a strong password is comparable to using a\ngeneral-purpose encryption tool like :command:`gpg` or\n:command:`openssl` to encrypt the PDF file with the same password,\nbut the advantage of using PDF encryption is that no software is\nrequired beyond a regular PDF viewer.</li>\n</ul>\n<a name=\"user-content-pdf-encryption-details\"></a>\n<div class=\"markdown-heading\" dir=\"auto\"><h2 tabindex=\"-1\" class=\"heading-element\" dir=\"auto\">PDF Encryption Details</h2><a id=\"user-content-pdf-encryption-details\" class=\"anchor\" aria-label=\"Permalink: PDF Encryption Details\" href=\"#pdf-encryption-details\"><svg class=\"octicon octicon-link\" viewBox=\"0 0 16 16\" version=\"1.1\" width=\"16\" height=\"16\" aria-hidden=\"true\"><path d=\"m7.775 3.275 1.25-1.25a3.5 3.5 0 1 1 4.95 4.95l-2.5 2.5a3.5 3.5 0 0 1-4.95 0 .751.751 0 0 1 .018-1.042.751.751 0 0 1 1.042-.018 1.998 1.998 0 0 0 2.83 0l2.5-2.5a2.002 2.002 0 0 0-2.83-2.83l-1.25 1.25a.751.751 0 0 1-1.042-.018.751.751 0 0 1-.018-1.042Zm-4.69 9.64a1.998 1.998 0 0 0 2.83 0l1.25-1.25a.751.751 0 0 1 1.042.018.751.751 0 0 1 .018 1.042l-1.25 1.25a3.5 3.5 0 1 1-4.95-4.95l2.5-2.5a3.5 3.5 0 0 1 4.95 0 .751.751 0 0 1-.018 1.042.751.751 0 0 1-1.042.018 1.998 1.998 0 0 0-2.83 0l-2.5 2.5a1.998 1.998 0 0 0 0 2.83Z\"></path></svg></a></div>\n<p dir=\"auto\">This section describes a few details about PDF encryption. It does not\ndescribe all the details. For that, read the PDF specification. The\ndetails presented here, however, should go a long way toward helping a\ncasual user/developer understand what's going on with encrypted PDF\nfiles.</p>\n<p dir=\"auto\">Here are more concepts to understand.</p>\n<dl>\n<dt>Algorithm parameters <code>V</code> and <code>R</code></dt>\n<dd><p dir=\"auto\">There are two parameters that control the details of encryption\nusing the standard security handler: <code>V</code> and <code>R</code>.</p>\n<p dir=\"auto\"><code>V</code> is a code specifying the algorithms that are used for\nencrypting the file, handling keys, etc. It may have any of the\nfollowing values:</p>\n\nEncryption Algorithms: <code>V</code><table>\n\n\n\n\n<thead valign=\"bottom\">\n<tr><th>V</th>\n<th>Meaning</th>\n</tr>\n</thead>\n<tbody valign=\"top\">\n<tr><td>1</td>\n<td>The original algorithm, which encrypted files using 40-bit keys.</td>\n</tr>\n<tr><td>2</td>\n<td>An extension of the original algorithm allowing longer keys.\nIntroduced in PDF 1.4.</td>\n</tr>\n<tr><td>3</td>\n<td>An unpublished algorithm that permits file encryption key\nlengths ranging from 40 to 128 bits. Introduced in PDF 1.4.\nqpdf is believed to be able to read files with <code>V</code> = 3 but\ndoes not write such files.</td>\n</tr>\n<tr><td>4</td>\n<td>An extension of the algorithm that allows it to be\nparameterized by additional rules for handling strings and\nstreams. Introduced in PDF 1.5.</td>\n</tr>\n<tr><td>5</td>\n<td>An algorithm that allows specification of separate security\nhandlers for strings and streams as well as embedded files,\nand which supports 256-bit keys. Introduced in PDF 1.7\nextension level 3 and later extended in extension level 8.\nThis is the encryption system in the PDF 2.0 specification,\nISO-32000.</td>\n</tr>\n</tbody>\n</table>\n<p dir=\"auto\"><code>R</code> is a code specifying the revision of the standard handler. It\nis tightly coupled with the value of <code>V</code>. <code>R</code> may have any of\nthe following values:</p>\n\nRelationship between <code>R</code> and <code>V</code><table>\n\n\n\n\n<thead valign=\"bottom\">\n<tr><th>R</th>\n<th>Expected V</th>\n</tr>\n</thead>\n<tbody valign=\"top\">\n<tr><td>2</td>\n<td><code>V</code> must be 1</td>\n</tr>\n<tr><td>3</td>\n<td><code>V</code> must be 2 or 3</td>\n</tr>\n<tr><td>4</td>\n<td><code>V</code> must be 4</td>\n</tr>\n<tr><td>5</td>\n<td><code>V</code> must be 5; this extension was never fully specified and\nexisted for a short time in some versions of Acrobat.\n:command:`qpdf` is able to read and write this format, but it\nshould not be used for any purpose other than testing\ncompatibility with the format.</td>\n</tr>\n<tr><td>6</td>\n<td><code>V</code> must be 5. This is the only value that is not\ndeprecated in the PDF 2.0 specification, ISO-32000.</td>\n</tr>\n</tbody>\n</table>\n</dd>\n<dt>Encryption Dictionary</dt>\n<dd><p dir=\"auto\">Encrypted PDF files have an encryption dictionary. There are several\nfields, but these are the important ones for our purposes:</p>\n<ul dir=\"auto\">\n<li><code>V</code> and <code>R</code> as described above</li>\n<li><code>O</code>, <code>U</code>, <code>OE</code>, <code>UE</code>: values used by the algorithms that\nrecover the encryption key from the user and owner password. Which\nof these are defined and how they are used vary based on the value\nof <code>R</code>.</li>\n<li><code>P</code>: a bit field that describes which restrictions are in place.\nThis is discussed below in :ref:`security-restrictions`</li>\n</ul>\n</dd>\n<dt>Encryption Algorithms</dt>\n<dd>PDF files may be encrypted with the obsolete, insecure RC4 algorithm\nor the more secure AES algorithm. See also :ref:`weak-crypto` for a\ndiscussion. 40-bit encryption always uses RC4. 128-bit can use\neither RC4 (the default for compatibility reasons) or, starting with\nPDF 1.6, AES. 256-bit encryption always uses AES.</dd>\n</dl>\n<a name=\"user-content-pdf-security-restrictions\"></a>\n<div class=\"markdown-heading\" dir=\"auto\"><h2 tabindex=\"-1\" class=\"heading-element\" dir=\"auto\">PDF Security Restrictions</h2><a id=\"user-content-pdf-security-restrictions\" class=\"anchor\" aria-label=\"Permalink: PDF Security Restrictions\" href=\"#pdf-security-restrictions\"><svg class=\"octicon octicon-link\" viewBox=\"0 0 16 16\" version=\"1.1\" width=\"16\" height=\"16\" aria-hidden=\"true\"><path d=\"m7.775 3.275 1.25-1.25a3.5 3.5 0 1 1 4.95 4.95l-2.5 2.5a3.5 3.5 0 0 1-4.95 0 .751.751 0 0 1 .018-1.042.751.751 0 0 1 1.042-.018 1.998 1.998 0 0 0 2.83 0l2.5-2.5a2.002 2.002 0 0 0-2.83-2.83l-1.25 1.25a.751.751 0 0 1-1.042-.018.751.751 0 0 1-.018-1.042Zm-4.69 9.64a1.998 1.998 0 0 0 2.83 0l1.25-1.25a.751.751 0 0 1 1.042.018.751.751 0 0 1 .018 1.042l-1.25 1.25a3.5 3.5 0 1 1-4.95-4.95l2.5-2.5a3.5 3.5 0 0 1 4.95 0 .751.751 0 0 1-.018 1.042.751.751 0 0 1-1.042.018 1.998 1.998 0 0 0-2.83 0l-2.5 2.5a1.998 1.998 0 0 0 0 2.83Z\"></path></svg></a></div>\n<p dir=\"auto\">PDF security restrictions are described by a bit field whose value is\nstored in the <code>P</code> field in the encryption dictionary. The value of\n<code>P</code> is used by the algorithms to recover the encryption key given\nthe password, which makes the value of <code>P</code> tamper-resistent.</p>\n<p dir=\"auto\"><code>P</code> is a 32-bit integer, treated as a signed twos-complement number.\nA 1 in any bit position means the permission is granted. The PDF\nspecification numbers the bits from 1 (least significant bit) to 32\n(most significant bit) rather than the more customary 0 to 31. For\nconsistency with the spec, the remainder of this section uses the\n1-based numbering.</p>\n<p dir=\"auto\">Only bits 3, 4, 5, 6, 9, 10, 11, and 12 are used. All other bits are\nset to 1. Since bit 32 is always set to 1, the value of <code>P</code> is\nalways a negative number. (:command:`qpdf` recognizes a positive\nnumber on behalf of buggy writers that treat <code>P</code> as unsigned. Such\nfiles have been seen in the wild.)</p>\n<p dir=\"auto\">Here are the meanings of the bit positions. All bits not listed must\nhave the value 1 except bits 1 and 2, which must have the value 0.\nHowever, the values of bits other than those in the table are ignored,\nso having incorrect values probably doesn't break anything in most\ncases. A value of 1 indicates that the permission is granted.</p>\n<code>P</code> Bit Values\n\n\n\n\n<table>\n<thead valign=\"bottom\">\n<tr><th>Bit</th>\n<th>Meaning</th>\n</tr>\n</thead>\n<tbody valign=\"top\">\n<tr><td>3</td>\n<td>for <code>R</code> = 2 printing; for <code>R</code> â�¥ 3, printing at low\nresolution</td>\n</tr>\n<tr><td>4</td>\n<td>modifying the document except as controlled by bits 6,\n9, and 11</td>\n</tr>\n<tr><td>5</td>\n<td>extracting text and graphics for purposes other than\naccessibility to visually impaired users</td>\n</tr>\n<tr><td>6</td>\n<td>add or modify annotations, fill in interactive form fields;\nif bit 4 is also set, create or modify interactive form fields</td>\n</tr>\n<tr><td>9</td>\n<td>for <code>R</code> â�¥ 3, fill in interactive form fields even if bit 6 is\nclear</td>\n</tr>\n<tr><td>10</td>\n<td>not used; formerly granted permission to extract material for\naccessibility, but the specification now disallows restriction of\naccessibility, and conforming readers are to treat this bit as if\nit is set regardless of its value</td>\n</tr>\n<tr><td>11</td>\n<td>for <code>R</code> â�¥ 3, assemble document including inserting, rotating,\nor deleting pages or creating document outlines or thumbnail\nimages</td>\n</tr>\n<tr><td>12</td>\n<td>for <code>R</code> â�¥ 3, allow printing at full resolution</td>\n</tr>\n</tbody>\n</table>\n<a name=\"user-content-how-qpdf-handles-security-restrictions\"></a>\n<div class=\"markdown-heading\" dir=\"auto\"><h2 tabindex=\"-1\" class=\"heading-element\" dir=\"auto\">How qpdf handles security restrictions</h2><a id=\"user-content-how-qpdf-handles-security-restrictions\" class=\"anchor\" aria-label=\"Permalink: How qpdf handles security restrictions\" href=\"#how-qpdf-handles-security-restrictions\"><svg class=\"octicon octicon-link\" viewBox=\"0 0 16 16\" version=\"1.1\" width=\"16\" height=\"16\" aria-hidden=\"true\"><path d=\"m7.775 3.275 1.25-1.25a3.5 3.5 0 1 1 4.95 4.95l-2.5 2.5a3.5 3.5 0 0 1-4.95 0 .751.751 0 0 1 .018-1.042.751.751 0 0 1 1.042-.018 1.998 1.998 0 0 0 2.83 0l2.5-2.5a2.002 2.002 0 0 0-2.83-2.83l-1.25 1.25a.751.751 0 0 1-1.042-.018.751.751 0 0 1-.018-1.042Zm-4.69 9.64a1.998 1.998 0 0 0 2.83 0l1.25-1.25a.751.751 0 0 1 1.042.018.751.751 0 0 1 .018 1.042l-1.25 1.25a3.5 3.5 0 1 1-4.95-4.95l2.5-2.5a3.5 3.5 0 0 1 4.95 0 .751.751 0 0 1-.018 1.042.751.751 0 0 1-1.042.018 1.998 1.998 0 0 0-2.83 0l-2.5 2.5a1.998 1.998 0 0 0 0 2.83Z\"></path></svg></a></div>\n<p dir=\"auto\">The section describes exactly what the qpdf library does with regard\nto <code>P</code> based on the various settings of different security options.</p>\n<ul dir=\"auto\">\n<li><p dir=\"auto\">Start with all bits set except bits 1 and 2, which are cleared</p>\n</li>\n<li><p dir=\"auto\">Clear bits and described in the table below:</p>\n\nCommand-line Arguments and <code>P</code> Bit Values\n\n\n\n\n\n<table><thead valign=\"bottom\">\n<tr><th><p dir=\"auto\">R</p>\n</th>\n<th><p dir=\"auto\">Argument</p>\n</th>\n<th><p dir=\"auto\">Bits Cleared</p>\n</th>\n</tr>\n</thead>\n<tbody valign=\"top\">\n<tr><td><p dir=\"auto\">R = 2</p>\n</td>\n<td><p dir=\"auto\"><code>--print=n</code></p>\n</td>\n<td><p dir=\"auto\">3</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R = 2</p>\n</td>\n<td><p dir=\"auto\"><code>--modify=n</code></p>\n</td>\n<td><p dir=\"auto\">4</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R = 2</p>\n</td>\n<td><p dir=\"auto\"><code>--extract=n</code></p>\n</td>\n<td><p dir=\"auto\">5</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R = 2</p>\n</td>\n<td><p dir=\"auto\"><code>--annotate=n</code></p>\n</td>\n<td><p dir=\"auto\">6</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R = 3</p>\n</td>\n<td><p dir=\"auto\"><code>--accessibility=n</code></p>\n</td>\n<td><p dir=\"auto\">10</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R â�¥ 4</p>\n</td>\n<td><p dir=\"auto\"><code>--accessibility=n</code></p>\n</td>\n<td><p dir=\"auto\">ignored</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R â�¥ 3</p>\n</td>\n<td><p dir=\"auto\"><code>--extract=n</code></p>\n</td>\n<td><p dir=\"auto\">5</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R â�¥ 3</p>\n</td>\n<td><p dir=\"auto\"><code>--print=none</code></p>\n</td>\n<td><p dir=\"auto\">3, 12</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R â�¥ 3</p>\n</td>\n<td><p dir=\"auto\"><code>--print=low</code></p>\n</td>\n<td><p dir=\"auto\">12</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R â�¥ 3</p>\n</td>\n<td><p dir=\"auto\"><code>--modify=none</code></p>\n</td>\n<td><p dir=\"auto\">4, 6, 9, 11</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R â�¥ 3</p>\n</td>\n<td><p dir=\"auto\"><code>--modify=assembly</code></p>\n</td>\n<td><p dir=\"auto\">4, 6, 9</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R â�¥ 3</p>\n</td>\n<td><p dir=\"auto\"><code>--modify=form</code></p>\n</td>\n<td><p dir=\"auto\">4, 6</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R â�¥ 3</p>\n</td>\n<td><p dir=\"auto\"><code>--modify=annotate</code></p>\n</td>\n<td><p dir=\"auto\">4</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R â�¥ 3</p>\n</td>\n<td><p dir=\"auto\"><code>--assemble=n</code></p>\n</td>\n<td><p dir=\"auto\">11</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R â�¥ 3</p>\n</td>\n<td><p dir=\"auto\"><code>--annotate=n</code></p>\n</td>\n<td><p dir=\"auto\">6</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R â�¥ 3</p>\n</td>\n<td><p dir=\"auto\"><code>--form=n</code></p>\n</td>\n<td><p dir=\"auto\">9</p>\n</td>\n</tr>\n<tr><td><p dir=\"auto\">R â�¥ 3</p>\n</td>\n<td><p dir=\"auto\"><code>--modify-other=n</code></p>\n</td>\n<td><p dir=\"auto\">4</p>\n</td>\n</tr>\n</tbody>\n</table>\n</li>\n</ul>\n<p dir=\"auto\">Options to :command:`qpdf`, both at the CLI and library level, allow\nmore granular clearing of permission bits than do most tools,\nincluding Adobe Acrobat. As such, PDF viewers may respond in\nsurprising ways based on options passed to qpdf. If you observe this,\nit is probably not because of a bug in qpdf.</p>\n<a name=\"user-content-user-and-owner-passwords\"></a>\n<div class=\"markdown-heading\" dir=\"auto\"><h2 tabindex=\"-1\" class=\"heading-element\" dir=\"auto\">User and Owner Passwords</h2><a id=\"user-content-user-and-owner-passwords\" class=\"anchor\" aria-label=\"Permalink: User and Owner Passwords\" href=\"#user-and-owner-passwords\"><svg class=\"octicon octicon-link\" viewBox=\"0 0 16 16\" version=\"1.1\" width=\"16\" height=\"16\" aria-hidden=\"true\"><path d=\"m7.775 3.275 1.25-1.25a3.5 3.5 0 1 1 4.95 4.95l-2.5 2.5a3.5 3.5 0 0 1-4.95 0 .751.751 0 0 1 .018-1.042.751.751 0 0 1 1.042-.018 1.998 1.998 0 0 0 2.83 0l2.5-2.5a2.002 2.002 0 0 0-2.83-2.83l-1.25 1.25a.751.751 0 0 1-1.042-.018.751.751 0 0 1-.018-1.042Zm-4.69 9.64a1.998 1.998 0 0 0 2.83 0l1.25-1.25a.751.751 0 0 1 1.042.018.751.751 0 0 1 .018 1.042l-1.25 1.25a3.5 3.5 0 1 1-4.95-4.95l2.5-2.5a3.5 3.5 0 0 1 4.95 0 .751.751 0 0 1-.018 1.042.751.751 0 0 1-1.042.018 1.998 1.998 0 0 0-2.83 0l-2.5 2.5a1.998 1.998 0 0 0 0 2.83Z\"></path></svg></a></div>\n<p dir=\"auto\">When you use qpdf to show encryption parameters and you open a file\nwith the owner password, sometimes qpdf reveals the user password, and\nsometimes it doesn't. Here's why.</p>\n<p dir=\"auto\">For <code>V</code> &lt; 5, the user password is actually stored in the PDF file\nencrypted with a key that is derived from the owner password, and the\nmain encryption key is encrypted using a key derived from the user\npassword. When you open a PDF file, the reader first tries to treat\nthe given password as the user password, using it to recover the\nencryption key. If that works, you're in with restrictions (assuming\nthe reader chooses to enforce them). If it doesn't work, then the\nreader treats the password as the owner password, using it to recover\nthe user password, and then uses the user password to retrieve the\nencryption key. This is why creating a file with the same user\npassword and owner password with <code>V</code> &lt; 5 results in a file that some\nreaders will never allow you to open as the owner. When an empty owner\npassword is given at file creation, the user password is used as both\nthe user and owner password. Typically when a reader encounters a file\nwith <code>V</code> &lt; 5, it will first attempt to treat the empty string as a\nuser password. If that works, the file is encrypted but not\npassword-protected. If it doesn't work, then a password prompt is\ngiven.</p>\n<p dir=\"auto\">For <code>V</code> â�¥ 5, the main encryption key is independently encrypted\nusing the user password and the owner password. There is no way to\nrecover the user password from the owner password. Restrictions are\nimposed or not depending on which password was used. In this case, the\npassword supplied, if any, is tried both as the user password and the\nowner password, and whichever works is used. Typically the password is\ntried as the owner password first. (This is what the PDF specification\nsays to do.) As such, specifying a user password and leaving the owner\npassword blank results in a file that is opened as owner with no\npassword, effectively rendering the security restrictions useless.\nThis is why :command:`qpdf` requires you to pass\n:qpdf:ref:`--allow-insecure` to create a file with an empty owner\npassword when 256-bit encryption is in use.</p>\n\n</article>","renderedFileInfo":null,"shortPath":null,"symbolsEnabled":true,"tabSize":8,"topBannersInfo":{"overridingGlobalFundingFile":false,"globalPreferredFundingPath":null,"showInvalidCitationWarning":false,"citationHelpUrl":"https://docs.github.com/github/creating-cloning-and-archiving-repositories/creating-a-repository-on-github/about-citation-files","actionsOnboardingTip":null},"truncated":false,"viewable":true,"workflowRedirectUrl":null,"symbols":{"timed_out":false,"not_analyzed":true,"symbols":[]}},"copilotInfo":null,"copilotAccessAllowed":false,"csrf_tokens":{"/qpdf/qpdf/branches":{"post":"cxu6JJTcYX2xlhLVIFgbVh-zKsVL5y9j2Q0-_lA_SsFIsjBSnPgFv1Ks_5Cse2qTeep0MSlGMzjpusV7_3LXGg"},"/repos/preferences":{"post":"ToZuQ0OGh0Hdm6R5H7obFPAVxhTtHI4FlIRFr9HrVFqPfQShdQl5YypEX2jHLB1ju9_StmkS28GWlbrG_IIxow"}}},"title":"qpdf/manual/encryption.rst at 11.3 Â· qpdf/qpdf"}
