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Reflective method calls

public class Main {

public static void main(String[] args) throws Exception {
Connection ¢ = new Connection();

Class ¢ = Class.forName(C "Evil" );

Method m = c.getMethod("doEvil", Connection.class);
Evil.doEvil(c); m.invoke(null,c);4~

%
c.write("ohoh..."); .

|
: J
public class Evil { “f

public static void doEvil(Connection c) {

c.close();

}
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Reflective method calls

public class Main {

public static void main(String[] args) throws Exception {
Connection ¢ = new Connection();

Class ¢ = Class.forName(args[@] D;

Method m = c.getMethod("doEvil", Connection.class);
Evil.doEvil(c); m.invoke(null,c);‘~ :

%
c.write("ohoh..."); .

; ‘ ‘>cﬂSSA\D\€B
public class Evil { ,berr'd‘ to analyze sfm“

public static void doEv11(Connect10n c) {

c.close();

: Present a pragmatic,
; partial solution
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Important reflective calls

Class.forName(String className)
Class.newInstance()
Method.invoke(Object tgt, Object[] args)

Constructor.newInstance(Object[] args)



Uses of Reflection

@ Extensibility
@ Separate Compilation
@ Runtime class generation

@ "Hacking™: call private methods



Reflection is...

used a lot
unsound tfo ignore

often impossible to resolve
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Play-Out

public class Main {

public static void main(String[] args) throws Exception {
Connection ¢ = new Connection();

Class ¢ = Class.forName( "Evil" );

Method m = c.getMethod("doEvil", Connection.class);
m.1invoke(null,c);

c.write("ohoh...");

}

public class Evil {

public static void doEvil(Connection c) {
c.close();

}




Play-Out

public class Main {

public static void main(String[] args) throws Exception {
Connection ¢ = new Connection();

Class ¢ = Class.forName( "Evil" );

Method m = c.getMethod("doEvil", Connection.class);
m.1invoke(null,c);

c.write("ohoh...");

}

public class Evil {

$ javac Main.java

blic stati id doEvil(C . : - :
public static void do v1(:onne<:$ java -javaagent:poa-trunk.jar=out Main

c.close();

}

TamiFlex Play-Out Agent Version trunk

Found 2 new log entries.

Log file written to: out/refl.log

$ cat out/refl.log

Class.forName;Evil;Main.main;6

Method.invoke;<Evil: void doEvil(Connection)>;Main.main;8;



Play-Out

public class Main {

public static void main(String[] args) throws Exception {
Connection ¢ = new Connection();

Class ¢ = Class.forName( "Evil" );

Method m = c.getMethod("doEvil", Connection.class);
m.1invoke(null,c);

c.write("ohoh...");

}

public class Evil {

$ javac Main.java

blic stati id doEvil(C . : - :
public static void do v1(:onne<:$ java -javaagent:poa-trunk.jar=out Main

c.close();

}

1 TamiFlex Play-Out Agent Version trunk

Found 2 new log entries.

Log file written to: out/refl.log

$ cat out/refl.log

Class.forName;Evil;Main.main;6

Method.invoke;<Evil: void doEvil(Connection)>;Main.main;8;

Kind of call J



Play-Out

public class Main {

public static void main(String[] args) throws Exception {
Connection ¢ = new Connection();

Class ¢ = Class.forName( "Evil" );

Method m = c.getMethod("doEvil", Connection.class);
m.1invoke(null,c);

c.write("ohoh...");

}

public class Evil {

$ javac Main.java

blic stati id doEvil(C . : - :
public static void do v1(:onne<:$ java -javaagent:poa-trunk.jar=out Main

c.close();

}

1 TamiFlex Play-Out Agent Version trunk
Found 2 new log entries.

Log file written to: out/refl.log

$ cat out/refl.log
Class.forName;Evil;Main.main;6

Method.invoke;<Evil: void doEvil(Connection)>;Main.main;8;
fully resolved < >

target of call —



Play-Out

public class Main {

public static void main(String[] args) throws Exception {
Connection ¢ = new Connection();

Class ¢ = Class.forName(C "Evil" ); <«
Method m = c.getMethod("doEvil", Connection.elgss);
m.invoke(null,c);

c.write("ohoh...");

}

public class Evil {

$ javac Main.java

public static void doEvil(Connec
c.close();

}
}

e e e e e ——————————————————————————————. e ————————

Found 2 new log entries.
Log file written to: out/refl.log / |
$ cat out/refl.log )y ///
Class.forName;Evil;Main.main;6 =
Method.invoke;<Evil: void doEvil(Connection)>;Main.main;8;

=

location of call _




Play-Out

public class Main {

public static void main(String[] args) throws Exception {
Connection ¢ = new Connection();

Class ¢ = Class.forName( "Evil" );

Method m = c.getMethod("doEvil", Connection.class);
m.1invoke(null,c);

c.write("ohoh...");

}

public class Evil {

i - %
public static void doEvil(Connection c) $ find out '“ame \*.class cy e
c.close(): out/com/apple/java/BackwardsCompatibility.class

1 out/java/io/BufferedInputStream.class
out/java/io/BufferedOutputStream.class
B out/java/io/BufferedReader.class
out/java/io/BufferedWriter.class
out/java/io/ByteArrayInputStream.class
out/java/io/ByteArrayOutputStream.class
out/java/io/Closeable.class
out/java/io/Datalnput.class



Why dump classes?
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Why dump classes?

Static
analysis
needs to
know the
code
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Why dump classes?

$ java -jar dacapo-9.12-bach.jar fop
===== DaCapo 9.12 fop starting =====
===== DaCapo 9.12 fop PASSED in 2503 msec =====

Static
analysis
needs to
know the
code



Why dump classes?

)

O

O

_ || dacapo-9.12-bach
Sacapos A2 Sach jax = dacapo-9.12-bach.jar G dat
= Harness.class

.| META-INF

° » MMTkCallback.class
S 'l'a'l' l C » MMTKkHarness.class
* MyCallback.class
L] org

analysis o Relst o
needs to
know the
code

antir-3.1.3.jar
asm-3.1.jar
asm-commons-3.1.jar
avalon-fra...k-4.2.0.jar
avrora-cvs...091224.jar
batik-all-1.7.jar
batik-all.jar
bootstrap.jar
commons-codec.jar
commons-daemon.jar
commons-httpclient.jar
commons-io-1.3.1.jar
commons-...g-1.0.4.jar
commons-logging.jar
constantine-0.4.jar
crimson-1.1.3.jar
dacapo-tomcat.jar
daytrader.jar

derby.jar
derbyclient.jar
derbynet.jar
derbyTesting.jar
derbytools.jar
eclipse.jar

fop.jar

h2-1.2.121.jar
janino-2.5.12.jar

[:\l [:\l [:\l [:\l [:\l [:\l [:\l [:\l [:\l [:\l [:\l [:\l [:\l [:\I [:\I [:\I [:\I [:\I [:\I [:\I [:\I [:\I [:\I [:\I [:\I [:\I [:\I




Play-out Agent
.. Y <,___,_E_____m
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Play-out Agent
e B

N ﬁain. class

Play-Out Agent
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Play-out Agent

Play-Out Agent

dump every
loaded class to disk

Main.class
11



Play-out Agent

N\ ‘ﬁ? Method.class

Play-Out Agent

’ dump every
loaded class to disk

Main.class
11



Play-out Agent

Play-Out Agent

dump every
loaded class to disk

Main.class
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Play-out Agent

Method.class

Play-Out Agent

dump every
loaded class to disk

® ass

Method.class 1



Play-out Agent

»

call to

Method.class

Play-Out Agent

dump every
loaded class to disk

® ass

Method.class 1



Play-out Agent

»

call to

Method.class

Play-Out Agent

dump every
loaded class to disk

N\ o
N
== — | P / i
/ -
. >

write entry
to log file
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Play-out Agent

Program B = cosioce: %

Method.class RN
Method.invoke ™

Play Out Agent

Constructor.class

\ | dump every
\ | . loaded class to disk

write entry i
'l'O IO ﬁle Methot crlooS 1
9 Class.class




Step 2: Boosting

e




Booster transforms program into
statically analyzable version

public class Main { : —
Connection.<init>

public static void main(String[] args) throws Exception {
Connection ¢ = new Connection();

‘ Class cl = Class.forName(@rgs[0]);
| e

Method m = cl.getMethod("do"+"Evil", Connection.class);

.
m.invoke(null,c);

®
c.write("ohoh...");

}

public class Evil {

public static void doEvil(Connection c) {

c.close(); . :
}

}

13



Booster transforms program into
statically analyzable version

public class Main {

public static void main(String[] args) throws Exception {
Connection ¢ = new Connection();

Class cl = Class.forName(@rgs[0]);
e

Method m = cl.getMethod("do"+"Evil", Connection.class);

m.invoke(null,c); :

®
c.write("ohoh...");

}

public class Evil {

public static void doEvil(Connection c) {
c.close();

h
h

13

Main.main

Connection.<init>

Connection.write



Booster transforms program into
statically analyzable version

public class Main {

public static void main(String[] args) throws Exception { Connection.<init>

Connection ¢ = new Connection();

Class cl;

1fCargs[@].equals("Evil™))
~cl = Evil.class;

else o

TamiFlexRT.warnClassForName(args[@]);
cl = Class.forName(args[0]);

hL }

Method m = cl.getMethod("do"+"Evil", Connection.class);

1f(m.getDeclaringClass().getName().equals("Evil") &&

m.getName().equals("doEvil™))
_Evil.doEvil(c);

TamiFlexRT.warnMethodInvoke(m); Connection.write

m.invoke(null,c);
ks
c.write("ohoh..."); : : :

13



Booster transforms program into
statically analyzable version

public class Main {

public static void main(String[] args) throws Exception { Connection.<init>

Connection ¢ = new Connection();

Class cl;
if(args[@].equals("Evil™))
cl = Evil.class;

—_— =\

"“Tami FlexRT. warnClAcilrsFr'N/c;rﬁréCl rgs[0]); ) Main.main
cl /

| = (lass.forName(args[@]);
) N 2

Method m = cl.getMethod("do"+"Evil", Connection.class);
1f(m.getDeclaringClass().getName().equals("Evil") &&
m.getName().equals("doEvil™))
Evil.doEvil(c);

Connection.write

p 7 Y
c.write("ohoh..."); : : :

13



Booster

@ Implemented on fop of Soot

@ Operates on 3-address code (Jimple)
generated from bytecode

@ Input: class files recorded by play-out agent
@ Emits class files of “"boosted” program

@ Some nitty-gritty details with respect to the
use of non-standard class loaders (see paper)

14



write entry
to log file

Main.class

Booster

Main.class

Play-Out Agent

dump every
loaded class to disk

Main.class

15



Program

M

Method.class

Constructor.class

=

CLASS

Class.class

Main.class

Booster

Main.class

Booster

Main.class

Main.class

15



Booster

g;} Main.class

Program

A2
CLASS

Method.class

Main.class

Static Analysis

Main.class

R Booster
Main.class
15



Booster

g;} Main.class
< A

Program

A2
CLASS

Method.class

[ ]
Main.class 3

Static Analysis

Main.class

R Booster
Main.class
15






Play-in Agent

load from
somewhere,
load class Main or generate

[:>I’\<:)!E;I"Eglrrl = a;> c1;2§fﬁ22ep 445«

j . =

Play-In Agent

Main.class

17



Play-in Agent

load from
somewhere,
load class Main or generate

[:>I’\<:)!E;I"Eglrrl = a;> c1;2§fﬁ22ep 445«

j . =

\gi,

Play-In Agent

Main.class

17



Play-in Agent

load from
somewhere,
load class Main or generate

: Custom ﬂ
% ClassLoader ’

Program

\yf Main.class

Play-In Agent

Main.class

17



Play-in Agent

load from
somewhere,
load class Main or generate

P r‘ O g r‘ a m ' % Clacsussljcooamder' @ :

Ka/ Play-In Agent

search
transformed
version of Main

Main.class

17



Play-in Agent

load from
somewhere,
load class Main or generate

i Custom Q
/ p ClassLoader
N

replace MaiMaipyclass

transformed
class

search
transformed

version of Main

17




Just when

we thought
we were
done...
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Play-in Agent

rogron S

20



Play-in Agent

Program EEessssss = e

p\h/ Play-In Agent

C$42.class

C$23.class

20



Play-in Agent

Program S = e

C$42.class

20



Solution

@ Normalization: replace randomized name by
normalized name

@ In the log, the binaries, everywhere...

Quite involved: classes to normalize may be
intferdependent
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Evaluation

How can +his be sound?



Evaluation

How can +his be sound?

> Its not!
But its sounder!



Evaluation

How can +his be sound?

Its not!

But its sounder
Its "representative”!



Correctness

static call graph 2 U{recorded call graph} ?

23



Correctness

static call graph 2 U{recorded call graph} ?

/ \

computed with Soot/Spark recorded with JVMTI agent

23



Correctness

static call graph 2 U{recorded call graph} ?

/ \

computed with Soot/Spark recorded with JVMTI agent

Yes!

(call graphs are representative;
tested with Lhotak's Call-graph comparison tool ProBe)

23



Effectiveness: How much does log-file
quality depend on program input?
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Effectiveness: How much does log-file
quality depend on program input?

o small @ default @ large

JIT activity

wn
o
ol
<
M
3T
O =
-
2z &
B 3
NG
Q
o't
I

321
600
° 54 e © @ 2817 3122 201
o @) © o o} ©

©
55 387 295 o4 161 77 52 070 2807 3082 201

Can now safely use static analyses on DaCapo:
Warnings never triggered!
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Effectiveness: How much does log-file
quality depend on program input?

2

(normalized)
N

251 Swing f Swing

wn
)
T8}
o
=
=
O
)
>
0':5‘
3]
O
3
I3

Full Screen 1623 390 IRC Channel

182 231 12 213 1604 379 407

—

Eclipse jEdit JHotDraw  JRuby JUnit Jython  PDFsamSweetHome3D Vuze

Other prominent programs/frameworks
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Effectiveness: How much does log-file
quality depend on program input?

Approach requires good
“feature coverage’

26



Play-Out

Play-In
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Related Work

@ Partial evaluation
Braux & Noye, PEPM 1999

@ String analysis
Christensen et al., SAS 2003
Livshits et al., APLAS 2005

@ Application extraction
Tip et. al, TOPLAS 2002

@ "Finding the code”
Bessey et. al (Coverity), CACM 2010
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@ Online Call-Graph Construction
Hirzel et al., TOPLAS 2007

@ Blended Analysis
Dufour et al., ISSTA 2007

@ Runtime type inference in PRuby
Furr et al., OOPSLA 2009
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http://tamiflex.googlecode.com/
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First external users

Cheng Zhang, SJTU Saswat Anand, Georgia Tech Jochen Huck, KIT
Play-out, Soot, Play-In Play-out, Soot Play-out, Soot

Call frequency analysis Points-to, Symb. Exec. Side-Effects, Dominance
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