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>. Os riscos sdo

ycorréncia.

® Vulnerabilidade: é uma agdo que pode ser explorada por uma
ameaga para causar danos. As vu ydem existir em software, hardware, processos de negécios

ou na equipe de TI.
/ Fonte: ChatGPT Mar 14 version
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" 7.~ SECURITY

SHIFT LEFT

Implementar medidas de seguranga durante o
o processo completo de Desenvolvimento,
melhor que no final, evitando a criag¢do de
vulnerabilidades e consequentemente a
necessidade de corrigi-las.
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[
Software coders
and Architects
“The Builders”

Enhance
' security Facilitate
automation Interaction and
I withdesign  «coeveveranees Education
*A - ‘ and code WHITE TEAM

B e Analysts —_
Compliance

software e p Defernics Logistics Offensive

Security y S Security
“The Defenders”

Integrating
defensive tactics
with offensive
results

® E envolvido do inicio ao

(Modelagem de Ameacas, *AST, etc)
O

O ® Ficamos como parte do “Purple Team”

dentro do escopo de times de Seguranca

@aprilwright
@proxyblue 4

j) da Informagdo



QUANDO ENVOLVER

PLANEJAMENTO DE
?
UM APPSEC? ” COMPONENTE ‘\

* Entendimento do

ATUALIZAGOES E projeto
MELHORIAS LEVANTAMENTO DE
« SAST REQUISITOS
gl * Modelagem de
M i ameacas
CICLO DE
DESENVOLVIMENTO

DEPLOY DO RELEASE

IMPLEMENTAGAO
C. = + Pentest em PROD
ICIO de

« Code Review * SAST

. TESTES DE
Modelagem de Ameagas

&' QUALIDADE /

* Pentestem QA

S AST * Reteste

DAST

Pentest*




GESTAO DE
”  VULNERABILIDADES

* |dealmente trabalhamos para evitar que
vulnerabilidades seja criadas (modelagem
de ameacgas) e quando isso ndo é possivel,
como resultado dos testes executados, temos o

registro e gestdo das vulnerabilidades.

® Trabalho conjunto com a Eng. Software:

®) * Mitigar
/A ® Corrigir
) ® Aceitar o risco

Identificar

Avaliar

Classificar

Corrigir




INTEGRAIQJ,&O COM AS
Y 7 DEMAIS AREAS
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® Desafios com times técnicos e negdcio

el
® Explicar sobre vulns e correcdes

\ APPSEC

* “Soft skill” de comunicagdo

'
® Integragdo com as demais dreas de
O Segurancga:
/’\ ® Blue e Red Teams
\ /r\ * Governanga
o T
| pay Riscos

® Auditoria






[ XN J Burp Suite Professional v2023.2.3 - Temporary
Dashboard ~ Target  Prox

t HTTP history WebSockets history

w HTTP/1.1
56331297; _ga_MQ7767QQQW=( GSl 1.1674762167.5.1.1674762181.0.0.0
e osh; Intel Mac 0S X 10.15; 109 0) Ge k /20100101 Firefox/110.0
ept: text/html,appl html+xml, a| ppl ation/xml;q= 0 9, image/av. mage/webp, *, / ;9=0.8
ept-Language: en-US

Path
Method Version of the protocol

‘\/

PROTOCOLO HTTP

“E um protocolo que permite a obten¢do de
recursos, como documentos HTML. E a base de
qualquer troca de dados na Web e um protocolo
cliente-servidor, o que significa que as requisi¢cées
sdo iniciadas pelo destinatdrio, geralmente um

navegador da Web.”



2017 2021

ebra de Controle de Acesso

» A01:20

» AD2

AD4:2

e Acessc / 2 acao Insegura

2021-Componente Desatualizado e Vulnerave

A07:202

1-Falha de |dentif

0:2021-Falsificagao ¢




rvigos.”

> ¢a que permite aos

clientes, auton “auditoria. E uma abordagem
sistemdtica para garantir a seguranca; fornecendo a vocé a capacidade de criar

controle de seguran¢ca em todo o processo de desenvolvimento.”




THREAT

THREAT MODELING MANIFESTO MODELING
What is threat modeling? MAN I F ESTO

Threat modeling is analyzing representations of a system to highlight concerns about security and privacy characteristics.

At the highest levels, when we threat model, we ask four key questions:

1. What are we working on?

2. What can go wrong?

3. What are we going to do about it?
4. Did we do a good enough job?




Além desses, temos o
o = Podem nos ajudar na hora de re
Modelagem, exemplo: MITRE Att&ck,
(I\ () PASTA, TRIKE, VAST e OCTAVE
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SPOOFING

7] REPUDIATION

STRIDE

METHODOLOGY INFORMATION

DISCLOSURE
155 DENIAL OF SERVICE
(D0S)

ELEVATION OF
PRIVILEGE

DREAD Methodology

DAMAGE Impact of an Attack

REPRODUCIBILITY How Easily the Attack can be Reproduced?
EXPLOITABILITY How Easy it is to Launch the Attack

AFFECTED USERS How Many Users will be Impacted

DISCOVERABILITY How easily the vulnerability can be found




Define

/ N

Validate Diagram

Threat

\ Modeling /

Mitigate Identify




IRIUS RISK

— Private Secured

— Trusted Partner

E E Kubemetes Pod Kubernetes Pod Kubernetes Pod : . Q : ‘
! ; : Firewsll AWS ELB (Elastic AWS EC2 (Elastic : :
; | H s Load Balancer) Compute Cloud) | :
E E : : AWS ECS (Elastic Container : \
H ' : . Servi ' H
' H Kubernetes Load Balancer ) L bt} i ,
: ' Cluster H
J : : ' : : :
IrIUSRIS‘(( Projects / teste_01_ansilva - s ! : E i
Threats ; Countermeasures 5
v vy ®ov v Ol . o
°: ° neee iv v ov Yv Gl % Enter the text to search for... Q search X Clear '
Countermeasure Priority ‘ Source Test Result
O | » @ AWSEC2 (Elastic Compute Cloud
teste_01_ansilva O » PAWS EC2 (Elastic Compute Cloud)
7\ O  » P Kubernetes Pod

0O ~3awsecs (Elastic Container Service)

O ”

Threat model E0 KbEmEtES Clister O Connect to ECS using an Interface VPC Endpoint e v n Andre Silva N/A
& Diagram O > Oirewal ] Control access to Amazon ECS using IAM policies ® ¥ [ R | Andre Silva N/A
# Threats O | » B AWS ECS (Elastic Container Servi O Create CloudWatch alarms for Amazon ECS metrics e v n Andre Silva N/A
@ Countermeasures O | » PAWS ELB (Elastic Load Balancer) @] Enable Amazon ECS CloudWatch Container Insights e V2 n Andre Silva N/A
& Artifacts O | » @ kiibernstes pod 2] Enable the awslogs log driver for containers e v n Andre Silva N/A
® Notifications ohre @) Tag all resources e v n Andre Silva N/A

Load Balancer
] Update the Amazon ECS container agent ° v u Andre Silva N/A
General info O » PKubernetes Pod
@] Use VPC security groups e 3 n Andre Silva N/A
@ Details

O | » G AWS ELB (Elastic Load Balancer)
@ Project component

O > PFrirewall

() » @ Kubernetes Cluster
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" IRIUS RISK

Current Risk Summary

\ M Inherent Risk [l Projected Risk
[ Current Risk
N\
Description Risk Rating
The Inherent Risk before countermeasures were applied
The Projected Risk is the level of risk that would be reached i
£ : Critical
should the required countermeasures be implemented
The Current Risk is based on the current implementation status .
Critical
of the countermeasures and test results

Component: AWS ECS (Elastic Container Service)

Threat name Inh. risk Control name Status Res. risk Proj. risk

Use case: Authorization

Attackers gain unauthorized Control access 1 Amizon ECS

access to the control of the 4 ke Recommended
3 using IAM policies

environment

Use case: General

Attackers gain unauthorized Update the Amazon ECS
3 Recommended
access to data on EC2 instances container agent
Use case: Logging and Monitoring
Exploitation of insufficient Enable Amazon ECS CloudWatch
X I g ¢ Recommended
logging and monitoring Container Insights
Create CloudWatch alarms for R —
Amazon ECS metrics ceommence
containers
Use case: Networking

Attackers g Connect to ECS using an Becommandad
network access Interface VPC Endpoint

Use VPC security groups Recomm

Tag all resources Recommended mm



(/é * MAST — Mobile Application Security Testing
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(/é Vulnerability Scanning Tools


https://owasp.org/www-community/Vulnerability_Scanning_Tools

~
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-~ DAST
OWASP
AP

I

oUntitled Session - OWASP ZAP 2.8.0

File Edit View Analyse Report Tools Import Online Help
StandardMode ) [ S M 2 & A2 2XE D00 OEDE 48V P o ERE o C @
[ = Reques [ Rsponses- | &

v (5] Contexts Welcome tO OWASP ZAP

Default Context ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.

@ sites If you are new to ZAP then it is best to start with one of the options below.

Automated Scan Man Learn More

ual Explore

Filter: OFF ¢ Export
Id  |Req.Timestamp | Method | URL | Code |Reason | RTT | Size Resp. Body | Highest Alert | Note | Tags

Alerts 0 (40 W0 R0 @ Current Scans 0 430
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FORTIFY SCANCENTRAL

SAST

E DASHBOARD APPLICATIONS REPORTS ADMINISTRATION

VDH_ADMIN_UI | 1.0.0 | OFTEN MISUSED: FILE UPLOAD ( API ABUSE , CONTENT )

ui_upload_new_pdf_form.php

52 <p><b>Remember!</b> Upload the version of PDF to which you added the fields.</p>
53 </p>

54 <div class="col-md-6">

55~ <p>Describe the PDF for customers:</p>

56 <p><input type="text" name="metadesc" size="80"/></p>

57 <p>

58~ <label for="file">

59~ Filename to upload:

60 </label>

61 <input class="form-control" type="file" name="pdffile" id="pdffile"/><br/>
62 </p>

63 <p><input type="submit" class="btn btn-primary btn-xs" name="thesumbitter" value="Submit PD
64 </div>

65

66 </form>

67 </div> <!-- closes first column within container -->

68

69 </div> <!-- closes row 2 -->

70 | </div><!-- close out screen division -->

71 | </body>

72 |¢

Analysis Trace

. ui_upload_new_pdf_form.php:61

USER
Not Assigned

ANALYSIS

Not Set

COMMENTS

Type Here...



ynopsys BlackDuck

* Jfrog | X-ray




Home / Dashboard

7249 29 790 41978

Portfolio Vulnerabilities Projects at Risk Vulnerable Components Inherited Risk Score

Portfolio Vulnerabilities

Last Measurement: 2 2020 at 22:25:38 &

Vulnerable Projects Violations Audited Vulnerable Components Findings Audited
29 0(0%) 790 0(0%)

Policy Violations Auditing Progress







durg t Intrude window Helg
versions Heartbleed SSL Scanner Surfer Deserialization Scanner Additional Scanner Checks Headers Analyzer AWS Secu ExifTool
| Target | proxy ntruder | Repeater | Sequencer | Decoder Comparer | Extender [ Project options User options
Tasks (5) New scan i . 1ssue ac o
P m —— = ¥ Tesk Time Action Issue type
A ENE RRSTINE SYemL IO LYORY M ETNON i a2 1 14.52:58 6 Aug 2019 issue found Lack or Misconfiguration of Security H a
Add links. Add item itself. same d n and URLS in sulte scope 110 items added to site map 424 14 14:52:58 6 Aug 2019 tssue found Interesting Header(s)
423 14 14:52:58 6 Aug 2019 Issue found Content Sniffing not disabled
Capturing RIMReNses procasied a2 14 14:52:58 6 Aug 2019 tssue found Browser cross-site scripting filter mis{
O e el a1 14 14:52:58 6 Aug 2019 issue found Lack or Misconfiguration of Security H
420 14 14:52:58 6 Aug 2019 Issue found Interesting Header(s)
T from ey TS - ] 419 14 14:52:58 6 Aug 2019 tssue found Content Sniffing not disabled
418 14 14:52:58 6 Aug 2019 issue found Browser cross-site scripting filter mis¢
Audit checks - passive Issues a7 14 14:52:58 6 Aug 2019 Issue found > Possible DOM-based Cross-site scriptif
S requests (0 errors 416 14 14:52:58 6 Aug 2019 tssue found i Cross-domain POST
Capturing e " 415 13 14:52:45 6 Aug 2019 tssue found Path-relative style sheet import
414 13 14:52:45 6 Aug 2019 Issue found i Input returned in response (reflected)
a1 13 14:52:42 6 Aug 2019 1ssue found i Input returned in respanse (reflected),
412 13 14:52:34 6 Aug 2019 Issue found Link manipulation (reflected
411 13 14:52:32 6 Aug 2019 Issue found i Input returned in response (reflected)
410 13 14:52:24 6 Aug 2019 tssue found © 2EEScan - Local File Include
N 409 13 14:52:24 6 Aug 2019 Issue found i Input returned in response (reflected)y
- o - varaan s oo anva Fa, 3 Bmaiin DO A g

Event log | Advisory |

Lack or Misconfiguration of Security Header(s)
Time Message
56:09 6 Aug 2019 v 958] Failed to connect to detectportal firefox. com
56:09 6 Aug 2019 [ Failed to connect to tectportal firefox com Lack or Misconfiguration of Security Header(s)
Aug 2019 > 2] Maximum time exceeded in dynamic code analysis Low
26 6 Aug 2019 Maximum time exceeded in dynamic code analysis ¥ Certain
S 6 Aug 2019 to shavar.services.r t http://192.168.56.28
Aug 2019 Eivo Falled to connect to shavar services. mozilla.com 443 at mutillidae/a'a%Scb%22c%3e%I%Ie%N25%7d%7d%25%25%Jec%Ic[[%3f$%7b%
g 2019 3] Maximum time exceeded in dy de analysis o 7b%25%7d%7dcake%5¢c
Aug 2019 Maximum tim code analysis of: /mutil
Aug 2019 Maximum time exceeded in dynamic code analysis of- /mutil ssue was generated by the Burp extension: Headers Analyzer
Aug 2019 y 2] java.net SocketException: Connection reset
14 Aug ,‘:i‘: o R TN —_—— Issue detail
14 g 2019 HeartBleed: deprecated Extender API used - registerMenulten he
14:03:33 6 Aug 2019 Proxy vice started on 127.0.0.1:8080

14:03:30 6 Aug 2019 > Running as super-user, e

esponse lacks s the following misconfigured

edded browser sandbox will be d Please note that some of these issues could be false positiv




[0 Overview [ Repositories 107 ff] Projects @ Packages ¢ Stars 28

kubernetes-the-hard-way ! pubiic

certified-kubernetes-administrator-course ! public

curso-aws-com-terraform ! Public




Please support the OWASP mission to improve software security through Open Source initiatives and community education.

®OLUF]SD§ PROJECTS CHAPTERS EVENTS ABOUT Q

Browse All Projects...

OWASP Top Ten

ho is the OWASP® Foundation?

he Open Worldwide Application Security F’rojec:t® (OWASP) is a nonprofit
oundation that works to improve the security of software. Through community-
ed open-source software projects, hundreds of local chapters worldwide, tens
Df thousands of members, and leading educational and training conferences,
SRR E B VAR GV he OWASP Foundation is the source for developers and technologists to
Security Knowledge Framework secure the web.

Dependency Track

Juice Shop

Mobile Application Security
ModSecurity Core Rule Set

Web Security Testing Guide
2 : ¢ Tools and Resources

Zed Attack Proxy « Community and Networking
Start a New Project... » Education & Training

Google Summer of Code 2021
-y -

or nearly two decades corporations, foundations, developers, and volunteers
have supported the OWASP Foundation and its work. Donate, Join, or become
a Corporate Member today.
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K\ {8 owAsP Juice Shop

Password

HPlogin (G Log in with Google

[J Remember me

Forgot your password? Not yet a customer?
= . OWASP Juice Shop

All Products
Apple Juice
(1000mi)
199

Eqgfruit Juice
(500ml)

899

Apple Pomace
089

Fruit Press
89.99

Banana Juice
(1000mi)

199

Green
Smoothie

199

Carrot Juice
(1000mi)

299

Juice Shop
Artwork

27874

Q@ Ao @R

Audits

4 ,\\ASP Juice Shop

owasp‘ﬂagship Ol BEECMGEESE W Follow & Follow riowasp_juiceshop 264

) ci/cp pipeline rpassmg AN maintainability technical debt | 2% openssf best practices {efs|ls]
Contributor Covenant [\

The most trustworthy online shop out there. (@dschadow) — The best juice shop on the whole internet!
(@shehackspurple) — Actually the most bug-free vulnerable application in existence! (@vanderaj) — First

you & & thenyou & (@kramse) — But this doesn't have anything to do with juice. (@coderPatros’ wife)

OWASP Juice Shop is probably the most modern and sophisticated insecure web application! It can be used in
security trainings, awareness demos, CTFs and as a guinea pig for security tools! Juice Shop encompasses
es from the entire OWASP Top Ten along with many other security flaws found in real-world applications!




The Web \ppl‘u alion . m . Real-World
Hackers  Bug Hunting

Handbook e Guide o Web cking
<) ; n

DevSchps

Aleader's gum © wod ADAM SHOSTACK

WHAT EVERY ENGINEER
SHOULD LEARN FROM
STAR WARS

OREILLY OREILLY
Threat Modeling Web
Application
Security L
Exploit nd Countermeasures

WILEY

Izar Tarandach &
Matthew J. Coles
Foroword by Reeny Sondhi
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https: //www.i o]

https: //d1.awsstatic.com /whitepapers

https:/ /www.threatmodelingmanifesto.or

https:/ /silva-andre.medium.com/design-b2fd288 1e8fd

https:



https://www.microsoft.com/en-us/securityengineering/sdl/practices
https://developer.mozilla.org/pt-BR/docs/Web/HTTP/Overview
https://blog.convisoappsec.com/devsecops-seguranca-como-cultura/
https://www.redhat.com/pt-br/topics/devops/what-is-devsecops
https://www.datadoghq.com/resources/devsecops-assessment/
https://owasp.org/Top10/pt_BR/A00_2021_Introduction/
https://www.ipc.nsw.gov.au/fact-sheet-privacy-design
https://d1.awsstatic.com/whitepapers/compliance/Intro_to_Security_by_Design.pdf
https://www.threatmodelingmanifesto.org/
https://silva-andre.medium.com/design-b2fd2881e8fd
https://www.securitymadesimple.org/cybersecurity-blog/top-7-popular-cyber-threat-models
https://www.microsoft.com/en-us/securityengineering/sdl/threatmodeling

Spor

1 /05/12/exe

software-composition-analysis



https://owasp.org/www-community/Vulnerability_Scanning_Tools
https://www.interstell.com/wordpress/fortify-static-code-analyzer-and-family-reporting-basic-statistics/
https://www.interstell.com/wordpress/fortify-static-code-analyzer-and-family-reporting-basic-statistics/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.nova8.com.br/2020/12/o-que-e-sca-software-composition-analysis/
https://www.infosec.com.br/command-injection/
https://owasp.org/www-project-juice-shop/
https://pwning.owasp-juice.shop/

* hitps:/ rency=BRL

® https://www.amazon.cor /dp /1492053112

® https://a.co/d/aM6GQN7
* https://a.co/d/9wyOgaN



https://www.amazon.com.br/Web-Application-Hackers-Handbook-Exploiting/dp/1118026470
https://www.amazon.com.br/Tangled-Web-Securing-Modern-Applications/dp/1593273886
https://www.amazon.com.br/Real-World-Bug-Hunting-Field-Hacking/dp/1593278616
https://www.amazon.com.br/DevSecOps-producing-compromising-continuous-improvement-ebook/dp/B08QRRNX6K
https://www.amazon.com.br/Securing-DevOps-Safe-services-Julien-Vehent/dp/1617294136
https://www.amazon.com/_/dp/1492056553?tag=oreilly20-20&language=pt_BR&currency=BRL
https://www.amazon.com.br/Web-Application-Security-Andrew-Hoffman/dp/1492053112
https://a.co/d/gM6GQN7
https://a.co/d/9wyOggN

https: / /www.eccounc

https://www.eccouncil.org /train-certify /application-s

https: / /www.isc2.org /Certifications /CSSLP#

https://www.comptia.or: t/certificacoes/pentest

https://www.comptia.or t/certificacoes/securit



https://gohacking.com.br/curso/GHSCD
https://sec4us.com.br/treinamentos/web-api-exploitation/
https://www.appsecengineer.com/
https://www.sans.org/cyber-security-courses/application-security-securing-web-apps-api-microservices/
https://tryhackme.com/
https://academy.hackthebox.com/
https://secops.group/product/certified-application-security-practitioner/
https://www.eccouncil.org/train-certify/certified-devsecops-engineer-ecde/
https://www.eccouncil.org/train-certify/application-security/
https://www.isc2.org/Certifications/CSSLP
https://www.comptia.org/pt/certificacoes/pentest
https://www.comptia.org/pt/certificacoes/security

