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Automated Ingest

Overview

Auto ingest allows one or many computers to process data sources automatically with minimal support from a user. The resulting multi-user cases can be opened and
reviewed by analysts, using any of the normal functions in Autopsy.

There are three types of computers in an Automated Processing Deployment:

« Automated Ingest Node: These computers are responsible for monitoring the Shared Images Folder and detecting when new images have been copied in. Each writes
its results to the Shared Cases Folder.

« Examiner Node: These computers can open a case during processing or after it has been analyzed by the Automated Ingest Node. They allow the examiner to review
the results, tag files, and perform additional analysis as needed.

Services/Storage Node: These computers run the services needed for multi-user cases, hold the images to be processed and store the analyzed Autopsy cases.
The general workflow is as follows:

1. Disk images or other types of data sources are added to the shared images folder. This folder will contain all the disk and phone images that are copied into the system.
They must be copied into here before they can be analyzed. As more than one machine may need to access this folder across the network, use UNC paths (if possible)
to refer to this folder.

2. A manifest file is added for each data source that is to be processed.

3. An auto ingest node finds that manifest file and begins processing the data source. It will make a case in the shared cases folder if there is not one there already. This
folder will contain all of the analysis results after automated analysis has been performed on the images. This folder will not contain the images, those will stay in the
Shared Images Folder. As more than one machine may need to access this folder across the network, use UNC paths (if possible) to refer to this folder.

4. An analyst on an examiner node opens the case and starts their analysis. This can happen while an auto ingest node is processing data or afterwards.

An Automated Processing Deployment could have an architecture, such as this:
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Another illustration, including the network infrastructure, is shown below:
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Configuration

Configuring a group of computers for auto ingest is described on the Auto Ingest Configuration page.

Examiner Node Usage

An examiner node in an auto ingest environment is generally the same as any normal Autopsy client set up for multi-user cases. Any number of examiner nodes can open
cases that have been created by the auto ingest nodes. The cases do not need to be complete.

The examiner can open the auto ingest dashboard through the Tools menu. This allows the user to see what cases and data sources are scheduled, in progress, or done.
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M. Auto Ingest Jobs - Editor [ro] 2| ]

Auto Ingest Jobs = @ B @

Services Status: Case databases up, keyword search up, coordination up, messaging up

Pending Jobs

Case Name Data Source Job Created Prioritized @

E] HU BlackEerry GSM_5100 Peatl.zip Apr 30, 2018 1:35:04 PM o o
Oz mtdz_misc.bin Apr 30, 2018 1334132 PM |E|
E] cZ mkdé_userdata, bin Apr 30, 2018 1:34:34 PM
E] BG CTS(40000000-61 0000007, bin Apr 30, 2015 1:34:56 PM
E] HU Firmware{10092000-10E60000). bin Apr 30, 2018 1:35:02 FM
E] CcZ mkd3_system.bin Apr 30, 2018 1:34:48 PM
E] HU Flex(11240000-11F&0000). bin Apr 30, 2015 1:35:03 FM
E] BS Zamsung G3M_SGH-T3S2 .zip Apr 30, 2015 1:34:51 PM
|—"1 [ rtdS rache hin Lor 30 2015 13436 PR i

Running Jobs

= Case Name Data Source Host Mame Stage Time in Stage

E] Case_83 blue_images.img Win-3112 Starting 1m9s

Completed Jobs

Case Name Data Source Job Created < Job Completed Status @

[ Large Case E5-16998-4_S0_Card E0L Apr 26, 2018 11:37:26 AM  Apr 27, 2018 1:56:48 FM o A
E] Large Case Mokia G3M_C2-02.zip Apr 26, 2015 11:37:26 &M Apr 27, 2015 1:56:25 PM o
E] Large Case Motorola GSM_L7 SLYR.zip Apr 26, 2015 11:37:27 &M Apr 27, 2015 1:56:06 PM o
[ Large Case Flez( 117C0000-12FA00000, bin Apr 26, 2016 11:37:27 &M Apr 27, 2018 1:55:09 PM v
E] Large Case Mokia GSM_C2-02.zip Apr 26, 20158 11:37:26 AM Apr 27, 2018 1:53:27 PM o
E] Large Case Firnawarai 1 00A0000-11 3600007, bin Apr 26, 2018 11:37:26 AM Apr 27, 2018 1:53:18 PM L |E|
E] Large Case IMotorola G3M_W3i.zip Apr 26, 2015 11:37:26 AM Apr 27, 2015 1:51:56 PM ¥4 Jr

Auto Ingest Node Usage

Preparing Data for Auto Ingest

Users will manually copy images to the source images folder (using subfolders if desired) and schedule them to be ingested by creating one file in the folder alongside the
image to be ingested. This file is a manifest file describing the image. This file's name must end in "_Manifest.xml."

are with = Mew folder
Mame Date modified Type Size
| mtd3_userdata.bin 12/17/201211:23 ... BIN File 223,608 KB
| mtd3_userdata_Manifest.xml 8/25/201611:18 AM XML Document 1KB

The following is an example of an Autopsy manifest file. Line breaks/spaces are not required, but are shown here for better human readability.

<?xml version="1.0" encoding="UTF-8" standalone="no"?>
<AutopsyManifest>
<CaseName>XperiaCase</CaseName>
<DeviceId>50549</Deviceld>
<DataSource>mtd3_userdata.bin</DataSource>
</AutopsyManifest>

The following is a description of each required field:

« CaseName: Case name. Multiple data sources can belong to the same case.
« Deviceld: (Optional) A globally unique ID representing device this data source came from. This can be an integer or a UUID.
« DataSource: File name of the data source. Does not include the path.

Any amount of additional data may be included in the XML file as long as the fields above are present.

Manifest files can be automatically generated by using the Manifest Tool.

Running an Auto Ingest Node

When auto ingest mode is enabled, Autopsy will open with a different Ul than normal, allowing the user to see what cases are being processed, which are done, and which are
next in the queue. You can also change the priority of cases and reprocess cases that may have had an error.
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cﬂ Automated Ingest Mode (win-4913)

Status: Running

Services Status: Case databases up, keyword search up, coordination up, messaging up

Pending Jobs

Case Data Source Job Created Pricritized

epsilon lkw_in96.img 2016/08/26 15:04:35 o

alpha mtd2_system.bin 2016/08/26 15:04:35 F
alpha mtd3_userdata.bin 2016/08/26 15:04:35 De
theta thunderbird_small_image. dd 2016/08/26 15:04:35

Running Jobs

Case Data Source Host Name Stage Time in Stage

gamma dump. bin win-4913 Opening case 9s =
Completed Jobs

Case Data Source Job Created Job Created Job Completed Status

i small.img 2016/08/26 2016/08/26 15:04:35 2016/08/26 16:01:46 A

alpha mtd1_cache.bin 2016/08/26 2016/08/26 15:04:35 2016/08/26 15:11:07 o F
beta green_images.img 2016/08/26 2016/08/26 15:04:35 2016/08/26 15:08:46 [ 4

beta blue_images.img 2016/08/26 2016/08/26 15:04:35 2016/08/26 15:09:56 o

5
alpha blki_mmeblko.bin 2016/08/26 2016/08/26 15:04:35 2016/08/26 15:06:28 vz =
Start Refresh Options ] [ Open System Logs Folder ] [ Cluster Metrics ] [ Exit

The user must press the "Start" button to being the auto ingest process. Note that if the computer running Autopsy in auto ingest mode is restarted, someone must log into it to
restart Autopsy. It does not start by itself. When "Start" is pressed, the node will scan through the Shared Images folder looking for manifest files. This scan happens periodically
when ingest is running. It can also be started manually using the "Refresh" button.

The Ul for the auto ingest node will display what images are scheduled for analysis, what is currently running, and what has been completed. If a newly added image should be
the highest priority, then you can select it and choose "Prioritize Case". This will prioritize all images within the same case to be top priority. You may also prioritize only a single
data source (job) using the "Prioritize Job" button in the same manner. If you have prioritized something by mistake, the "Deprioritize" buttons will undo it.

In the middle area, you can see the currently running jobs. You have the option of cancelling an entire image that is being analyzed or to cancel only the current module that is
running. The latter is used when one of the modules has been running for too long and you think that the module is having trouble with the image and will never complete. If the
auto ingest node loses connection to either the database or Solr services it will automatically cancel the currently running job and will pause processing. Once the connectivity
issue has been resolved you must manually resume processing.

If an error occurs while processing a job, or if a job was set up incorrectly, the "Reprocess Job" button can be used to move a completed job back into the Pending Jobs table,
where it can be prioritized if desired. No case data is deleted which may result in some duplication in the results.

"Delete Case" will remove a case from the list and remove all of its data. This will not remove the original image, manifest file, or anything else from the input directory. A case
can not be deleted if it is currently open in any Examiner Node or if an auto ingest node is currently working on a job related to the case. Care should be used with the delete
case button. Note that once a case is deleted the path to its data sources must be changed before they can be reprocessed (i.e., rename the base folder).

The "Auto Ingest Metrics" button displays processing data for all of the auto ingest nodes in the system from a user-entered starting date.

sl

Starting Date: |December 15, 2017 |E] | Generate Metrics Report |

Auto Ingest Metrics

Since Dec 15, 2017
MNumber of Jobs Completed: 213
Total Size of Data Sources: 136.8 GB

Close
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Auto Ingest Node Administration

See the Auto Ingest Administration for information on how to enable administrator features.
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