Root CA

R

Issued by SubCA
template

ACME Server

C R
Issued and
renewed with

ACME v2
protocol

Application

Web Server :
A\

ACME certificates duration of

corporation.es

3 months

'

A certificate is issued to
git.corporation.es.
Renewed several times

One month later of the last
renew, the server changes its
name and need a new

One month later of the last
renew, the certificate is
compromised

certificate

'

'

Certificate cannot be revoked

months.

Security problem is solved,
but the certificate must be

actively and can be used for 2
revoked

Must use complex alternatives,
like Group Policies to add the
certificate or even the Linux
Issuing CA, to ensure that the
certificate is not accepted by
the web browsers
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