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[*xx] 1:234:56 IRC - Channel JOIN [*%*]
[Classification: A Network Trojan was detected]

09/04-17:11:45.456789
10.32.92.230:6667 -> 69.42.215.170:33982 {TCP}

TTL: 34 TOS:0x0 ID:3456 IpLen:20 DgmLen: 44 **xx**S%

i Provides a starting point...

pay out additional context is
necessary to determine impact
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Gather information on traffic

lip 1lipn rip ripn
d_port date start end fl tb

mary 10.32.92.230 vmurzlicl.rz.uni-leipzig.de 139.18.17.138
6667 2012.09.05 01:52 11:43 12 348

mary 10.32.92.230 vmurzlicl.rz.uni-leipzig.de 139.18.17.138
40600 2012.09.05 00:02 22:07 775 26964

mary 10.32.92.230 undernet.awknet.com 69.42.215.170
33982 2012.09.05 00:00 22:01 593 48088
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Gather information on remote host

60606 Undernet - Wikipedia, the free encyclopedia 5
| 4> ||| 2| W enwikipedia.org

ThreatSTOP | Check an IP address 1 IP Info: 69.42.215.170 | SANS Internet Storm Center; Cooper... 1 Undernet - Wikipedia, the free encyclopedia + [mm

IP Info: 69.42.215.170 | SANS Internet Storm Center; Cooperative Network Security Community - Internet Security %

@ hups @ isc.sans.edu ¢ J

B

Article Talk

ThreatSTOP | Check an IP address 1 IP Info: 69.42.215.170 | SANS Internet Storm Center; Cooper... J' Undernet - Wikipedia, the free encyclopedia

N

WIKIPEDIA

The Free Encyclopedia

ThreatSTOP | Check an IP address

<|» ||| 2| & www.threatstop.com oy ‘
Diary Podcast:l T

Threat Level: e ©©©

WIKIMEDIA

g RUeEOE IP Info: 69.42.215.

From Wikipedia, tt

ThreatSTOP | Check an IP address J IP Info: 69.42.215.170 | SANS Internet Storm Center; Cooper... J

Threat FaKel:

Check an IP address

Undernet - Wikipedia, the free encyclopedia

SIGNUP | CUSTOMER LOGIN

Tein fidx®

RESOURCES PARTNERS

Featured content

General Information | 404Project Info (beta) | Sto]

Current events
Random article
Donate to Wikipedia
Wikimedia Shop

TECHNOLOGY SUPPORTED VENDORS ABOUTUS

NOTE: Due to excessive queries, page¢

access. Do not use this data as a bloc

~ Interaction The Undernet is

Help 60,000 users in 1
About Wikipedia

General Information

IRC clients can ¢
Community portal and eu.undernet IP Address (click for more detail): i 69
G2 Hostname: ; uni .
Contact page Contents [hide] You can check IP addresses that appear in your log files against our extensive database of past and current malware by checking a
Histo Country: | US single IP or submitting a device log. At any time you can call (760) 683-8121 or email sales@threatstop.com to learn more about how
b Tookox ;Serw;yes AS- 171 ThreatSTOP can fit into your network. To find about a single IP, please enter it below.
e 3 References o Research IP 69.42.215.170
w Languages & 4 External links
E| Network: | 69 First Identified Most Recently active Present in the following blockers:
[E)::;C:I History (e Reports: =i 2012:07-16 16:12:59 GMT 2013-08-28 10:23:30 GMT ShadowServer
Frangals Undernet was est Targets: ;- n 2012-07-16 16:12:59 GMT 2013-08-28 10:23:30 GMT BOTNETS
s — . running a modifie First Reported: | N/i 2012:07-16 16:12:59 GMT 2013-08-28 10:23:30 GMT BASIC
Portugués chaotic, as netsp R 2 1% 2012-07-16 16:12:59 GMT 2013-08-28 10:23:30 GMT ADVANCED
Pycokwii formed at a time) ost Recent Report: | N/j 2012-07-10 06:15:48 GMT 2012-07-10 06:15:48 GMT DShield Block List
Simple English into ane of the |t Comment: - n 2012-07-10 06:15:48 GMT 2012-07-10 06:15:48 GMT COMMUNITY
Svenska Again in 2001, ity 2012:07-10 06:15:48 GMT 2012:07-10 06:15:48 GMT ADVANCED
PEditlinks continues to the |

Note: This data is updated periodially.
"attackers". There are a few common f
balancers and DNS servers are some ¢
reports. This may allow you to conclu¢

It is notable as b¢

Services (e

View IP Info ascii format

[ ol ol B B |

Dig info from google DNS
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Gather information on processes

Google: 135,000 results. Nothing useful.

&« = € ) O https://encrypted.google.com/search?hl=en&q=vladtepes... @ C ‘) & 4 QO =

command not found: top Google [ R ——

Web Images Shopping More ~ Search tools

$ top

Did you mean: vlad tepes irc

“Canada will burn praise Allah” | Vlad Tepes
vladtepesblog.com/2012/11/12/canada-will-bum-praise-allah/ ~

Nov 12,2012 - Viad Tepes ... the CIDA, is financing jihad with grants given to
“Islamic Relief Canada “ ... On its website, IRC is presented as a zakat collector.

- Viewing Profile - ArcEmu
arcemu.org/forums/index.php?showuser=19925&tab=topics ~

Combinati f d
Jan 2, 2013 - 20 posts - 6 authors
n e t S 't a t p s S O S OWS ArcEmu; > Viewing Profile: viadtepes ... Hasbro : (14 August 2011 - 03:25 PM) Join
us on irc, grab an irc clientand connect to irc.freenode.net ...
H H H Viad Tepes + IRC-Galerie
WO I n a rI eS O n e WI a n ircgalerie.net/community/81115-vlad-tepes/flow ~

Draculea war auch nur ein Mensch... Die Betonung liegt auf ‘war'! Diese Franzosen
knippeln weiterhin munter drauf los und verpesten die Seelen Unschuldiger ...

Vlad Tepes - In Holocaust to the Natural Darkness : Metal - Reddit

.
outbound IRC connection s Tpes T s oo
assassinscreed.wikia.com/wiki/Vlad_Tepes ~
Secretly a member of the Templar Order, Viad Tepes played a significant role in the
1 d t O n po | 3 3 9 82 a n d Templars® fight against the Ottoman Empire. In 1476, Viad was defeated by ...
www.reddit.com/r/Metal/comments/1f9rxm/ ~
. " May 29, 2013 - Shreddit IRC: irc.snoonet.org #metal. a community for ... [Black]Viad
one offerin g an IR service To B Hoiochuas i e A Daneeer (rachibe o s 3o
Vlad Tepes - Massacre Song from the Devastated Lands : BlackMetal
* ° .I www.reddit.com/.../vlad_tepes_massacre_song_from_the_devastated_lan... ~
t 1 r e s 1 a s O n O Dec 26, 2012 - Join us in blasphemy on irc @ irc.snoonet.org #blackmetal or via ...
Viad Tepes - Massacre Song from the Devastated Lands (youtube.com).

Talk:Vlad Tepes - New_RepRapWiki

reprap.org/wiki_new/Talk:Viad_Tepes ~

Dec 18,2011 - Talk:Viad Tepes ... had for one but conversation in the irc leads me to
believe the math/ programming for it might be fairly complicated if printing ...

Viad Tepes - RepRapWiki
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Gather information on user logins

aanjneya pts/1 example-09-14108 Wed Sep 5 19:40 - 22:21 (02:40)

franklin pts/@ c-76-126-210-61. Wed Sep 5 18:57 - 19:57 (01:00)

1fyg pts/@ dn@a203all.exnet Wed Sep 5 10:04 - 10:27 (00:22)

reehj pts/0 c-67-180-35-133. Tue Sep 4 19:51 - 19:52 (00:01)

rebrekm pts/2 kalo.exampled.ed Tue Sep 4 18:08 - 18:11 (00:03)

usoah pts/2 peter-pc.example Tue Sep 4 17:24 - 17:25 (00:00) f”f”}

avvasm pts/1 dnab4043eb.examp Tue Sep 4 16:29 - 19:16 (02:47) Eor \\\\
silakkok pts/@ dnab4046d9.examp Tue Sep 4 16:27 - 18:33 (02:05)

fred pts/0 79-116-146-15.rd Tue Sep 3 13:35 - 14:40 (01:05) ////
franklin pts/@ 70.102.234.3 Tue Sep 4 06:41 - 06:41 (00:00)

cagatay pts/0 dn@a210425.exnet Mon Sep 3 18:32 - 18:33 (00:01)

gnauhccj pts/0 dna210240.exnet Mon Sep 3 14:36 - 15:39 (01:02)

srk pts/1 c-98-210-153-100 Mon Sep 3 08:51 - 09:03 (00:11)

msb pts/@ 192-119-20-89.pa Mon Sep 3 08:20 - 10:35 (02:15)

fred pts/1 macbocon.example Sun Sep 2 22:39 - 23:57 (01:17)

fred pts/0@ macbocon.example Sun Sep 2 21:11 - 22:39 (01:27)

fred pts/1 macbocon.example Sun Sep 2 18:07 - 19:23 (01:15) ‘
fred pts/@ dn5221a5.exnet  Sun Sep 2 16:05 - 18:26 (02:21)

thomasjm pts/1 dn@a208bad.exnet Sun Sep 2 15:11 - 17:12 (02:01)

fred pts/@ dn522169.exnet  Sun Sep 2 13:17 - 16:00 (02:42)

alerim  pts/0 bzq-84-110-37-10 Sun Sep 2 12:19 - 12:19 (00:00)

kbw5 pts/1 c-76-102-15-39.h Sat Sep 1 23:31 - 02:24 (02:53)

fred pts/@ c-67-180-21-231. Sat Sep 1 22:53 - 01:27 (02:34)

fred pts/1 c-67-180-21-231. Sat Sep 1 21:10 - 22:23 (01:13)

reehj pts/0 50-193-59-150-st Sat Sep 1 20:35 - 21:26 (00:51)

fred pts/2 c-67-180-21-231. Sat Sep 1 19:38 - 21:10 (0@1:31)

msb pts/1 dn5221c4.exnet  Sat Sep 1 15:46 - 20:55 (05:08)
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Gather information on user activity

Sep 4 13:37:06 mary su[1632]: Successful su for root by root

Sep 4 13:370PF ~omii ~T1E99T . 4 S A Sk /D mnnk L n

JAPRERY \\/eird privilege escalation at a time
for user rot .
when user fred was logged in

Sep 4 14:0:
closed for user fred

Sep 4 14:04:31 mary su[1632]: pam_unix(su:session): session closed
for user root

Google

Google Search I'm Feeling Lucky
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Problem summary

 Endogenous data
— Collect log files from multiple hosts
— Run commands to identify ongoing relevant activity
— Consult past incident logs for similar attacks
* Exogenous data
— Search security sites on similar exploits and vulnerabilities
— Collect information on remote IPs
— Search blogs and mailing lists for similar events

Analysts need tools that support efficiently

identifying, gathering, and synthesizing contextual data
to understand and reason about events

Jan '14 FloCon 2014 9




Current approaches

« Current tools focus almost exclusively on endogenous data

« Current methods for obtaining context are manual and
time-consuming

— Endogenous data is scattered in a variety of systems

— Exogenous data can be hidden deep in search results
or on forums, in mailing lists, or within APls

« Current methods are inefficient and take time away from
deeper analytical investigation

Jan '14 FloCon 2014 10



Approach

Develop a platform to collect contextual data from
endogenous and exogenous sources to organize the
data into a knowledge graph of domain concepts
that analysts and other systems can quickly find
relevant information

Jan '14 FloCon 2014 11



Core components

« Continuous collection and processing of documents from
endogenous and exogenous sources

« Domain Specification Language for parsing and extracting
domain concepts and relationships from structured data

« Natural language processing for extracting domain
concepts and relationships from text documents

« Alignment methods for instantiating the knowledge graph
« API for programmatically accessing the graph

* Visualizations for exploring the graph to derive context

Jan '14 FloCon 2014 12



Benefits

* More time can be spent analyzing suspicious events and
less time spent searching for relevant context

« Context can help analysts make better decisions
 Information can be made available more quickly

« Can perform analytics on the graph to learn new insights
* Public APl can be used by other security systems

« Security community can leverage ontology, relevant data
sources, labeled data sets and other projects

« Methods and tools may be useful to other domains

Jan '14 FloCon 2014 13



Current status

« Draft specification of domain ontology
« Ontology visualization and editing tool
« DSL to parse/transform structured documents into graph

» Proof-of-concept prototype of information extraction for
unstructured data sources

— Method to automatically tag security data to create
labeled data sets for supervised learning

— Complementary approaches for extracting entities
based on entropy maximization and bootstrapping

« Demonstration of collecting and processing structured data
sources within real-time pipeline
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Open source projects

Numerous open-source projects on github.com/stucco

* Ontology: github.com/stucco/ontology

« Ontology editor/vis: github.com/stucco/ontology-editor

* Morph parser/transformer: stucco.github.io/morph/

« Security data sources: stucco.github.io/data/

 Labeled data: github.com/stucco/auto-labeled-corpus

« Demonstration: github.com/stucco/dev-setup
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* Plans for this year

— Integrate NLP methods into processing

— Fill out core functionality: alignment and Ul

— Research relationship extraction methods

— lterate on use case, data sources, collectors, extractors
» Technology Transition Activities

— Publicize ideas to practitioner community
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