THE CODE CRAFT THING FOR THE

EMBE

13coders

INTERNET OF THINGS THING

OW TEST-DRIVEN DEVELOPMENT AND DESIGN HELPS MAKE

)DED AND TOT DEVELOPMENT SAFER + BETTER FOR USERS, AND
AHAPPLER EXPERLENCE FOR DEVELOPERS
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World
Population

6.3 Billion 6.8 Billion 7.2 Billion 7.6 Billion

500 Million 12.5 Billion 25 Billion 50 Billion
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Source: Cisco IBSG, April 2011

PROFESSTONAL HEALTHCARE, TRANSPORT, SMART HOME, CONNECTED
(AR, FLTNESS, WEARABLES, INDUSTRIAL ROBOTLCS, MILLITARY...



SYSTEMS DEFINED BY S0FTWARE : THE UBTQUTTOUS CHIP
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THEY OFTEN DON'T MANUFACTURE
STLICON THEMSELVES (ARM, AS THE
MOST NOTABLE EXAMPLE)
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LTCENSE MULTIPLE CORE IPS HAPPENS A LOT




PERVASTVE CONNECTIVITY, CLOUD BACK-ENDS

€3 Bluetooth’

SMART
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IN-STTU UPGRADEABLE DEVICES

P~ YAY FOR LTGHT
- BULB UPDATES !

Firmware updates

Update the software in your LIFX bulbs to unlock our latest features and

improvements. Find out what's new.

Images and words from lifx.com, their copyright
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CHECKPOINT #1

ARE WE COOL WITH THIS SO FAR!

JFTWARE-DEFINED SYSTEM BERAVIO

ONNECTIVITY ENAB
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E5 PRODUCT EVI

- WENEED CODE WE CAN LIVE WITH
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MCU EXAMPLE : ARM CORTEX “M”™ FAMILY
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Processor Technology

Cortex-M3

ARMCORTEX

Cortex-M0

Performance efficiency
Feature rich connectivity

Lowest power
Outstanding energy
efficiency

Lowest cost
Low area

ARMCORTEX

Processor Technology

Digital Signal Control (DSC)

ARMCORTEX

Processor Technology

Cortex-M7

Cortex-M4

CoreMark
per MHz

Maximum DSC Performance
Flexible Memory System
Cache, TCM, AXI,ECC

Double & Single Precision FP

Processor with DSP
Accelerated SIMD
Floating point (FP)

Digital Signal Control application space

‘8/16-bit’ Traditional application space

16/32-bit’ Traditional application space

http://www.arm.com/assets/images/tpl/compare-Cortex-M-diagramLG.png, Copyright ARM,
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System

Power/Voltage Reg

Oscillators and PLL

Watchdog Timers
GPIO
RTC
\.
4
Control

5 x 16-bit Timers

16 Bit PWM Motor Control

2 x 32-bit Timers

ST MI(ROE[E(TRONI(S SIM3JHHLL

Adapted from ST Micro product literature - content + logo copyright ST Microelectronics.

ARM Cortex M4 CPU
100 MHz, 32-bit

SIMD

Floating Point Unit

Nested Vector Interrupt Controller

JTAG Debugging

Advanced Peripheral Bus

16-channel Direct Memory Access

Ly

life.augmented

512K Flash

128K SRAM

80-Byte Backup

r
Connectivity

3xI12C

3 x USART

5 x SPI

SDIO

USB 2.0

.

7

Analog

12-bit x 16 ADC

Temperature Sensor




5 x 16-bit Timers

Yii

[ 16-channel Direct Memory Access

16-bit PWM

2 x 32-bit Timers
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05 OPTIONS, BOTH FREE AND PROPRIETARY

- JEPHYR (LINUXFO
- ARM MBED - QPEN

- VAWORKS (WIN
- EMBEDDED LINL

) RIVER),

JNDATION), FREERTOS, RTEMS
TCENSE, BUT ARM-SPECTFIC

ONX (BLACKBERRY)

(L (+Y0CTC

BUILD, OFTEN)

- WINDOWS T (EMBEDDED COMPACT, WINDOWS 10 10T)
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THE EVER-50-COMPLEX ARCHITECTURE OF BARE METAL BUTLDS

------------------------------------------------------

YOUR CODE
WA~
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THE EVER-50-COMPLEX ARCHITECTURE OF BARE METAL BUTLDS

------------------------------------------------------

_ ‘\_( Y )_/‘

{08}
Adapted from prese 015
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THE EVER-50-COMPLEX ARCHITECTURE OF BARE METAL BUTLDS

------------------------------------------------------

_Pin6

llllllllllllllllllllllllllllllllllllllllllllllllllllll

{08}
Adapted from prese 015
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THE EVER-50-COMPLEX ARCHITECTURE OF BARE METAL BUTLDS

------------------------------------------------------

HAL GPIO Write fOUR CoE
Pin ()

HAL GPIO Write
Pin ()

{08}
Adapted from prese 015
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THE EVER-50-COMPLEX ARCHITECTURE OF BARE METAL BUTLDS

------------------------------------------------------

HAL GPIO Write fOUR CoE
Pin ()
HAL GPIO Write
Pin ()

HAL GPIO Write
Pin ()

{08}
Adapted from prese 015

11111111



THE[VEK SO -COMPLEX ARCHITECTURE OF BARE METAL BUILDS
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/*Configure GPIO pins : USART_TX_Pin USART_RX_Pin x/
GPIO_InitStruct.Pin = USART_TX_Pin|USART_RX_Pin;
GPIO_InitStruct.Mode = GPIO_MODE_AF_PP;
GPIO_InitStruct.Speed = GPIO_SPEED_LOW;
HAL_GPIO_Init(GPIOA, &GPIO_InitStruct);

/*Configure GPIO pin : LD2_Pin %/
GPIO_InitStruct.Pin = LD2_Pin;
GPIO_InitStruct.Mode = GPIO_MODE_OUTPUT_PP;
GPIO_InitStruct.Speed = GPIO_SPEED_LOW;
HAL_GPIO_Init(LD2_GPIO_Port, &GPIO_InitStruct);

/*Configure GPIO pin Output Level x*/
HAL_GPIO_WritePin(LD2_GPIO_Port, LD2_Pin, GPIO_PIN_RESET);

/* USER CODE BEGIN 4 */
/* USER CODE END 4 */

Lx
(@)
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/*Configure GPIO pins : USART_TX_Pin USART_RX_Pin x/
GPIO_InitStruct.Pin = USART_TX_Pin|USART_RX_Pin;
GPIO_InitStruct.Mode = GPIO_MODE_AF_PP;
GPIO_InitStruct.Speed = GPIO_SPEED_LOW;
HAL_GPIO_Init(GPIOA, &GPIO_InitStruct);

/*Con e (] P

GPIO_ t e o

GPIO_. t r & o«

GPIO_ . t r ) ,
HAL_GIoconioLL_2CrICVor e, coPociniisdiuct)

7

/*Configure GPIO pig G 'tput Level */
HAL_GPIO_WritePin(/ GPIO_Port, LD2_Pin, GPIO_PIN_RESET);

/* USER CODE BEGIN 4 */
/* USER CODE END 4 */
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A FUNDAMENTAL PRINCIPLE : DEPENDENCY INVERSION

HTGH-LEVEL MODULES SHOULD NOT
DEPEND ON LOW-LEVEL MODULES.
BOTH SHOULD DEPEND ON
ABSTRACTIONS.
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PROBLEM DOMATN S0LUTION DOMAIN

THE MANUFACTURER GENERALLY
WRLTES THIS
BOARD SUPPORT APLS + L3S




THE TDD MICROCYCLE




ON TARGET HARDWARE, LESS
FREQUENTLY

ON YOUR DEVELOPMENT MACHINE,
CONSTANTLY

4 )

BUTLD FOR THE TARGET
o J

* RUN ACCEPTANCE AND
UNTT TESTS ON THE
TARGET

o J

{28}
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CONTINUOUS INTEGRATION + DD + TO0LS =) HAPPY DEVS

- “CONTINUOUS INTEGRATION™ WITHOUT TESTS TSN'T
0US INTEGRATION

REALLY CONTINL

- |0
- |§

JDON'TGETT

1ESAME FEE

- DYNAMIC ANALYSIS T00

DBACK WLTH TEST-LAST

5 10 LEVERAGE TESTS
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fOUR BUTLD SYSTEM REALLY WANTS TO HELP : [ETTT
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CHECKPOINT #,

fOU'RE STILL HERE ! THAT'S AMAZING |

- WE'RE LOOKING AT MCUS AND BARE-METAL
- THE DESTGN TS WHATEVER WE MAKE 1T
- PRINCIPLES HELP



EXCLUSTVELY FOR
TECH MEETUP

THE ONLY FTRE ALARM SYSTEM YOU
WILL EVER NEED.

GOING ON KICKSTARTER ANY DAY
NOW. SERTOUSLY.
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PROBLEM DOMATN S0LUTION DOMAIN

THE MANUFACTURER GENERALLY
WRLTES THIS
BOARD SUPPORT APLS + L3S




CHECKPOINT #3

WELL, THAT WAS...CODEY...

- DD WC

RICS TN ANY LA

- ITSDE

- THERE ARE ALWAYS OBSTACLES

PENDENCLES ALL

NGUAGE...YES, E

THE WAY DOWN

VEN [++

FS. OVERCOME THEM.



SAFETY CRITICAL, DETERMINTSTIC

GARBAGE COLL. LANGUAGE]

AL i ) ESgTBjHD?\;D[:IJrBRARY
FEW OR MO LIS | 1M NBUT A
RO DYNAMIC MEMoRy Ut + DTWAMLCNEMOKY, BUTNOT “AFIER Tht
: WHEELS LEAVE THE GROUND
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“TRIVIAL PURPOSE™ 13coders



WHEN EMBEDDED GOES WRONG - A TALE OF WOE

AN EMBEDDED AUTOMOTIVE APPLICATION CTTED AS A POSSTBLE CAUSE OF
“UNTNTENDED ACCELERATION™. A NASA STUDY FOUND:

11,253 READ/WRTTE GLOBAL VARTABLES
CYCLOMATIC COMPLEXTTY OF 146 IN A KEY FUNCTTON
.. WITHNO UNTT TEST PLAN..
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“ITTS FAR, FAR EASTER TO MAKE A
CORKECT PROGRAM FAST TRAN LT 15 10
MAKE A FAST PROGRAM CORRECT™

-~ HERB SUTTER & ANDREL ALEXANDRESCU
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Test-Driven Development
for Embedded C

Robert C. Martin Series 8

EFFECTIVELY
WITH

LEGACY CODE

Michael C. Feathers

Modern C++ Programming
with Test-Driven Development

“

Code Better,
Sleep Better

.

Jeff Langr

Foreword by Robert C. Martin
(Uncle Bob)

Edited by Michael Swaine




