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securityopennesssimplicity



THEN

simplicity

INTEL BUILDS BROAD AND 
COMPLEX CODE BASE

CUSTOMERS ASSUME RISKS SIMPLIFYING 
THE CODE

Our New Focus – SIMPLE AND SCALABLE Solutions



openness
PARTNERS DEMANDING OPEN SOURCE FURTHER DOWN THE ENTIRE STACK

CUSTOMER FOCUSED
SOLUTION ORIENTED
TECHNOLOGY ALIGNED



Broadening our security mindset

security
EXTEND EXTENDDISCOVER
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We’re making progress
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securityopennesssimplicity

CHIPSEC
Capsule Update

FSP – Firmware Support Package
UEFI – Unified Extensible Firmware Interface



Firmware options
From https://en.wikipedia.org/wiki/Chinese_restaurant 10
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Host firmware –

UEFI, coreboot*, U-Boot*, 

Linuxboot*, Intel® FSP

DMA

A specific Peripheral may have 

its own processor, and its own 

firmware, which is undetectable 

by host CPU/OS.  

Where is Firmware?

VM – Virtual Machine
OS – Operating System
VMM – Virtual Machine Manager
CPU – Central Processing Unit
DMA – Direct Memory Access



Do others believe this?

From https://www.apress.com/us/book/9781484200711
12

https://www.apress.com/us/book/9781484200711


What are we doing

• Open development environment

• Open source core
• Min Core

• Open source platform code
• Min Platform, Advanced Feature Packages

• IP protected initialization in well-defined binary blob

• Open up all of the build tools

• Standards
• De jure but move to ‘code first’, De facto
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UEFI and coreboot with the Intel Firmware Support 
Package (FSP)
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UEFI Specification

Hardware/Silicon

OS

Silicon 
Component 

Modules

Open Source
Platform

Drivers

PEI/DXE PI Foundation
Modular Components

PEIMsIntel® FSP

Chrome OS

Hardware/Silicon

Intel® FSP

Payload

coreboot ramstage

coreboot romstage

From https://firmware.intel.com/sites/default/files/resources/SF14_STTS001_102f.pdf

FSP

Glue Code (PEI Core / Arch PPIs)

Single Si Init Binary
CPU SA PCH ME

Intel® FSP
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Internal mode of evolution
• FSP / Binary FV’s - Evolution of the Intel ®

Firmware Support Package (FSP) from 1.0 to 
1.1(simplified boot flow), to 2.0 –
Intel.com/fsp

• Open Source platform code –
Simplified, product quality, open source 
capable platform package. Built on industry 
standards and EDK II technology for ease of 
porting. Upstream platform code. –
tianocore.org

• EDKII – existing upstream/open 
source core

• MinTree – minimum open source core and 
platform code to boot shrinkwrap OS

UEFI Specification

Hardware/Silicon

OS

Bailey Park/EDK II coreSilicon 
Component 

Modules

Open Source
Platform Pkgs

PEIMsIntel® FSP/SI binary

Open source EDKII core
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Status on open source host firmware
• Active work stream in Open Compute Conference (OCP) for Open Source 

http://www.opencompute.org/wiki/Open_System_Firmware

• Intel FSP 2.0 binaries for all client Atom and Core CPU’s 
• https://github.com/intelfsp and other opaque binaries at 

https://github.com/tianocore/edk2-non-osi/

• Open source EDKII platform code for IOT, client and server at 
https://github.com/tianocore/edk2-platforms

• UEFI EDKII core at https://github.com/tianocore/edk2

• Open source platforms for Atom, Core and Microserver at 
https://github.com/coreboot/coreboot
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exampleS

h // /

Phoronix article

https://www.opencompute.org/
https://www.phoronix.com/scan.php?page=news_item&px=Intel-Better-FSP-License


Challenges
• Free up tools

• Many SI tools are still closed

• Free up SI code
• Intel FSP considered ‘soft’ lock down. Can go 2 paths – hard lock-down/boot-rom or 

liberate code and fully open source 

• Documentation delay 
• Open source has to await public documents like EDS

• Debug of binaries
• Rest of the platform 

• Non host firmware
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Tying it all up

SEC FSP/PEI DXE OS 
Loaders

Windows Linux
MacX Android 

ChromeOS
Tizen, etc

BDS

Core
boot FSP/PEI Coreboot OS 

Loaders
Embedded OS/

ChromeoS

Depthcharge/
U-Boot/

EDKII Payload

SEC FSP/PEI LinuxBoot

Core
boot FSP LinuxBoot

Linux

Linux
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Path to openness



ENGAGEMENT/Feedback
S. Simplicity: Keep It Simple & Scalable (KISS)

O. Openness: Design for an open world

S. Security: broaden our approach



Call to action
• Provide feedback on this direction
• Get involved in the various open source firmware and standards 

activities
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More information
• http://www.uefi.org/ 

• http://ww.tianocore.org

• https://github.com/tianocore/edk2

• https://github.com/tianocore/edk2-platforms

• https://github.com/tianocore/tianocore.github.io/wiki/EDK-II-
white-papers

• https://github.com/IntelFsp/FSP

• http://www.intel.com/fsp

• http://firmware.intel.com

• http://www.coreboot.org

• http://opencompute.org/

• http://opencompute.org/projects/open-system-firmware/

• https://www.apress.com/us/book/9781484200711

• https://www.degruyter.com/view/product/484468

• https://www.degruyter.com/view/product/484477

• https://www.youtube.com/watch?v=Dh6N7Pj1CL

• https://cansecwest.com/slides/2015/UEFI%20open%20platform
s_Vincent.pptx

• https://github.com/rrbranco/BlackHat2017/blob/master/BlackH
at2017-BlackBIOS-v0.13-Published.pdf

• https://github.com/tianocore/edk2-platforms/blob/devel-
MinPlatform/Platform/Intel/MinPlatformPkg/Docs/A_Tour_Beyo
nd_BIOS_Open_Source_IA_Firmware_Platform_Design_Guide_i
n_EFI_Developer_Kit_II%20-%20V2.pdf

• https://firmware.intel.com/sites/default/files/A_Tour_Beyond_BI
OS_Creating_the_Intel_Firmware_Support_Package_with_the_E
FI_Developer_Kit_II_%28FSP2.0%29.pdf

• https://firmware.intel.com/sites/default/files/A_Tour_Beyond_BI
OS_Using_the_Intel_Firmware_Support_Package_with_the_EFI_
Developer_Kit_II_%28FSP2.0%29.pdf

• https://software.intel.com/en-us/blogs/2018/09/10/designing-
firmware-for-an-open-world

• https://www.phoronix.com/scan.php?page=news_item&px=Intel
-Better-FSP-License 23
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Legal Notice

No computer system can be absolutely secure.

Intel, the Intel logo are trademarks of Intel Corporation or its subsidiaries in the 
U.S. and/or other countries.

*Other names and brands may be claimed as the property of others

© Intel Corporation.
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