1. GET graph.facebook.com (2023-04-07T13:04:57.0787Z)

1.1. Request

1.1.1. General

Method GET
HTTP version HTTP/1.1

Scheme https
Host graph.facebook.com
Filename /v14.0/app

1.1.2. Query string parameters

access_token 138566025676|e251d7dadle2b26389ad8a43557aa256

fields supports implicit sdk logging,gdpv4 nux content,gdpv4 nux_enabled,android dial
og configs,android sdk error categories,app_events session_timeout,app _events fea
ture bitmask,auto event mapping android,seamless login,smart login bookmark icon
url,smart _login menu_icon url,restrictive data filter params,aam rules,suggested
events setting

format json

sdk android

1.1.3. Headers

User-Agent FBAndroidSDK.14.1.1

Accept-Language en US

Content-Type application/x-www-form-urlencoded
Content-Encoding gzip

Host graph.facebook.com

Connection Keep-Alive

Accept-Encoding gzip

1.1.4. Cookies
none

1.1.5. Content

none

1.2. Response

1.2.1. General
Status 200 OK
HTTP version HTTP/1.1

1.2.2. Headers

Content-Encoding gzip

ETag "18befll15ccc60f504d578a9417a28aellbb3154"

Content-Type text/javascript; charset=UTF-8

Vary 0Origin, Accept-Encoding

cross-origin-resource-policy cross-origin

x-app-usage {"call count":0,"total cputime":0,"total time":0}
x-fb-rlafr 0

Access-Control-Allow-0rigin *

facebook-api-version v14.0



Strict-Transport-Security max-age=15552000; preload

Pragma no-cache

Cache-Control private, no-cache, no-store, must-revalidate

Expires Sat, 01 Jan 2000 00:00:00 GMT

x-fb-request-id AZJgPy6JjRd46xE2eilJ7ipE

x-fb-trace-id E2XHCOU4ubC

x-fb-rev 1007268352

X-FB-Debug YL2r80HfJa7n0gdhQleZm+wMlxqCXirwFDXrKRH5hQKtUF5bp/Bx0DX1Q79CHzi1910VJ/yKNn
Cd1mJ6uvzWAQ==

Date Fri, 07 Apr 2023 13:04:57 GMT

Alt-Svc h3=":443"; ma=86400

Connection keep-alive

Content-Length 821

1.2.3. Cookies
none

1.2.4. Content

{"supports_implicit sdk logging":true, "gdpv4 nux enabled":false,"android sdk error ca
tegories":[{"name":"login_recoverable","items":[{"code":102},{"code":190}], "recovery
message":"Please log into this app again to reconnect your Facebook account."}1,"app_
events session_timeout":60,"app_events feature bitmask":81461, "seamless login":1,"sma
rt_login bookmark icon url":"https:\/\/static.xx.fbcdn.net\/rsrc.php\/v3\/y6\/r\/yJMn
Jy6rFT-.png","smart _login menu icon url":"https:\/\/static.xx.fbcdn.net\/rsrc.php\/v3
\/yT\/r\/KNd968JWj-b.png", "restrictive data filter params":"{\"experiences p3 impress
ion\":{\"restrictive param\":{\"guest first name\":0}},\"fb _mobile content view\":{\"
restrictive param\":{\"guest first name\":0}},\"logout\":{\"restrictive param\":{\"gu
est first name\":0}},\"fb mobile initiated checkout\":{\"restrictive param\":{\"guest
_first name\":0,\"listing title\":60}},\"experience p2 impression_with dates\":{\"res
trictive param\":{\"quest first name\":0}},\"fb_mobile complete registration\":{\"res
trictive param\":{\"guest first name\":0}},\"experiences p2 impression with dates\":{
\"restrictive param\":{\"guest first name\":0}},\"p4 impression\":{\"restrictive para
m\":{\"guest first name\":0}},\"experiences p4 impression\":{\"restrictive param\":{\
"guest first name\":0}},\"hostReferral\":{\"restrictive param\":{\"guest first name\"
:0}},\"fb_mobile search\":{\"restrictive param\":{\"guest first name\":0},\"deprecate
d param\":[\"state\",\"num _children\",\"num infants\"]},\"fb mobile deactivate app\":
{\"restrictive param\":{\"guest first name\":0}},\"first_time opened\":{\"restrictive
_param\":{\"guest first name\":0}},\"fb mobile tutorial completion\":{\"restrictive p
aram\":{\"guest first name\":0}},\"fb mobile level achieved\":{\"restrictive param\":
{\"guest first name\":0}},\"log in\":{\"restrictive param\":{\"guest first name\":0}}
,\"fb _mobile purchase\":{\"restrictive param\":{\"guest first name\":0},\"deprecated
param\":[\"fb checkout date\"1}}","aam rules"

(truncated after 2000 bytes)

2. GET graph.facebook.com (2023-04-07T13:04:57.080Z)

2.1. Request

2.1.1. General
Method GET
HTTP version HTTP/1.1

Scheme https
Host graph.facebook.com



Filename /v14.0/app/mobile sdk gk

2.1.2. Query string parameters

access_token 138566025676|e251d7dadle2b26389ad8a43557aa256
fields gatekeepers

format json

sdk_version 14.1.1

sdk android

platform android

2.1.3. Headers

User-Agent FBAndroidSDK.14.1.1
Accept-Language en_US

Content-Type application/x-www-form-urlencoded
Content-Encoding gzip

Host graph.facebook.com

Connection Keep-Alive

Accept-Encoding gzip

2.1.4. Cookies
none

2.1.5. Content
none

2.2. Response

2.2.1. General
Status 200 0K
HTTP version HTTP/1.1

2.2.2. Headers

Content-Encoding gzip

ETag "cf46486a03718676cb5888cef8cc6b9ffl74allc"

Content-Type text/javascript; charset=UTF-8

Vary Origin, Accept-Encoding

cross-origin-resource-policy cross-origin

x-app-usage {"call count":0,"total cputime":0,"total time":0}

x-fb-rlafr 0

Access-Control-Allow-0rigin *

facebook-api-version v14.0

Strict-Transport-Security max-age=15552000; preload

Pragma no-cache

Cache-Control private, no-cache, no-store, must-revalidate

Expires Sat, 01 Jan 2000 00:00:00 GMT

x-fb-request-id AImTJubbQfTGT4e00QvOvu6b

x-fb-trace-id G2JImtkR0O8yg

x-fb-rev 1007268352

X-FB-Debug dUREiqyPFXd7RSEX1q31k7L1Y0fS51/ZRZ3M5Ci03CZWqIveScthonUKy8rMOuAUJLMxCcEM1p8
CXHaip9uwvuw==

Date Fri, 07 Apr 2023 13:04:57 GMT

Alt-Svc h3=":443"; ma=86400



Connection keep-alive
Content-Length 544

2.2.3. Cookies
none

2.2.4. Content
{"data":[{"gatekeepers":[{"key":"FBSDKFeatureInstrument", "value":true}, {"key":"FBSDKF
eatureCrashReport", "value":true}, {"key":"FBSDKFeatureAnrReport", "value":false}, {"key"
:"FBSDKFeatureRestrictiveDataFiltering", "value":true}, {"key":"FBSDKFeatureCodelessEve
nts","value":true}, {"key":"FBSDKFeatureErrorReport", "value":false},{"key":"FBSDKFeatu
reAAMR1", "value":false}, {"key":"FBSDKFeatureAAMR2", "value":false},{"key":"FBSDKFeatur
eAAM", "value":true}, {"key": "FBSDKFeatureSuggestedEvents", "value":false}, {"key": "FBSDK
FeatureCrashShield", "value":true}, {"key":"FBSDKFeatureThreadCheck", "value":false},{"k
ey":"FBSDKFeaturePrivacyProtection", "value":true},{"key":"FBSDKFeaturePIIFiltering","
value":true}, {"key":"FBSDKFeatureAddressDetectionSample", "value":false}, {"key": "FBSDK
FeatureMTML", "value":true},{"key":"FBSDKFeatureModelRequest", "value":true},{"key":"FB
SDKFeatureEventDeactivation", "value":true}, {"key":"FBSDKFeatureChromeCustomTabsUpdate
","value":true}, {"key":"FBSDKFeatureChromeCustomTabsPrefetching", "value":false}, {"key
":"FBSDKFeatureIntelligentIntegrity", "value":false},{"key":"FBSDKFeatureIntegritySamp
le","value":false}, {"key":"FBSDKFeatureMonitoring", "value":false},{"key":"FBSDKFeatur
eATELogging", "value":true}, {"key":"FBSDKFeatureOnDeviceEventProcessing", "value":false
},{"key":"FBSDKFeatureOnDevicePostInstallEventProcessing", "value":false}, {"key":"FBSD
KFeatureSKAdNetwork", "value":true}, {"key": "FBSDKFeatureSKAdNetworkConversionValue","v
alue":true},{"key":"FBSDKFeatureIAPLogging", "value":true},{"key":"FBSDKFeatureIAPLogg
ingLib2","value":true}, {"key":"FBSDKFeatureUshbalLogin", "value":true},{"key":"FBSDKFea
tureBypassAppSwitch", "value":false}, {"key": "FBSDKFeatureWebViewSchemeFiltering", "valu
e":true}, {"key":"FBSDKFeatureAEM", "value":false},{"key":"FBSDKFeatureAppEventsCloudbr
idge","value":false}, {"key":"FBSDKFeatureServiceUpdateCompliance", "value":false}, {"ke
y":"FBSDKFeatureAEMConversionFiltering", "value":true}, {"key":"FBSDKFeatureAEMCatalogM
atching", "value":false}, {"key":"FBSDKFeatureA

(truncated after 2000 bytes)

3. GET graph. facebook.com (2023-04-07T13:04:57.125Z)

3.1. Request

3.1.1. General
Method GET
HTTP version HTTP/1.1

Scheme https
Host graph.facebook.com
Filename /v14.0/app

3.1.2. Query string parameters

access_token 138566025676|e251d7dadle2b26389ad8a43557aa256

fields supports implicit sdk logging,gdpv4 nux_content,gdpv4 nux_enabled,android dial
og configs,android sdk error categories,app_events session_timeout,app_events fea
ture_bitmask,auto event mapping android,seamless login,smart login_ bookmark icon
url,smart _login menu_icon url,restrictive data filter params,aam rules,suggested
events setting

format json

sdk android



3.1.3. Headers

User-Agent FBAndroidSDK.14.1.1
Accept-Language en US

Content-Type application/x-www-form-urlencoded
Content-Encoding gzip

Host graph.facebook.com

Connection Keep-Alive

Accept-Encoding gzip

3.1.4. Cookies
none

3.1.5. Content

none

3.2. Response

3.2.1. General
Status 200 OK
HTTP version HTTP/1.1

3.2.2. Headers

Content-Encoding gzip

ETag "18befll15ccc60f504d578a9417a28aellbb3154"

Content-Type text/javascript; charset=UTF-8

Vary 0Origin, Accept-Encoding

cross-origin-resource-policy cross-origin

x-app-usage {"call count":0,"total cputime":0,"total time":0}

x-fb-rlafr 0

Access-Control-Allow-0rigin *

facebook-api-version v14.0

Strict-Transport-Security max-age=15552000; preload

Pragma no-cache

Cache-Control private, no-cache, no-store, must-revalidate

Expires Sat, 01 Jan 2000 00:00:00 GMT

x-fb-request-id AUfkOyOuQ3Wg06mG9SwvdQf

x-fb-trace-id HrD+j2gwR0Oc

x-fb-rev 1007268352

X-FB-Debug DACicuiFWhtOPgivdyl+h7e85b7Wq3wpn0SsGI7G8I+VC3SImny2603woardKX0A5aKTC90rG3
ihXL/qRcBIWw==

Date Fri, 07 Apr 2023 13:04:57 GMT

Alt-Svc h3=":443"; ma=86400

Connection keep-alive

Content-Length 821

3.2.3. Cookies

none

3.2.4. Content

{"supports implicit sdk logging":true,"gdpv4 nux _enabled":false,"android sdk error ca
tegories":[{"name":"login recoverable","items":[{"code":102},{"code":190}], "recovery_
message":"Please log into this app again to reconnect your Facebook account."}]1,"app_



events session_timeout":60,"app_events feature bitmask":81461, "seamless login":1,"sma
rt_login bookmark icon url":"https:\/\/static.xx.fbcdn.net\/rsrc.php\/v3\/y6\/r\/yJMn
Jy6rFT-.png","smart login menu icon url":"https:\/\/static.xx.fbcdn.net\/rsrc.php\/v3
\/yT\/r\/KNd968JIWj-b.png", "restrictive _data filter params":"{\"experiences p3 impress
ion\":{\"restrictive param\":{\"guest first name\":0}},\"fb mobile content view\":{\"
restrictive param\":{\"guest first name\":0}},\"logout\":{\"restrictive param\":{\"gu
est first name\":0}},\"fb mobile initiated checkout\":{\"restrictive param\":{\"guest
_first name\":0,\"listing title\":60}},\"experience p2 impression with dates\":{\"res
trictive param\":{\"gquest first name\":0}},\"fb _mobile complete registration\":{\"res
trictive param\":{\"qguest first name\":0}},\"experiences p2 impression with dates\":{
\"restrictive param\":{\"qguest first name\":0}},\"p4 impression\":{\"restrictive para
m\":{\"guest first name\":0}},\"experiences p4 impression\":{\"restrictive param\":{\
"guest first name\":0}},\"hostReferral\":{\"restrictive param\":{\"guest first name\"
:0}},\"fb_mobile search\":{\"restrictive param\":{\"guest first name\":0},\"deprecate
d param\":[\"state\",\"num children\",\"num_infants\"]},\"fb mobile deactivate app\":
{\"restrictive param\":{\"guest first name\":0}},\"first_time opened\":{\"restrictive
_param\":{\"guest first name\":0}},\"fb mobile tutorial completion\":{\"restrictive p
aram\":{\"guest first name\":0}},\"fb mobile level achieved\":{\"restrictive param\":
{\"guest first name\":0}},\"log in\":{\"restrictive param\":{\"guest first name\":0}}
,\"fb_mobile purchase\":{\"restrictive param\":{\"guest first name\":0},\"deprecated
param\":[\"fb_checkout date\"]}}","aam rules"

(truncated after 2000 bytes)

4. GET graph.facebook.com (2023-04-07T13:04:57.1727)
4.1. Request

4.1.1. General
Method GET
HTTP version HTTP/1.1

Scheme https
Host graph.facebook.com
Filename /v14.0/app/mobile sdk gk

4.1.2. Query string parameters

access_token 138566025676|e251d7dadle2b26389ad8a43557aa256
fields gatekeepers

format json

sdk_version 14.1.1

sdk android

platform android

4.1.3. Headers

User-Agent FBAndroidSDK.14.1.1
Accept-Language en_US

Content-Type application/x-www-form-urlencoded
Content-Encoding gzip

Host graph.facebook.com

Connection Keep-Alive

Accept-Encoding gzip

4.1.4. Cookies

none



4.1.5. Content

none

4.2. Response

4.2.1. General
Status 200 0K
HTTP version HTTP/1.1

4.2.2. Headers

Content-Encoding gzip

ETag "cf46486a03718676ch5888cef8ccb6b9ffl74aldc"

Content-Type text/javascript; charset=UTF-8

Vary Origin, Accept-Encoding

cross-origin-resource-policy cross-origin

x-app-usage {"call count":0,"total cputime":0,"total time":0}

x-fb-rlafr 0

Access-Control-Allow-0rigin *

facebook-api-version v14.0

Strict-Transport-Security max-age=15552000; preload

Pragma no-cache

Cache-Control private, no-cache, no-store, must-revalidate

Expires Sat, 01 Jan 2000 00:00:00 GMT

x-fb-request-id A82Sow-xkzzTJlaHHsZIhri

x-fb-trace-id FswBu3hLwbQ

x-fb-rev 1007268352

X-FB-Debug ORZSj/ujH3yicmeRxvAGzLW2Fd/aHZs9307ih+087/k142GEUvGKVSQX+TDP//hQ5uyDZKz6Ku
iayWwWn+wjOpA==

Date Fri, 07 Apr 2023 13:04:57 GMT

Alt-Svc h3=":443"; ma=86400

Connection keep-alive

Content-Length 544

4.2.3. Cookies

none

4.2.4. Content

{"data":[{"gatekeepers":[{"key":"FBSDKFeatureInstrument", "value":true}, {"key": "FBSDKF
eatureCrashReport", "value":true}, {"key":"FBSDKFeatureAnrReport", "value":false}, {"key"
:"FBSDKFeatureRestrictiveDataFiltering", "value":true}, {"key":"FBSDKFeatureCodelessEve
nts","value":true}, {"key":"FBSDKFeatureErrorReport", "value":false},{"key":"FBSDKFeatu
reAAMR1", "value":false}, {"key":"FBSDKFeatureAAMR2", "value":false},{"key":"FBSDKFeatur
eAAM", "value":true}, {"key": "FBSDKFeatureSuggestedEvents", "value":false}, {"key": "FBSDK
FeatureCrashShield", "value":true}, {"key":"FBSDKFeatureThreadCheck", "value":false},{"k
ey":"FBSDKFeaturePrivacyProtection", "value":true}, {"key":"FBSDKFeaturePIIFiltering","
value":true}, {"key":"FBSDKFeatureAddressDetectionSample", "value":false}, {"key": "FBSDK
FeatureMTML", "value":true}, {"key":"FBSDKFeatureModelRequest", "value":true}, {"key":"FB
SDKFeatureEventDeactivation", "value":true}, {"key":"FBSDKFeatureChromeCustomTabsUpdate
", "value":true}, {"key":"FBSDKFeatureChromeCustomTabsPrefetching", "value":false}, {"key
":"FBSDKFeatureIntelligentIntegrity", "value":false},{"key":"FBSDKFeatureIntegritySamp
le","value":false}, {"key":"FBSDKFeatureMonitoring", "value":false},{"key":"FBSDKFeatur
eATELogging", "value":true}, {"key":"FBSDKFeatureOnDeviceEventProcessing", "value":false
},{"key": "FBSDKFeatureOnDevicePostInstallEventProcessing", "value":false}, {"key":"FBSD



KFeatureSKAdNetwork", "value":true}, {"key": "FBSDKFeatureSKAdNetworkConversionValue","v
alue":true},{"key":"FBSDKFeatureIAPLogging", "value":true},{"key":"FBSDKFeatureIAPLogg
ingLib2","value":true}, {"key":"FBSDKFeatureUshbalLogin", "value":true},{"key":"FBSDKFea

tureBypassAppSwitch", "value":false}, {"key": "FBSDKFeatureWebViewSchemeFiltering", "valu
e":true}, {"key":"FBSDKFeatureAEM", "value":false},{"key":"FBSDKFeatureAppEventsCloudbr
idge","value":false}, {"key":"FBSDKFeatureServiceUpdateCompliance", "value":false}, {"ke
y":"FBSDKFeatureAEMConversionFiltering", "value":true}, {"key":"FBSDKFeatureAEMCatalogM
atching", "value":false}, {"key":"FBSDKFeatureA

(truncated after 2000 bytes)

5. POST sessions.bugsnag.com (2023-04-07T13:04:57.2097Z)

5.1. Request

5.1.1. General
Method POST
HTTP version HTTP/1.1

Scheme https
Host sessions.bugsnag.com
Filename /

5.1.2. Query string parameters
none

5.1.3. Headers

Bugsnag-Integrity shal fa63058ec85b1346f2bcbbaafc45709b6cadf570

Bugsnag-Payload-Version 1.0

Bugsnag-Api-Key aelad931c177067ffc6d8a95c78913ff

Content-Type application/json

Bugsnag-Sent-At 2023-03-20T16:35:24.305Z

Content-Length 714

User-Agent Dalvik/2.1.0 (Linux; U; Android 13; sdk gphone64 x86 64 Build/TE1A.220922.
012)

Host sessions.bugsnag.com

Connection Keep-Alive

Accept-Encoding gzip

5.1.4. Cookies

none

5.1.5. Content

{"notifier":{"name":"Android Bugsnag Notifier","version":"5.28.4","url":"https://bugs
nag.com"},"app":{"binaryArch":"x86 64","id":"com.airbnb.android", "releaseStage":"Rele
ase","type":"android", "version":"23.13.1","versionCode":26004526}, "device":{"cpuAbi":
["x86 _64"]1,"jailbroken":false,"id":"ad2140b6-25f1-42d7-b45c-4c0e224cab4f", "locale":"e
n_US","manufacturer":"Google", "model":"sdk gphone64 x86 64", "osName":"android","osVer
sion":"13","runtimeVersions":{"androidApiLevel":"33","osBuild":"sdk gphone64 x86 64-u
serdebug 13 TE1A.220922.012 9302419 dev-keys"},"totalMemory":2061852672}, "sessions": [
{"id":"eabd71laa-0ecc-4d81-ac29-e7dedf9d0ad3", "startedAt":"2023-03-20T16:35:24.304z","
user":{"id":"7d5a6fd0d53a566b"}}1}

5.2. Response



5.2.1. General
Status 202 Accepted
HTTP version HTTP/1.1

5.2.2. Headers

Access-Control-Allow-Origin *

Bugsnag-Session-Uuid 4fcf9f3c-039e-47d4-b24e-0de909d365d6
Content-Type application/json

Date Fri, 07 Apr 2023 13:04:57 GMT

Content-Length 21

Via 1.1 google

Alt-Svc h3=":443"; ma=2592000,h3-29=":443"; ma=2592000

5.2.3. Cookies

none

5.2.4. Content
{"status":"accepted"}

6. GET graph.facebook.com (2023-04-07T13:04:57.3277)
6.1. Request

6.1.1. General
Method GET
HTTP version HTTP/1.1

Scheme https
Host graph.facebook.com
Filename /v14.0/app

6.1.2. Query string parameters

access_token 138566025676|e251d7dadle2b26389ad8a43557aa256
fields auto event setup enabled

format json

advertiser_id 1209d0b9-b959-42e6-b921-aa5d9d08claf

sdk android

6.1.3. Headers

User-Agent FBAndroidSDK.14.1.1

Accept-Language en US

Content-Type application/x-www-form-urlencoded
Content-Encoding gzip

Host graph.facebook.com

Connection Keep-Alive

Accept-Encoding gzip

6.1.4. Cookies
none

6.1.5. Content
none



6.2. Response

6.2.1. General
Status 200 0K
HTTP version HTTP/1.1

6.2.2. Headers

ETag "984c708e8ff44ccfl06b0e825a45d1d51f457cd8"

Content-Type text/javascript; charset=UTF-8

Vary Origin

cross-origin-resource-policy cross-origin

x-app-usage {"call count":0,"total cputime":0,"total time":0}

x-fb-rlafr 0

Access-Control-Allow-0rigin *

facebook-api-version v14.0

Strict-Transport-Security max-age=15552000; preload

Pragma no-cache

Cache-Control private, no-cache, no-store, must-revalidate

Expires Sat, 01 Jan 2000 00:00:00 GMT

x-fb-request-id Afqyq81d7KDorURIZmV7Jav

x-fb-trace-id FNzafumxJPz

x-fb-rev 1007268352

X-FB-Debug b41lykuQwq87YsOu0o+zRtY6Wek9IX21w2VBTZCG6HQY/s/nsv06gK6d/6QjnW/F13gJKTYMyYS
jYYVNr7yEPJg==

Date Fri, 07 Apr 2023 13:04:57 GMT

Alt-Svc h3=":443"; ma=86400

Connection keep-alive

Content-Length 54

6.2.3. Cookies
none

6.2.4. Content
{"auto_event setup enabled":false,"id":"138566025676"}

7. POST www.airbnb.com (2023-04-07T13:04:57.4847)

7.1. Request

7.1.1. General
Method POST
HTTP version HTTP/2.0

Scheme https
Host www.airbnb.com
Filename /tracking/jitney/logging/messages

7.1.2. Query string parameters
none

7.1.3. Headers



user-agent Airbnb/26004526 Name/GLOBAL TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

content-encoding gzip

content-type application/octet-stream

content-length 8974

accept-encoding gzip

7.1.4. Cookies
none

7.1.5. Content

00000000: 0fO0 010c 0000 0040 0cOO 010b 0001 00O ....... @ .ovvn..
00000010: 0051 636f 6d2e 6169 7262 6e62 2eb6a 6974 .Qcom.airbnb.jit
00000020: 6e65 792e 6576 656e 742e 6¢6f 6767 696e ney.event.loggin
00000030: 672e 556e 6976 6572 7361 6c3a 556e 6976 g.Universal:Univ
00000040: 6572 7361 6c43 6f6d 706f 6e65 6e74 496d ersalComponentIm
00000050: 7072 6573 7369 6f6e 4576 656e 743a 322e pressionEvent:2.
00000060: 302e 300b 0002 0000 0024 3332 3835 3832 0.0...... $328582
00000070: 6333 2d38 3638 612d 3465 3266 2d61 3037 ¢3-868a-4e2f-ad7
00000080: 342d 3032 3739 3565 3732 6665 3332 0f00 4-02795e72fe32..
00000090: 030c 0000 0001 ObOO 0100 0000 2438 3931 ............ $891
000000a0: 3432 6437 372d 3830 3237 2d34 6437 632d 42d77-8027-4d7c-
000000b0: 6164 6565 2d35 6235 6563 3039 3963 3366 adee-5b5ec099c3f

000000cO: 360b 0002 00GO 0017 616e 6472 669 642d 6....... android-
000000d0: 6a69 746e 6579 2d70 726f 6475 6365 720b jitney-producer.
000000e0: 0003 0000 0009 6¢c6f 6361 6C68 673 740b ...... localhost.
000000f0: 0004 0000 0009 3132 372e 302e 302e 310a ...... 127.0.0.1.

00000100: 0005 0000 01lc2 86c3 bfc3 a022 c3ad 6fEO0 ........... RN
00000110: 060c 0000 O0OOO 0008 0006 00O 0000 0OOb ................
00000120: 0002 0000 0451 Ob7a 6900 0000 5163 6f6d ..... Q.zi...Qcom
00000130: 2e61 6972 626e 622e 6a69 746e 6579 2e65 .airbnb.jitney.e
00000140: 7665 6e74 2e6c 6f67 6769 6e67 2e55 6e69 vent.logging.Uni
00000150: 7665 7273 616C 3a55 6e69 7665 7273 616¢c versal:Universal
00000160: 436f 6d70 6f6e 656e 7449 6d70 7265 7373 ComponentImpress
00000170: 696f 6e45 7665 6e74 3a32 2e30 2e30 0bOO ionEvent:2.0.0..
00000180: 0100 0000 le75 6e69 7665 7273 616Cc 5f63 ..... universal c
00000190: 6f6d 706f 6e65 6e74 5f69 6d70 7265 7373 omponent impress
000001a0: 696f 6e0c 0002 0abd 0100 0001 c286 c3bf ion.............

000001b0O: c383 3064 ObOO 0200 0000 0761 6e64 726f ..0d....... andro
000001cO: 6964 ObOO 0300 0000 0570 686f 6e65 ObOO id....... phone..
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00000640: 0000 0024 3839 3134 3264 3737 2d38 3032 ...$89142d77-802
00000650: 372d 3464 3763 2d61 6465 652d 3562 3565 7-4d7c-adee-5b5e

00000660: 6330 3939 6333 6636 ObOO 0200 0000 1761 cO99c3f6....... a
00000670: 6e64 726f 6964 2d6a 6974 6e65 792d 7072 ndroid-jitney-pr
00000680: 6164 7563 6572 0bOO 0300 0000 096¢c 6f63 oducer....... loc
00000690: 616c 686T 7374 ObOO 0400 0000 0931 3237 alhost....... 127

000006a0: 2e30 2e30 2e31 0a00 0500 0001 c286 c3bf .0.0.1..........
000006b0: c3a® 22c3 alef 0006 OcOO 0000 OOOO 6800 ..".............
000006c0O: 0600 0000 0000 ObOO 0200 0004 4fOb 7a69 ............ 0.zi
000006d0: 0000 0051 636f 6d2e 6169 7262 6e62 2e6a ...Qcom.airbnb.]j
000006e0: 6974 6e65 792e 6576 656e 742e 6¢6f 6767 itney.event.logg
000006f0: 696e 672e 556e 6976 6572 7361 6c3a 556e ing.Universal:Un
00000700: 6976 6572 7361 6c43 6f6d 706f 6e65 6e74 iversalComponent
00000710: 496d 7072 6573 7369 6f6e 4576 656e 743a ImpressionEvent:
00000720: 322e 302e 300b 0001 0000 00le 756e 6976 2.0.0....... univ
00000730: 6572 7361 6¢5f 636 6d70 6f6e 656 745f ersal component
00000740: 696d 7072 6573 7369 6f6e 0cOO 020a 0001 impression......

00000750: 0000 01c2 86¢3 bfc3 8330 640b 0002 00600 ......... od.....
00000760: 0007 616e 6472 669 640b 0003 0000 0005 ..android.......
00000770: 7068 6f6e 650b 0004 0000 00c2 a64l 6972 phone........ Air

00000780: 626e 622f 3236 3030 3435 3236 204e 616d bnb/26004526 Nam
00000790: 652f 474c 4f42 414c 5f54 5241 5645 4c20 e/GLOBAL TRAVEL
000007a0: 4170 7056 6572 7369 6f6e 2f32 332e 3133 AppVersion/23.13
000007b0: 2e31 2052 656¢ 6561 7365 5374 6167 652f .1 ReleaseStage/
000007cO: 7265 6¢65 6173 6520 416e 6472 669 642f release Android/
000007d0: 3133 2044 6576 6963 652f 476f 6f67 6Cc65 13 Device/Google
000007e0: 5f73 646b _sdk

(truncated after 2000 bytes)

7.2. Response

7.2.1. General
Status 204
HTTP version HTTP/2.0

7.2.2. Headers

server nginx

content-type application/octet-stream

x-instrumentation airbnb

x-server-lifecycle-phase running

cache-control no-cache, no-transform

X-envoy-upstream-service-time 32

strict-transport-security max-age=10886400; includeSubdomains

x-frame-options SAMEORIGIN

x-edgeconnect-midmile-rtt 87

x-edgeconnect-origin-mex-latency 36

x-edgeconnect-cache-status 0

date Fri, 07 Apr 2023 13:04:57 GMT

set-cookie bev=1680872697 OWEIM2M3NTglZWMz; expires=Sun, 06-Apr-2025 13:04:57 GMT; pa
th=/; domain=.airbnb.com; secure, country=DE; path=/; domain=.airbnb.com; secure
, cdn_exp 422a6a129d45030fl=treatment; expires=Tue, 06-Jun-2023 13:04:57 GMT; pat
h=/; domain=.airbnb.com, cdn_exp aff0e719002b8324c=control; expires=Tue, 06-Jun-2
023 13:04:57 GMT; path=/; domain=.airbnb.com, cdn_exp cl70bbabd6f357ac2=treatment
; expires=Tue, 06-Jun-2023 13:04:57 GMT; path=/; domain=.airbnb.com



alt-svc h3=":443"; ma=93600
x-airbnb-sureride clalo.0.91d01702.1680872697.790f2c%%ilelm.zxnS183K%%h1l
cachestatus origin

server-timing cdn-cache; desc=NO-STORE, edge; dur=95, origin; dur=36
origin-trial AkOekvxwprBLSP7I2nhyRn5yZGt91TIN6UIYziFKVYg50hlzmINDciWbBWKEQ5TYPz+aqsul
UT2pPEjPUD5dFAsAAABneyJvcmlnaW4i0iJodHRwczovL2FpecmJuYi5jb206NDQzIiwiZmVhdHVyZSI6I
1ByaW9yaXR5SGLudHNBUEkiLCJ1eHBpcnkiOjE2NDc50TM10TksImlzU3ViZG9tYWluIljpOcnV1fQ==
x-browser-type unknown
x-erf-bev-bev-is-generated 1
x-erf-bev-bev 1680872697 OWE1M2M3NTglZWMz

7.2.3. Cookies

Name Value Path | Domain Expires HTTP only | Secure

bev 1680872697 OWE | / .airbnb.com | 2025-04-06T13: v
1M2M3NTg1ZWMz 04:57.000Z

country DE / .airbnb.com | undefined v

cdn_exp 422a6a | treatment / .airbnb.com | 2023-06-06T13:

129d45030f1 04:57.000Z

cdn_exp_aff0e7 | control / .airbnb.com | 2023-06-06T13:

19002b8324c 04:57.000Z

cdn_exp_cl70bb | treatment / .airbnb.com | 2023-06-06T13:

abd6f357ac2 04:57.000Z

7.2.4. Content
none

8. POST api.airbnb.com (2023-04-07T13:04:57.5057Z)

8.1. Request

8.1.1. General
Method POST

HTTP version HTTP/2.0

Scheme https

Host api.airbnb.com
Filename /v2/smartlink/match

8.1.2. Query string parameters
client_id 3092nxybyb@otqwl8e8nh5nty

locale en-US
currency USD

8.1.3. Headers

x-return-strategy single
accept-encoding br,gzip
x-airbnb-supports-airlock-v2 true
content-type application/json; charset=UTF-8
content-length 26




user-agent Airbnb/26004526 Name/GLOBAL TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

x-airbnb-sid

x-airbnb-network-type wifi

x-airbnb-screensize w=392.72726;h=805.0909

x-airbnb-device-id 7d5a6fd0d53a566b

x-airbnb-carrier-country us

x-airbnb-timezone Europe/Berlin

x-airbnb-everest-device-id 1680869876.QG_0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFz1l OxihclL2og

x-airbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf

8.1.4. Cookies

none

8.1.5. Content
{"action type":"APP_OPEN"}

8.2. Response

8.2.1. General
Status 200
HTTP version HTTP/2.0

8.2.2. Headers

server nginx

content-type application/json;charset=utf-8

content-length 2

x-instrumentation airbnb, airbnb

x-server-lifecycle-phase running, running

status 200 OK

x-k8s-app-name smiling-production

x-k8s-namespace smiling-production

x-k8s-pod-name smiling-production-5f88f68c6d-zrs44
x-app-git-sha bf3ade7b9ad34b75e11d9080a07d2af4362083ea
X-server-service-name Smiling

X-envoy-upstream-service-time 32

x-server-api-method SmilingRestfulResource#getMatchingResultV2
x-server-canonical-path /v2/smartlink/match
x-airbnb-internal-trace-id bBps02-LyKOVd35qx0267g==
x-xss-protection 1; mode=block

x-content-type-options nosniff

x-frame-options SAMEORIGIN

referrer-policy same-origin

cache-control no-store, max-age=0, private, must-revalidate
server-timing backend;dur=31, cdn-cache; desc=NO-STORE, edge; dur=97, origin; dur=40
vary Accept-Encoding

strict-transport-security max-age=10886400; includeSubdomains
date Fri, 07 Apr 2023 13:04:57 GMT

alt-svc h3=":443"; ma=93600



x-airbnb-sureride clalo.0.b1d01702.1680872697.773f32%%ilclo%%t1ld1lo.bBps02-LyKOVd35qgxo
267g==%%h1
cachestatus origin

8.2.3. Cookies

none

8.2.4. Content
{}

9. GET graph.facebook.com (2023-04-07T13:04:57.6247)

9.1. Request

9.1.1. General
Method GET
HTTP version HTTP/1.1

Scheme https
Host graph.facebook.com
Filename /v14.0/app/model asset

9.1.2. Query string parameters

access_token 138566025676|e251d7dadle2b26389ad8a43557aa256
fields use case,version id,asset uri,rules uri,thresholds
format json

sdk android

9.1.3. Headers

User-Agent FBAndroidSDK.14.1.1
Accept-Language en_US

Content-Type application/x-www-form-urlencoded
Content-Encoding gzip

Host graph.facebook.com

Connection Keep-Alive

Accept-Encoding gzip

9.1.4. Cookies

none

9.1.5. Content
none

9.2. Response

9.2.1. General
Status 200 0K
HTTP version HTTP/1.1

9.2.2. Headers

Content-Encoding gzip

ETag "7d24d2dd59026827070c7bb17fe5b943ec5c9e9d"
Content-Type text/javascript; charset=UTF-8



Vary Origin, Accept-Encoding

cross-origin-resource-policy cross-origin

x-app-usage {"call count":0,"total cputime":0,"total time":0}

x-fb-rlafr 0

Access-Control-Allow-Origin *

facebook-api-version v14.0

Strict-Transport-Security max-age=15552000; preload

Pragma no-cache

Cache-Control private, no-cache, no-store, must-revalidate

Expires Sat, 01 Jan 2000 00:00:00 GMT

x-fb-request-id AU8WWeWETSwMHAbiQB3CVqz

x-fb-trace-id Dif2EQvr/aa

x-fb-rev 1007268352

X-FB-Debug Cr3nAl196schc9kb8AbMg5IrfUFR64v57RdV2seBRNQWW8LpK/3rFksIal3H8gXTB5TX1uY2pRZ
J4zj+wQLUCbw==

Date Fri, 07 Apr 2023 13:04:57 GMT

Alt-Svc h3=":443"; ma=86400

Connection keep-alive

Content-Length 587

9.2.3. Cookies
none

9.2.4. Content

{"data":[{"use _case":"MTML_APP_EVENT PRED","version id":4,"asset uri":"https:\/\/scon
tent-fra3-1.xx.fbcdn.net\/v\/t39.12388-6\/93331708 1611741868973790 34988811275678515
20 n.jpg? nc_cat=101&ccb=1-7& nc_sid=4780a9& nc_ohc=7ss-0n_gFwsAX-bsQGK& nc_ht=sconte
nt-fra3-1.xx&edm=AHyBvskEAAAA&Oh=00 AfBISmb0zOrqzZVWUOTdLlYgYjfP_W5dxmVpHBjCOs711G8w&oe
=6434C4F9", "rules uri":"https:\/\/scontent-fra5-2.xx.fbcdn.net\/v\/t39.12388-6\/93575
043 551998645499378 1735283614989418496 n.json? nc cat=106&ccb=1-7& nc_sid=4780a9& nc
_ohc=Zcevad4Q0-00AX--vagy& nc_ht=scontent-fra5-2.xx&edm=AHyBvskEAAAA&oh=00 AfBEBUutFyD
6BaLDCfnJT41xHga5qaSW73WLNRNIDJIF2Xg&oe=6435ACA0", "thresholds":[1,0.68,0.7,0.5,0.84]},
{"use case":"MTML_INTEGRITY DETECT","version id":1,"asset uri":"https:\/\/scontent-fr
t3-2.xx.fbcdn.net\/v\/t39.12388-6\/93752239 223700805523816 6501469150471258112 n.jpg
? nc_cat=1&ccb=1-7& nc_sid=4780a9& nc_ohc=XLcN7qklII4AX-K6J7M& nc_ht=scontent-frt3-2.
xx&edm=AHyBvskEAAAA&oh=00 AfCOVdb27yAq7JrVkz6IZtiaCd1fi2fD6XqJpEJ9P5peQg&oe=64359FDD"
,"thresholds":[1,0.85,0.61}1}

10. GET api.airbnb.com (2023-04-07T13:04:57.510Z)

10.1. Request

10.1.1. General
Method GET
HTTP version HTTP/2.0

Scheme https
Host api.airbnb.com
Filename /v2/currencies

10.1.2. Query string parameters
client_id 3092nxybybOotqwl8e8nh5nty
locale en-US



currency USD

10.1.3. Headers

x-return-strategy single

content-type application/json; charset=UTF-8

accept-encoding br,gzip

x-airbnb-supports-airlock-v2 true

user-agent Airbnb/26004526 Name/GLOBAL TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

x-airbnb-sid

x-airbnb-network-type wifi

x-airbnb-screensize w=392.72726;h=805.0909

x-airbnb-device-id 7d5a6fd0d53a566b

x-airbnb-carrier-country us

x-airbnb-timezone Europe/Berlin

x-airbnb-everest-device-id 1680869876.QG_0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFz1 OxihclL2og

x-airbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf

10.1.4. Cookies
none

10.1.5. Content

none

10.2. Response

10.2.1. General
Status 200
HTTP version HTTP/2.0

10.2.2. Headers

server nginx

content-type application/json;charset=utf-8

x-instrumentation airbnb

x-server-lifecycle-phase running

status 200 OK

expires Thu, 01 Jan 1970 00:00:00 GMT

server-timing total;dur=33, cdn-cache; desc=NO-STORE, edge; dur=96, origin; dur=60

cache-control no-store, max-age=0, private, must-revalidate

content-security-policy default-src 'self' https: blob:; child-src * blob:; connect-s
rc 'self' https: wss: *.amap.com *.inspectlet.com; font-src 'self' data: *.muscac
he.com fonts.gstatic.com use.typekit.net; img-src 'self' https: data: *.inspectle
t.com; media-src 'self' https:; script-src 'self' 'unsafe-eval' a@.muscache.com c
dn.siftscience.com ss.musthird.com tl.musthird.com bat.bing.com connect.facebook.
net www.google-analytics.com www.googleadservices.com tpc.googlesyndication.com w
ww.googletagmanager.com maps.googleapis.com ajax.googleapis.com *.g.doubleclick.n
et www.google.com www.gstatic.com smartlock.google.com accounts.google.com app.li
nk cdn.branch.io api.branch.io bam.nr-data.net js-agent.newrelic.com ethn.io s.yi
mg.jp api.geetest.com monitor.geetest.com api.geevisit.com cdn.ampproject.org sto
rage.googleapis.com/workbox-cdn/ tagmanager.google.com pay.google.com songbird.ca



rdinalcommerce.com/ www.recaptcha.net www.gstatic.cn airbnb-api.arkoselabs.com h.
online-metrix.net blob: webapi.amap.com restapi.amap.com vdata.amap.com *.inspect
let.com 'nonce-0c4cfe512d6ael054e8e3ddb0f082c'; style-src 'self' https: 'unsafe-i
nline'; report-uri /tracking/csp?action=index&controller=v2&report _only=false&req
~uuid=903c1758-6796-4a87-b6dc-6bdeca®@87fb9&version=37870f408549c5eb3ech5297cb8984
dc600afde?

Xx-ua-compatible IE=Edge,chrome=1

x-frame-options SAMEORIGIN

content-security-policy-report-only default-src blob: *; child-src blob: *; connect-s
rc blob: *; font-src 'self' data: *.muscache.com fonts.gstatic.com use.typekit.ne
t; img-src 'self' https: data: *.inspectlet.com; script-src 'self' 'unsafe-eval'
webpack.localhost.airbnb.com jira.airbnb.biz *.g.doubleclick.net cdn.siftscience.
com ss.musthird.com tl.musthird.com bat.bing.com connect.facebook.net www.google-
analytics.com www.googleadservices.com tpc.googlesyndication.com www.googletagman
ager.com maps.googleapis.com ajax.googleapis.com app.link cdn.branch.io api.branc
h.io bam.nr-data.net js-agent.newrelic.com sslwidget.criteo.com static.criteo.ne
t dis.criteo.com widget.us.criteo.com ethn.io blob: webapi.amap.com restapi.amap.
com *.inspectlet.com cdn.ampproject.org/v0.js cdn.ampproject.org/v0/ a.alipayobje
cts.com gw.alipayobjects.com static.t.agrant.cn t.agrantsem.com ditu.google.com *
.muscache.cn *.muscache.com ss.musthird.cn www.google.com www.gstatic.com b92.yah
00.C0.jp mc.yandex.ru wcs.naver.net static.matterport.com a.cdn.intentmedia.net s
.yimg.jp icm.aexp-static.com checkout.americanexpress.com www.paypalobjects.com s
martlock.google.com accounts.google.com tagmanager.google.com vdata.amap.com; sty
le-src * blob: 'unsafe-inline'; report-uri /tracking/csp?action=index&controller=
v2&report only=true&req uuid=903c1758-6796-4a87-b6dc-6b4ecal87fb9&version=37870f4
08549c5eb3echb5297ch8984dc600afde7

x-app-git-sha 37870f408549c5eb3ecb5297cb8984dc600afde?

X-server-service-name Monorail

X-envoy-upstream-service-time 47

x-xss-protection 1; mode=block

etag W/"8339008f13edd3f4c0d7cf551e4da980--gzip"

referrer-policy same-origin

x-content-type-options nosniff

x-server-canonical-path api/v2/currencies#index

x-airbnb-internal-trace-id SCobD5doqPzJa®K0q039Pg==

vary Accept-Encoding

content-encoding gzip

strict-transport-security max-age=10886400; includeSubdomains

content-length 1936

date Fri, 07 Apr 2023 13:04:57 GMT

set-cookie jitney client session id=521e4d51-444e-4d34-98bd-e072ef2c9873;Path=/;Domai
n=.airbnb.com;Expires=Sat, 08-Apr-2023 13:04:56 GMT;Max-Age=86399;Secure, jitney
client session created at=1680872697;Path=/;Domain=.airbnb.com;Expires=Sat, 08-Ap
r-2023 13:04:56 GMT;Max-Age=86399;Secure, jitney client session updated at=168087
2697;Path=/;Domain=.airbnb.com;Expires=Sat, 08-Apr-2023 13:04:56 GMT;Max-Age=8639
9;Secure

alt-svc h3=":443"; ma=93600

x-airbnb-sureride c1alo.0.b1d01702.1680872697.773f35%%ilclo%%t1d1lo.SCobD5doqPzJa®K0q0
39Pg==%%h1

cachestatus origin



10.2.3. Cookies

Name Value Path | Domain Expires HTTP only | Secure
jitney client | 521e4d51-444e- |/ .airbnb.com | 2023-04-08T13: v
session_id 4d34-98bd-e072 04:56.000Z

ef2c9873
jitney client | 1680872697 / .airbnb.com | 2023-04-08T13: v
session_create 04:56.000Z
d at
jitney client | 1680872697 / .airbnb.com | 2023-04-08T13: v
session_update 04:56.000Z
d at

10.2.4. Content

{"currencies":[{"code":"ARS","id":"ARS","localized full name":"Argentine peso","name"
:"Argentinian Pesos","symbol":"$","unicode symbol":"$"},{"code":"AWG","id":"AWG", "loc

alized full name":"Aruban Florin","name":"Aruban Florin","symbol":"Afl.","unicode sym
bol":"Afl."},{"code":"AUD","id":"AUD","localized full name":"Australian dollar", "name
":"Australian Dollars","symbol":"$","unicode symbol":"$"},{"code":"BHD","id":"BHD","1

ocalized full name":"Bahraini Dinar","name":"Bahraini Dinar","symbol":"BD", "unicode s
ymbol":"BD"}, {"code":"BBD","id":"BBD","localized full name":"Barbadian Dollar", "name"
:"Barbadian Dollar","symbol":"Bds$","unicode symbol":"Bds$"},{"code":"BzD",6"id":"BZD"
,"localized full name":"Belize Dollar","name":"Belize Dollar","symbol":"BZ$", "unicode
_symbol":"BZ$"},{"code":"BTN","id":"BTN", "localized full name":"Bhutanese Ngultrum","
name":"Bhutanese Ngultrum","symbol":"Nu.","unicode symbol":"Nu."},{"code":"BAM",6"id":
"BAM", "localized full name":"Bosnia and Herzegovina Convertible Mark","name":"Bosnia

and Herzegovina Convertible Mark","symbol":"KM","unicode symbol":"KM"},{"code":"BRL",
"id":"BRL","localized full name":"Brazilian real","name":"Brazilian Reais","symbol":"
R$","unicode symbol":"R$"},{"code":"BND","id":"BND", "localized full name":"Brunei Dol
lar","name":"Brunei Dollar","symbol":"B$","unicode symbol":"B$"},{"code":"BGN","id":"
BGN","localized full name":"Bulgarian lev","name":"Bulgarian Leva","symbol":"&#1083;&
#1074;","unicode_symbol":"ns."},{"code":"CAD","id":"CAD","localized full name":"Canad
ian dollar","name":"Canadian Dollar","symbol":"$","unicode symbol":"$"},{"code":"CLP"
,"id":"CLP","localized full name":"Chilean peso","name":"Chilean Pesos","symbol":"$",
"unicode symbol":"$"},{"code":"CNY","id":"CNY","localized full name":"Chinese yuan",k"
name":"Chinese Yuan","symbol":"&#65509;","unicode symbol":"[J"},{"code":"COP","id":"CO
P","localized full name":"Colombian peso","name":"Columbian Pesos","symbol":"$","unic
ode symbol":"$"},{"code":"CRC","id":"CRC","lo

(truncated after 2000 bytes)

11. POST api.airbnb.com (2023-04-07T13:04:57.546Z)

11.1. Request

11.1.1. General
Method POST
HTTP version HTTP/2.0

Scheme https
Host api.airbnb.com
Filename /v2/hydrate

11.1.2. Query string parameters
client_id 3092nxybyb@otqwl8e8nh5nty



locale en-US
currency USD

11.1.3. Headers

x-return-strategy single

accept-encoding br,gzip

x-airbnb-supports-airlock-v2 true

content-type application/json; charset=UTF-8

content-length 58

user-agent Airbnb/26004526 Name/GLOBAL TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

x-airbnb-sid

x-airbnb-network-type wifi

x-airbnb-screensize w=392.72726;h=805.0909

x-airbnb-device-id 7d5a6fd0d53a566b

x-airbnb-carrier-country us

x-airbnb-timezone Europe/Berlin

x-airbnb-everest-device-id 1680869876.QG 0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFz1 OxihclL2og

x-airbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf

11.1.4. Cookies
none

11.1.5. Content
{"channel":"NEWS_FLASH","lona_request":{"lona version":3}}

11.2. Response

11.2.1. General
Status 200
HTTP version HTTP/2.0

11.2.2. Headers

server nginx

content-type application/json;charset=utf-8
content-length 104

x-instrumentation airbnb, airbnb
x-server-lifecycle-phase running, running

status 200 OK

x-k8s-app-name vortex-production

x-k8s-namespace vortex-production

x-k8s-pod-name vortex-production-7f6b6bbbb4-474r9
x-app-git-sha 2af4766816f8ec46490216afb88f615e8a2fh418
x-server-service-name Vortex
Xx-envoy-upstream-service-time 28
x-server-api-method VortexRestfulResource#hydrate
x-server-canonical-path /v2/hydrate
x-airbnb-internal-trace-id 6JRStyn-olxxdD3N6 xxyw==
x-xss-protection 1; mode=block
x-content-type-options nosniff



x-frame-options SAMEORIGIN

referrer-policy same-origin

cache-control no-store, max-age=0, private, must-revalidate

server-timing backend;dur=27, cdn-cache; desc=NO-STORE, edge; dur=113, origin; dur=41

vary Accept-Encoding

strict-transport-security max-age=10886400; includeSubdomains

date Fri, 07 Apr 2023 13:04:57 GMT

alt-svc h3=":443"; ma=93600

x-airbnb-sureride clalo.0.b1d01702.1680872697.773f4b%%ilclo%%t1d1lo.6JRStyn-0olxxdD3N6
XXyw==%%h1

cachestatus origin

11.2.3. Cookies
none

11.2.4. Content

{"explore_sections":[],"explore metadata":{}, "newsflash data":{"modals":[]},"content
configurations":[1}

12. GET api.airbnb.com (2023-04-07T13:04:57.577Z)
12.1. Request

12.1.1. General
Method GET
HTTP version HTTP/2.0

Scheme https
Host api.airbnb.com
Filename /v3/ActionTrayQuery

12.1.2. Query string parameters

operationName ActionTrayQuery

extensions {"persistedQuery":{"version":1,"sha256Hash":"ceblaleb3e816f42b660dd9fb28ce
£559015de446570f60d3d555eb5a21e0be8"} }

client_id 3092nxybybO@otqwl8e8nh5nty

locale en-US

currency USD

12.1.3. Headers

accept application/json

x-apollo-operation-id ceblaleb3e816f42b660dd9fb28cef559015de446570f60d3d555eb5a21e0be
8

x-apollo-operation-name ActionTrayQuery

x-encode-with gzip

x-niobe-operation-unique-id e38e5db5-e5be-47d8-ad8a-987a32c5a264

x-airbnb-graphql-platform android

x-apollo-cache-key 96c90b95e952102c5f359b5a531a7fbh0o

x-apollo-cache-fetch-strategy NETWORK ONLY

x-apollo-expire-timeout 0

x-apollo-expire-after-read false

x-apollo-prefetch false



x-apollo-cache-do-not-store false

accept-encoding br,gzip

x-airbnb-supports-airlock-v2 true

user-agent Airbnb/26004526 Name/GLOBAL_ TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

x-airbnb-sid

x-airbnb-network-type wifi

x-airbnb-screensize w=392.72726;h=805.0909

x-airbnb-device-id 7d5a6fd0d53a566b

x-airbnb-carrier-country us

x-airbnb-timezone Europe/Berlin

x-airbnb-everest-device-id 1680869876.QG_0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFz1l OxihclL2og

x-airbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf

12.1.4. Cookies

none

12.1.5. Content
none

12.2. Response

12.2.1. General
Status 200
HTTP version HTTP/2.0

12.2.2. Headers

server nginx

content-type application/json;charset=utf-8

content-length 111

x-instrumentation airbnb, airbnb

x-server-lifecycle-phase running, running

status 200 OK

x-k8s-app-name viaduct-public-production

x-airbnb-graphql-schema-id 229638e9350d078c19496890d1cf5415afacd9e44a6ff73f41497dele2
371ebb

x-k8s-namespace viaduct-public-production

x-k8s-pod-name viaduct-public-production-66f68dbdbc-vqtfn

x-app-git-sha 709cb3453b69dfb2244916cle8ad31lebe5b2b61

X-server-service-name Viaduct

x-envoy-upstream-service-time 19

x-server-api-method ViaductGraphQLResource#viaductExternalRequest

x-server-canonical-path //{path:(v2|v3) ((/viaduct(/(external|legacy-psf)(/[A-Za-z0-9
-14)2)?) | (/[A-Za-20-9 _-1+))?}

x-airbnb-internal-trace-id 0A003G9X9T3wz8tmmIDMvQ==

x-xss-protection 1; mode=block

x-content-type-options nosniff

x-frame-options SAMEORIGIN

referrer-policy same-origin

cache-control no-store, max-age=0, private, must-revalidate



server-timing backend;dur=17, cdn-cache; desc=NO-STORE, edge; dur=96, origin; dur=26

vary Accept-Encoding

x-apiv3-served-by kraken

strict-transport-security max-age=10886400; includeSubdomains

date Fri, 07 Apr 2023 13:04:57 GMT

alt-svc h3=":443"; ma=93600

x-airbnb-sureride clalo.0.b1d01702.1680872697.773f64%%ilclo%%t1d10o.0A003G9X9T3wz8tmmI
DMvQ==%%h1

cachestatus origin

12.2.3. Cookies

none

12.2.4. Content

{"data":{"presentation":{"actionTray":{"actionItems":[]}}}, "extensions":{"traceld":"o
A003GIX9T3wz8tmmIDMvQ=="}}

13. POST api.airbnb.com (2023-04-07T13:04:57.506Z)

13.1. Request

13.1.1. General
Method POST
HTTP version HTTP/2.0

Scheme https
Host api.airbnb.com
Filename /v2/client_configs

13.1.2. Query string parameters
client_id 3092nxybybBotqwl8e8nh5nty
locale en-US

currency USD

13.1.3. Headers

x-return-strategy single

cache-control max-age=3600, max-stale=601200

accept-encoding br,gzip

Xx-airbnb-supports-airlock-v2 true

content-type application/json; charset=UTF-8

content-length 1224

user-agent Airbnb/26004526 Name/GLOBAL TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

x-airbnb-sid

x-airbnb-network-type wifi

x-airbnb-screensize w=392.72726;h=805.0909

x-airbnb-device-id 7d5a6fd0d53a566b

x-airbnb-carrier-country us

x-airbnb-timezone Europe/Berlin

x-airbnb-everest-device-id 1680869876.QG_0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFz1l Oxihcl2og



x-airbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf

13.1.4. Cookies
none

13.1.5. Content
{"configs":["trebuchet"], "trebuchet keys":["china.host.show.watermark.entrance","chin
a_wom_team_referral month_expire launch","nezha.wechat service account section in cou
pon_center_save image ios","host-booking.nezha.remove enlarge text","beta program.nda
_page.guests summer 2023.app_version","china rebate voucher entry","lego page p3 with
_date","lego_page loading label","beta program.nda_ page.bypass enrollment_check","chi
na_wom_team remove destination billboard launch","nezha.china review coupon go to ref
erral_android","nl6 2022 disable animation","beta program.guests summer 2023.enable e
nrollment","china_coupon center show _thirdparty native","beta program.nda_page.guests
_summer_2023.invited", "nezha.china_review coupon_go to referral ios","nezha.wechat se
rvice account section in coupon center","use nezha image cache url","china community
team destination host force enter contact host","china.host.show.watermark.entrance.o
n.todo.list","beta program.summer 2023.public_host.active","lego page metric_logger",
"nl6 _acdh 1p","nl6 2022 hlp button enable","china ios check in guide gp","storefronts
_winter 2022 homepage.southern_hemisphere", "nezha.wechat service account section in c
oupon_center_save image android"]}

13.2. Response

13.2.1. General
Status 200
HTTP version HTTP/2.0

13.2.2. Headers

server nginx

content-type application/json;charset=utf-8

content-length 580

x-instrumentation airbnb, airbnb

x-server-lifecycle-phase running, running

status 200 OK

x-k8s-app-name mofi-production

x-k8s-namespace mofi-production

x-k8s-pod-name mofi-production-6596c97fc9-zp7zd
x-app-git-sha 6db06e84de00279cb8cald71025d25ef1al8e857
X-server-service-name Mofi

X-envoy-upstream-service-time 14

x-server-api-method MofiRestfulResource#config
x-server-canonical-path /v2/client configs
x-airbnb-internal-trace-id 6zJjms 9ogLxWbnhiu3Kjw==
x-Xxss-protection 1; mode=block

x-content-type-options nosniff

x-frame-options SAMEORIGIN

referrer-policy same-origin

cache-control no-store, max-age=0, private, must-revalidate
server-timing backend;dur=13, cdn-cache; desc=NO-STORE, edge; dur=137, origin; dur=44
vary Accept-Encoding

content-encoding gzip

strict-transport-security max-age=10886400; includeSubdomains



date Fri, 07 Apr 2023 13:04:57 GMT

alt-svc h3=":443"; ma=93600

x-airbnb-sureride clalo.0.b1d01702.1680872697.773f34%%ilclo%%t1ld10o.6zJjms 9oglLxWbnhiu
3Kjw==%%h1

cachestatus origin

13.2.3. Cookies
none

13.2.4. Content

{"trebuchets":[{"id":"china.host.show.watermark.entrance", "launch":false}, {"id":"chin
a _wom_team referral month expire launch","launch":true},{"id":"nezha.wechat service a
ccount section_in coupon center save image ios","launch":false},{"id":"host-booking.n
ezha.remove enlarge text","launch":false},{"id":"beta program.nda _page.guests summer
2023.app_version","launch":true},{"id":"china_rebate voucher entry", "launch":true}, {"
id":"lego page p3 with date","launch":true},{"id":"lego page loading label","launch":
true},{"id":"beta program.nda_page.bypass enrollment check","launch":false},{"id":"ch
ina_wom_team remove destination billboard launch","launch":true},{"id":"nezha.china r
eview coupon _go to referral android","launch":false},{"id":"n1l6 2022 disable animatio
n","launch":false},{"id": "beta program.guests summer 2023.enable_enrollment", "launch"
:false},{"id":"china_coupon_center_show thirdparty native","launch":true},{"id":"beta
_program.nda_page.guests summer 2023.invited","launch":false},{"id":"nezha.china revi
ew_coupon_go_to referral ios","launch":false},{"id":"nezha.wechat service account sec
tion_in_ coupon_center","launch":true},{"id":"use nezha image cache url","launch":true
},{"id":"china community team destination host force enter contact host","launch":fal
se},{"id":"china.host.show.watermark.entrance.on.todo.list","launch":false},{"id":"be
ta_program.summer_ 2023.public_host.active","launch":false},{"id":"lego_page metric_lo
gger","launch":false},{"id":"n16_ac4h 1p","launch":true},{"id":"n1l6 2022 hlp button e
nable", "launch":true},{"id":"china_ios check in guide gp","launch":false},{"id":"stor
efronts _winter 2022 homepage.southern_hemisphere", "launch":false},{"id":"nezha.wechat
_service account section in coupon center save image android","launch":false}],"time
stamp":1680872697}

14. POST graph.facebook.com (2023-04-07T13:04:57.6407Z)
14.1. Request

14.1.1. General
Method POST
HTTP version HTTP/1.1

Scheme https
Host graph.facebook.com
Filename /v14.0/138566025676/activities

14.1.2. Query string parameters
none

14.1.3. Headers

User-Agent FBAndroidSDK.14.1.1
Accept-Language en US

Content-Type application/x-www-form-urlencoded
Content-Encoding gzip

Transfer-Encoding chunked



Host graph.facebook.com
Connection Keep-Alive
Accept-Encoding gzip

14.1.4. Cookies

none

14.1.5. Content

Name: format
Value: json

Name: sdk
Value: android

Name: custom_events

Value: [{" eventName":"fb sdk initialize"," eventName md5":"d470d22f237aee69843355edb
a5a8178"," logTime":1679330124," ui":"unknown","share lib included":"1","applinks 1
ib_included":"1","gamingservices lib _included":"1","messenger lib included":"1","1lo
gin_lib_included":"1","all 1lib included":"1","core lib included":"1"," inBackground
“:"1"," implicitlyLogged":"1"},{" eventName":"fb mobile deactivate app"," eventName
~md5":"92255b491a4e25b5d809%edcf3665affe"," logTime":"1679327308"," ui":"SplashScree
nActivity"," session_id":"536f5dea-50c9-4636-9fa9-3f48b147bf7f","fb _mobile time bet
ween_sessions":"session quanta_19","fb mobile launch source":"Unclassified","fb _mob
ile app_interruptions":"0"," valueToSum":0.52},{" eventName":"fb mobile activate_ap
p"," eventName md5":"cb7f3b6cd294afce05ece615d43ea7b9"," logTime":1679330124," ui":
"SplashScreenActivity"," session id":"536f5dea-50c9-4636-9fa9-3f48b147bf7f","fb mob
ile launch_source":"Unclassified","fb mobile pckg fp":"5c53ef3a4d787ebf143d8906bd66
d806","fb_mobile app cert hash":"p8kKmYg+6gSW2IZUV1LsONd2uDk=\n"}]

Name: event
Value: CUSTOM APP_EVENTS

Name: anon_id
Value: XZ9dd82044-772f-4b99-b17b-208e9c3cc38b

Name: application tracking enabled
Value: true

Name: advertiser id collection enabled
Value: true

Name: advertiser id
Value: 1209d0b9-b959-42e6-b921-aa5d9d08claf

Name: advertiser tracking enabled
Value: true

Name: extinfo
Value: ["a2","com.airbnb.android",26004526,"23.13.1","13", "sdk_gphone64 x86 64","en U
s","GMT+01:00","T-Mobile",1080,2214,"2.75",4,8,6,"Europe\/Berlin"]

Name: application package name
Value: com.airbnb.android

14.2. Response



14.2.1. General
Status 200 0K
HTTP version HTTP/1.1

14.2.2. Headers

Content-Type text/javascript; charset=UTF-8

Vary Origin

x-fb-rlafr 0

Access-Control-Allow-Origin *

facebook-api-version v14.0

Strict-Transport-Security max-age=15552000; preload

Pragma no-cache

Cache-Control private, no-cache, no-store, must-revalidate

Expires Sat, 01 Jan 2000 00:00:00 GMT

x-fb-request-id ALigIz694X-hPKag5rhv50s

x-fb-trace-id HT3HXPAAmtW

x-fb-rev 1007268352

X-FB-Debug ipM7131iBQsWUhyUMnhLplsF80xMtryY1P6F3nnuJwdo/30CF2puEVCgZwy8WZQowb6AguoggXp
MPNKZYWRpTzA==

Date Fri, 07 Apr 2023 13:04:57 GMT

Alt-Svc h3=":443"; ma=86400

Connection keep-alive

Content-Length 16

14.2.3. Cookies
none

14.2.4. Content
{"success":true}

15. POST graph.facebook.com (2023-04-07T13:04:57.390Z)
15.1. Request

15.1.1. General
Method POST
HTTP version HTTP/1.1

Scheme https
Host graph.facebook.com
Filename /v14.0/138566025676/activities

15.1.2. Query string parameters
none

15.1.3. Headers

User-Agent FBAndroidSDK.14.1.1

Accept-Language en_ US

Content-Type application/x-www-form-urlencoded
Content-Encoding gzip

Transfer-Encoding chunked

Host graph.facebook.com



Connection Keep-Alive
Accept-Encoding gzip

15.1.4. Cookies
none

15.1.5. Content
« Name: access token
Value: 138566025676 |e251d7dadle2b26389ad8a43557aa256

e Name: format
Value: json

« Name: sdk
Value: android

« Name: event
\Qﬂue:MOBILEiAPPiINSTALL

« Name: anon_id
Value: X29dd82044-772f-4b99-b17b-208e9c3cc38b

o Name: application tracking enabled
Value: true

« Name: advertiser _id collection enabled
Value: true

« Name: advertiser id
Value: 1209d0b9-b959-42e6-b921-aa5d9d08claf

o Name: advertiser tracking enabled
Value: true

« Name: extinfo
Value: ["a2","com.airbnb.android",26004526,"23.13.1","13","sdk _gphone64 x86 64","en U
s","GMT+01:00","T-Mobile",1080,2214,"2.75",4,8,6,"Europe\/Berlin"]

« Name: application package name
Value: com.airbnb.android

15.2. Response

15.2.1. General
Status 200 0K
HTTP version HTTP/1.1

15.2.2. Headers

Content-Type text/javascript; charset=UTF-8

Vary 0Origin

cross-origin-resource-policy cross-origin

x-app-usage {"call count":0,"total cputime":0,"total time":0}
x-fb-rlafr 0

Access-Control-Allow-0rigin *

facebook-api-version v14.0

Strict-Transport-Security max-age=15552000; preload

Pragma no-cache



Cache-Control private, no-cache, no-store, must-revalidate

Expires Sat, 01 Jan 2000 00:00:00 GMT

x-fb-request-id AKoY50Q4jJ8-pZ9Zo3gEk-k

x-fb-trace-id HDc9muDVxcp

x-fb-rev 1007268352

X-FB-Debug 6NJU8cM8PBVi390ICNR+W3hh/FGp/AhnleJufBR6YGz30H5r8yI6SMw62ZGmpy6mmC4CT4iKrf
zr/1Qo8Ql0sA==

Date Fri, 07 Apr 2023 13:04:57 GMT

Alt-Svc h3=":443"; ma=86400

Connection keep-alive

Content-Length 16

15.2.3. Cookies
none

15.2.4. Content
{"success":true}

16. GET api.airbnb.com (2023-04-07T13:04:57.5197Z)

16.1. Request

16.1.1. General
Method GET
HTTP version HTTP/2.0

Scheme https
Host api.airbnb.com
Filename /v2/nezha resource/

16.1.2. Query string parameters
cdn_cache 1

country de

type production

client_id 3092nxybyb@otqwl8e8nh5nty
locale en-US

currency USD

16.1.3. Headers

x-return-strategy single

content-type application/json; charset=UTF-8

accept-encoding br,gzip

x-airbnb-supports-airlock-v2 true

if-modified-since Fri, 07 Apr 2023 12:33:20 GMT

user-agent Airbnb/26004526 Name/GLOBAL TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

x-airbnb-sid

x-airbnb-network-type wifi

x-airbnb-screensize w=392.72726;h=805.0909

x-airbnb-device-id 7d5a6fd0d53a566b

x-airbnb-carrier-country us



x-airbnb-timezone Europe/Berlin

x-airbnb-everest-device-id 1680869876.QG 0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFz1l OxihclL2og

x-airbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf

16.1.4. Cookies
none

16.1.5. Content
none

16.2. Response

16.2.1. General
Status 200
HTTP version HTTP/2.0

16.2.2. Headers

server nginx

content-type application/json;charset=utf-8

content-length 1074

x-instrumentation airbnb, airbnb

x-server-lifecycle-phase running, running

status 200 OK

cache-control public, max-age=180

x-k8s-app-name nezha-api-production

x-k8s-namespace nezha-api-production

x-k8s-pod-name nezha-api-production-5dc75d7989-gnt5f

x-app-git-sha 2b07402debc075a8a58dafc429caacfb07c71a01

x-server-service-name NezhaApi

X-envoy-upstream-service-time 26

x-server-api-method NezhaApiRestfulResource#getResource

x-server-canonical-path /v2/nezha resource

x-airbnb-internal-trace-id 8s3LURfrB3oDejTOUKnexg==

x-xss-protection 1; mode=block

x-content-type-options nosniff

x-frame-options SAMEORIGIN

referrer-policy same-origin

server-timing backend;dur=18, cdn-cache; desc=NO-STORE, edge; dur=146, origin; dur=49

vary Accept-Encoding

content-encoding gzip

strict-transport-security max-age=10886400; includeSubdomains

date Fri, 07 Apr 2023 13:04:57 GMT

alt-svc h3=":443"; ma=93600

x-airbnb-sureride c1alo.0.b1d01702.1680872697.773f45%%ilclo%%t1d1lo.8s3LURfrB3oDejTOUK
nexg==%%h1l

cachestatus origin

16.2.3. Cookies
none



16.2.4. Content

{"resource_download url":"https://z1l.muscache.cn/airbnb/nezha/assets/resource~bc5e4f5
4.zip","common_download url":"https://zl.muscache.cn/airbnb/nezha/assets/common~7eb43
8fa.zip","projects":[{"project name":"betaProgram","download url":"https://z1l.muscach
e.cn/airbnb/nezha/assets/betaProgram~031e840d.zip"},{"project name":"billboard", "down
load url":"https://z1l.muscache.cn/airbnb/nezha/assets/billboard~0cdede9f.zip"},{"proj
ect name":"billboardV2","download url":"https://z1l.muscache.cn/airbnb/nezha/assets/bi
1lboardV2~9a3d47e9.zip"},{"project name":"billboardV3", "download url":"https://zl.mus
cache.cn/airbnb/nezha/assets/billboardV3~007fd268.zip"},{"project name":"billboardv4"
,"download url":"https://zl.muscache.cn/airbnb/nezha/assets/billboardV4~4711leeee.zip"
},{"project_name":"community", "download url":"https://z1l.muscache.cn/airbnb/nezha/ass
ets/community~5daadlc5.zip"}, {"project name":"browseHistory", "download url":"https://
zl.muscache.cn/airbnb/nezha/assets/browseHistory~2694ffle.zip"},{"project name":"camp
aignSummer2022","download url":"https://zl.muscache.cn/airbnb/nezha/assets/campaignSu
mmer2022~b6cc8ac2.zip"}, {"project _name":"couponCenter", "download url":"https://z1.mus
cache.cn/airbnb/nezha/assets/couponCenter~273904e0.zip"}, {"project name":"demo", "down
load url":"https://zl.muscache.cn/airbnb/nezha/assets/demo~dcl4297a.zip"},{"project n
ame":"datePicker", "download url":"https://z1l.muscache.cn/airbnb/nezha/assets/datePick
er~dlb7a95a.zip"},{"project name":"destination","download url":"https://z1l.muscache.c
n/airbnb/nezha/assets/destination~ced6a456.zip"},{"project name":"emergencySupport","
download url":"https://z1l.muscache.cn/airbnb/nezha/assets/emergencySupport~d4b95786.z
ip"},{"project name":"fapiao","download url":"https://zl.muscache.cn/airbnb/nezha/ass
ets/fapiao~6899ble0.zip"},{"project name":"reservationCenter","download url":"https:/
/zl.muscache.cn/airbnb/nezha/assets/reservationCenter~f9cla7a9.zip"},{"project name":
“terms", "download url":"https://zl.muscache.c

(truncated after 2000 bytes)

17. GET api.airbnb.com (2023-04-07T13:04:57.610Z)
17.1. Request

17.1.1. General

Method GET
HTTP version HTTP/2.0

Scheme https
Host api.airbnb.com
Filename /v2/user markets

17.1.2. Query string parameters

language en

locale en_US

client_id 3092nxybybOotqwl8e8nh5nty
locale en-US

currency USD

17.1.3. Headers

x-return-strategy double

content-type application/json; charset=UTF-8
accept-encoding br,gzip
Xx-airbnb-supports-airlock-v2 true



user-agent Airbnb/26004526 Name/GLOBAL TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

x-airbnb-sid

x-airbnb-network-type wifi

x-airbnb-screensize w=392.72726;h=805.0909

x-airbnb-device-id 7d5a6fd0d53a566b

x-airbnb-carrier-country us

x-airbnb-timezone Europe/Berlin

x-airbnb-everest-device-id 1680869876.QG_0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFz1l OxihclL2og

x-airbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf

17.1.4. Cookies

none

17.1.5. Content
none

17.2. Response

17.2.1. General
Status 200
HTTP version HTTP/2.0

17.2.2. Headers

server nginx

content-type application/json;charset=utf-8

content-length 241

x-instrumentation airbnb, airbnb

x-server-lifecycle-phase running, running

status 200 OK

x-k8s-app-name satori-coordinator-production

x-k8s-namespace satori-coordinator-production

x-k8s-pod-name satori-coordinator-production-7b9989468-k2jc7
x-app-git-sha 8df61bc5832777bb55858db4aac3814ca2c3e029
X-server-service-name Satori-Coordinator
X-envoy-upstream-service-time 14

x-server-api-method SatoriCoordinatorRestfulResource#userMarkets
x-server-canonical-path /v2/user markets
x-airbnb-internal-trace-id 2YJhZi6p4jNXkKN2SBxNaQ==
x-xss-protection 1; mode=block

x-content-type-options nosniff

x-frame-options SAMEORIGIN

referrer-policy same-origin

cache-control no-store, max-age=0, private, must-revalidate
server-timing backend;dur=12, cdn-cache; desc=NO-STORE, edge; dur=98, origin; dur=34
vary Accept-Encoding

content-encoding gzip

strict-transport-security max-age=10886400; includeSubdomains
date Fri, 07 Apr 2023 13:04:57 GMT

alt-svc h3=":443"; ma=93600



x-airbnb-sureride clalo.0.b1d01702.1680872697.773f80%%ilclo%%t1ld10o.2YIhZi6p4jNXkKN2SB
xNaQ==%%h1
cachestatus origin

17.2.3. Cookies

none

17.2.4. Content

{"market":"Frankfurt","state code":"","country code":"DE","satori region id":-1,"vers
ion":"1.2.0","user_markets":[{"market":"Frankfurt","region id":-1,"country code":"DE"
,"state code":"","satori version":"1.2.0","enable satori_experiment":true, "config_tok

en":"EhIhQhIiIjISEjESIRERIVFBNSQVBhUCAA","locale":"en", "autocomplete endpoint":"/api/
v2/autocompletes"”, "satori parameters":"EhIhQhIiIjISEjESIRERIVFBNSQVBhUCAA"}]}

18. GET api.airbnb.com (2023-04-07T13:04:57.6237Z)

18.1. Request

18.1.1. General
Method GET
HTTP version HTTP/2.0

Scheme https
Host api.airbnb.com
Filename /v3/Announcement

18.1.2. Query string parameters

variables {"announcementRequest":{"surface":"HOMEPAGE"}}

operationName Announcement

extensions {"persistedQuery":{"version":1,"sha256Hash":"7ff189219d1772f40b2c178d7f2c4
49a0e6e6c5e527aa301cd887d068912¢c6¢c9"}}

client_id 3092nxybyb@otqwl8e8nh5nty

locale en-US

currency USD

18.1.3. Headers

accept application/json

x-apollo-operation-id 7ff189219d1772f40b2c178d7f2c449a0ebeb6c5e527aa301cd887d068912c6¢
9

x-apollo-operation-name Announcement

x-encode-with gzip

x-niobe-operation-unique-id 824d6f72-1cb6-4d26-b398-7dab854b7828

x-airbnb-graphql-platform android

x-apollo-cache-key 9559e3e4413bf4ec2d5e7609b244f76b

x-apollo-cache-fetch-strategy NETWORK ONLY

x-apollo-expire-timeout 0

x-apollo-expire-after-read false

x-apollo-prefetch false

x-apollo-cache-do-not-store false

accept-encoding br,gzip

x-airbnb-supports-airlock-v2 true



user-agent Airbnb/26004526 Name/GLOBAL TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

x-airbnb-sid

x-airbnb-network-type wifi

x-airbnb-screensize w=392.72726;h=805.0909

x-airbnb-device-id 7d5a6fd0d53a566b

x-airbnb-carrier-country us

x-airbnb-timezone Europe/Berlin

x-airbnb-everest-device-id 1680869876.QG_0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFz1l OxihclL2og

x-airbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf

18.1.4. Cookies

none

18.1.5. Content
none

18.2. Response

18.2.1. General
Status 200
HTTP version HTTP/2.0

18.2.2. Headers

server nginx

content-type application/json;charset=utf-8

content-length 120

x-instrumentation airbnb, airbnb

x-server-lifecycle-phase running, running

status 200 OK

x-k8s-app-name viaduct-public-production

x-airbnb-graphql-schema-id 229638e9350d078c19496890d1cf5415afacd9e44a6ff73f41497dele?2
371ebb

x-k8s-namespace viaduct-public-production

x-k8s-pod-name viaduct-public-production-66f68dbdbc-9b8xw

x-app-git-sha 709cb3453b69dfb2244916cle8ad31lebe5b2b61

X-server-service-name Viaduct

X-envoy-upstream-service-time 34

x-server-api-method ViaductGraphQLResource#viaductExternalRequest

x-server-canonical-path //{path:(v2|v3) ((/viaduct(/(external|legacy-psf)(/[A-Za-z0-9
-14)?7)?) | (/[A-Za-20-9 -1+))7?}

x-airbnb-internal-trace-id zDsWgDeZjKDVu3rM8EsT4g==

x-xss-protection 1; mode=block

x-content-type-options nosniff

x-frame-options SAMEORIGIN

referrer-policy same-origin

cache-control no-store, max-age=0, private, must-revalidate

server-timing backend;dur=32, cdn-cache; desc=NO-STORE, edge; dur=88, origin; dur=40

vary Accept-Encoding

x-apiv3-served-by kraken



strict-transport-security max-age=10886400; includeSubdomains

date Fri, 07 Apr 2023 13:04:57 GMT

alt-svc h3=":443"; ma=93600

x-airbnb-sureride clalo.0.b1d01702.1680872697.773f8c%%ilclo%%t1d1lo.zDsWgDeZjKDVu3rM8E
sT4g==%%h1

cachestatus origin

18.2.3. Cookies

none

18.2.4. Content

{"data":{"presentation":{"announcement":{"announcementData":null}}}, "extensions":{"tr
aceld":"zDsWgDeZjKDVu3rM8EsT4g=="}}

19. GET api.airbnb.com (2023-04-07T13:04:57.7697Z)

19.1. Request

19.1.1. General
Method GET
HTTP version HTTP/2.0

Scheme https
Host api.airbnb.com
Filename /v2/nezha prefetch proj/

19.1.2. Query string parameters
cdn_cache 1

country de

type production

client_id 3092nxybybBotqwl8e8nh5nty
locale en-US

currency USD

19.1.3. Headers

x-return-strategy single

content-type application/json; charset=UTF-8

accept-encoding br,gzip

Xx-airbnb-supports-airlock-v2 true

if-modified-since Fri, 07 Apr 2023 12:33:22 GMT

user-agent Airbnb/26004526 Name/GLOBAL TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

x-airbnb-sid

x-airbnb-network-type wifi

x-airbnb-screensize w=392.72726;h=805.0909

x-airbnb-device-id 7d5a6fd0d53a566b

x-airbnb-carrier-country us

x-airbnb-timezone Europe/Berlin

x-airbnb-everest-device-id 1680869876.QG 0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFz1 OxihclL2og

x-airbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf



19.1.4. Cookies

none

19.1.5. Content
none

19.2. Response

19.2.1. General
Status 200
HTTP version HTTP/2.0

19.2.2. Headers

server nginx

content-type application/json;charset=utf-8

content-length 186

x-instrumentation airbnb, airbnb

x-server-lifecycle-phase running, running

status 200 OK

cache-control public, max-age=180

x-k8s-app-name nezha-api-production

x-k8s-namespace nezha-api-production

x-k8s-pod-name nezha-api-production-5dc75d7989-gnt5f

x-app-git-sha 2b07402debc075a8a58dafc429caactb07c71a01

x-server-service-name NezhaApi

X-envoy-upstream-service-time 20

x-server-api-method NezhaApiRestfulResource#getPrefetchableProjects

x-server-canonical-path /v2/nezha prefetch proj

x-airbnb-internal-trace-id 1i6L0-x RZsFEJuUYbo10Q==

x-xss-protection 1; mode=block

x-content-type-options nosniff

x-frame-options SAMEORIGIN

referrer-policy same-origin

server-timing backend;dur=17, cdn-cache; desc=NO-STORE, edge; dur=98, origin; dur=29

vary Accept-Encoding

strict-transport-security max-age=10886400; includeSubdomains

date Fri, 07 Apr 2023 13:04:57 GMT

alt-svc h3=":443"; ma=93600

x-airbnb-sureride clalo.0.b1d01702.1680872697.774014%%ilclo%%t1d1lo.1i6L0-x RZsFEJuUYb
010Q==%%h1

cachestatus origin

19.2.3. Cookies
none

19.2.4. Content

{"projects":["browseHistory", "reservationCenter", "couponCenter","billboardV3", "worldT
ravel", "guideBook", "winter2022KeynotelLandingPage", "aircoverLandingPage", "landingPage"
, "betaProgram"]}

20. GET a0.muscache.com (2023-04-07T13:04:57.8537Z)



20.1. Request

20.1.1. General
Method GET
HTTP version HTTP/2.0

Scheme https
Host a0.muscache.com
Filename /airbnb/nezha/configuration/configuration.json

20.1.2. Query string parameters
ts 1679330124929

20.1.3. Headers
accept-encoding gzip
user-agent okhttp/4.9.2

20.1.4. Cookies
none

20.1.5. Content

none

20.2. Response

20.2.1. General
Status 200
HTTP version HTTP/2.0

20.2.2. Headers

x-amz-id-2 pMZezXHP+1E+94xz+11nB7tX0Hqnm9aM4mt7qRUsjFAdTjMhLvHcd3MDUONEPF7MMQFv8C1DTY
IerGlTsqHLfg==

x-amz-request-id COKBlAW7AFX2ZRF4

x-amz-replication-status COMPLETED

last-modified Mon, 03 Apr 2023 08:43:30 GMT

etag "71c2d331a4729389d46e942d3e446222"

x-amz-server-side-encryption AES256

x-amz-version-id 4HhQjCPt3FppTBWds r TLAmMeNDtKBA

accept-ranges bytes

content-type application/json

server AmazonS3

vary Accept-Encoding

content-encoding gzip

cache-control max-age=31536000

expires Sat, 06 Apr 2024 13:04:57 GMT

date Fri, 07 Apr 2023 13:04:57 GMT

content-length 2245

alt-svc h3=":443"; ma=93600

x-airbnb-sureride clalo.0.aad01702.1680872697.540elda%%hl

cachestatus origin

strict-transport-security max-age=10886400; includeSubDomains

x-content-type-options nosniff

accept-ch-lifetime 2592000



accept-ch device-memory, ect
access-control-allow-methods GET

access-control-allow-origin *

timing-allow-origin *

20.2.3. Cookies

none

20.2.4. Content
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21. POST api2.branch.io (2023-04-07T13:04:57.9487Z)

21.1. Request

21.1.1. General
Method POST
HTTP version HTTP/1.1

Scheme https
Host api2.branch.io
Filename /v1/open

21.1.2. Query string parameters
none

21.1.3. Headers

Content-Type application/json

Accept application/json

User-Agent Dalvik/2.1.0 (Linux; U; Android 13; sdk gphone64 x86 64 Build/TE1lA.220922.
012)

Host api2.branch.io

Connection Keep-Alive

Accept-Encoding gzip

Content-Length 1145

21.1.4. Cookies
none



21.1.5. Content

{"device fingerprint id":"1172860168313205995","identity id":"1172860168363571074","h
ardware id":"048f96ec-220f-4860-95c4-62b2565dbbd3","is hardware id real":false, "brand
":"Google", "model":"sdk gphone64 x86 64","screen dpi":440,"screen_height":2214,"scree
n width":1080, "wifi":true,"ui mode":"UI MODE TYPE NORMAL","os":"Android","os version"
133, "cpu_type":"x86 _64","build":"sdk gphone64 x86 64-userdebug 13 TE1A.220922.012 930
2419 dev-keys","locale":"en US","connection type":"wifi","device carrier":"T-Mobile",
"os_version android":"13","country":"US","language":"en","local ip":"10.0.0.1","app_v
ersion":"23.13.1","facebook app link checked":false,"is referrable":0,"debug":true,"u
pdate":1,"latest install time":1679326739158,"latest update time":1679326739158,"firs
t install time":1679326739158, "previous update time":1679326739158,"environment":"FUL
L APP","metadata":{}, "advertising ids":{"aaid":"1209d0b9-b959-42e6-b921-aa5d9d08claf"
},"lat val":0,"google advertising id":"1209d0b9-b959-42e6-b921-aa5d9d08claf","instrum
entation":{"v1l\/open-gwt":"0"},"sdk":"android5.0.3","branch_key":"key live acolLMx3FlY

wpho29ntf7vjnkEwjEoClF", "retryNumber":0}

21.2. Response

21.2.1. General
Status 200 0K
HTTP version HTTP/1.1

21.2.2. Headers

Content-Type application/json; charset=utf-8

Content-Length 292

Connection keep-alive

Access-Control-Allow-Origin *

Cache-Control no-cache

Date Fri, 07 Apr 2023 13:04:58 GMT

Strict-Transport-Security max-age=31536000; includeSubDomains
X-Branch-Request-Id 633ef6d2-6919-41c3-a290-4a44e118f4c7-2023040713
X-Cache Miss from cloudfront

Via 1.1 45144f4effcodb6c846de623ab8b639a.cloudfront.net (CloudFront)
X-Amz-Cf-Pop FRA56-P7

X-Amz-Cf-Id 6ublZhfBn_alcMgI5SeX 4TSu3QVrFOLYhEBPRqoxjXTPtBeQg0o0A==

21.2.3. Cookies
none

21.2.4. Content

{"data":"{\"+clicked branch link\":false,\"+is first session\":false}","device finger
print_id":"1172860168313205995","identity id":"1172860168363571074","link":"https://a
bnb.me/a/key live acoLMx3FlYwpho29ntf7vjnkEwjEoClF?%24identity i1d=1172860168363571074
", "session id":"1172871982187124389"}

22. GET cdn.branch.io (2023-04-07T13:04:58.257Z)

22.1. Request

22.1.1. General
Method GET
HTTP version HTTP/1.1

Scheme https



Host cdn.branch.io
Filename /sdk/uriskiplist v2.json

22.1.2. Query string parameters
none

22.1.3. Headers

User-Agent Dalvik/2.1.0 (Linux; U; Android 13; sdk gphone64 x86 64 Build/TE1A.220922.
012)

Host cdn.branch.io

Connection Keep-Alive

Accept-Encoding gzip

22.1.4. Cookies
none

22.1.5. Content
none

22.2. Response

22.2.1. General

Status 200 0K
HTTP version HTTP/1.1

22.2.2. Headers

Content-Type text/json

Content-Length 2

Connection keep-alive

Last-Modified Fri, 26 Apr 2019 15:23:26 GMT

x-amz-version-id 5U.tZHCgT6M6IU61MIZ0OVV2apl8Hnhig

Server AmazonS3

Date Fri, 07 Apr 2023 01:53:08 GMT

ETag "99914b932bd37a50b983c5e7c90ae93b"

X-Cache Hit from cloudfront

Via 1.1 fla22cc8d842b0950e4bd5bdab60806f2.cloudfront.net (CloudFront)
X-Amz-Cf-Pop FRA56-P7

X-Amz-Cf-Id UFP-kAYNaW8nuytH WYiTnuyqEyYBV80jxBS3hHLxEeNpQxTzBCqdw==
Age 40311

22.2.3. Cookies
none

22.2.4. Content
{}

23. GET api.airbnb.com (2023-04-07T13:04:58.335Z)
23.1. Request

23.1.1. General

Method GET
HTTP version HTTP/2.0



Scheme https
Host api.airbnb.com
Filename /v3/ActionTrayQuery

23.1.2. Query string parameters

operationName ActionTrayQuery

extensions {"persistedQuery":{"version":1,"sha256Hash":"ceblaleb3e816f42b660dd9fb28ce
£559015de446570f60d3d555eb5a21e0be8"} }

client_id 3092nxybybOotqwl8e8nh5nty

locale en-US

currency USD

23.1.3. Headers

accept application/json

x-apollo-operation-id ceblaleb3e816f42b660dd9fh28cef559015de446570f60d3d555eb5a21e0be
8

x-apollo-operation-name ActionTrayQuery

x-encode-with gzip

x-niobe-operation-unique-id 6b08edbc-4a3d-4daf-8771-c09d09bff786

x-airbnb-graphql-platform android

x-apollo-cache-key 96c90b95e952102c5f359b5a531a7fh0

x-apollo-cache-fetch-strategy NETWORK ONLY

x-apollo-expire-timeout 0

x-apollo-expire-after-read false

x-apollo-prefetch false

x-apollo-cache-do-not-store false

accept-encoding br,gzip

x-airbnb-supports-airlock-v2 true

user-agent Airbnb/26004526 Name/GLOBAL TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

x-airbnb-sid

x-airbnb-network-type wifi

x-airbnb-screensize w=392.72726;h=805.0909

x-airbnb-device-id 7d5a6fd0d53a566b

x-airbnb-carrier-country us

x-airbnb-timezone Europe/Berlin

x-airbnb-everest-device-id 1680869876.QG 0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFz1l OxihclL2og

x-airbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf

23.1.4. Cookies

none

23.1.5. Content
none

23.2. Response

23.2.1. General
Status 200
HTTP version HTTP/2.0



23.2.2. Headers

server nginx

content-type application/json;charset=utf-8

content-length 111

x-instrumentation airbnb, airbnb

x-server-lifecycle-phase running, running

status 200 OK

x-k8s-app-name viaduct-public-production

x-airbnb-graphql-schema-id 229638e9350d078c19496890d1cf5415afacd9e44a6ff73f41497dele?2
371ebb

x-k8s-namespace viaduct-public-production

x-k8s-pod-name viaduct-public-production-66f68dbdbc-szhng

x-app-git-sha 709cb3453b69dfb2244916cle8ad31lebe5b2b61

X-server-service-name Viaduct

X-envoy-upstream-service-time 18

x-server-api-method ViaductGraphQLResource#viaductExternalRequest

x-server-canonical-path //{path:(v2|v3)((/viaduct(/(external|legacy-psf)(/[A-Za-2z0-9
-14)?2)?) | (/[A-Za-2z0-9 -]1+))7?}

x-airbnb-internal-trace-id vwlKh2XU27DEbJRYPtJeNA==

x-xss-protection 1; mode=block

x-content-type-options nosniff

x-frame-options SAMEORIGIN

referrer-policy same-origin

cache-control no-store, max-age=0, private, must-revalidate

server-timing backend;dur=16, cdn-cache; desc=NO-STORE, edge; dur=95, origin; dur=29

vary Accept-Encoding

x-apiv3-served-by kraken

strict-transport-security max-age=10886400; includeSubdomains

date Fri, 07 Apr 2023 13:04:58 GMT

alt-svc h3=":443"; ma=93600

x-airbnb-sureride clalo.0.b1d01702.1680872698.774279%%ilclo%%t1d1o.vwlKh2XU27DEbJRYPt
JeNA==%%h1

cachestatus origin

23.2.3. Cookies

none

23.2.4. Content

{"data":{"presentation":{"actionTray":{"actionItems":[]}}}, "extensions":{"traceld":"v
wlKh2XU27DEbJRYPtJeNA=="}}

24. GET api.airbnb.com (2023-04-07T13:04:58.3467Z)

24.1. Request

24.1.1. General
Method GET
HTTP version HTTP/2.0

Scheme https
Host api.airbnb.com
Filename /v2/user markets



24.1.2. Query string parameters

language en

locale en US

client_id 3092nxybyb@otqwl8e8nh5nty
locale en-US

currency USD

24.1.3. Headers

x-return-strategy double

content-type application/json; charset=UTF-8

accept-encoding br,gzip

x-airbnb-supports-airlock-v2 true

user-agent Airbnb/26004526 Name/GLOBAL_ TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

x-airbnb-sid

x-airbnb-network-type wifi

x-airbnb-screensize w=392.72726;h=805.0909

x-airbnb-device-id 7d5a6fd0d53a566b

x-airbnb-carrier-country us

x-airbnb-timezone Europe/Berlin

x-airbnb-everest-device-id 1680869876.QG 0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFz1l OxihclL2og

x-airbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf

24.1.4. Cookies

none

24.1.5. Content
none

24.2. Response

24.2.1. General
Status 200
HTTP version HTTP/2.0

24.2.2. Headers

server nginx

content-type application/json;charset=utf-8

content-length 241

x-instrumentation airbnb, airbnb

x-server-lifecycle-phase running, running

status 200 OK

x-k8s-app-name satori-coordinator-production

x-k8s-namespace satori-coordinator-production

x-k8s-pod-name satori-coordinator-production-7b9989468-rbt97
x-app-git-sha 8df61bc5832777bb55858db4aac3814ca2c3e029
X-server-service-name Satori-Coordinator
X-envoy-upstream-service-time 12

x-server-api-method SatoriCoordinatorRestfulResource#userMarkets
x-server-canonical-path /v2/user markets



x-airbnb-internal-trace-id CoHDiejjsbZ1Rd64jK ryA==

x-xss-protection 1; mode=block

x-content-type-options nosniff

x-frame-options SAMEORIGIN

referrer-policy same-origin

cache-control no-store, max-age=0, private, must-revalidate

server-timing backend;dur=10, cdn-cache; desc=NO-STORE, edge; dur=94, origin; dur=23

vary Accept-Encoding

content-encoding gzip

strict-transport-security max-age=10886400; includeSubdomains

date Fri, 07 Apr 2023 13:04:58 GMT

alt-svc h3=":443"; ma=93600

x-airbnb-sureride clalo.0.b1d01702.1680872698.774287%%ilclo%%t1ldlo.CoHDiejjsbZ1Rd64jK
_ryA==%%h1l

cachestatus origin

24.2.3. Cookies

none

24.2.4. Content

{"market":"Frankfurt","state code":"","country code":"DE","satori region id":-1,"vers
ion":"1.2.0","user _markets":[{"market":"Frankfurt","region_id":-1,"country code":"DE"
,"state code":"","satori version":"1.2.0","enable satori experiment":true, "config tok

en":"EhIhQhIiIjISEjESIRERIVFBNSQVBhUCAA","locale":"en", "autocomplete endpoint":"/api/
v2/autocompletes"”, "satori parameters":"EhIhQhIiIjISEjESIRERIVFBNSQVBhUCAA"}]}

25. GET api.airbnb.com (2023-04-07T13:04:58.359Z)

25.1. Request

25.1.1. General
Method GET
HTTP version HTTP/2.0

Scheme https
Host api.airbnb.com
Filename /v3/Announcement

25.1.2. Query string parameters

variables {"announcementRequest":{"surface":"HOMEPAGE"}}

operationName Announcement

extensions {"persistedQuery":{"version":1,"sha256Hash":"7ff189219d1772f40b2c178d7f2c4
49a0e6e6c5e527aa301cd887d068912¢c6¢c9"}}

client_id 3092nxybyb@otqwl8e8nh5nty

locale en-US

currency USD

25.1.3. Headers

accept application/json

x-apollo-operation-id 7ff189219d1772f40b2c178d7f2c449a0ebebc5e527aa301cd887d068912c6¢
9

x-apollo-operation-name Announcement

x-encode-with gzip



x-niobe-operation-unique-id b7b25882-a926-46e0-97ca-d8d6c2716480

x-airbnb-graphql-platform android

x-apollo-cache-key 9559e3e4413bf4ec2d5e7609b244176b

x-apollo-cache-fetch-strategy NETWORK ONLY

x-apollo-expire-timeout 0

x-apollo-expire-after-read false

x-apollo-prefetch false

x-apollo-cache-do-not-store false

accept-encoding br,gzip

X-airbnb-supports-airlock-v2 true

user-agent Airbnb/26004526 Name/GLOBAL TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

x-airbnb-sid

x-airbnb-network-type wifi

x-airbnb-screensize w=392.72726;h=805.0909

x-airbnb-device-id 7d5a6fd0d53a566b

x-airbnb-carrier-country us

x-airbnb-timezone Europe/Berlin

x-airbnb-everest-device-id 1680869876.QG 0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFz1 OxihclL2og

x-airbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf

25.1.4. Cookies
none

25.1.5. Content

none

25.2. Response

25.2.1. General
Status 200
HTTP version HTTP/2.0

25.2.2. Headers

server nginx

content-type application/json;charset=utf-8

content-length 120

x-instrumentation airbnb, airbnb

x-server-lifecycle-phase running, running

status 200 OK

x-k8s-app-name viaduct-public-production

x-airbnb-graphql-schema-id 229638e9350d078c19496890d1cf5415afacd9ed44a6ff73f41497dele?2
371ebb

x-k8s-namespace viaduct-public-production

x-k8s-pod-name viaduct-public-production-66f68dbdbc-9gbmk

x-app-git-sha 709cb3453b69dfb2244916cle8ad31lebe5b2b61

X-server-service-name Viaduct

Xx-envoy-upstream-service-time 53

x-server-api-method ViaductGraphQLResource#viaductExternalRequest



x-server-canonical-path //{path:(v2|v3)((/viaduct(/(external|legacy-psf)(/[A-Za-z0-9
-14)?)?) | (/[A-Za-20-9_-1+))?}

x-airbnb-internal-trace-id 9yoxYL1k9sJ1F91rxXRVnw==

x-xss-protection 1; mode=block

x-content-type-options nosniff

x-frame-options SAMEORIGIN

referrer-policy same-origin

cache-control no-store, max-age=0, private, must-revalidate

server-timing backend;dur=51, cdn-cache; desc=NO-STORE, edge; dur=89, origin; dur=65

vary Accept-Encoding

x-apiv3-served-by kraken

strict-transport-security max-age=10886400; includeSubdomains

date Fri, 07 Apr 2023 13:04:58 GMT

alt-svc h3=":443"; ma=93600

x-airbnb-sureride clalo.0.b1d01702.1680872698.77428e%%ilclo%%t1d10.9yoxYL1k9sJ1F91rxX
RVnw==%%h1

cachestatus origin

25.2.3. Cookies
none

25.2.4. Content

{"data":{"presentation":{"announcement":{"announcementData":null}}}, "extensions":{"tr
aceld":"9yoxYL1k9sJ1F91rxXRVnw=="}}

26. POST api2.branch.io (2023-04-07T13:04:58.9337Z)
26.1. Request

26.1.1. General
Method POST
HTTP version HTTP/1.1

Scheme https
Host api2.branch.io
Filename /v1/close

26.1.2. Query string parameters
none

26.1.3. Headers

Content-Type application/json

Accept application/json

User-Agent Dalvik/2.1.0 (Linux; U; Android 13; sdk gphone64 x86 64 Build/TE1A.220922.
012)

Host api2.branch.io

Connection Keep-Alive

Accept-Encoding gzip

Content-Length 767

26.1.4. Cookies
none



26.1.5. Content

{"device fingerprint id":"1172860168313205995","identity id":"1172860168363571074","s
ession id":"1172871982187124389", "app version":"23.13.1","hardware id":"58efd809-326b
-4bbd-b9ee-34900c536¢89","is hardware _id real":false,"brand":"Google", "model":"sdk gp
hone64 x86 64","screen dpi":440,"screen_height":2214,"screen width":1080,"wifi":true,
"ui mode":"UI MODE TYPE NORMAL","os":"Android","os version":33,"country":"US", "langua
ge":"en","local ip":"10.0.0.1","metadata":{},"advertising ids":{"aaid":"1209d0b9-b959
-42e6-b921-aa5d9d08claf"}, "lat_val":0,"google advertising id":"1209d0b9-b959-42e6-b92
1-aa5d9d08claf","instrumentation":{"v1\/close-qwt":"2","v1l\/open-brtt":"262"}, "sdk":"
android5.0.3","branch_key":"key live acoLMx3FlYwpho29ntf7vjnkEwjEoCLF", "retryNumber":
0}

26.2. Response

26.2.1. General
Status 200 0K
HTTP version HTTP/1.1

26.2.2. Headers

Content-Type application/json

Content-Length 2

Connection keep-alive

Date Fri, 07 Apr 2023 13:04:59 GMT

X-Branch-Source -

X-Cache Miss from cloudfront

Via 1.1 45144f4effcodbb6c846de623ab8b639a.cloudfront.net (CloudFront)
X-Amz-Cf-Pop FRA56-P7

X-Amz-Cf-Id N1IOv4DLX4PuG580WzO0TYg6CpTEqmOtekAhrETFIq-igLWUnAfcWpQ==

26.2.3. Cookies

none

26.2.4. Content
{}

27. GET api.airbnb.com (2023-04-07T13:05:02.1487)
27.1. Request

27.1.1. General
Method GET
HTTP version HTTP/2.0

Scheme https
Host api.airbnb.com
Filename /v2/countries

27.1.2. Query string parameters

ip me

client_id 3092nxybyb@otqwl8e8nh5nty
locale en-US

currency USD

27.1.3. Headers



X-re

turn-strategy single

cache-control no-cache

content-type application/json; charset=UTF-8

acce
x-ai
user

x-ai
x-ai
x-ai
x-ai
x-ai
x-ai
x-ai

x-ai

pt-encoding br,gzip

rbnb-supports-airlock-v2 true

-agent Airbnb/26004526 Name/GLOBAL TRAVEL AppVersion/23.13.1 ReleaseStage/releas

e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

rbnb-sid

rbnb-network-type wifi

rbnb-screensize w=392.72726;h=805.0909

rbnb-device-id 7d5a6fd0d53a566b

rbnb-carrier-country us

rbnb-timezone Europe/Berlin

rbnb-everest-device-id 1680869876.Q0G_0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFz1l OxihclL2og

rbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf

27.1.4. Cookies

none

27.1.5. Content

none

27.2. Response

27.2.1. General
Status 200
HTTP version HTTP/2.0

27.2.2. Headers
server nginx
content-type application/json;charset=utf-8

X-in
X-se
stat
expi

strumentation airbnb
rver-lifecycle-phase running

us 200 OK

res Thu, 01 Jan 1970 00:00:00 GMT

server-timing total;dur=20, cdn-cache; desc=NO-STORE, edge; dur=96, origin; dur=53
cache-control no-store, max-age=0, private, must-revalidate
content-security-policy default-src 'self' https: blob:; child-src * blob:; connect-s

rc 'self' https: wss: *.amap.com *.inspectlet.com; font-src 'self' data: *.muscac
he.com fonts.gstatic.com use.typekit.net; img-src 'self' https: data: *.inspectle
t.com; media-src 'self' https:; script-src 'self' 'unsafe-eval' a@.muscache.com c
dn.siftscience.com ss.musthird.com tl.musthird.com bat.bing.com connect.facebook.
net www.google-analytics.com www.googleadservices.com tpc.googlesyndication.com w
ww.googletagmanager.com maps.googleapis.com ajax.googleapis.com *.g.doubleclick.n
et www.google.com www.gstatic.com smartlock.google.com accounts.google.com app.li
nk cdn.branch.io api.branch.io bam.nr-data.net js-agent.newrelic.com ethn.io s.yi
mg.jp api.geetest.com monitor.geetest.com api.geevisit.com cdn.ampproject.org sto
rage.googleapis.com/workbox-cdn/ tagmanager.google.com pay.google.com songbird.ca
rdinalcommerce.com/ www.recaptcha.net www.gstatic.cn airbnb-api.arkoselabs.com h.
online-metrix.net blob: webapi.amap.com restapi.amap.com vdata.amap.com *.inspect



let.com 'nonce-8ec54cc8432533b1a45834113a904f'; style-src 'self' https: 'unsafe-i
nline'; report-uri /tracking/csp?action=index&controller=v2&report only=false&req
_uuid=fc7b5f21-cf86-4055-8067-e9d7f6056aa4&version=37870f408549c5eb3ech5297ch8984
dc600afde?

x-ua-compatible IE=Edge,chrome=1
x-frame-options SAMEORIGIN
content-security-policy-report-only default-src blob: *; child-src blob: *; connect-s

rc blob: *; font-src 'self' data: *.muscache.com fonts.gstatic.com use.typekit.ne
t; img-src 'self' https: data: *.inspectlet.com; script-src 'self' 'unsafe-eval'

webpack.localhost.airbnb.com jira.airbnb.biz *.g.doubleclick.net cdn.siftscience.
com ss.musthird.com tl.musthird.com bat.bing.com connect.facebook.net www.google-
analytics.com www.googleadservices.com tpc.googlesyndication.com www.googletagman
ager.com maps.googleapis.com ajax.googleapis.com app.link cdn.branch.io api.branc
h.io bam.nr-data.net js-agent.newrelic.com sslwidget.criteo.com static.criteo.ne

t dis.criteo.com widget.us.criteo.com ethn.io blob: webapi.amap.com restapi.amap.
com *.inspectlet.com cdn.ampproject.org/v0.js cdn.ampproject.org/v0/ a.alipayobje
cts.com gw.alipayobjects.com static.t.agrant.cn t.agrantsem.com ditu.google.com *
.muscache.cn *.muscache.com ss.musthird.cn www.google.com www.gstatic.com b92.yah
00.C0.jp mc.yandex.ru wcs.naver.net static.matterport.com a.cdn.intentmedia.net s
.yimg.jp icm.aexp-static.com checkout.americanexpress.com www.paypalobjects.com s
martlock.google.com accounts.google.com tagmanager.google.com vdata.amap.com; sty
le-src * blob: 'unsafe-inline'; report-uri /tracking/csp?action=index&controller=
v2&report _only=true&req uuid=fc7b5f21-cf86-4055-8067-e9d7f6056aad4&version=37870f4
08549c5eb3ecb5297ch8984dc600afde7

x-app-git-sha 37870f408549c5eb3ech5297cb8984dc600afde7

X-server-service-name Monorail
x-envoy-upstream-service-time 38
x-xss-protection 1; mode=block

etag W/"9aa2409d303164a80217b8leafca8af5"

referrer-policy same-origin

x-content-type-options nosniff
x-server-canonical-path api/v2/countries#index
x-airbnb-internal-trace-id mqlKl13welkk7QZ8S 00x4Q==

vary Accept-Encoding

strict-transport-security max-age=10886400; includeSubdomains

content-length 89
date Fri, 07 Apr 2023 13:05:02 GMT
set-cookie jitney client session i1d=3f9d0e59-9bfc-4e62-86ba-a0443431483f;Path=/;Domai

n=.airbnb.com;Expires=Sat, 08-Apr-2023 13:05:01 GMT;Max-Age=86399;Secure, jitney
client session created at=1680872702;Path=/;Domain=.airbnb.com;Expires=Sat, 08-Ap
r-2023 13:05:01 GMT;Max-Age=86399;Secure, jitney client session updated at=168087
2702;Path=/;Domain=.airbnb.com;Expires=Sat, 08-Apr-2023 13:05:01 GMT;Max-Age=8639
9;Secure

alt-svc h3=":443"; ma=93600

x-airbnb-sureride clalo.0.b1d01702.1680872702.774ea2%%ilclo%%t1ld1lo.mqlK13welkk7QZ8S 0

0x4Q==%%h1

cachestatus origin

27.2.3. Cookies

Name

Value

Path

Domain

Expires

HTTP only

Secure




jitney client | 3f9d0e59-9bfc- | / .airbnb.com | 2023-04-08T13: v
session_id 4e62-86ba-a044 05:01.000Z
3431483f

jitney client | 1680872702 / .airbnb.com | 2023-04-08T13: v
session create 05:01.000Z

d at

jitney client | 1680872702 / .airbnb.com | 2023-04-08T13: v
session _update 05:01.000Z

d at

27.2.4. Content
{"countries":[{"alpha 2":"DE","alpha 3":"DEU","localized name":"Germany"}], "metadata"

{3}

28. GET api.airbnb.com (2023-04-07T13:05:02.163Z)

28.1. Request

28.1.1. General
Method GET
HTTP version HTTP/2.0

Scheme https
Host api.airbnb.com
Filename /v3/ShowConsentPresentationContainer

28.1.2. Query string parameters

variables {"deviceId":"7d5a6fd0@d53a566b","consentId":null}

operationName ShowConsentPresentationContainer

extensions {"persistedQuery":{"version":1,"sha256Hash":"ec51dd493930e21d53a33f3658094
7ca8f35bc7d8254eccO06b3eb5bel6d5e3f9"}}

client_id 3092nxybyb@otqwl8e8nh5nty

locale en-US

currency USD

28.1.3. Headers

accept application/json

x-apollo-operation-id ec51dd493930e21d53a33f36580947ca8f35bc7d8254eccO6b3eb5belbd5e3f
9

x-apollo-operation-name ShowConsentPresentationContainer

x-encode-with gzip

x-niobe-operation-unique-id 0f7el002-f2ee-41f1-a563-698141282a7a

x-airbnb-graphql-platform android

x-apollo-cache-key 867d8e482b5a8e522288fc87862002ed

x-apollo-cache-fetch-strategy NETWORK FIRST

x-apollo-expire-timeout 0

x-apollo-expire-after-read false

x-apollo-prefetch false

x-apollo-cache-do-not-store false

accept-encoding br,gzip

Xx-airbnb-supports-airlock-v2 true



user-agent Airbnb/26004526 Name/GLOBAL TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

x-airbnb-sid

x-airbnb-network-type wifi

x-airbnb-screensize w=392.72726;h=805.0909

x-airbnb-device-id 7d5a6fd0d53a566b

x-airbnb-carrier-country us

x-airbnb-timezone Europe/Berlin

x-airbnb-everest-device-id 1680869876.QG_0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFz1l OxihclL2og

x-airbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf

28.1.4. Cookies

none

28.1.5. Content
none

28.2. Response

28.2.1. General
Status 200
HTTP version HTTP/2.0

28.2.2. Headers

server nginx

content-type application/json;charset=utf-8

content-length 1048

x-instrumentation airbnb, airbnb

x-server-lifecycle-phase running, running

status 200 OK

x-k8s-app-name viaduct-public-production

x-airbnb-graphql-schema-id 229638e9350d078c19496890d1cf5415afacd9e44a6ff73f41497dele?2
371ebb

x-k8s-namespace viaduct-public-production

x-k8s-pod-name viaduct-public-production-66f68dbdbc-j7hl5

x-app-git-sha 709cb3453b69dfb2244916cle8ad31lebe5b2b61

X-server-service-name Viaduct

X-envoy-upstream-service-time 23

x-server-api-method ViaductGraphQLResource#viaductExternalRequest

x-server-canonical-path //{path:(v2|v3) ((/viaduct(/(external|legacy-psf)(/[A-Za-z0-9
-14)?7)?) | (/[A-Za-20-9 -1+))7?}

x-airbnb-internal-trace-id A2zPajJiTHJYJPuUopbprA==

x-xss-protection 1; mode=block

x-content-type-options nosniff

x-frame-options SAMEORIGIN

referrer-policy same-origin

cache-control no-store, max-age=0, private, must-revalidate

server-timing backend;dur=21, cdn-cache; desc=NO-STORE, edge; dur=104, origin; dur=31

vary Accept-Encoding

content-encoding gzip



x-apiv3-served-by kraken

strict-transport-security max-age=10886400; includeSubdomains

date Fri, 07 Apr 2023 13:05:02 GMT

alt-svc h3=":443"; ma=93600

x-airbnb-sureride c1alo.0.b1d01702.1680872702.774eb4%%ilclo%%t1dlo.A2zPajJiTHIYJPuUop
bprA==%%h1l

cachestatus origin

28.2.3. Cookies
none

28.2.4. Content

{"data":{"presentation":{"showConsent": {"showConsent": {"showConsent":true, "consentRec
ord":null, "configView":"{\"configurationId\":\"ANDROID CLIENT AIRBNBCOM:GLOBAL:3\",\"
categoriesToTools\":[{\"categoryKey\":\"strictly necessary consent v2\",\"categoryTit
le\":\"Strictly Necessary\",\"tools\":[{\"key\":\"strictly necessary consent Braintre
e\",\"friendlyName\":\"Braintree\",\"defaultConsentValue\":\"OPTED IN\",\"mparticleld
\":\"Braintree\"},{\"key\":\"strictly necessary consent Google-Maps\",\"friendlyName\
":\"Google Maps\",\"defaultConsentValue\":\"OPTED IN\",\"mparticleId\":null},{\"key\"
:\"strictly necessary consent Google-reCAPTCHA\",\"friendlyName\":\"Google reCAPTCHA\
",\"defaultConsentValue\":\"OPTED IN\",\"mparticleId\":null},{\"key\":\"strictly nece
ssary consent Arkoselabs\",\"friendlyName\":\"Arkoselabs\",\"defaultConsentValue\":\"
OPTED_IN\",\"mparticleId\":null},{\"key\":\"strictly necessary consent PaymentProcess
ing\",\"friendlyName\":\"Payment Processing\",\"defaultConsentValue\":\"OPTED IN\",\"
mparticleId\":null}]}, {\"categoryKey\":\"functional consent v2\",\"categoryTitle\":\"
Functionall",\"tools\":[{\"key\":\"functional consent Facebook-Functionalities\",\"fr
iendlyName\":\"Facebook Functionalities\",\"defaultConsentValue\":\"OPTED OUT\",\"mpa
rticleId\":null}, {\"key\":\"functional consent Aul@tix\",\"friendlyName\":\"AulOtix\"
,\"defaultConsentValue\":\"OPTED OUT\",\"mparticleId\":null}, {\"key\":\"functional co
nsent MLabs\",\"friendlyName\":\"MLabs\",\"defaultConsentValue\":\"OPTED OUT\",\"mpar
ticleId\":null}1}, {\"categoryKey\":\"performance consent v2\",\"categoryTitle\":\"Per
formance\",\"tools\": [{\"key\":\"performance consent Branch\",\"friendlyName\":\"Bran
ch\",\"defaultConsentValue\":\"OPTED_OUT\",\"mparticleId\":\"Branch\"},{\"key\":\"per
formance_consent Bugsnag\",\"friendlyName\":\"Bugsnag\",\"defaultConsentValue\":\"OPT
ED OUT\",\"mparticleId\":\"Bugsnag\"},{\"key\":\"performance consent Amplitude\",\"fr
iendlyName\":\"Amplitude\",\"defaultConsentVa

(truncated after 2000 bytes)

29. POST api.airbnb.com (2023-04-07T13:05:02.1527)
29.1. Request

29.1.1. General
Method POST
HTTP version HTTP/2.0

Scheme https
Host api.airbnb.com
Filename /v2/client configs

29.1.2. Query string parameters
client_id 3092nxybybO@otqwl8e8nh5nty
locale en-US

currency USD



29.1.3. Headers

x-return-strategy single

cache-control max-age=3600, max-stale=601200

accept-encoding br,gzip

X-airbnb-supports-airlock-v2 true

content-type application/json; charset=UTF-8

content-length 39189

user-agent Airbnb/26004526 Name/GLOBAL TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

x-airbnb-sid

x-airbnb-network-type wifi

x-airbnb-screensize w=392.72726;h=805.0909

x-airbnb-device-id 7d5a6fd0d53a566b

x-airbnb-carrier-country us

x-airbnb-timezone Europe/Berlin

x-airbnb-everest-device-id 1680869876.QG 0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFzl OxihclL2og

x-airbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf

29.1.4. Cookies
none

29.1.5. Content

{"configs":["trebuchet","erf","curreny settings","country of ip","online exps ids","0
LYMPIC EXPS_IDS","bot detection config","feature"],"trebuchet keys":["android.signup
bridge v2","android.airrequest nonnull_body","android enable aliyun api domaiInboReqn
~v2","android force aliyun api domain v2","android.clear cached request on network er
ror","android.clear_recent requests on _crash","mobile.android.internal settings enabl
ed","magical logging components","android.network.api.logging.enabled", "android.payme
nts.default currency from locale.enabled","mobile.android.screenshot bug report","and
roid.throttle bugsnag", "android.force_enable akamai image serving","disable image loa
d logging","android.sample parcel size","signup bridge force disable","mobile.android
.client.enable jpush v2","android.fix.cache","android log imei for china","disable an
droid fourier_ images","luxury kill switch android","android textview prefetch","andro
id _enable account deletion","guest booking treatment force in","android.bugsnag uploa
d _experiments data","android.use centurion web view","erf android image webp","disabl
e phone_login_android","android.sign up_ korean user consent updates","android.sign up
_colombian _privacy supplement.force_in","android.host app_tab remove cn logic","andro
id.enable apple signup login using custom tab","android ignore gdpr requirements","an
droid ally page helper update title","android.reviews hrg bypass interstitial kill sw
itch","android global flow in chinese force in","monorail deprecation.capture v2 call
_sites.android","monorail deprecation.capture v2 call sites.android.include common_en
dpoints","android use denormalized memory cache kill switch","android.niobe normalize
d cache","android.disable apple_oauth","android.disable naver oauth","android.disable
_google oauth","android.disable facebook oauth","android.disable alipay payout oauth"

,"android.disable wechat oauth","android phone number util asset migration", "web view
_intents mvrx","mobile.android.br.installment

(truncated after 2000 bytes)

29.2. Response

29.2.1. General



Status 200
HTTP version HTTP/2.0

29.2.2. Headers

server nginx

content-type application/json;charset=utf-8

x-instrumentation airbnb, airbnb

x-server-lifecycle-phase running, running

status 200 OK

x-k8s-app-name mofi-production

x-k8s-namespace mofi-production

x-k8s-pod-name mofi-production-6596c97fc9-j84qw

x-app-git-sha 6db06e84de00279cb8cald71025d25ef1al8e857

X-server-service-name Mofi

x-envoy-upstream-service-time 51

x-server-api-method MofiRestfulResource#config

x-server-canonical-path /v2/client configs

x-airbnb-internal-trace-id SWEkKSZInLNqwgoV-zfQRw==

x-xss-protection 1; mode=block

x-content-type-options nosniff

x-frame-options SAMEORIGIN

referrer-policy same-origin

cache-control no-store, max-age=0, private, must-revalidate

server-timing backend;dur=49, cdn-cache; desc=NO-STORE, edge; dur=137, origin; dur=61

vary Accept-Encoding

content-encoding gzip

strict-transport-security max-age=10886400; includeSubdomains

date Fri, 07 Apr 2023 13:05:02 GMT

alt-svc h3=":443"; ma=93600

x-airbnb-sureride clalo.0.b1d01702.1680872702.774eba%%ilclo%%t1ld1lo.SWEKKSZInLNgwgoV-z
fQRw==%%h1

cachestatus origin

29.2.3. Cookies
none

29.2.4. Content

{"trebuchets":[{"id":"android.signup_bridge v2","launch":true},{"id":"android.airrequ
est nonnull body","launch":false},{"id":"android _enable _aliyun api domaiInboRegn v2",
"launch":false},{"id":"android force aliyun_ api domain v2","launch":false},{"id":"and
roid.clear cached request on network error","launch":true},{"id":"android.clear recen
t requests on_crash","launch":true},{"id":"mobile.android.internal_settings enabled",
"launch":false},{"id":"magical logging components","launch":true},{"id":"android.netw
ork.api.logging.enabled","launch":false},{"id":"android.payments.default currency fro
m_locale.enabled", "launch":true},{"id":"mobile.android.screenshot bug report", "launch
":false},{"id":"android.throttle_bugsnag", "launch":true},{"id":"android.force enable
akamai_ image serving","launch":true},{"id":"disable image load logging","launch":fals
e}, {"id":"android.sample parcel size","launch":true},{"id":"signup bridge force disab
le","launch":false},{"id":"mobile.android.client.enable_jpush v2","launch":true},{"id
":"android.fix.cache","launch":false},{"id":"android log imei for china","launch":fal
se},{"id":"disable_android fourier_ images", "launch":false},{"id":"luxury kill switch
android", "launch":false},{"id":"android_textview prefetch","launch":false},{"id":"and
roid enable account deletion","launch":true},{"id":"guest booking treatment force in"



,"launch":false},{"id":"android.bugsnag upload_experiments _data","launch":true}, {"id"
:"android.use centurion web view","launch":true},{"id":"erf _android image webp", "laun
ch":true},{"id":"disable phone login_android","launch":false},{"id":"android.sign up
korean user_consent_updates","launch":true},{"id":"android.sign_up_colombian privacy
supplement.force in","launch":true},{"id":"android.host app tab remove cn logic","lau
nch":true},{"id":"android.enable apple signup login using custom tab", "launch":false}
,{"1d":"android _ignore gdpr_requirements","launch":true},{"id":"android ally page hel
per update title","launch":true},{"id":"andro

(truncated after 2000 bytes)

30. POST api.airbnb.com (2023-04-07T13:05:02.4707Z)

30.1. Request

30.1.1. General
Method POST
HTTP version HTTP/2.0

Scheme https
Host api.airbnb.com
Filename /v2/batch/

30.1.2. Query string parameters
client_id 3092nxybybO@otqwl8e8nh5nty
locale en-US

currency USD

30.1.3. Headers

x-return-strategy single

accept-encoding br,gzip

x-airbnb-supports-airlock-v2 true

content-type application/json; charset=UTF-8

content-length 88

user-agent Airbnb/26004526 Name/GLOBAL TRAVEL AppVersion/23.13.1 ReleaseStage/releas
e Android/13 Device/Google sdk gphone64 x86 64 Carrier/T-Mobile Type/Phone Androi
dAPILevel/33

x-airbnb-sid

x-airbnb-network-type wifi

Xx-airbnb-screensize w=392.72726;h=805.0909

x-airbnb-device-id 7d5a6fd0d53a566b

x-airbnb-carrier-country us

x-airbnb-timezone Europe/Berlin

x-airbnb-everest-device-id 1680869876.QG 0zVROPO5bhs5qDAX0.YEsg3z H2DgrBox1Ci9WofGdon
sbBzFz1 OxihclL2og

x-airbnb-advertising-id 1209d0b9-b959-42e6-b921-aa5d9d08claf

30.1.4. Cookies
none

30.1.5. Content

{" transaction":false, "operations":[{"method":"GET", "path":"/host upsells", "query":{}
1}



30.2. Response

30.2.1. General
Status 404
HTTP version HTTP/2.0

30.2.2. Headers

server nginx

content-type application/json;charset=utf-8

x-instrumentation airbnb

x-server-lifecycle-phase running

status 404 Not Found

expires Thu, 01 Jan 1970 00:00:00 GMT

server-timing total;dur=31, cdn-cache; desc=NO-STORE, edge; dur=113, origin; dur=52

cache-control no-cache

content-security-policy default-src 'self' https: blob:; child-src * blob:; connect-s
rc 'self' https: wss: *.amap.com *.inspectlet.com; font-src 'self' data: *.muscac
he.com fonts.gstatic.com use.typekit.net; img-src 'self' https: data: *.inspectle
t.com; media-src 'self' https:; script-src 'self' 'unsafe-eval' a@.muscache.com c
dn.siftscience.com ss.musthird.com tl.musthird.com bat.bing.com connect.facebook.
net www.google-analytics.com www.googleadservices.com tpc.googlesyndication.com w
ww.googletagmanager.com maps.googleapis.com ajax.googleapis.com *.g.doubleclick.n
et www.google.com www.gstatic.com smartlock.google.com accounts.google.com app.li
nk cdn.branch.io api.branch.io bam.nr-data.net js-agent.newrelic.com ethn.io s.yi
mg.jp api.geetest.com monitor.geetest.com api.geevisit.com cdn.ampproject.org sto
rage.googleapis.com/workbox-cdn/ tagmanager.google.com pay.google.com songbird.ca
rdinalcommerce.com/ www.recaptcha.net www.gstatic.cn airbnb-api.arkoselabs.com h.
online-metrix.net blob: webapi.amap.com restapi.amap.com vdata.amap.com *.inspect
let.com 'nonce-654e8f08d4f6aabbf039f16f7685ec'; style-src 'self' https: 'unsafe-i
nline'; report-uri /tracking/csp?action=batch&controller=v2&report only=false&req
_uuid=664f862d-97e9-45d2-aaba-588f62bd055d&version=37870f408549c5eb3ecb5297ch8984
dc600afde?

x-ua-compatible IE=Edge,chrome=1

x-frame-options SAMEORIGIN

content-security-policy-report-only default-src blob: *; child-src blob: *; connect-s
rc blob: *; font-src 'self' data: *.muscache.com fonts.gstatic.com use.typekit.ne
t; img-src 'self' https: data: *.inspectlet.com; script-src 'self' 'unsafe-eval'
webpack.localhost.airbnb.com jira.airbnb.biz *.g.doubleclick.net cdn.siftscience.
com ss.musthird.com tl.musthird.com bat.bing.com connect.facebook.net www.google-
analytics.com www.googleadservices.com tpc.googlesyndication.com www.googletagman
ager.com maps.googleapis.com ajax.googleapis.com app.link cdn.branch.io api.branc
h.io bam.nr-data.net js-agent.newrelic.com sslwidget.criteo.com static.criteo.ne
t dis.criteo.com widget.us.criteo.com ethn.io blob: webapi.amap.com restapi.amap.
com *.inspectlet.com cdn.ampproject.org/v0.js cdn.ampproject.org/v0/ a.alipayobje
cts.com gw.alipayobjects.com static.t.agrant.cn t.agrantsem.com ditu.google.com *
.muscache.cn *.muscache.com ss.musthird.cn www.google.com www.gstatic.com b92.yah
00.C0.jp mc.yandex.ru wcs.naver.net static.matterport.com a.cdn.intentmedia.net s
.yimg.jp icm.aexp-static.com checkout.americanexpress.com www.paypalobjects.com s
martlock.google.com accounts.google.com tagmanager.google.com vdata.amap.com; sty
le-src * blob: 'unsafe-inline'; report-uri /tracking/csp?action=batch&controller=



v2&report_only=true&req uuid=664f862d-97e9-45d2-aaba-588f62bd055d&version=37870f4
08549c5eb3ecb5297cb8984dc600afde7

x-app-git-sha 37870f408549c5eb3ech5297cb8984dc600afde7

X-server-service-name Monorail

X-envoy-upstream-service-time 43

x-xss-protection 1; mode=block

etag W/"054e7c08036a86ed340770e8b2b94fee"

referrer-policy same-origin

x-content-type-options nosniff

x-server-canonical-path Api::V2::V2Controller#batch

x-airbnb-internal-trace-id fEWZ7TogqdXsgHYoxYU2Vng==

strict-transport-security max-age=10886400; includeSubdomains

content-length 209

date Fri, 07 Apr 2023 13:05:02 GMT

set-cookie jitney client session 1d=38e53478-993c-4fd0-b0de-b8958dbf5be2;Path=/;Domai
n=.airbnb.com;Expires=Sat, 08-Apr-2023 13:05:01 GMT;Max-Age=86399;Secure, jitney
client session created at=1680872702;Path=/;Domain=.airbnb.com;Expires=Sat, 08-Ap
r-2023 13:05:01 GMT;Max-Age=86399;Secure, jitney client session updated at=168087
2702;Path=/;Domain=.airbnb.com;Expires=Sat, 08-Apr-2023 13:05:01 GMT;Max-Age=8639
9;Secure

alt-svc h3=":443"; ma=93600

x-airbnb-sureride clalo.0.b1d01702.1680872702.774fa7%%ilclo%%t1ld1lo.fEWZ7ToqdXsqHYoxYU
2Vng==%%h1

cachestatus origin

30.2.3. Cookies

Name Value Path | Domain Expires HTTP only | Secure
jitney client | 38e53478-993c- | / .airbnb.com | 2023-04-08T13: v
session_id 4fd0-b0de-b895 05:01.000Z

8dbf5be2
jitney client | 1680872702 / .airbnb.com | 2023-04-08T13: v
session_create 05:01.000Z
d at
jitney client | 1680872702 / .airbnb.com | 2023-04-08T13: v
session_update 05:01.000Z
d at

30.2.4. Content

{"operations":[{"method":"GET","path":"/host upsells","query":{},"response":{"error c
ode":404,"error_type":"invalid action","error_message":"Action not found.","error_id"
:"5b9c7fcf77523821747dbda91297ca52"}}1}

31. POST api2.branch.io (2023-04-07T13:05:02.366Z)

31.1. Request

31.1.1. General
Method POST
HTTP version HTTP/1.1

Scheme https



Host api2.branch.io
Filename /v1/open

31.1.2. Query string parameters

none

31.1.3. Headers

Content-Type application/json

Accept application/json

User-Agent Dalvik/2.1.0 (Linux; U; Android 13; sdk gphone64 x86 64 Build/TE1A.220922.
012)

Host api2.branch.io

Connection Keep-Alive

Accept-Encoding gzip

Content-Length 1168

31.1.4. Cookies
none

31.1.5. Content

{"device fingerprint id":"1172860168313205995","identity id":"1172860168363571074","h
ardware_id":"c19d8fab-8e27-43e3-b854-e9a4c086¢l71","is hardware id real":false,"brand
":"Google", "model":"sdk gphone64 x86 64","screen dpi":440,"screen_height":2214,"scree
n width":1080, "wifi":true,"ui mode":"UI MODE TYPE NORMAL","os":"Android","os version"
:33,"cpu_type":"x86 64","build":"sdk gphone64 x86 64-userdebug 13 TE1A.220922.012 930
2419 dev-keys","locale":"en US","connection type":"wifi","device carrier":"T-Mobile",
"os_version android":"13","country":"US","language":"en","local ip":"10.0.0.1","app Vv
ersion":"23.13.1","facebook app_link checked":false,"is referrable":0, "debug":true,"u
pdate":1,"latest install time":1679326739158,"latest update time":1679326739158,"firs
t install time":1679326739158, "previous update time":1679326739158, "environment":"FUL
L APP","metadata":{}, "advertising ids":{"aaid":"1209d0b9-b959-42e6-b921-aa5d9d08claf"
},"lat val":0,"google advertising id":"1209d0b9-b959-42e6-b921-aa5d9d08claf","instrum
entation":{"v1l\/close-brtt":"323","v1\/open-qwt":"0"}, "sdk":"android5.0.3","branch ke
y":"key live acoLMx3FlYwpho29ntf7vjnkEwjEoClF", "retryNumber":0}

31.2. Response

31.2.1. General
Status 200 0K
HTTP version HTTP/1.1

31.2.2. Headers

Content-Type application/json; charset=utf-8

Content-Length 292

Connection keep-alive

Access-Control-Allow-0rigin *

Cache-Control no-cache

Date Fri, 07 Apr 2023 13:05:03 GMT

Strict-Transport-Security max-age=31536000; includeSubDomains
X-Branch-Request-Id 3e7905cc-1a82-45ff-a25b-f0aldc642ch5-2023040713
X-Cache Miss from cloudfront

Via 1.1 45144f4effcb6db6c846de623ab8b639a.cloudfront.net (CloudFront)
X-Amz-Cf-Pop FRA56-P7

X-Amz-Cf-Id HZX 3mw5D20Ip40 Wg37MQ51ijEc5vmo038gk9rZ3KSUBozYp-yhhEw==



31.2.3. Cookies

none

31.2.4. Content

{"data":"{\"+clicked branch link\":false,\"+is first session\":false}","device finger
print_id":"1172860168313205995","identity id":"1172860168363571074","link":"https://a
bnb.me/a/key live acolLMx3FlYwpho29ntf7vjnkEwjEoClF?%24identity id=1172860168363571074
","session id":"1172872003204730424"}

32. GET cdn.branch.io (2023-04-07T13:05:03.1497)
32.1. Request

32.1.1. General
Method GET
HTTP version HTTP/1.1

Scheme https
Host cdn.branch.io
Filename /sdk/uriskiplist v2.json

32.1.2. Query string parameters
none

32.1.3. Headers

User-Agent Dalvik/2.1.0 (Linux; U; Android 13; sdk gphone64 x86 64 Build/TE1A.220922.
012)

Host cdn.branch.io

Connection Keep-Alive

Accept-Encoding gzip

32.1.4. Cookies
none

32.1.5. Content

none

32.2. Response

32.2.1. General
Status 200 0K
HTTP version HTTP/1.1

32.2.2. Headers

Content-Type text/json

Content-Length 2

Connection keep-alive

Last-Modified Fri, 26 Apr 2019 15:23:26 GMT
x-amz-version-id 5U.tZHCgT6M6IU61MIZOVV2apl8Hnhig
Server AmazonS3

Date Fri, 07 Apr 2023 01:53:08 GMT

ETag "99914b932bd37a50b983c5e7c90ae93b"

X-Cache Hit from cloudfront



Via 1.1 fla22cc8d842b0950e4bd5bda60806f2.cloudfront.net (CloudFront)
X-Amz-Cf-Pop FRA56-P7

X-Amz-Cf-Id glZtcysklb8ynBSEfdkAW1XNQjBdbQjU JE1nOsAvjwwrBbyeFvxSw==
Age 40316

32.2.3. Cookies

none

32.2.4. Content
{}

33. POST graph.facebook.com (2023-04-07T13:05:12.3327)
33.1. Request

33.1.1. General
Method POST
HTTP version HTTP/1.1

Scheme https
Host graph.facebook.com
Filename /v14.0/138566025676/activities

33.1.2. Query string parameters

none

33.1.3. Headers

User-Agent FBAndroidSDK.14.1.1

Accept-Language en US

Content-Type application/x-www-form-urlencoded
Content-Encoding gzip

Transfer-Encoding chunked

Host graph.facebook.com

Connection Keep-Alive

Accept-Encoding gzip

33.1.4. Cookies

none

33.1.5. Content
o Name: format
Value: json

« Name: sdk
Value: android

« Name: custom events
Value: [{" eventName":"fb sdk settings changed"," eventName md5":"5031a3763t200bcdlbb
05019dela8a7b"," logTime":1679330129," ui":"unknown"," session id":"bld5a43d-7bl5-4
467-8684-65bcdcla2596","current":"13", "previous":"15","initial": "12", "usage":"3","
implicitlylLogged":"1"},{" eventName":"fb sdk settings changed"," eventName md5":"50
31a3763f200bcd1bb05019dela8a7b"," logTime":1679330129," ui":"unknown"," session id"
:"bld5a43d-7b15-4467-8684-65bcdcla2596","current":"14", "previous":"12","initial":"1
2" ,"usage":"3"," implicitlylLogged":"1"},{" eventName":"fb sdk settings changed"," e



ventName md5":"5031a3763f200bcd1lbb05019dela8a7b"," logTime":1679330129," ui":"unkno
wn"," session id":"bld5a43d-7b15-4467-8684-65bcdcla2596", "current":"14","previous":
"12","initial":"12","usage":"3"," implicitlylLogged":"1"},{" eventName":"fb sdk sett
ings_changed"," eventName md5":"5031a3763f200bcd1lbb05019dela8a7b"," logTime":167933
0129," ui":"unknown"," session id":"bld5a43d-7b15-4467-8684-65bcdcla2596","current"
:"15","previous":"14","initial":"12","usage":"3"," implicitlylLogged":"1"}]

Name: event
Value: CUSTOM APP EVENTS

Name: anon_id
Value: X29dd82044-772f-4b99-b17b-208e9c3cc38b

Name: application_tracking enabled
Value: true

Name: advertiser_id collection_enabled
Value: true

Name: advertiser_id
Value: 1209d0b9-b959-42e6-b921-aa5d9d08claf

Name: advertiser_tracking enabled
Value: true

Name: extinfo
Value: ["a2","com.airbnb.android",26004526,"23.13.1","13", "sdk_gphone64 x86 64","en U
s","GMT+01:00","T-Mobile",1080,2214,"2.75",4,8,6,"Europe\/Berlin"]

Name: application_package name
Value: com.airbnb.android

33.2. Response

33.2.1. General

Status 200 0K

HTTP version HTTP/1.1

33.2.2. Headers
Content-Type text/javascript; charset=UTF-8
Vary Origin

x-fb-rlafr 0

Access-Control-Allow-Origin *

facebook-api-version v14.0

Strict-Transport-Security max-age=15552000; preload

Pragma no-cache

Cache-Control private, no-cache, no-store, must-revalidate
Expires Sat, 01 Jan 2000 00:00:00 GMT

x-fb-request-id ARQ dps6ufz6I2 LFO7ZMIY

x-fb-trace-id BmH5hEecZ+n

x-fb-rev 1007268352

X-FB-Debug LAz60YeZAC5SrYZaXWProWy81sMkgv+W1t20J1H6059sOE2EXKUFK6WLfyfMs7+PotFLM/Uzhx
h1BNeyEmH3XA==

Date Fri, 07 Apr 2023 13:05:12 GMT

Alt-Svc h3=":443"; ma=86400



Connection keep-alive
Content-Length 16

33.2.3. Cookies
none

33.2.4. Content
{"success":true}

34. POST notify.bugsnag.com (2023-04-07T13:05:12.3617)

34.1. Request

34.1.1. General
Method POST
HTTP version HTTP/1.1

Scheme https
Host notify.bugsnag.com
Filename /

34.1.2. Query string parameters

none

34.1.3. Headers

Bugsnag-Integrity shal Oaclba7a568c7ca61514baf703d198a6b7008224

Bugsnag-Payload-Version 4.0

Bugsnag-Api-Key aelad931c177067ffc6d8a95c78913ff

Bugsnag-Sent-At 2023-03-20T16:35:39.4547

Content-Type application/json

Bugsnag-Stacktrace-Types android

Content-Length 127955

User-Agent Dalvik/2.1.0 (Linux; U; Android 13; sdk gphone64 x86 64 Build/TE1A.220922.
012)

Host notify.bugsnag.com

Connection Keep-Alive

Accept-Encoding gzip

34.1.4. Cookies
none

34.1.5. Content

{"apiKey":"aelad931c177067ffc6d8a95c78913ff", "payloadVersion":"4.0","notifier":{"name
":"Android Bugsnag Notifier","version":"5.28.4","url":"https://bugsnag.com"},"events"
:[{"context":"GPExploreMapFragment", "metaData": {"App":{"git_sha":"fb8a2577cbac5eeaabc
cacd3b405504echc02ea2", "view class name":"GPExploreMapFragment","git branch":"android
-release-23.13","previous view class name":"HomepageFragment", "page name":"SearchResu
1tsMap", "app_mode":"guest", "module name":"feat.explore.map","previous page name":"Sea
rchResults","previous module name":"feat.explore"},"app":{"memoryTrimLevel":"None","m
emoryUsage":41326648, "totalMemory":47319981, "processName":"com.airbnb.android", "activ
eScreen":"MvRxActivity", "name":"Airbnb", "memoryLimit":536870912, "lowMemory":false,"fr
eeMemory":5993333}, "throttle": {"mode":"c","throttle percentage":"0.5"},"Device":{"tab
let":false,"device type":"Google sdk gphone64 x86 64","play services available":0},"D
ynamic Features":{"installation state":{"dynamic_china":"installed in: unknown","dyna



mic_clicktocall":"installed in: unknown","dynamic dev":"installed in: unknown","dynam
ic_host":"installed in: unknown","dynamic_stripe":"installed in: unknown","dynamic_te
nsorflow":"installed in: unknown"},"installed this application instance":[],"failed t
his application instance":[1},"user":{"loggedIn":"false"}, "device":{"locationStatus":
"allowed", "emulator":false, "networkAccess":"wifi","charging":false, "screenDensity":2.
75,"dpi":440,"screenResolution":"2214x1080", "brand": "google", "batteryLevel":1.0},"del
ivered experiments":{"experiments":["android use mock epoxy models for flexible v2 sh
immer vO","android pdp image return transition v2","android explore prefetch pl","and
roid airlite optimization v1","decomposing explore m4 android","android niobe parsing
_improvement","android prefetch pl categories v6"],"treatments":["android use mock ep
oxy models for flexible v2 shimmer vO:treatment","android pdp image return_transition
_v2:treatment","android explore prefetch pl:t

(truncated after 2000 bytes)

34.2. Response

34.2.1. General
Status 200 0K
HTTP version HTTP/1.1

34.2.2. Headers

Access-Control-Allow-0rigin *

Bugsnag-Event-Id 6430150800baflc9768a0000

Date Fri, 07 Apr 2023 13:05:12 GMT

Content-Length 2

Content-Type text/plain; charset=utf-8

Via 1.1 google

Alt-Svc h3=":443"; ma=2592000,h3-29=":443"; ma=2592000

34.2.3. Cookies
none

34.2.4. Content
0K
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