
Technical report: Analysis of Android app
“Sample App!”
1. Introduction
This report details the findings and methodology of an automated analysis concerning
tracking and similar data transmissions performed on the Android app “Sample Ap-
p!” (henceforth: “the app”) through the Tweasel project, operated by Datenanfragen.de e. V.

The analysis was performed on December 7, 2023 at 1:18:11 PM GMT+1 on version 0.32.3 of
the app on Android 13.

2. Findings
During the analysis, the network traffic initiated by the app was recorded. In total, 34 re-
quests were recorded between April 7, 2023 at 3:04:57 PM GMT+2 and April 7, 2023 at
3:05:12 PM GMT+2. The recorded traffic is attached as a HAR file (MD5 checksum of the
HAR file: 1234567890abcdef1234567890abcdef), a standard format used by HTTP(S) moni-
toring tools to export collected data.¹ HAR files can be viewed using Firefox or Chrome, for
example.² The contents of the recorded traffic are also reproduced in Appendix A1.

¹http://www.softwareishard.com/blog/har-12-spec/
²TODO: https://github.com/tweaselORG/docs.tweasel.org/issues/7

2.1. Network traffic without any interaction
The requests described in this sections happened without any interaction with the app or
any potential consent dialogs.

In total, there were 7 requests detected that transmitted data to 4 trackers without any inter-
action.

2.1.1. smartbear/bugsnag-sessions (TODO: nicer title)
The app sent the following 1 requests to the tracker “smartbear/bugsnag-sessions” (TODO:
nicer title) (TODO: tracker URL), operated by “SmartBear Software”.

2.1.1.1. POST request to sessions.bugsnag.com (3:04:57 PM)
On April 7, 2023 at 3:04:57 PM GMT+2, the app sent a POST request to
sessions.bugsnag.com. This request is reproduced in Appendix 1.1.

The following information was detected as being transmitted through this request:

a. Tracker SDK version (transmitted as notifier.version with the value 5.28.4)
b. App version (transmitted as app.version with the value 23.13.1)
c. App version (transmitted as app.versionCode with the value 26004526)
d. App ID (transmitted as app.id with the value com.airbnb.android)
e. Architecture (transmitted as device.cpuAbi with the value x86_64)
f. OS name (transmitted as device.osName with the value android)
g. OS version (transmitted as device.osVersion with the value 13)
h. Is device rooted? (transmitted as device.jailbroken with the value false)
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i. Manufacturer (transmitted as device.manufacturer with the value Google)
j. Model (transmitted as device.model with the value sdk_gphone64_x86_64)
k. Language (transmitted as device.locale with the value en_US)
l. Total RAM (transmitted as device.totalMemory with the value 2061852672)

m. Other identifiers (transmitted as device.id with the value ad2140b6-25f1-42d7-
b45c-4c0e224ca64f)

n. Other identifiers (transmitted as sessions.*.user.id with the value
7d5a6fd0d53a566b)

o. Other identifiers (transmitted as sessions.*.id with the value ea5d71aa-0ecc-4d81-
ac29-e7dedf9d0a43)

p. App start time (transmitted as sessions.*.startedAt with the value
2023-03-20T16:35:24.304Z)

2.1.2. facebook/graph-activities-qs (TODO: nicer title)
The app sent the following 2 requests to the tracker “facebook/graph-activities-qs” (TODO:
nicer title) (TODO: tracker URL), operated by “Facebook”.

2.1.2.1. POST request to graph.facebook.com (3:04:57 PM)
On April 7, 2023 at 3:04:57 PM GMT+2, the app sent a POST request to graph.facebook.com.
This request is reproduced in Appendix 1.2.

The following information was detected as being transmitted through this request:

a. Device advertising ID (transmitted as advertiser_id with the value 1209d0b9-
b959-42e6-b921-aa5d9d08c1af)

b. Other identifiers (transmitted as anon_id with the value XZ9dd82044-772f-4b99-
b17b-208e9c3cc38b)

c. OS name (transmitted as sdk with the value android)
d. App ID (transmitted as extinfo.1 with the value com.airbnb.android)
e. App ID (transmitted as application_package_name with the value

com.airbnb.android)
f. App version (transmitted as extinfo.2 with the value 26004526)
g. App version (transmitted as extinfo.3 with the value 23.13.1)
h. OS version (transmitted as extinfo.4 with the value 13)
i. Model (transmitted as extinfo.5 with the value sdk_gphone64_x86_64)
j. Language (transmitted as extinfo.6 with the value en_US)
k. Time zone (transmitted as extinfo.7 with the value GMT+01:00)
l. Time zone (transmitted as extinfo.15 with the value Europe/Berlin)

m. Carrier (transmitted as extinfo.8 with the value T-Mobile)
n. Screen width (transmitted as extinfo.9 with the value 1080)
o. Screen height (transmitted as extinfo.10 with the value 2214)
p. Total disk space (transmitted as extinfo.13 with the value 8)
q. Free disk space (transmitted as extinfo.14 with the value 6)

2.1.2.2. POST request to graph.facebook.com (3:05:12 PM)
On April 7, 2023 at 3:05:12 PM GMT+2, the app sent a POST request to graph.facebook.com.
This request is reproduced in Appendix 1.6.
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The following information was detected as being transmitted through this request:

a. Device advertising ID (transmitted as advertiser_id with the value 1209d0b9-
b959-42e6-b921-aa5d9d08c1af)

b. Other identifiers (transmitted as anon_id with the value XZ9dd82044-772f-4b99-
b17b-208e9c3cc38b)

c. OS name (transmitted as sdk with the value android)
d. App ID (transmitted as extinfo.1 with the value com.airbnb.android)
e. App ID (transmitted as application_package_name with the value

com.airbnb.android)
f. App version (transmitted as extinfo.2 with the value 26004526)
g. App version (transmitted as extinfo.3 with the value 23.13.1)
h. OS version (transmitted as extinfo.4 with the value 13)
i. Model (transmitted as extinfo.5 with the value sdk_gphone64_x86_64)
j. Language (transmitted as extinfo.6 with the value en_US)
k. Time zone (transmitted as extinfo.7 with the value GMT+01:00)
l. Time zone (transmitted as extinfo.15 with the value Europe/Berlin)

m. Carrier (transmitted as extinfo.8 with the value T-Mobile)
n. Screen width (transmitted as extinfo.9 with the value 1080)
o. Screen height (transmitted as extinfo.10 with the value 2214)
p. Total disk space (transmitted as extinfo.13 with the value 8)
q. Free disk space (transmitted as extinfo.14 with the value 6)

2.1.3. branch-io/v1 (TODO: nicer title)
The app sent the following 3 requests to the tracker “branch-io/v1” (TODO: nicer title)
(TODO: tracker URL), operated by “Branch Metrics, Inc.”.

2.1.3.1. POST request to api2.branch.io (3:04:57 PM)
On April 7, 2023 at 3:04:57 PM GMT+2, the app sent a POST request to api2.branch.io. This
request is reproduced in Appendix 1.3.

The following information was detected as being transmitted through this request:

a. Device advertising ID (transmitted as google_advertising_id with the value 1209d0b9-
b959-42e6-b921-aa5d9d08c1af)

b. Device advertising ID (transmitted as advertising_ids.aaid with the value 1209d0b9-
b959-42e6-b921-aa5d9d08c1af)

c. Other identifiers (transmitted as hardware_id with the value
048f96ec-220f-4860-95c4-62b2565dbbd3)

d. Other identifiers (transmitted as device_fingerprint_id with the value
1172860168313205995)

e. Other identifiers (transmitted as identity_id with the value 1172860168363571074)
f. Manufacturer (transmitted as brand with the value Google)
g. Model (transmitted as model with the value sdk_gphone64_x86_64)
h. Screen width (transmitted as screen_width with the value 1080)
i. Screen height (transmitted as screen_height with the value 2214)
j. Network connection type (transmitted as connection_type with the value wifi)
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k. OS name (transmitted as os with the value Android)
l. OS version (transmitted as os_version_android with the value 13)

m. OS version (transmitted as os_version with the value 33)
n. Language (transmitted as language with the value en)
o. Language (transmitted as locale with the value en_US)
p. Local IP address(es) (transmitted as local_ip with the value 10.0.0.1)
q. Architecture (transmitted as cpu_type with the value x86_64)
r. Carrier (transmitted as device_carrier with the value T-Mobile)
s. Country (transmitted as country with the value US)
t. App version (transmitted as app_version with the value 23.13.1)
u. Tracker SDK version (transmitted as sdk with the value android5.0.3)

2.1.3.2. POST request to api2.branch.io (3:04:58 PM)
On April 7, 2023 at 3:04:58 PM GMT+2, the app sent a POST request to api2.branch.io. This
request is reproduced in Appendix 1.4.

The following information was detected as being transmitted through this request:

a. Device advertising ID (transmitted as google_advertising_id with the value 1209d0b9-
b959-42e6-b921-aa5d9d08c1af)

b. Device advertising ID (transmitted as advertising_ids.aaid with the value 1209d0b9-
b959-42e6-b921-aa5d9d08c1af)

c. Other identifiers (transmitted as hardware_id with the value 58efd809-326b-4bbd-
b9ee-34900c536c89)

d. Other identifiers (transmitted as device_fingerprint_id with the value
1172860168313205995)

e. Other identifiers (transmitted as identity_id with the value 1172860168363571074)
f. Manufacturer (transmitted as brand with the value Google)
g. Model (transmitted as model with the value sdk_gphone64_x86_64)
h. Screen width (transmitted as screen_width with the value 1080)
i. Screen height (transmitted as screen_height with the value 2214)
j. OS name (transmitted as os with the value Android)
k. OS version (transmitted as os_version with the value 33)
l. Language (transmitted as language with the value en)

m. Local IP address(es) (transmitted as local_ip with the value 10.0.0.1)
n. Country (transmitted as country with the value US)
o. App version (transmitted as app_version with the value 23.13.1)
p. Tracker SDK version (transmitted as sdk with the value android5.0.3)

2.1.3.3. POST request to api2.branch.io (3:05:02 PM)
On April 7, 2023 at 3:05:02 PM GMT+2, the app sent a POST request to api2.branch.io. This
request is reproduced in Appendix 1.5.

The following information was detected as being transmitted through this request:

a. Device advertising ID (transmitted as google_advertising_id with the value 1209d0b9-
b959-42e6-b921-aa5d9d08c1af)
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b. Device advertising ID (transmitted as advertising_ids.aaid with the value 1209d0b9-
b959-42e6-b921-aa5d9d08c1af)

c. Other identifiers (transmitted as hardware_id with the value c19d8fab-8e27-43e3-
b854-e9a4c086c171)

d. Other identifiers (transmitted as device_fingerprint_id with the value
1172860168313205995)

e. Other identifiers (transmitted as identity_id with the value 1172860168363571074)
f. Manufacturer (transmitted as brand with the value Google)
g. Model (transmitted as model with the value sdk_gphone64_x86_64)
h. Screen width (transmitted as screen_width with the value 1080)
i. Screen height (transmitted as screen_height with the value 2214)
j. Network connection type (transmitted as connection_type with the value wifi)
k. OS name (transmitted as os with the value Android)
l. OS version (transmitted as os_version_android with the value 13)

m. OS version (transmitted as os_version with the value 33)
n. Language (transmitted as language with the value en)
o. Language (transmitted as locale with the value en_US)
p. Local IP address(es) (transmitted as local_ip with the value 10.0.0.1)
q. Architecture (transmitted as cpu_type with the value x86_64)
r. Carrier (transmitted as device_carrier with the value T-Mobile)
s. Country (transmitted as country with the value US)
t. App version (transmitted as app_version with the value 23.13.1)
u. Tracker SDK version (transmitted as sdk with the value android5.0.3)

2.1.4. smartbear/bugsnag-notify (TODO: nicer title)
The app sent the following 1 requests to the tracker “smartbear/bugsnag-notify” (TODO:
nicer title) (TODO: tracker URL), operated by “SmartBear Software”.

2.1.4.1. POST request to notify.bugsnag.com (3:05:12 PM)
On April 7, 2023 at 3:05:12 PM GMT+2, the app sent a POST request to notify.bugsnag.com.
This request is reproduced in Appendix 1.7.

The following information was detected as being transmitted through this request:

a. Tracker SDK version (transmitted as notifier.version with the value 5.28.4)
b. Other identifiers (transmitted as events.*.user.id with the value 7d5a6fd0d53a566b)
c. Other identifiers (transmitted as events.*.device.id with the value

ad2140b6-25f1-42d7-b45c-4c0e224ca64f)
d. Other identifiers (transmitted as events.*.session.id with the value

ea5d71aa-0ecc-4d81-ac29-e7dedf9d0a43)
e. App ID (transmitted as events.*.app.id with the value com.airbnb.android)
f. App version (transmitted as events.*.app.version with the value 23.13.1)
g. App version (transmitted as events.*.app.versionCode with the value 26004526)
h. Time spent in app (transmitted as events.*.app.duration with the value 15275)
i. Is app in foreground? (transmitted as events.*.app.inForeground with the value true)
j. Architecture (transmitted as events.*.device.cpuAbi with the value x86_64)
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k. Manufacturer (transmitted as events.*.device.manufacturer with the value Google)
l. Manufacturer (transmitted as events.*.metaData.device.brand with the value

google)
m. Model (transmitted as events.*.device.model with the value sdk_gphone64_x86_64)
n. OS name (transmitted as events.*.device.osName with the value android)
o. OS version (transmitted as events.*.device.osVersion with the value 13)
p. Free RAM (transmitted as events.*.device.freeMemory with the value 1099014144)
q. Total RAM (transmitted as events.*.device.totalMemory with the value 2061852672)
r. Is device rooted? (transmitted as events.*.device.jailbroken with the value false)
s. Orientation (transmitted as events.*.device.orientation with the value portrait)
t. Viewed page (transmitted as events.*.context with the value GPExploreMapFragment)
u. App start time (transmitted as events.*.session.startedAt with the value

2023-03-20T16:35:24.304Z)
v. App name (transmitted as events.*.metaData.app.name with the value Airbnb)
w. Is device an emulator? (transmitted as events.*.metaData.device.emulator with the

value false)
x. Network connection type (transmitted as events.*.metaData.device.networkAccess

with the value wifi)
y. Charging status (transmitted as events.*.metaData.device.charging with the value

false)
z. Screen height (transmitted as events.*.metaData.device.screenResolution with the

value 2214x1080)
aa. Screen width (transmitted as events.*.metaData.device.screenResolution with the

value 2214x1080)
ab. Battery level (transmitted as events.*.metaData.device.batteryLevel with the value

1)

3. Method
TODO
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Appendix
A1. Recorded traffic
Below is a reproduction of the recorded network requests that are mentioned in the report
as documented in the attached HAR file. Only requests are shown, all responses are omitted.
Binary request content is represented as a hexdump. Request content longer than 4,096
bytes is truncated. The full recorded traffic with all requests and including responses and full
request content can be seen the in attached HAR file.

1.1. P O S T   s e s s i o n s . b u g s n a g . c o m    (2023-04-07T13:04:57.209Z)

1.1.1. Request

1.1.1.1. General
Method P O S T  
HTTP version H T T P / 1 . 1  

Scheme h t t p s  
Host s e s s i o n s . b u g s n a g . c o m  
File name /  

1.1.1.2. Query string parameters
none

1.1.1.3. Headers
B u g s n a g - I n t e g r i t y   s h a 1   f a 6 3 0 5 8 e c 8 5 b 1 3 4 6 f 2 b c b b a a f c 4 5 7 0 9 b 6 c a 4 f 5 7 0  
B u g s n a g - P a y l o a d - V e r s i o n   1 . 0  
B u g s n a g - A p i - K e y   a e 1 a d 9 3 1 c 1 7 7 0 6 7 f f c 6 d 8 a 9 5 c 7 8 9 1 3 f f  
C o n t e n t - T y p e   a p p l i c a t i o n / j s o n  
B u g s n a g - S e n t - A t   2 0 2 3 - 0 3 - 2 0 T 1 6 : 3 5 : 2 4 . 3 0 5 Z  
C o n t e n t - L e n g t h   7 1 4  
U s e r - A g e n t   D a l v i k / 2 . 1 . 0   ( L i n u x ;   U ;   A n d r o i d   1 3 ;   s d k _ g p h o n e 6 4 _ x 8 6 _ 6 4   B u i l d / T E 1 A

. 2 2 0 9 2 2 . 0 1 2 )  
H o s t   s e s s i o n s . b u g s n a g . c o m  
C o n n e c t i o n   K e e p - A l i v e  
A c c e p t - E n c o d i n g   g z i p  

1.1.1.4. Cookies
none

1.1.1.5. Content
{ " n o t i f i e r " : { " n a m e " : " A n d r o i d   B u g s n a g   N o t i f i e r " , " v e r s i o n " : " 5 . 2 8 . 4 " , " u r l " : " h t t p s
: / / b u g s n a g . c o m " } , " a p p " : { " b i n a r y A r c h " : " x 8 6 _ 6 4 " , " i d " : " c o m . a i r b n b . a n d r o i d " , " r e l e a
s e S t a g e " : " R e l e a s e " , " t y p e " : " a n d r o i d " , " v e r s i o n " : " 2 3 . 1 3 . 1 " , " v e r s i o n C o d e " : 2 6 0 0 4 5 2 6
} , " d e v i c e " : { " c p u A b i " : [ " x 8 6 _ 6 4 " ] , " j a i l b r o k e n " : f a l s e , " i d " : " a d 2 1 4 0 b 6 - 2 5 f 1 - 4 2 d 7 - b 4
5 c - 4 c 0 e 2 2 4 c a 6 4 f " , " l o c a l e " : " e n _ U S " , " m a n u f a c t u r e r " : " G o o g l e " , " m o d e l " : " s d k _ g p h o n e 6
4 _ x 8 6 _ 6 4 " , " o s N a m e " : " a n d r o i d " , " o s V e r s i o n " : " 1 3 " , " r u n t i m e V e r s i o n s " : { " a n d r o i d A p i L e
v e l " : " 3 3 " , " o s B u i l d " : " s d k _ g p h o n e 6 4 _ x 8 6 _ 6 4 - u s e r d e b u g   1 3   T E 1 A . 2 2 0 9 2 2 . 0 1 2   9 3 0 2 4 1 9  
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d e v - k e y s " } , " t o t a l M e m o r y " : 2 0 6 1 8 5 2 6 7 2 } , " s e s s i o n s " : [ { " i d " : " e a 5 d 7 1 a a - 0 e c c - 4 d 8 1 - a c 2
9 - e 7 d e d f 9 d 0 a 4 3 " , " s t a r t e d A t " : " 2 0 2 3 - 0 3 - 2 0 T 1 6 : 3 5 : 2 4 . 3 0 4 Z " , " u s e r " : { " i d " : " 7 d 5 a 6 f d 0 d
5 3 a 5 6 6 b " } } ] }  

1.2. P O S T   g r a p h . f a c e b o o k . c o m    (2023-04-07T13:04:57.640Z)

1.2.1. Request

1.2.1.1. General
Method P O S T  
HTTP version H T T P / 1 . 1  

Scheme h t t p s  
Host g r a p h . f a c e b o o k . c o m  
File name / v 1 4 . 0 / 1 3 8 5 6 6 0 2 5 6 7 6 / a c t i v i t i e s  

1.2.1.2. Query string parameters
none

1.2.1.3. Headers
U s e r - A g e n t   F B A n d r o i d S D K . 1 4 . 1 . 1  
A c c e p t - L a n g u a g e   e n _ U S  
C o n t e n t - T y p e   a p p l i c a t i o n / x - w w w - f o r m - u r l e n c o d e d  
C o n t e n t - E n c o d i n g   g z i p  
T r a n s f e r - E n c o d i n g   c h u n k e d  
H o s t   g r a p h . f a c e b o o k . c o m  
C o n n e c t i o n   K e e p - A l i v e  
A c c e p t - E n c o d i n g   g z i p  

1.2.1.4. Cookies
none

1.2.1.5. Content
• Name: f o r m a t   

Value: j s o n   

• Name: s d k   
Value: a n d r o i d   

• Name: c u s t o m _ e v e n t s   
Value: [ { " _ e v e n t N a m e " : " f b _ s d k _ i n i t i a l i z e " , " _ e v e n t N a m e _ m d 5 " : " d 4 7 0 d 2 2 f 2 3 7 a e e 6 9 8
4 3 3 5 5 e d b a 5 a 8 1 7 8 " , " _ l o g T i m e " : 1 6 7 9 3 3 0 1 2 4 , " _ u i " : " u n k n o w n " , " s h a r e _ l i b _ i n c l u d e d " :
" 1 " , " a p p l i n k s _ l i b _ i n c l u d e d " : " 1 " , " g a m i n g s e r v i c e s _ l i b _ i n c l u d e d " : " 1 " , " m e s s e n g e r
_ l i b _ i n c l u d e d " : " 1 " , " l o g i n _ l i b _ i n c l u d e d " : " 1 " , " a l l _ l i b _ i n c l u d e d " : " 1 " , " c o r e _ l i b
_ i n c l u d e d " : " 1 " , " _ i n B a c k g r o u n d " : " 1 " , " _ i m p l i c i t l y L o g g e d " : " 1 " } , { " _ e v e n t N a m e " : " f
b _ m o b i l e _ d e a c t i v a t e _ a p p " , " _ e v e n t N a m e _ m d 5 " : " 9 2 2 5 5 b 4 9 1 a 4 e 2 5 b 5 d 8 0 9 e d c f 3 6 6 5 a f f e "
, " _ l o g T i m e " : " 1 6 7 9 3 2 7 3 0 8 " , " _ u i " : " S p l a s h S c r e e n A c t i v i t y " , " _ s e s s i o n _ i d " : " 5 3 6 f 5 d e
a - 5 0 c 9 - 4 6 3 6 - 9 f a 9 - 3 f 4 8 b 1 4 7 b f 7 f " , " f b _ m o b i l e _ t i m e _ b e t w e e n _ s e s s i o n s " : " s e s s i o n _ q u
a n t a _ 1 9 " , " f b _ m o b i l e _ l a u n c h _ s o u r c e " : " U n c l a s s i f i e d " , " f b _ m o b i l e _ a p p _ i n t e r r u p t i o
n s " : " 0 " , " _ v a l u e T o S u m " : 0 . 5 2 } , { " _ e v e n t N a m e " : " f b _ m o b i l e _ a c t i v a t e _ a p p " , " _ e v e n t N a
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m e _ m d 5 " : " c b 7 f 3 b 6 c d 2 9 4 a f c e 0 5 e c e 6 1 5 d 4 3 e a 7 b 9 " , " _ l o g T i m e " : 1 6 7 9 3 3 0 1 2 4 , " _ u i " : " S p l a
s h S c r e e n A c t i v i t y " , " _ s e s s i o n _ i d " : " 5 3 6 f 5 d e a - 5 0 c 9 - 4 6 3 6 - 9 f a 9 - 3 f 4 8 b 1 4 7 b f 7 f " , " f b _ m
o b i l e _ l a u n c h _ s o u r c e " : " U n c l a s s i f i e d " , " f b _ m o b i l e _ p c k g _ f p " : " 5 c 5 3 e f 3 a 4 d 7 8 7 e b f 1 4 3
d 8 9 0 6 b d 6 6 d 8 0 6 " , " f b _ m o b i l e _ a p p _ c e r t _ h a s h " : " p 8 k K m Y g + 6 g S W 2 I Z U V 1 L s 0 N d 2 u D k = \ n " } ]   

• Name: e v e n t   
Value: C U S T O M _ A P P _ E V E N T S   

• Name: a n o n _ i d   
Value: X Z 9 d d 8 2 0 4 4 - 7 7 2 f - 4 b 9 9 - b 1 7 b - 2 0 8 e 9 c 3 c c 3 8 b   

• Name: a p p l i c a t i o n _ t r a c k i n g _ e n a b l e d   
Value: t r u e   

• Name: a d v e r t i s e r _ i d _ c o l l e c t i o n _ e n a b l e d   
Value: t r u e   

• Name: a d v e r t i s e r _ i d   
Value: 1 2 0 9 d 0 b 9 - b 9 5 9 - 4 2 e 6 - b 9 2 1 - a a 5 d 9 d 0 8 c 1 a f   

• Name: a d v e r t i s e r _ t r a c k i n g _ e n a b l e d   
Value: t r u e   

• Name: e x t i n f o   
Value: [ " a 2 " , " c o m . a i r b n b . a n d r o i d " , 2 6 0 0 4 5 2 6 , " 2 3 . 1 3 . 1 " , " 1 3 " , " s d k _ g p h o n e 6 4 _ x 8 6 _ 6
4 " , " e n _ U S " , " G M T + 0 1 : 0 0 " , " T - M o b i l e " , 1 0 8 0 , 2 2 1 4 , " 2 . 7 5 " , 4 , 8 , 6 , " E u r o p e \ / B e r l i n " ]   

• Name: a p p l i c a t i o n _ p a c k a g e _ n a m e   
Value: c o m . a i r b n b . a n d r o i d   

1.3. P O S T   a p i 2 . b r a n c h . i o    (2023-04-07T13:04:57.948Z)

1.3.1. Request

1.3.1.1. General
Method P O S T  
HTTP version H T T P / 1 . 1  

Scheme h t t p s  
Host a p i 2 . b r a n c h . i o  
File name / v 1 / o p e n  

1.3.1.2. Query string parameters
none

1.3.1.3. Headers
C o n t e n t - T y p e   a p p l i c a t i o n / j s o n  
A c c e p t   a p p l i c a t i o n / j s o n  
U s e r - A g e n t   D a l v i k / 2 . 1 . 0   ( L i n u x ;   U ;   A n d r o i d   1 3 ;   s d k _ g p h o n e 6 4 _ x 8 6 _ 6 4   B u i l d / T E 1 A

. 2 2 0 9 2 2 . 0 1 2 )  
H o s t   a p i 2 . b r a n c h . i o  
C o n n e c t i o n   K e e p - A l i v e  
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A c c e p t - E n c o d i n g   g z i p  
C o n t e n t - L e n g t h   1 1 4 5  

1.3.1.4. Cookies
none

1.3.1.5. Content
{ " d e v i c e _ f i n g e r p r i n t _ i d " : " 1 1 7 2 8 6 0 1 6 8 3 1 3 2 0 5 9 9 5 " , " i d e n t i t y _ i d " : " 1 1 7 2 8 6 0 1 6 8 3 6 3 5 7 1
0 7 4 " , " h a r d w a r e _ i d " : " 0 4 8 f 9 6 e c - 2 2 0 f - 4 8 6 0 - 9 5 c 4 - 6 2 b 2 5 6 5 d b b d 3 " , " i s _ h a r d w a r e _ i d _ r e a l
" : f a l s e , " b r a n d " : " G o o g l e " , " m o d e l " : " s d k _ g p h o n e 6 4 _ x 8 6 _ 6 4 " , " s c r e e n _ d p i " : 4 4 0 , " s c r e e
n _ h e i g h t " : 2 2 1 4 , " s c r e e n _ w i d t h " : 1 0 8 0 , " w i f i " : t r u e , " u i _ m o d e " : " U I _ M O D E _ T Y P E _ N O R M A L "
, " o s " : " A n d r o i d " , " o s _ v e r s i o n " : 3 3 , " c p u _ t y p e " : " x 8 6 _ 6 4 " , " b u i l d " : " s d k _ g p h o n e 6 4 _ x 8 6 _
6 4 - u s e r d e b u g   1 3   T E 1 A . 2 2 0 9 2 2 . 0 1 2   9 3 0 2 4 1 9   d e v - k e y s " , " l o c a l e " : " e n _ U S " , " c o n n e c t i o n
_ t y p e " : " w i f i " , " d e v i c e _ c a r r i e r " : " T - M o b i l e " , " o s _ v e r s i o n _ a n d r o i d " : " 1 3 " , " c o u n t r y " :
" U S " , " l a n g u a g e " : " e n " , " l o c a l _ i p " : " 1 0 . 0 . 0 . 1 " , " a p p _ v e r s i o n " : " 2 3 . 1 3 . 1 " , " f a c e b o o k _ a
p p _ l i n k _ c h e c k e d " : f a l s e , " i s _ r e f e r r a b l e " : 0 , " d e b u g " : t r u e , " u p d a t e " : 1 , " l a t e s t _ i n s t a
l l _ t i m e " : 1 6 7 9 3 2 6 7 3 9 1 5 8 , " l a t e s t _ u p d a t e _ t i m e " : 1 6 7 9 3 2 6 7 3 9 1 5 8 , " f i r s t _ i n s t a l l _ t i m e "
: 1 6 7 9 3 2 6 7 3 9 1 5 8 , " p r e v i o u s _ u p d a t e _ t i m e " : 1 6 7 9 3 2 6 7 3 9 1 5 8 , " e n v i r o n m e n t " : " F U L L _ A P P " , "
m e t a d a t a " : { } , " a d v e r t i s i n g _ i d s " : { " a a i d " : " 1 2 0 9 d 0 b 9 - b 9 5 9 - 4 2 e 6 - b 9 2 1 - a a 5 d 9 d 0 8 c 1 a f " }
, " l a t _ v a l " : 0 , " g o o g l e _ a d v e r t i s i n g _ i d " : " 1 2 0 9 d 0 b 9 - b 9 5 9 - 4 2 e 6 - b 9 2 1 - a a 5 d 9 d 0 8 c 1 a f " , " i
n s t r u m e n t a t i o n " : { " v 1 \ / o p e n - q w t " : " 0 " } , " s d k " : " a n d r o i d 5 . 0 . 3 " , " b r a n c h _ k e y " : " k e y _ l i
v e _ a c o L M x 3 F l Y w p h o 2 9 n t f 7 v j n k E w j E o C l F " , " r e t r y N u m b e r " : 0 }  

1.4. P O S T   a p i 2 . b r a n c h . i o    (2023-04-07T13:04:58.933Z)

1.4.1. Request

1.4.1.1. General
Method P O S T  
HTTP version H T T P / 1 . 1  

Scheme h t t p s  
Host a p i 2 . b r a n c h . i o  
File name / v 1 / c l o s e  

1.4.1.2. Query string parameters
none

1.4.1.3. Headers
C o n t e n t - T y p e   a p p l i c a t i o n / j s o n  
A c c e p t   a p p l i c a t i o n / j s o n  
U s e r - A g e n t   D a l v i k / 2 . 1 . 0   ( L i n u x ;   U ;   A n d r o i d   1 3 ;   s d k _ g p h o n e 6 4 _ x 8 6 _ 6 4   B u i l d / T E 1 A

. 2 2 0 9 2 2 . 0 1 2 )  
H o s t   a p i 2 . b r a n c h . i o  
C o n n e c t i o n   K e e p - A l i v e  
A c c e p t - E n c o d i n g   g z i p  
C o n t e n t - L e n g t h   7 6 7  

1.4.1.4. Cookies
none
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1.4.1.5. Content
{ " d e v i c e _ f i n g e r p r i n t _ i d " : " 1 1 7 2 8 6 0 1 6 8 3 1 3 2 0 5 9 9 5 " , " i d e n t i t y _ i d " : " 1 1 7 2 8 6 0 1 6 8 3 6 3 5 7 1
0 7 4 " , " s e s s i o n _ i d " : " 1 1 7 2 8 7 1 9 8 2 1 8 7 1 2 4 3 8 9 " , " a p p _ v e r s i o n " : " 2 3 . 1 3 . 1 " , " h a r d w a r e _ i d " :
" 5 8 e f d 8 0 9 - 3 2 6 b - 4 b b d - b 9 e e - 3 4 9 0 0 c 5 3 6 c 8 9 " , " i s _ h a r d w a r e _ i d _ r e a l " : f a l s e , " b r a n d " : " G o
o g l e " , " m o d e l " : " s d k _ g p h o n e 6 4 _ x 8 6 _ 6 4 " , " s c r e e n _ d p i " : 4 4 0 , " s c r e e n _ h e i g h t " : 2 2 1 4 , " s c r
e e n _ w i d t h " : 1 0 8 0 , " w i f i " : t r u e , " u i _ m o d e " : " U I _ M O D E _ T Y P E _ N O R M A L " , " o s " : " A n d r o i d " , " o s
_ v e r s i o n " : 3 3 , " c o u n t r y " : " U S " , " l a n g u a g e " : " e n " , " l o c a l _ i p " : " 1 0 . 0 . 0 . 1 " , " m e t a d a t a " : {
} , " a d v e r t i s i n g _ i d s " : { " a a i d " : " 1 2 0 9 d 0 b 9 - b 9 5 9 - 4 2 e 6 - b 9 2 1 - a a 5 d 9 d 0 8 c 1 a f " } , " l a t _ v a l " :
0 , " g o o g l e _ a d v e r t i s i n g _ i d " : " 1 2 0 9 d 0 b 9 - b 9 5 9 - 4 2 e 6 - b 9 2 1 - a a 5 d 9 d 0 8 c 1 a f " , " i n s t r u m e n t a t
i o n " : { " v 1 \ / c l o s e - q w t " : " 2 " , " v 1 \ / o p e n - b r t t " : " 2 6 2 " } , " s d k " : " a n d r o i d 5 . 0 . 3 " , " b r a n c h _
k e y " : " k e y _ l i v e _ a c o L M x 3 F l Y w p h o 2 9 n t f 7 v j n k E w j E o C l F " , " r e t r y N u m b e r " : 0 }  

1.5. P O S T   a p i 2 . b r a n c h . i o    (2023-04-07T13:05:02.366Z)

1.5.1. Request

1.5.1.1. General
Method P O S T  
HTTP version H T T P / 1 . 1  

Scheme h t t p s  
Host a p i 2 . b r a n c h . i o  
File name / v 1 / o p e n  

1.5.1.2. Query string parameters
none

1.5.1.3. Headers
C o n t e n t - T y p e   a p p l i c a t i o n / j s o n  
A c c e p t   a p p l i c a t i o n / j s o n  
U s e r - A g e n t   D a l v i k / 2 . 1 . 0   ( L i n u x ;   U ;   A n d r o i d   1 3 ;   s d k _ g p h o n e 6 4 _ x 8 6 _ 6 4   B u i l d / T E 1 A

. 2 2 0 9 2 2 . 0 1 2 )  
H o s t   a p i 2 . b r a n c h . i o  
C o n n e c t i o n   K e e p - A l i v e  
A c c e p t - E n c o d i n g   g z i p  
C o n t e n t - L e n g t h   1 1 6 8  

1.5.1.4. Cookies
none

1.5.1.5. Content
{ " d e v i c e _ f i n g e r p r i n t _ i d " : " 1 1 7 2 8 6 0 1 6 8 3 1 3 2 0 5 9 9 5 " , " i d e n t i t y _ i d " : " 1 1 7 2 8 6 0 1 6 8 3 6 3 5 7 1
0 7 4 " , " h a r d w a r e _ i d " : " c 1 9 d 8 f a b - 8 e 2 7 - 4 3 e 3 - b 8 5 4 - e 9 a 4 c 0 8 6 c 1 7 1 " , " i s _ h a r d w a r e _ i d _ r e a l
" : f a l s e , " b r a n d " : " G o o g l e " , " m o d e l " : " s d k _ g p h o n e 6 4 _ x 8 6 _ 6 4 " , " s c r e e n _ d p i " : 4 4 0 , " s c r e e
n _ h e i g h t " : 2 2 1 4 , " s c r e e n _ w i d t h " : 1 0 8 0 , " w i f i " : t r u e , " u i _ m o d e " : " U I _ M O D E _ T Y P E _ N O R M A L "
, " o s " : " A n d r o i d " , " o s _ v e r s i o n " : 3 3 , " c p u _ t y p e " : " x 8 6 _ 6 4 " , " b u i l d " : " s d k _ g p h o n e 6 4 _ x 8 6 _
6 4 - u s e r d e b u g   1 3   T E 1 A . 2 2 0 9 2 2 . 0 1 2   9 3 0 2 4 1 9   d e v - k e y s " , " l o c a l e " : " e n _ U S " , " c o n n e c t i o n
_ t y p e " : " w i f i " , " d e v i c e _ c a r r i e r " : " T - M o b i l e " , " o s _ v e r s i o n _ a n d r o i d " : " 1 3 " , " c o u n t r y " :
" U S " , " l a n g u a g e " : " e n " , " l o c a l _ i p " : " 1 0 . 0 . 0 . 1 " , " a p p _ v e r s i o n " : " 2 3 . 1 3 . 1 " , " f a c e b o o k _ a
p p _ l i n k _ c h e c k e d " : f a l s e , " i s _ r e f e r r a b l e " : 0 , " d e b u g " : t r u e , " u p d a t e " : 1 , " l a t e s t _ i n s t a
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l l _ t i m e " : 1 6 7 9 3 2 6 7 3 9 1 5 8 , " l a t e s t _ u p d a t e _ t i m e " : 1 6 7 9 3 2 6 7 3 9 1 5 8 , " f i r s t _ i n s t a l l _ t i m e "
: 1 6 7 9 3 2 6 7 3 9 1 5 8 , " p r e v i o u s _ u p d a t e _ t i m e " : 1 6 7 9 3 2 6 7 3 9 1 5 8 , " e n v i r o n m e n t " : " F U L L _ A P P " , "
m e t a d a t a " : { } , " a d v e r t i s i n g _ i d s " : { " a a i d " : " 1 2 0 9 d 0 b 9 - b 9 5 9 - 4 2 e 6 - b 9 2 1 - a a 5 d 9 d 0 8 c 1 a f " }
, " l a t _ v a l " : 0 , " g o o g l e _ a d v e r t i s i n g _ i d " : " 1 2 0 9 d 0 b 9 - b 9 5 9 - 4 2 e 6 - b 9 2 1 - a a 5 d 9 d 0 8 c 1 a f " , " i
n s t r u m e n t a t i o n " : { " v 1 \ / c l o s e - b r t t " : " 3 2 3 " , " v 1 \ / o p e n - q w t " : " 0 " } , " s d k " : " a n d r o i d 5 . 0 .
3 " , " b r a n c h _ k e y " : " k e y _ l i v e _ a c o L M x 3 F l Y w p h o 2 9 n t f 7 v j n k E w j E o C l F " , " r e t r y N u m b e r " : 0 }  

1.6. P O S T   g r a p h . f a c e b o o k . c o m    (2023-04-07T13:05:12.332Z)

1.6.1. Request

1.6.1.1. General
Method P O S T  
HTTP version H T T P / 1 . 1  

Scheme h t t p s  
Host g r a p h . f a c e b o o k . c o m  
File name / v 1 4 . 0 / 1 3 8 5 6 6 0 2 5 6 7 6 / a c t i v i t i e s  

1.6.1.2. Query string parameters
none

1.6.1.3. Headers
U s e r - A g e n t   F B A n d r o i d S D K . 1 4 . 1 . 1  
A c c e p t - L a n g u a g e   e n _ U S  
C o n t e n t - T y p e   a p p l i c a t i o n / x - w w w - f o r m - u r l e n c o d e d  
C o n t e n t - E n c o d i n g   g z i p  
T r a n s f e r - E n c o d i n g   c h u n k e d  
H o s t   g r a p h . f a c e b o o k . c o m  
C o n n e c t i o n   K e e p - A l i v e  
A c c e p t - E n c o d i n g   g z i p  

1.6.1.4. Cookies
none

1.6.1.5. Content
• Name: f o r m a t   

Value: j s o n   

• Name: s d k   
Value: a n d r o i d   

• Name: c u s t o m _ e v e n t s   
Value: [ { " _ e v e n t N a m e " : " f b _ s d k _ s e t t i n g s _ c h a n g e d " , " _ e v e n t N a m e _ m d 5 " : " 5 0 3 1 a 3 7 6 3 f 2
0 0 b c d 1 b b 0 5 0 1 9 d e 1 a 8 a 7 b " , " _ l o g T i m e " : 1 6 7 9 3 3 0 1 2 9 , " _ u i " : " u n k n o w n " , " _ s e s s i o n _ i d " : "
b 1 d 5 a 4 3 d - 7 b 1 5 - 4 4 6 7 - 8 6 8 4 - 6 5 b c d c 1 a 2 5 9 6 " , " c u r r e n t " : " 1 3 " , " p r e v i o u s " : " 1 5 " , " i n i t i a
l " : " 1 2 " , " u s a g e " : " 3 " , " _ i m p l i c i t l y L o g g e d " : " 1 " } , { " _ e v e n t N a m e " : " f b _ s d k _ s e t t i n g s _
c h a n g e d " , " _ e v e n t N a m e _ m d 5 " : " 5 0 3 1 a 3 7 6 3 f 2 0 0 b c d 1 b b 0 5 0 1 9 d e 1 a 8 a 7 b " , " _ l o g T i m e " : 1 6 7 9
3 3 0 1 2 9 , " _ u i " : " u n k n o w n " , " _ s e s s i o n _ i d " : " b 1 d 5 a 4 3 d - 7 b 1 5 - 4 4 6 7 - 8 6 8 4 - 6 5 b c d c 1 a 2 5 9 6 " ,
" c u r r e n t " : " 1 4 " , " p r e v i o u s " : " 1 2 " , " i n i t i a l " : " 1 2 " , " u s a g e " : " 3 " , " _ i m p l i c i t l y L o g g e d
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" : " 1 " } , { " _ e v e n t N a m e " : " f b _ s d k _ s e t t i n g s _ c h a n g e d " , " _ e v e n t N a m e _ m d 5 " : " 5 0 3 1 a 3 7 6 3 f 2
0 0 b c d 1 b b 0 5 0 1 9 d e 1 a 8 a 7 b " , " _ l o g T i m e " : 1 6 7 9 3 3 0 1 2 9 , " _ u i " : " u n k n o w n " , " _ s e s s i o n _ i d " : "
b 1 d 5 a 4 3 d - 7 b 1 5 - 4 4 6 7 - 8 6 8 4 - 6 5 b c d c 1 a 2 5 9 6 " , " c u r r e n t " : " 1 4 " , " p r e v i o u s " : " 1 2 " , " i n i t i a
l " : " 1 2 " , " u s a g e " : " 3 " , " _ i m p l i c i t l y L o g g e d " : " 1 " } , { " _ e v e n t N a m e " : " f b _ s d k _ s e t t i n g s _
c h a n g e d " , " _ e v e n t N a m e _ m d 5 " : " 5 0 3 1 a 3 7 6 3 f 2 0 0 b c d 1 b b 0 5 0 1 9 d e 1 a 8 a 7 b " , " _ l o g T i m e " : 1 6 7 9
3 3 0 1 2 9 , " _ u i " : " u n k n o w n " , " _ s e s s i o n _ i d " : " b 1 d 5 a 4 3 d - 7 b 1 5 - 4 4 6 7 - 8 6 8 4 - 6 5 b c d c 1 a 2 5 9 6 " ,
" c u r r e n t " : " 1 5 " , " p r e v i o u s " : " 1 4 " , " i n i t i a l " : " 1 2 " , " u s a g e " : " 3 " , " _ i m p l i c i t l y L o g g e d
" : " 1 " } ]   

• Name: e v e n t   
Value: C U S T O M _ A P P _ E V E N T S   

• Name: a n o n _ i d   
Value: X Z 9 d d 8 2 0 4 4 - 7 7 2 f - 4 b 9 9 - b 1 7 b - 2 0 8 e 9 c 3 c c 3 8 b   

• Name: a p p l i c a t i o n _ t r a c k i n g _ e n a b l e d   
Value: t r u e   

• Name: a d v e r t i s e r _ i d _ c o l l e c t i o n _ e n a b l e d   
Value: t r u e   

• Name: a d v e r t i s e r _ i d   
Value: 1 2 0 9 d 0 b 9 - b 9 5 9 - 4 2 e 6 - b 9 2 1 - a a 5 d 9 d 0 8 c 1 a f   

• Name: a d v e r t i s e r _ t r a c k i n g _ e n a b l e d   
Value: t r u e   

• Name: e x t i n f o   
Value: [ " a 2 " , " c o m . a i r b n b . a n d r o i d " , 2 6 0 0 4 5 2 6 , " 2 3 . 1 3 . 1 " , " 1 3 " , " s d k _ g p h o n e 6 4 _ x 8 6 _ 6
4 " , " e n _ U S " , " G M T + 0 1 : 0 0 " , " T - M o b i l e " , 1 0 8 0 , 2 2 1 4 , " 2 . 7 5 " , 4 , 8 , 6 , " E u r o p e \ / B e r l i n " ]   

• Name: a p p l i c a t i o n _ p a c k a g e _ n a m e   
Value: c o m . a i r b n b . a n d r o i d   

1.7. P O S T   n o t i f y . b u g s n a g . c o m    (2023-04-07T13:05:12.361Z)

1.7.1. Request

1.7.1.1. General
Method P O S T  
HTTP version H T T P / 1 . 1  

Scheme h t t p s  
Host n o t i f y . b u g s n a g . c o m  
File name /  

1.7.1.2. Query string parameters
none

1.7.1.3. Headers
B u g s n a g - I n t e g r i t y   s h a 1   0 a c 1 b a 7 a 5 6 8 c 7 c a 6 1 5 1 4 b a f 7 0 3 d 1 9 8 a 6 b 7 0 0 8 2 2 4  
B u g s n a g - P a y l o a d - V e r s i o n   4 . 0  
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B u g s n a g - A p i - K e y   a e 1 a d 9 3 1 c 1 7 7 0 6 7 f f c 6 d 8 a 9 5 c 7 8 9 1 3 f f  
B u g s n a g - S e n t - A t   2 0 2 3 - 0 3 - 2 0 T 1 6 : 3 5 : 3 9 . 4 5 4 Z  
C o n t e n t - T y p e   a p p l i c a t i o n / j s o n  
B u g s n a g - S t a c k t r a c e - T y p e s   a n d r o i d  
C o n t e n t - L e n g t h   1 2 7 9 5 5  
U s e r - A g e n t   D a l v i k / 2 . 1 . 0   ( L i n u x ;   U ;   A n d r o i d   1 3 ;   s d k _ g p h o n e 6 4 _ x 8 6 _ 6 4   B u i l d / T E 1 A

. 2 2 0 9 2 2 . 0 1 2 )  
H o s t   n o t i f y . b u g s n a g . c o m  
C o n n e c t i o n   K e e p - A l i v e  
A c c e p t - E n c o d i n g   g z i p  

1.7.1.4. Cookies
none

1.7.1.5. Content
{ " a p i K e y " : " a e 1 a d 9 3 1 c 1 7 7 0 6 7 f f c 6 d 8 a 9 5 c 7 8 9 1 3 f f " , " p a y l o a d V e r s i o n " : " 4 . 0 " , " n o t i f i e r "
: { " n a m e " : " A n d r o i d   B u g s n a g   N o t i f i e r " , " v e r s i o n " : " 5 . 2 8 . 4 " , " u r l " : " h t t p s : / / b u g s n a g .
c o m " } , " e v e n t s " : [ { " c o n t e x t " : " G P E x p l o r e M a p F r a g m e n t " , " m e t a D a t a " : { " A p p " : { " g i t _ s h a "
: " f b 8 a 2 5 7 7 c 0 a c 5 e e a a b c c a c d 3 b 4 0 5 5 0 4 e c b c 0 2 e a 2 " , " v i e w _ c l a s s _ n a m e " : " G P E x p l o r e M a p F r a
g m e n t " , " g i t _ b r a n c h " : " a n d r o i d - r e l e a s e - 2 3 . 1 3 " , " p r e v i o u s _ v i e w _ c l a s s _ n a m e " : " H o m e p a
g e F r a g m e n t " , " p a g e _ n a m e " : " S e a r c h R e s u l t s M a p " , " a p p _ m o d e " : " g u e s t " , " m o d u l e _ n a m e " : " f
e a t . e x p l o r e . m a p " , " p r e v i o u s _ p a g e _ n a m e " : " S e a r c h R e s u l t s " , " p r e v i o u s _ m o d u l e _ n a m e " : "
f e a t . e x p l o r e " } , " a p p " : { " m e m o r y T r i m L e v e l " : " N o n e " , " m e m o r y U s a g e " : 4 1 3 2 6 6 4 8 , " t o t a l M e
m o r y " : 4 7 3 1 9 9 8 1 , " p r o c e s s N a m e " : " c o m . a i r b n b . a n d r o i d " , " a c t i v e S c r e e n " : " M v R x A c t i v i t y
" , " n a m e " : " A i r b n b " , " m e m o r y L i m i t " : 5 3 6 8 7 0 9 1 2 , " l o w M e m o r y " : f a l s e , " f r e e M e m o r y " : 5 9 9 3 3
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