
14Finger Unauthorized Remote Command Execution

Vulnerability

There is an unauthorized remote command execution vulnerability at the fingerprint scanning
point of the core function

Through the audit source code, you can see that when only_spider is false, spider is true, you

will execute the crawl_site()

function



Continue to follow up, find that the submitted URL will be stitched to CMD, handed over to the

subprocess module of Python for execution, and arbitrarily commands can be executed by

constructing

Payload.

Exploit:

SUCCEED！




