timescale/timescaledb-ha:pg14.6-ts2.9.1-p1 (ubuntu 22.04) - Trivy
Report - 2024-05-30 20:53:32.5399613 +0530 IST m=+39.839087901

ubuntu

Package

Vulnerability ID

Severity

Installed Version

Fixed Version

bash

CVE-2022-3715

5.1-6ubuntu1

5.1-6ubuntu1.1

https://access.re¢
https://access.re¢
https://bugzilla.re
Toggle more links

bsdextrautils

CVE-2024-28085

2.37.2-4ubuntu3

2.37.2-4ubuntu3.3

http://www.openv
http://www.openv
http://www.openv
Toggle more links

bsdutils

CVE-2024-28085

1:2.37.2-4ubuntu3

2.37.2-4ubuntu3.3

http://www.openv
http://www.openv
http://www.openv
Toggle more links

curl

CVE-2023-38545

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.14

http://seclists.org
http://seclists.org
http://seclists.org
Toggle more links

curl

CVE-2023-23916

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.8

https://access.re¢
https://access.re(
https://bugzilla.re
Toggle more links

curl

CVE-2023-27535

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.10

https://access.re¢
https://access.re(
https://bugzilla.re
Toggle more links

curl

CVE-2023-46218

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.15

https://access.re(
https://access.re¢
https://bugzilla.re
Toggle more links

curl

CVE-2024-2398

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.16

http://www.openv
https://access.re¢
https://curl.se/dos
Toggle more links

curl

CVE-2023-23914

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.8

https://access.re(
https://curl.se/dos
https://hackerone
Toggle more links

curl

CVE-2023-23915

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.8

https://access.re¢
https://curl.se/dos
https://hackerone
Toggle more links

curl

CVE-2023-27533

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.10

https://access.re¢
https://access.re(
https://bugzilla.re
Toggle more links

curl

CVE-2023-27534

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.10

https://access.re¢
https://access.re¢
https://bugzilla.re
Toggle more links

curl

CVE-2023-27536

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.10

https://access.re¢
https://access.re¢
https://bugzilla.re
Toggle more links

curl

CVE-2023-27538

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.10

https://access.re¢
https://access.re¢
https://bugzilla.re
Toggle more links

curl

CVE-2023-28321

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.11

http://seclists.org
http://seclists.org
http://seclists.org
Toggle more links

curl

CVE-2023-28322

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.11

http://seclists.org
http://seclists.org
http://seclists.org
Toggle more links

curl

CVE-2023-38546

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.14

http://seclists.org


https://access.redhat.com/errata/RHSA-2023:0340
https://access.redhat.com/security/cve/CVE-2022-3715
https://bugzilla.redhat.com/2126720
http://www.openwall.com/lists/oss-security/2024/03/27/5
http://www.openwall.com/lists/oss-security/2024/03/27/6
http://www.openwall.com/lists/oss-security/2024/03/27/7
http://www.openwall.com/lists/oss-security/2024/03/27/5
http://www.openwall.com/lists/oss-security/2024/03/27/6
http://www.openwall.com/lists/oss-security/2024/03/27/7
http://seclists.org/fulldisclosure/2024/Jan/34
http://seclists.org/fulldisclosure/2024/Jan/37
http://seclists.org/fulldisclosure/2024/Jan/38
https://access.redhat.com/errata/RHSA-2023:1701
https://access.redhat.com/security/cve/CVE-2023-23916
https://bugzilla.redhat.com/2167815
https://access.redhat.com/errata/RHSA-2023:2650
https://access.redhat.com/security/cve/CVE-2023-27535
https://bugzilla.redhat.com/2179073
https://access.redhat.com/errata/RHSA-2024:1129
https://access.redhat.com/security/cve/CVE-2023-46218
https://bugzilla.redhat.com/2252030
http://www.openwall.com/lists/oss-security/2024/03/27/3
https://access.redhat.com/security/cve/CVE-2024-2398
https://curl.se/docs/CVE-2024-2398.html
https://access.redhat.com/security/cve/CVE-2023-23914
https://curl.se/docs/CVE-2023-23914.html
https://hackerone.com/reports/1813864
https://access.redhat.com/security/cve/CVE-2023-23915
https://curl.se/docs/CVE-2023-23915.html
https://hackerone.com/reports/1826048
https://access.redhat.com/errata/RHSA-2023:6679
https://access.redhat.com/security/cve/CVE-2023-27533
https://bugzilla.redhat.com/2179062
https://access.redhat.com/errata/RHSA-2023:6679
https://access.redhat.com/security/cve/CVE-2023-27534
https://bugzilla.redhat.com/2179062
https://access.redhat.com/errata/RHSA-2023:6679
https://access.redhat.com/security/cve/CVE-2023-27536
https://bugzilla.redhat.com/2179062
https://access.redhat.com/errata/RHSA-2023:6679
https://access.redhat.com/security/cve/CVE-2023-27538
https://bugzilla.redhat.com/2179062
http://seclists.org/fulldisclosure/2023/Jul/47
http://seclists.org/fulldisclosure/2023/Jul/48
http://seclists.org/fulldisclosure/2023/Jul/52
http://seclists.org/fulldisclosure/2023/Jul/47
http://seclists.org/fulldisclosure/2023/Jul/48
http://seclists.org/fulldisclosure/2023/Jul/52
http://seclists.org/fulldisclosure/2024/Jan/34

http://seclists.org
http://seclists.org
Toggle more links

less

CVE-2022-46663

590-1build1

590-1ubuntu0.22.04.1

http://www.green
http://www.openv
https://access.re¢
Toggle more links

less

CVE-2022-48624

590-1build1

590-1ubuntu0.22.04.2

https://access.re¢
https://access.re(
https:/bugzilla.re
Toggle more links

less

CVE-2024-32487

590-1build1

590-1ubuntu0.22.04.3

http://www.openv
https://access.re¢
https://github.con
Toggle more links

libblkid1

CVE-2024-28085

2.37.2-4ubuntu3

2.37.2-4ubuntu3.3

http://www.openv
http://www.openv
http://www.openv
Toggle more links

libc-ares2

CVE-2022-4904

1.18.1-1build1

1.18.1-1ubuntu0.22.04.1

https://access.re(
https://access.re¢
https://bugzilla.re
Toggle more links

libc-ares2

CVE-2023-31130

1.18.1-1build1

1.18.1-1ubuntu0.22.04.2

https://access.re¢
https://access.re¢
https://bugzilla.re
Toggle more links

libc-ares2

CVE-2023-32067

1.18.1-1build1

1.18.1-1ubuntu0.22.04.2

https://access.re(
https://access.re¢
https://bugzilla.re
Toggle more links

libc-ares2

CVE-2024-25629

1.18.1-1build1

1.18.1-1ubuntu0.22.04.3

https://access.re(
https://access.re¢
https://bugzilla.re
Toggle more links

libc-bin

CVE-2023-4911

2.35-0ubuntu3.1

2.35-O0ubuntu3.4

http://packetstorr
http://packetstorr
http://seclists.org
Toggle more links

libc-bin

CVE-2023-5156

2.35-0ubuntu3.1

2.35-0ubuntu3.5

http://www.openv
http://www.openv
http://www.openv
Toggle more links

libc-bin

CVE-2024-2961

2.35-0ubuntu3.1

2.35-0ubuntu3d.7

http://www.openv
http://www.openv
http://www.openv
Toggle more links

libc-bin

CVE-2023-4806

2.35-0ubuntu3.1

2.35-0ubuntu3.5

http://www.openv
http://www.openv
http://www.openv
Toggle more links

libc-bin

CVE-2023-4813

2.35-0ubuntu3.1

2.35-0ubuntud.5

http://www.openv
https://access.re(
https://access.re¢
Toggle more links

libc6

CVE-2023-4911

2.35-0ubuntu3.1

2.35-0ubuntu3.4

http://packetstorr
http://packetstorr
http://seclists.org
Toggle more links

libc6

CVE-2023-5156

2.35-0ubuntu3.1

2.35-0ubuntud.5

http://www.openv
http://www.openv
http://www.openv
Toggle more links

libc6

CVE-2024-2961

2.35-0ubuntu3.1

2.35-0ubuntu3d.7

http://www.openv
http://www.openv
http://www.openv
Toggle more links

libc6

CVE-2023-4806

2.35-0ubuntu3.1

2.35-0ubuntu3.5

http://www.openv
http://www.openv
http://www.openv
Toggle more links

libc6

CVE-2023-4813

2.35-O0ubuntu3.1

2.35-O0ubuntu3.5

http://www.openv
https://access.re(
https://access.re(
Toggle more links



http://seclists.org/fulldisclosure/2024/Jan/37
http://seclists.org/fulldisclosure/2024/Jan/38
http://www.greenwoodsoftware.com/less/news.609.html
http://www.openwall.com/lists/oss-security/2023/02/07/7
https://access.redhat.com/errata/RHSA-2023:3725
https://access.redhat.com/errata/RHSA-2024:1692
https://access.redhat.com/security/cve/CVE-2022-48624
https://bugzilla.redhat.com/2265081
http://www.openwall.com/lists/oss-security/2024/04/15/1
https://access.redhat.com/security/cve/CVE-2024-32487
https://github.com/gwsw/less/commit/007521ac3c95bc76e3d59c6dbfe75d06c8075c33
http://www.openwall.com/lists/oss-security/2024/03/27/5
http://www.openwall.com/lists/oss-security/2024/03/27/6
http://www.openwall.com/lists/oss-security/2024/03/27/7
https://access.redhat.com/errata/RHSA-2023:6635
https://access.redhat.com/security/cve/CVE-2022-4904
https://bugzilla.redhat.com/2168631
https://access.redhat.com/errata/RHSA-2023:6635
https://access.redhat.com/security/cve/CVE-2023-31130
https://bugzilla.redhat.com/2168631
https://access.redhat.com/errata/RHSA-2023:3586
https://access.redhat.com/security/cve/CVE-2023-32067
https://bugzilla.redhat.com/2209494
https://access.redhat.com/errata/RHSA-2024:2910
https://access.redhat.com/security/cve/CVE-2024-25629
https://bugzilla.redhat.com/2265713
http://packetstormsecurity.com/files/174986/glibc-ld.so-Local-Privilege-Escalation.html
http://packetstormsecurity.com/files/176288/Glibc-Tunables-Privilege-Escalation.html
http://seclists.org/fulldisclosure/2023/Oct/11
http://www.openwall.com/lists/oss-security/2023/10/03/4
http://www.openwall.com/lists/oss-security/2023/10/03/5
http://www.openwall.com/lists/oss-security/2023/10/03/6
http://www.openwall.com/lists/oss-security/2024/04/17/9
http://www.openwall.com/lists/oss-security/2024/04/18/4
http://www.openwall.com/lists/oss-security/2024/04/24/2
http://www.openwall.com/lists/oss-security/2023/10/03/4
http://www.openwall.com/lists/oss-security/2023/10/03/5
http://www.openwall.com/lists/oss-security/2023/10/03/6
http://www.openwall.com/lists/oss-security/2023/10/03/8
https://access.redhat.com/errata/RHSA-2023:5453
https://access.redhat.com/errata/RHSA-2023:5455
http://packetstormsecurity.com/files/174986/glibc-ld.so-Local-Privilege-Escalation.html
http://packetstormsecurity.com/files/176288/Glibc-Tunables-Privilege-Escalation.html
http://seclists.org/fulldisclosure/2023/Oct/11
http://www.openwall.com/lists/oss-security/2023/10/03/4
http://www.openwall.com/lists/oss-security/2023/10/03/5
http://www.openwall.com/lists/oss-security/2023/10/03/6
http://www.openwall.com/lists/oss-security/2024/04/17/9
http://www.openwall.com/lists/oss-security/2024/04/18/4
http://www.openwall.com/lists/oss-security/2024/04/24/2
http://www.openwall.com/lists/oss-security/2023/10/03/4
http://www.openwall.com/lists/oss-security/2023/10/03/5
http://www.openwall.com/lists/oss-security/2023/10/03/6
http://www.openwall.com/lists/oss-security/2023/10/03/8
https://access.redhat.com/errata/RHSA-2023:5453
https://access.redhat.com/errata/RHSA-2023:5455

https://access.re(
https://access.re(

libcap2 CVE-2023-2603 1:2.44-1build3 1:2.44-1ubuntu0.22.04.1 : :
https://bugzilla.re
Toggle more links
https://access.re¢

libcap2 CVE-2023-2602 1:2.44-1build3 1:2.44-1ubuntu0.22.04.1 bttps://access.re

https://bugzilla.re
Toggle more links

libcurl3-gnutls

CVE-2023-38545

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.14

http://seclists.org
http://seclists.org
http://seclists.org
Toggle more links

libcurl3-gnutls

CVE-2023-23916

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.8

https://access.re¢
https://access.re(
https://bugzilla.re
Toggle more links

libcurl3-gnutls

CVE-2023-27535

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.10

https://access.re¢
https://access.re¢
https://bugzilla.re
Toggle more links

libcurl3-gnutls

CVE-2023-46218

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.15

https://access.re¢
https://access.re¢
https://bugzilla.re
Toggle more links

libcurl3-gnutls

CVE-2024-2398

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.16

http://www.openv
https://access.re¢
https://curl.se/dos
Toggle more links

libcurl3-gnutls

CVE-2023-23914

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.8

https://access.re(
https://curl.se/dos
https://hackerone
Toggle more links

libcurl3-gnutls

CVE-2023-23915

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.8

https://access.re¢
https://curl.se/dor
https://hackerone
Toggle more links

libcurl3-gnutls

CVE-2023-27533

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.

_

0

https://access.re¢
https://access.re(
https://bugzilla.re
Toggle more links

libcurl3-gnutls

CVE-2023-27534

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.10

https://access.re¢
https://access.re(
https://bugzilla.re
Toggle more links

libcurl3-gnutls

CVE-2023-27536

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.10

https://access.re¢
https://access.re(
https://bugzilla.re
Toggle more links

libcurl3-gnutls

CVE-2023-27538

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.10

https://access.re¢
https://access.re¢
https://bugzilla.re
Toggle more links

libcurl3-gnutls

CVE-2023-28321

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.11

http://seclists.org
http://seclists.org
http://seclists.org
Toggle more links

libcurl3-gnutls

CVE-2023-28322

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.11

http://seclists.org
http://seclists.org
http://seclists.org
Toggle more links

libcurl3-gnutls

CVE-2023-38546

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.14

http://seclists.org
http://seclists.org
http://seclists.org
Toggle more links

libcurl4

CVE-2023-38545

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.14

http://seclists.org
http://seclists.org
http://seclists.org
Toggle more links

libcurl4

CVE-2023-23916

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.8

https://access.re¢
https://access.re(
https://bugzilla.re
Toggle more links

libcurl4

CVE-2023-27535

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.10

https://access.re¢
https://access.re¢
https://bugzilla.re
Toggle more links



https://access.redhat.com/errata/RHSA-2023:5071
https://access.redhat.com/security/cve/CVE-2023-2603
https://bugzilla.redhat.com/2209113
https://access.redhat.com/errata/RHSA-2023:5071
https://access.redhat.com/security/cve/CVE-2023-2602
https://bugzilla.redhat.com/2209113
http://seclists.org/fulldisclosure/2024/Jan/34
http://seclists.org/fulldisclosure/2024/Jan/37
http://seclists.org/fulldisclosure/2024/Jan/38
https://access.redhat.com/errata/RHSA-2023:1701
https://access.redhat.com/security/cve/CVE-2023-23916
https://bugzilla.redhat.com/2167815
https://access.redhat.com/errata/RHSA-2023:2650
https://access.redhat.com/security/cve/CVE-2023-27535
https://bugzilla.redhat.com/2179073
https://access.redhat.com/errata/RHSA-2024:1129
https://access.redhat.com/security/cve/CVE-2023-46218
https://bugzilla.redhat.com/2252030
http://www.openwall.com/lists/oss-security/2024/03/27/3
https://access.redhat.com/security/cve/CVE-2024-2398
https://curl.se/docs/CVE-2024-2398.html
https://access.redhat.com/security/cve/CVE-2023-23914
https://curl.se/docs/CVE-2023-23914.html
https://hackerone.com/reports/1813864
https://access.redhat.com/security/cve/CVE-2023-23915
https://curl.se/docs/CVE-2023-23915.html
https://hackerone.com/reports/1826048
https://access.redhat.com/errata/RHSA-2023:6679
https://access.redhat.com/security/cve/CVE-2023-27533
https://bugzilla.redhat.com/2179062
https://access.redhat.com/errata/RHSA-2023:6679
https://access.redhat.com/security/cve/CVE-2023-27534
https://bugzilla.redhat.com/2179062
https://access.redhat.com/errata/RHSA-2023:6679
https://access.redhat.com/security/cve/CVE-2023-27536
https://bugzilla.redhat.com/2179062
https://access.redhat.com/errata/RHSA-2023:6679
https://access.redhat.com/security/cve/CVE-2023-27538
https://bugzilla.redhat.com/2179062
http://seclists.org/fulldisclosure/2023/Jul/47
http://seclists.org/fulldisclosure/2023/Jul/48
http://seclists.org/fulldisclosure/2023/Jul/52
http://seclists.org/fulldisclosure/2023/Jul/47
http://seclists.org/fulldisclosure/2023/Jul/48
http://seclists.org/fulldisclosure/2023/Jul/52
http://seclists.org/fulldisclosure/2024/Jan/34
http://seclists.org/fulldisclosure/2024/Jan/37
http://seclists.org/fulldisclosure/2024/Jan/38
http://seclists.org/fulldisclosure/2024/Jan/34
http://seclists.org/fulldisclosure/2024/Jan/37
http://seclists.org/fulldisclosure/2024/Jan/38
https://access.redhat.com/errata/RHSA-2023:1701
https://access.redhat.com/security/cve/CVE-2023-23916
https://bugzilla.redhat.com/2167815
https://access.redhat.com/errata/RHSA-2023:2650
https://access.redhat.com/security/cve/CVE-2023-27535
https://bugzilla.redhat.com/2179073

libcurl4

CVE-2023-46218

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.15

https://access.re¢
https://access.re¢
https://bugzilla.re
Toggle more links

libcurl4

CVE-2024-2398

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.16

http://www.openv
https://access.re(
https://curl.se/dor
Toggle more links

libcurld

CVE-2023-23914

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.8

https://access.re¢
https://curl.se/dos
https://hackerone
Toggle more links

libcurl4

CVE-2023-23915

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.8

https://access.re¢
https://curl.se/dor
https://hackerone
Toggle more links

libcurl4

CVE-2023-27533

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.10

https://access.re¢
https://access.re(
https://bugzilla.re
Toggle more links

libcurld

CVE-2023-27534

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.10

https://access.re¢
https://access.re¢
https://bugzilla.re
Toggle more links

libcurl4

CVE-2023-27536

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.10

https://access.re(
https://access.re¢
https://bugzilla.re
Toggle more links

libcurl4

CVE-2023-27538

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.10

https://access.re(
https://access.re¢
https://bugzilla.re
Toggle more links

libcurl4

CVE-2023-28321

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.11

http://seclists.org
http://seclists.org
http://seclists.org
Toggle more links

libcurl4

CVE-2023-28322

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.11

http://seclists.org
http://seclists.org
http://seclists.org
Toggle more links

libcurl4

CVE-2023-38546

7.81.0-1ubuntu1.7

7.81.0-1ubuntu1.14

http://seclists.org
http://seclists.org
http://seclists.org
Toggle more links

libde265-0

CVE-2021-35452

1.0.8-1

1.0.8-1ubuntu0.1

https://github.con
https://lists.debia
https://nvd.nist.g¢
Toggle more links

libde265-0

CVE-2021-36408

1.0.8-1

1.0.8-1ubuntu0.1

https://github.con
https://lists.debia
https://nvd.nist.g¢
Toggle more links

libde265-0

CVE-2022-1253

1.0.8-1

1.0.8-1ubuntu0.1

https://github.con
https://huntr.dev/
https://nvd.nist.g¢
Toggle more links

libde265-0

CVE-2022-43235
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