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JFrog Infected Fix

Summary CVEs Severity Severity [Component Physical Paths Component Version Version | Edited Applicability

debian:bookworm:libop | All Versions 0001-01-01TOO: | Not Covered
enexr-3-1-30 00:00Z2

Dueto afailurein validating the number of [ CVE-2023-58
scanline samples of a OpenEXR file 41

containing deep scanline data, Academy
Software Foundation OpenEXA image
parsing library version 3.2.1 and prior is
susceptible to a heap-based buffer
overflow vulnerability. Thisissue was
resolved as of versionsA v3.2.2 and
v3.1.12 of the affected library.

debian:bookworm:zlibl | All Versions 0001-01-01T0O: | Not Covered
g 00:00Z

MiniZipin zlib through 1.3 has an integer | CVE-2023-45
overflow and resultant heap-based buffer | 853

overflow in zipOpenNewFilelnZip4_64
viaalong filename, comment, or extra
field. NOTE: MiniZip is not a supported
part of the zlib product. NOTE: pyminizip
through 0.2.6 is also vulnerable because it
bundles an affected zlib version, and
exposes the applicable MiniZip code
through its compress API.
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Summary

JFrog

CVEs Severity

Severity

Increasing the resolution of video frames,
while performing a multi-threaded encode,
can result in aheap overflow in

avl loop_restoration_dealloc().

CVE-2023-68
79

An out of boundsread existsin libjxl. An
attacker using a specificaly crafted file
could cause an out of bounds read in the
exif handler. We recommend upgrading to
version 0.8.1 or past commitA
https://github.com/libjxI/libjxI/pull/2101/c
ommits/d95b050c1822a5h1ede9e0dco37e4
3fcalb10159
https://github.com/libjxI/libjxI/pull/2101/c
ommits/d95b050c1822a5b1edede0dc937e4
3fcalbl0159

CVE-2023-06
45

Certain DNSSEC aspects of the DNS
protocol (in RFC 4033, 4034, 4035, 6840,
and related RFCs) allow remote attackers
to cause a denial of service (CPU
consumption) via one or more DNSSEC
responses, akathe "KeyTrap" issue. One of
the concerns is that, when there is a zone
with many DNSKEY and RRSIG records,
the protocol specification implies that an
algorithm must evaluate all combinations
of DNSKEY and RRSIG records.

CVE-2023-50
387

Certain DNSSEC aspects of the DNS
protocol (in RFC 4033, 4034, 4035, 6840,
and related RFCs) allow remote attackers
to cause adenial of service (CPU
consumption) via one or more DNSSEC
responses, akathe "KeyTrap" issue. One of
the concerns is that, when there is a zone
with many DNSKEY and RRSIG records,
the protocol specification implies that an
algorithm must evaluate all combinations
of DNSKEY and RRSIG records.

CVE-2023-50
387

Infected Fix
Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libao | All Versions 0001-01-01TOQO: | Not Covered
m3 00:00z
debian:bookworm:libjx! | All Versions 0001-01-01T00: | Not Covered
0.7 00:00Z
debian:bookworm:libpa | All Versions 0001-01-01T00: | Not Covered
m-systemd 00:002
debian:bookworm:libsy | All Versions 0001-01-01TOO: | Not Covered
stemd-shared 00:00Z2
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Summary

CVEs

Certain DNSSEC aspects of the DNS
protocol (in RFC 4033, 4034, 4035, 6840,
and related RFCs) alow remote attackers
to cause a denial of service (CPU
consumption) via one or more DNSSEC
responses, aka the "KeyTrap" issue. One of
the concernsisthat, when thereisa zone
with many DNSKEY and RRSIG records,
the protocol specification implies that an
algorithm must evaluate all combinations
of DNSKEY and RRSIG records.

CVE-2023-50
387

Certain DNSSEC aspects of the DNS
protocol (in RFC 4033, 4034, 4035, 6840,
and related RFCs) allow remote attackers
to cause a denial of service (CPU
consumption) via one or more DNSSEC
responses, akathe "KeyTrap" issue. One of
the concerns is that, when there is a zone
with many DNSKEY and RRSIG records,
the protocol specification implies that an
algorithm must evaluate all combinations
of DNSKEY and RRSIG records.

CVE-2023-50
387

Certain DNSSEC aspects of the DNS
protocol (in RFC 4033, 4034, 4035, 6840,
and related RFCs) allow remote attackers
to cause adenial of service (CPU
consumption) via one or more DNSSEC
responses, akathe "KeyTrap" issue. One of
the concerns is that, when there is a zone
with many DNSKEY and RRSIG records,
the protocol specification implies that an
algorithm must evaluate all combinations
of DNSKEY and RRSIG records.

CVE-2023-50
387

Severity

JFrog

Severity

Infected Fix
Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libsy | All Versions 0001-01-01T00: | Not Covered
stemdO 00:00Z2
debian:bookworm:libud | All Versions 0001-01-01T00: | Not Covered
evl 00:00Z
debian:bookworm:syste | All Versions 0001-01-01TOO: | Not Covered
md-sysv 00:00Z2
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Summary

CVEs

Certain DNSSEC aspects of the DNS
protocol (in RFC 4033, 4034, 4035, 6840,
and related RFCs) alow remote attackers
to cause a denial of service (CPU
consumption) via one or more DNSSEC
responses, aka the "KeyTrap" issue. One of
the concernsisthat, when thereisa zone
with many DNSKEY and RRSIG records,
the protocol specification implies that an
algorithm must evaluate all combinations
of DNSKEY and RRSIG records.

CVE-2023-50
387

Certain DNSSEC aspects of the DNS
protocol (in RFC 4033, 4034, 4035, 6840,
and related RFCs) allow remote attackers
to cause a denial of service (CPU
consumption) via one or more DNSSEC
responses, akathe "KeyTrap" issue. One of
the concerns is that, when there is a zone
with many DNSKEY and RRSIG records,
the protocol specification implies that an
algorithm must evaluate all combinations
of DNSKEY and RRSIG records.

CVE-2023-50
387

Certain DNSSEC aspects of the DNS
protocol (in RFC 4033, 4034, 4035, 6840,
and related RFCs) allow remote attackers
to cause adenial of service (CPU
consumption) via one or more DNSSEC
responses, akathe "KeyTrap" issue. One of
the concerns is that, when there is a zone
with many DNSKEY and RRSIG records,
the protocol specification implies that an
algorithm must evaluate all combinations
of DNSKEY and RRSIG records.

CVE-2023-50
387

Severity

JFrog

Severity

Infected Fix
Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:syste | All Versions 0001-01-01T00: | Not Covered
md 00:00Z2
debian:bookworm:libns | All Versions 0001-01-01T00: | Not Covered
s-systemd 00:002
debian:bookworm:syste | All Versions 0001-01-01TOO: | Not Covered
md-timesyncd 00:00Z
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Summary

CVEs

Certain DNSSEC aspects of the DNS
protocol (in RFC 4033, 4034, 4035, 6840,
and related RFCs) alow remote attackers
to cause a denial of service (CPU
consumption) via one or more DNSSEC
responses, aka the "KeyTrap" issue. One of
the concernsisthat, when thereisa zone
with many DNSKEY and RRSIG records,
the protocol specification implies that an
algorithm must evaluate all combinations
of DNSKEY and RRSIG records.

CVE-2023-50
387

libexpat through 2.5.0 allows a denia of
service (resource consumption) because
many full reparsings are required in the
case of alarge token for which multiple
buffer fills are needed.

CVE-2023-52
425

In GNOME GdkPixbuf (aka gdk-pixbuf)
through 2.42.10, the ANI (Windows
animated cursor) decoder encounters heap
memory corruption (in ani_load_chunk in
io-ani.c) when parsing chunks in a crafted
.ani file. A crafted file could allow an
attacker to overwrite heap metadata,
leading to a denial of service or code
execution attack. Thisoccursin
gdk_pixbuf_set_option() in gdk-pixbuf.c.

CVE-2022-48
622

In GNOME GdkPixbuf (aka gdk-pixbuf)
through 2.42.10, the ANI (Windows
animated cursor) decoder encounters heap
memory corruption (in ani_load_chunk in
io-ani.c) when parsing chunksin a crafted
.ani file. A crafted file could alow an
attacker to overwrite heap metadata,
leading to a denial of service or code
execution attack. This occursin
gdk_pixbuf_set_option() in gdk-pixbuf.c.

CVE-2022-48
622

Severity

JFrog

Severity

Infected Fix
Component Physical Paths Component Version Version | Edited Applicability

debian:bookworm:udev | All Versions 0001-01-01TOQO: | Not Covered
00:00Z

debian:bookworm:libex | All Versions 0001-01-01T00: | Not Covered

patl 00:00Z

debian:bookworm:libgd | All Versions 0001-01-01T00: | Not Covered

k-pixbuf2.0-bin 00:00Z2

debian:bookworm:libgd | All Versions 0001-01-01TOO: | Not Covered

k-pixbuf2.0-common 00:00Z
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Summary

CVEs

In GNOME GdkPixbuf (aka gdk-pixbuf)
through 2.42.10, the ANI (Windows
animated cursor) decoder encounters heap
memory corruption (in ani_load_chunk in
io-ani.c) when parsing chunks in a crafted
.ani file. A crafted file could allow an
attacker to overwrite heap metadata,
leading to a denial of service or code
execution attack. Thisoccursin
gdk_pixbuf_set_option() in gdk-pixbuf.c.

CVE-2022-48
622

CPAN.pm before 2.35 does not verify TLS
certificates when downloading
distributions over HTTPS.

CVE-2023-31
484

CPAN.pm before 2.35 does not verify TLS
certificates when downloading
distributions over HTTPS.

CVE-2023-31
484

CPAN.pm before 2.35 does not verify TLS
certificates when downloading
distributions over HTTPS.

CVE-2023-31
484

CPAN.pm before 2.35 does not verify TLS
certificates when downloading
distributions over HTTPS.

CVE-2023-31
484

An issue was discovered in libxml2 before
2.11.7 and 2.12.x before 2.12.5. When
using the XML Reader interface with DTD
vaidation and XInclude expansion
enabled, processing crafted XML
documents can lead to an

xmlV alidatePopElement use-after-free.

CVE-2024-25
062

A segment fault (SEGV) flaw was found in
libtiff that could be triggered by passing a
crafted tiff fileto the
TIFFReadRGBATIleExt() API. Thisflaw
allows aremote attacker to cause a
heap-buffer overflow, leading to adenial

of service.

CVE-2023-52
356

An out-of-memory flaw was found in
libtiff that could be triggered by passing a
crafted tiff fileto the
TIFFRasterScanlineSize64() API. This
flaw allows aremote attacker to cause a
denial of service viaa crafted input with a
size smaller than 379 KB.

CVE-2023-52
355

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libgd | All Versions 0001-01-01T00: | Not Covered
k-pixbuf-2.0-0 00:00Z2
debian:bookworm:libpe | All Versions 0001-01-01TOO: | Not Covered
r5.36 00:00Z2
debian:bookworm:perl- | All Versions 0001-01-01T00: | Not Covered
base 00:00Z
debian:bookworm:perl | All Versions 0001-01-01T00: | Not Covered

00:00Z

debian:bookworm:perl- | All Versions 0001-01-01T00: | Not Covered
modules-5.36 00:00Z
debian:bookworm:libx | All Versions 0001-01-01TOO: | Not Covered
mi2 00:00Z2
debian:bookworm:libtif | All Versions 0001-01-01T00: | Not Covered
f6 00:00Z
debian:bookworm:libtif | All Versions 0001-01-01T0O: | Not Covered
6 00:00Z
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JFrog Infected Fix
Summary CVEs Severity Severity [Component Physical Paths Component Version Version | Edited Applicability
An unchecked return value in TLS CVE-2024-07 Medium debian:bookworm:libns | All Versions 0001-01-01TOQO: | Not Covered
handshake code could have caused a 43 s3 00:00Z2
potentially exploitable crash. This
vulnerability affects Firefox < 122, Firefox
ESR < 115.9, and Thunderbird < 115.9.
A vulnerability was found in SQLite CVE-2023-71 Medium debian:bookworm:libsgl | All Versions 0001-01-01TO0O: | Not Covered
SQL.ite3 up to 3.43.0 and classified as 04 ite3-0 00:00Z2
critical. Thisissue affects the function
sessionReadRecord of thefile
ext/session/sglite3session.c of the
component make alltest Handler. The
manipulation leads to heap-based buffer
overflow. It is recommended to apply a
patch to fix thisissue. The associated
identifier of this vulnerability is
VDB-248999.
libheif v1.17.5 was discovered to contain a | CVE-2023-49 Medium debian:bookworm:libhe | All Versions 0001-01-01T0O: | Not Covered
segmentation violation via the function 464 ifl 00:00Z2
UncompressedlmageCodec::get_luma_bits
_per_pixel_from_configuration_unci.
libheif v1.17.5 was discovered to contain a | CVE-2023-49 Medium debian:bookworm:libhe | All Versions 0001-01-01T0O: | Not Covered
segmentation violation via the function 463 ifl 00:00Z2
find_exif_tag at /libheif/exif.cc.
libheif v1.17.5 was discovered to contain a | CVE-2023-49 Medium debian:bookworm:libhe | All Versions 0001-01-01T00: | Not Covered
segmentation violation via the component | 462 ifl 00:002
/libheif/exif.cc.
libheif v1.17.5 was discovered to contain a | CVE-2023-49 Medium debian:bookworm:libhe | All Versions 0001-01-01TOO: | Not Covered
segmentation violation via the function 460 ifl 00:00Z
Uncompressedl mageCodec::decode_unco
mpressed_image.
An issue was discovered in Python 3.11 CVE-2023-41 Medium sha256__adaab238f46912e8d63b00b1f48b33d | python:python 3.11.0al <= 0001-01-01T00: | Not Covered
through 3.11.4. If a path containing \0' 105 782a256ca20f094421876c2203e342b67 tar.gz/ Version <= 00:00Z2
bytes is passed to os.path.normpath(), the usr/bin/python3.11 3.12.0rcl

path will be truncated unexpectedly at the
first \O' byte. There are plausible casesin
which an application would have rejected a
filename for security reasons in Python
3.10.x or earlier, but that filenameisno
longer rejected in Python 3.11.x.
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Summary

An issue was discovered in Python 3.11
through 3.11.4. If a path containing \0'
bytesis passed to os.path.normpath(), the
path will be truncated unexpectedly at the
first \O' byte. There are plausible casesin
which an application would have rejected a
filename for security reasons in Python
3.10.x or earlier, but that filenameisno
longer rejected in Python 3.11.x.

An issue was discovered in Python 3.11
through 3.11.4. If a path containing "\0'
bytesis passed to os.path.normpath(), the
path will be truncated unexpectedly at the
first \O' byte. There are plausible casesin
which an application would have rejected a
filename for security reasons in Python
3.10.x or earlier, but that filenameis no
longer rejected in Python 3.11.x.

An issue was discovered in Python 3.11
through 3.11.4. If a path containing \0'
bytesis passed to os.path.normpath(), the
path will be truncated unexpectedly at the
first \O' byte. There are plausible casesin
which an application would have rejected a
filename for security reasons in Python
3.10.x or earlier, but that filenameis no
longer rejected in Python 3.11.x.

An issue was discovered in Python 3.11
through 3.11.4. If a path containing \0'
bytesis passed to os.path.normpath(), the
path will be truncated unexpectedly at the
first \O' byte. There are plausible casesin
which an application would have rejected a
filename for security reasons in Python
3.10.x or earlier, but that filename is no
longer rejected in Python 3.11.x.

An issue in the urllib.parse component of
Python before 3.11.4 allows attackers to
bypass blocklisting methods by supplying
aURL that starts with blank characters.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2023-41 Medium debian:bookworm:libpy | All Versions 0001-01-01T00: | Not Covered
105 thon3.11-stdlib 00:00Z2

CVE-2023-41 Medium debian:bookworm:pyth | All Versions 0001-01-01T00: | Not Covered
105 on3.11 00:00Z

CVE-2023-41 Medium debian:bookworm:pyth | All Versions 0001-01-01T00: | Not Covered
105 on3.11-minimal 00:00Z

CVE-2023-41 Medium debian:bookworm:libpy | All Versions 0001-01-01T0OO: | Not Covered
105 thon3.11-minimal 00:00Z2

CVE-2023-24 Medium debian:bookworm:libpy | All Versions 2023-03-19T08: | Not Covered
329 thon3.11-stdlib 11:.00z
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Summary CVEs
Anissuein the urllib.parse component of | CVE-2023-24
Python before 3.11.4 allows attackers to 329

bypass blocklisting methods by supplying

aURL that starts with blank characters.

Anissuein the urllib.parse component of | CVE-2023-24
Python before 3.11.4 allows attackers to 329

bypass blocklisting methods by supplying

aURL that starts with blank characters.

Anissuein the urllib.parse component of | CVE-2023-24
Python before 3.11.4 allows attackers to 329

bypass blocklisting methods by supplying

aURL that starts with blank characters.
hb-ot-layout-gsubgpos.hh in HarfBuzz CVE-2023-25
through 6.0.0 allows attackers to trigger 193

O(n"2) growth via consecutive marks

during the process of looking back for base

glyphs when attaching marks.

hb-ot-layout-gsubgpos.hh in HarfBuzz CVE-2023-25
through 6.0.0 allows attackers to trigger 193

O(n"2) growth via consecutive marks

during the process of looking back for base

glyphs when attaching marks.

AOMediav3.0.0 to v3.5.0 was discovered | CVE-2023-39
to contain an invalid read memory access | 616

viathe component assign_frame_buffer_p

in avl/common/avl_common_int.h.

Integer Overflow vulnerability in Mbed CVE-2024-23
TLS 2.x before 2.28.7 and 3.x before 3.5.2, | 775

allows attackers to cause a denial of

service (DoS) via

mbedtls x509_set_extension().

CJSON v1.7.16 was discovered to contain a| CVE-2023-50
segmentation violation via the function 471
CcJSON_InsertiteminArray at cJSON.c.

Multiple signed integers overflow in CVE-2022-33
function au_read_header in src/au.candin | 065

functions mat4_open and
mat4_read_header in src/mat4.cin
Libsndfile, allows an attacker to cause
Denial of Service or other unspecified
impacts.

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability

Medium debian:bookworm:pyth | All Versions 2023-03-19T08: | Not Covered
on3.11-minimal 11:00Z

Medium debian:bookworm:libpy | All Versions 2023-03-19T08: | Not Covered
thon3.11-minimal 11:00Z

Medium debian:bookworm:pyth | All Versions 2023-03-19T08: | Not Covered
on3.11 11:00Z

Medium debian:bookworm:libha | All Versions 2023-03-19T08: | Not Covered
rfbuzz-icu0 23:00Z

Medium debian:bookworm:libha | All Versions 2023-03-19T08: | Not Covered
rfbuzz0b 23:00Z
debian:bookworm:libao | All Versions 0001-01-01T0O: | Not Covered
m3 00:00Z
debian:bookworm:libm | All Versions 0001-01-01T0O: | Not Covered
bedcrypto7 00:00Z
debian:bookworm:libejs | All Versions 0001-01-01T00: | Not Covered
onl 00:00Z
debian:bookworm:libsn | All Versions 0001-01-01T0O: | Not Covered
dfilel 00:00Z2
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Summary

An off-by-one error in function
wav_read_header in src/wav.cin
Libsndfile 1.1.0, results in awrite out of
bound, which allows an attacker to execute
arbitrary code, Denia of Service or other
unspecified impacts.

An issue was discovered in
dec_patch_dictionary.ccin libjx| before
0.8.2. Aninteger underflow in patch
decoding can lead to adenial of service,
such as an infinite loop.

A vulnerability was found in openldap.
This security flaw causes anull pointer
dereference in ber_memalloc_x() function.

A vulnerability was found in openldap.
This security flaw causes anull pointer
dereference in ber_memalloc_x() function.

Dmidecode before 3.5 allows -dump-bin to
overwrite alocal file. This has security
relevance because, for example, execution
of Dmidecode via Sudo is plausible.

A heap-based buffer overflow was found
in openjpeg in color.c:379:42 in
sycc420_to_rgb when decompressing a
crafted .j2k file. An attacker could use this
to execute arbitrary code with the
permissions of the application compiled

against openjpeg.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2022-33 debian:bookworm:libsn | All Versions 0001-01-01T00: | Not Covered
064 dfilel 00:00Z

CVE-2023-35 debian:bookworm:libjxl | All Versions 0001-01-01TOO: | Not Covered
790 0.7 00:00Z2

CVE-2023-29 debian:bookworm:libld | All Versions 0001-01-01T00: | Not Covered
53 ap-2.5-0 00:00Z

CVE-2023-29 debian:bookworm:libld | All Versions 0001-01-01TOO: | Not Covered
53 ap-common 00:00Z

CVE-2023-30 debian:bookworm:dmid | All Versions 0001-01-01T00: | Not Covered
630 ecode 00:00Z

CVE-2021-35 debian:bookworm:libop | All Versions 0001-01-01T00: | Not Covered
75 enjp2-7 00:00Z
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JFrog Infected Fix

Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
An attacker may cause an HTTP/2 CVE-2023-45 | Medium Medium sha256__3ec2866c9b479e30e6b72b94a5de81c | golang.org/x/net <0230 0.23.0 0001-01-01T00: | Not Covered
endpoint to read arbitrary amounts of 288 4ac6a69c0c88664c51c52c265e21a7563.tar.gz/ 00:00z2

header data by sending an excessive usr/local/ncr_scot/sendscox-util/sendscox/gola

number of CONTINUATION frames. ng.org/x/net

Maintaining HPACK state requires parsing
and processing all HEADERS and
CONTINUATION frameson a
connection. When arequest's headers
exceed MaxHeaderBytes, no memory is
allocated to store the excess headers, but
they are still parsed. This permitsan
attacker to cause an HTTP/2 endpoint to
read arbitrary amounts of header data, all
associated with arequest which is going to
be rejected. These headers can include
Huffman-encoded datawhich is
significantly more expensive for the
receiver to decode than for an attacker to
send. The fix setsalimit on the amount of
excess header frames we will process
before closing a connection.

An attacker may cause an HTTP/2 CVE-2023-45 | Medium Medium sha256__3ec2866c9b479e30e6b72b94a5de81c | github.com/golang/go | < 1.21.9,1.22.0-0 |1.21.9,1.22 | 0001-01-01T00: | Not Covered
endpoint to read arbitrary amounts of 288 4ac6a69c0c88664c51c52c265e21a7563.tar.gz/ <=Version< 2 00:00Z2

header data by sending an excessive usr/local/ner_scot/sendscox-util/sendscox/gith 1222

number of CONTINUATION frames. ub.com/golang/go

Maintaining HPACK state requires parsing
and processing all HEADERS and
CONTINUATION frameson a
connection. When arequest's headers
exceed MaxHeaderBytes, no memory is
allocated to store the excess headers, but
they are still parsed. This permits an
attacker to cause an HTTP/2 endpoint to
read arbitrary amounts of header data, all
associated with arequest which is going to
be rejected. These headers can include
Huffman-encoded datawhich is
significantly more expensive for the
receiver to decode than for an attacker to
send. The fix sets alimit on the amount of
excess header frames we will process
before closing a connection.
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Summary

CVEs

Severity

JFrog

Severity

Component Physical Paths

Component

Infected

Version

Fix

Version

Edited

Applicability

loadlmage() in tools/tiffcrop.cin LibTIFF
through 4.5.0 has a heap-based use after
free viaa crafted TIFF image.

CVE-2023-26
965

Medium

Medium

debian:bookworm:libtif
f6

All Versions

0001-01-01T0QO:
00:00z

Not Covered

A heap buffer overflow issue was found in
ImageMagick. When an application
processes amalformed TIFF file, it could
lead to undefined behavior or a crash
causing adenial of service.

CVE-2022-32
13

Medium

Medium

debian:bookworm:imag
emagick-6-common

All Versions

2023-01-08T19:
25:00Z

Not Covered

A heap buffer overflow issue was found in
ImageMagick. When an application
processes amalformed TIFF file, it could
lead to undefined behavior or acrash
causing adenial of service.

CVE-2022-32
13

Medium

Medium

debian:bookworm:libm
agickcore-6.016-6

All Versions

2023-01-08T19:
25:00Z2

Not Covered

A heap buffer overflow issue was found in
ImageMagick. When an application
processes a malformed TIFF file, it could
lead to undefined behavior or acrash
causing adenia of service.

CVE-2022-32
13

Medium

Medium

debian:bookworm:libm
agickwand-6.916-6

All Versions

2023-01-08T19:
25:00z

Not Covered

A heap buffer overflow issue was found in
ImageMagick. When an application
processes amalformed TIFF file, it could
lead to undefined behavior or acrash
causing adenia of service.

CVE-2022-32
13

Medium

Medium

debian:bookworm:libm
agickcore-6.16-6-extra

All Versions

2023-01-08T19:
25:00Z

Not Covered

The protojson.Unmarshal function can
enter an infinite loop when unmarshaling
certain forms of invalid JSON. This
condition can occur when unmarshaling
into amessage which contains a
google.protobuf.Any value, or when the
Unmarshal Options.DiscardUnknown
option is set.

CVE-2024-24
786

Medium

sha256__3ec2866c9b479e30e6b72b94a5de81c
4ac6a69c0c88664c51c52c265e2147563.tar.gz/
usr/local/ner_scot/sendscox-util/sendscox/goog
le.golang.org/protobuf

google.golang.org/proto
buf

<1330

1.33.0

0001-01-01TQO:
00:00Z2

Not Covered

An issue was discovered in Mbed TLS 2.x
before 2.28.7 and 3.x before 3.5.2. There
was atiming side channel in RSA private
operations. This side channel could be
sufficient for alocal attacker to recover the
plaintext. It requires the attacker to send a
large number of messages for decryption,
as described in "Everlasting ROBOT: the
Marvin Attack" by Hubert Kario.

CVE-2024-23
170

Medium

debian:bookworm:libm
bedcrypto7

All Versions

0001-01-01T0QO:
00:00z

Not Covered
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
|ssue summary: Processing amaliciously | CVE-2024-07 | Medium debian:bookworm:libssl | All Versions 0001-01-01T0O: | Not Covered
formatted PKCS12 file may lead OpenSSL | 27 3 00:00z2

to crash leading to a potential Denial of
Service attack

Impact summary: Applications loading
filesin the PK CS12 format from untrusted
sources might terminate abruptly.

A filein PKCS12 format can contain
certificates and keys and may come from
an

untrusted source. The PKCS12
specification allows certain fields to be
NULL, but

OpenSSL does not correctly check for this
case. Thiscan lead to aNULL pointer
dereference that results in OpenSSL
crashing. If an application processes
PKCS12

files from an untrusted source using the
OpenSSL APIs then that application will
be vulnerable to this issue.

OpenSSL APIsthat are vulnerable to this
are: PKCS12_parse(),
PKCS12_unpack_p7data(),
PKCS12_unpack_p7encdata(),
PKCS12_unpack_authsafes()

and PKCS12_newpass().

We have also fixed asimilar issuein
SMIME_write_PKCS7(). However since
this

function isrelated to writing data we do
not consider it security significant.

The FIPS modulesin 3.2, 3.1 and 3.0 are
not affected by thisissue.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
|ssue summary: Processing amaliciously | CVE-2024-07 | Medium debian:bookworm:open | All Versions 0001-01-01T0O: | Not Covered
formatted PKCS12 file may lead OpenSSL | 27 ss 00:00z2

to crash leading to a potential Denial of
Service attack

Impact summary: Applications loading
filesin the PK CS12 format from untrusted
sources might terminate abruptly.

A filein PKCS12 format can contain
certificates and keys and may come from
an

untrusted source. The PKCS12
specification allows certain fields to be
NULL, but

OpenSSL does not correctly check for this
case. Thiscan lead to aNULL pointer
dereference that results in OpenSSL
crashing. If an application processes
PKCS12

files from an untrusted source using the
OpenSSL APIs then that application will
be vulnerable to this issue.

OpenSSL APIsthat are vulnerable to this
are: PKCS12_parse(),
PKCS12_unpack_p7data(),
PKCS12_unpack_p7encdata(),
PKCS12_unpack_authsafes()

and PKCS12_newpass().

We have also fixed asimilar issuein
SMIME_write_PKCS7(). However since
this

function isrelated to writing data we do
not consider it security significant.

The FIPS modulesin 3.2, 3.1 and 3.0 are
not affected by thisissue.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
linux-pam (aka Linux PAM) before 1.6.0 | CVE-2024-22 | Medium debian:bookworm:libpa | All Versions 0001-01-01T0O: | Not Covered
allows attackers to cause adenial of 365 mOg 00:00z2
service (blocked login process) via mkfifo
because the openat call (for protect_dir)
lacks O_DIRECTORY .
linux-pam (aka Linux PAM) before 1.6.0 | CVE-2024-22 | Medium debian:bookworm:libpa | All Versions 0001-01-01T00: | Not Covered
allows attackers to cause adenial of 365 m-modules 00:00Z
service (blocked login process) via mkfifo
because the openat call (for protect_dir)
lacks O_DIRECTORY.
linux-pam (aka Linux PAM) before 1.6.0 | CVE-2024-22 | Medium debian:bookworm:libpa | All Versions 0001-01-01TQ0: | Not Covered
allows attackers to cause a denial of 365 m-modules-bin 00:002
service (blocked login process) via mkfifo
because the openat call (for protect_dir)
lacks O_DIRECTORY..
linux-pam (aka Linux PAM) before 1.6.0 | CVE-2024-22 | Medium debian:bookworm:libpa | All Versions 0001-01-01TQO: | Not Covered
allows attackers to cause adenial of 365 m-runtime 00:00Z2
service (blocked login process) via mkfifo
because the openat call (for protect_dir)
lacks O_DIRECTORY.
A heap use-after-free issue has been CVE-2024-02 | Medium debian:bookworm:libsgl | All Versions 0001-01-01T00: | Not Covered
identified in SQLitein the 32 ite3-0 00:00Z

jsonParseAddNodeArray() function in
sglite3.c. Thisflaw alows alocal attacker
to leverage avictim to pass specially
crafted malicious input to the application,
potentially causing a crash and leading to a
denial of service.

@ Page 15




JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
Issue summary: The POLY 1305 MAC CVE-2023-61 | Medium debian:bookworm:libssl | All Versions 0001-01-01T0O: | Not Covered
(message authentication code) 29 3 00:00z2

implementation

contains a bug that might corrupt the
internal state of applications running

on PowerPC CPU based platformsif the
CPU provides vector instructions.

Impact summary: If an attacker can
influence whether the POLY 1305 MAC
algorithm is used, the application state
might be corrupted with various
application dependent consequences.

The POLY 1305 MAC (message
authentication code) implementation in
OpenSSL for

PowerPC CPUs restores the contents of
vector registersin adifferent order

than they are saved. Thus the contents of
some of these vector registers

are corrupted when returning to the caller.
The vulnerable code is used only

on newer PowerPC processors supporting
the Powerl SA 2.07 instructions.

The consequences of thiskind of internal
application state corruption can

be various - from no consequences, if the
calling application does not

depend on the contents of non-volétile
XMM registers at al, to the worst
consequences, where the attacker could get
complete control of the application
process. However unless the compiler uses
the vector registers for storing

pointers, the most likely consequence, if
any, would be an incorrect result

of some application dependent cal culations
or acrash leading to adenial of
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Summary

CVEs

Severity

JFrog

Severity

Component Physical Paths

Component

Infected

Version

Fix

Version

Edited

Applicability

service.

The POLY 1305 MAC agorithm is most
frequently used as part of the
CHACHA20-POLY 1305 AEAD
(authenticated encryption with associated
data)

algorithm. The most common usage of this
AEAD cipher iswith TLS protocol
versions 1.2 and 1.3. If thiscipher is
enabled on the server amalicious

client can influence whether this AEAD
cipher isused. Thisimplies that

TLS server applications using OpenSSL
can be potentially impacted. However

we are currently not aware of any concrete
application that would be affected

by this issue therefore we consider thisa
Low severity security issue.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
Issue summary: The POLY 1305 MAC CVE-2023-61 | Medium debian:bookworm:open | All Versions 0001-01-01T0O: | Not Covered
(message authentication code) 29 ss 00:00z2

implementation

contains a bug that might corrupt the
internal state of applications running

on PowerPC CPU based platformsif the
CPU provides vector instructions.

Impact summary: If an attacker can
influence whether the POLY 1305 MAC
algorithm is used, the application state
might be corrupted with various
application dependent consequences.

The POLY 1305 MAC (message
authentication code) implementation in
OpenSSL for

PowerPC CPUs restores the contents of
vector registersin adifferent order

than they are saved. Thus the contents of
some of these vector registers

are corrupted when returning to the caller.
The vulnerable code is used only

on newer PowerPC processors supporting
the Powerl SA 2.07 instructions.

The consequences of thiskind of internal
application state corruption can

be various - from no consequences, if the
calling application does not

depend on the contents of non-volétile
XMM registers at al, to the worst
consequences, where the attacker could get
complete control of the application
process. However unless the compiler uses
the vector registers for storing

pointers, the most likely consequence, if
any, would be an incorrect result

of some application dependent cal culations
or acrash leading to adenial of

@ Page 18




Summary

CVEs

Severity

JFrog

Severity

Component Physical Paths

Component

Infected

Version

Fix

Version

Edited

Applicability

service.

The POLY 1305 MAC agorithm is most
frequently used as part of the
CHACHA20-POLY 1305 AEAD
(authenticated encryption with associated
data)

algorithm. The most common usage of this
AEAD cipher iswith TLS protocol
versions 1.2 and 1.3. If thiscipher is
enabled on the server amalicious

client can influence whether this AEAD
cipher isused. Thisimplies that

TLS server applications using OpenSSL
can be potentially impacted. However

we are currently not aware of any concrete
application that would be affected

by this issue therefore we consider thisa
Low severity security issue.

Multiple NSS NIST curves were
susceptible to a side-channel attack known
as"Minerva'. This attack could potentially
allow an attacker to recover the private
key. This vulnerability affects Firefox <
121.

CVE-2023-61
35

Medium

debian:bookworm:libns
s3

All Versions

0001-01-01TQO:

00:00Z2

Not Covered

NCurse v6.4-20230418 was discovered to
contain a segmentation fault viathe
component _nc_wrap_entry().

CVE-2023-50
495

Medium

debian:bookworm:libnc
urses6

All Versions

0001-01-01T0QO:

00:00Z

Not Covered

NCurse v6.4-20230418 was discovered to
contain a segmentation fault viathe
component _nc_wrap_entry().

CVE-2023-50
495

Medium

debian:bookworm:ncurs
es-base

All Versions

0001-01-01T0QO:

00:00Z2

Not Covered

NCurse v6.4-20230418 was discovered to
contain a segmentation fault viathe
component _nc_wrap_entry().

CVE-2023-50
495

Medium

debian:bookworm:libtin
fob

All Versions

0001-01-01TQO:

00:00z

Not Covered

NCurse v6.4-20230418 was discovered to
contain a segmentation fault viathe
component _nc_wrap_entry().

CVE-2023-50
495

Medium

debian:bookworm:libnc
ursesw6

All Versions

0001-01-01TO00:

00:00z

Not Covered

NCurse v6.4-20230418 was discovered to
contain a segmentation fault viathe
component _nc_wrap_entry().

CVE-2023-50
495

Medium

debian:bookworm:ncurs
es-bin

All Versions

0001-01-01T0QO:

00:00z

Not Covered
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Summary

CVEs

Severity

JFrog

Severity

Component Physical Paths

Component

Infected

Version

Fix

Version

Edited

Applicability

An issue was found in CPython 3.12.0
“subprocess’ module on POSIX platforms.
The issue was fixed in CPython 3.12.1 and
does not affect other stable releases.

When using the “extra_groups=" parameter
with an empty list asavalue (ie
“extra_groups=[]") thelogic regressed to
not call “setgroups(0, NULL)" before
caling “exec()’, thus not dropping the
original processes groups before starting
the new process. Thereis no issue when
the parameter isn't used or when any value
is used besides an empty list.

This issue only impacts CPython processes
run with sufficient privilege to make the
“setgroups’ system call (typically “root).

CVE-2023-65
07

Medium

sha256__adaa6238f46912e8d63b00b1f48b33d
7a28256ca20f094421876c2203e342b67 tar.gz/
usr/bin/python3.11

python:python

3.12.0

3121

0001-01-01T0QO:
00:00z

Not Covered

An out-of-memory flaw was found in
libtiff. Passing a crafted tiff file to
TIFFOpen() APl may alow aremote
attacker to cause adenial of serviceviaa
craft input with size smaller than 379 KB.

CVE-2023-62
v

Medium

debian:bookworm:libtif

f6

All Versions

0001-01-01T0O:
00:00z

Not Covered
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
|ssue summary: Generating excessively CVE-2023-56 | Medium debian:bookworm:libssl | All Versions 0001-01-01T0O: | Not Covered
long X9.42 DH keys or checking 78 3 00:00z2

excessively long X9.42 DH keys or
parameters may be very slow.

Impact summary: Applications that use the
functions DH_generate key() to
generate an X9.42 DH key may experience
long delays. Likewise, applications

that use DH_check_pub_key(),
DH_check_pub_key ex() or
EVP_PKEY_public_check()

to check an X9.42 DH key or X9.42 DH
parameters may experience long delays.
Where the key or parameters that are being
checked have been obtained from

an untrusted source this may lead to a
Denia of Service.

While DH_check() performs all the
necessary checks (as of CVE-2023-3817),
DH_check_pub_key() doesn't make any of
these checks, and is therefore

vulnerable for excessively large Pand Q
parameters.

Likewise, while DH_generate_key()
performs a check for an excessively large
P, it doesn't check for an excessively large

Q.

An application that calls
DH_generate_key() or
DH_check_pub_key() and

supplies akey or parameters obtained from
an untrusted source could be

vulnerable to a Denia of Service attack.

DH_generate_key() and
DH_check_pub_key() are also called by a
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Summary

CVEs

Severity

JFrog

Severity

Component Physical Paths

Component

Infected

Version

Fix

Version

Edited

Applicability

number of

other OpenSSL functions. An application
calling any of those other

functions may similarly be affected. The
other functions affected by this

are DH_check_pub_key_ex(),
EVP_PKEY_public_check(), and
EVP_PKEY _generate().

Also vulnerable are the OpenSSL pkey
command line application when using the
"-pubcheck" option, aswell asthe
OpenSSL genpkey command line
application.

The OpenSSL SSL/TLS implementation is
not affected by thisissue.

The OpenSSL 3.0 and 3.1 FIPS providers
are not affected by thisissue.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
|ssue summary: Generating excessively CVE-2023-56 | Medium debian:bookworm:open | All Versions 0001-01-01T0O: | Not Covered
long X9.42 DH keys or checking 78 ss 00:00z2

excessively long X9.42 DH keys or
parameters may be very slow.

Impact summary: Applications that use the
functions DH_generate key() to
generate an X9.42 DH key may experience
long delays. Likewise, applications

that use DH_check_pub_key(),
DH_check_pub_key ex() or
EVP_PKEY_public_check()

to check an X9.42 DH key or X9.42 DH
parameters may experience long delays.
Where the key or parameters that are being
checked have been obtained from

an untrusted source this may lead to a
Denia of Service.

While DH_check() performs all the
necessary checks (as of CVE-2023-3817),
DH_check_pub_key() doesn't make any of
these checks, and is therefore

vulnerable for excessively large Pand Q
parameters.

Likewise, while DH_generate_key()
performs a check for an excessively large
P, it doesn't check for an excessively large

Q.

An application that calls
DH_generate_key() or
DH_check_pub_key() and

supplies akey or parameters obtained from
an untrusted source could be

vulnerable to a Denia of Service attack.

DH_generate_key() and
DH_check_pub_key() are also called by a
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Summary

CVEs

Severity

JFrog

Severity

Component Physical Paths

Component

Infected

Version

Fix

Version

Edited

Applicability

number of

other OpenSSL functions. An application
calling any of those other

functions may similarly be affected. The
other functions affected by this

are DH_check_pub_key_ex(),
EVP_PKEY_public_check(), and
EVP_PKEY _generate().

Also vulnerable are the OpenSSL pkey
command line application when using the
"-pubcheck" option, aswell asthe
OpenSSL genpkey command line
application.

The OpenSSL SSL/TLS implementation is
not affected by thisissue.

The OpenSSL 3.0 and 3.1 FIPS providers
are not affected by thisissue.

Artifex Software jbig2dec v0.20 was
discovered to contain a SEGV
vulnerability viajbig2_error at
/jbig2dec/jbig2.c.

CVE-2023-46
361

Medium

debian:bookworm:libjbi
g2decO

All Versions

0001-01-01T0QO:
00:00Z

Not Covered

libxml2 through 2.11.5 has a use-after-free
that can only occur after a certain memory
allocation fails. Thisoccursin
xmlUnlinkNode in tree.c. NOTE: the
vendor's position is "l don't think these
issues are critical enough to warrant aCVE
ID ... because an attacker typically can't
control when memory allocations fail."

CVE-2023-45
322

Medium

debian:bookworm:libx
mi2

All Versions

0001-01-01TQO0:
00:00Z2

Not Covered

A vulnerability was found in Avahi. A
reachable assertion existsin the
avahi_escape_|abel() function.

CVE-2023-38
470

Medium

debian:bookworm:libav
ahi-common3

All Versions

0001-01-01T0QO:
00:00Z

Not Covered

A vulnerability was found in Avahi. A
reachable assertion existsin the
avahi_escape_label() function.

CVE-2023-38
470

Medium

debian:bookworm:libav
ahi-client3

All Versions

0001-01-01T0O:
00:00z

Not Covered

A vulnerability was found in Avahi, where
areachable assertion existsin
avahi_dns_packet_append_record.

CVE-2023-38
469

Medium

debian:bookworm:libav
ahi-common3

All Versions

0001-01-01T00:
00:00z

Not Covered
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
A vulnerability was found in Avahi, where | CVE-2023-38 [ Medium debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
areachable assertion existsin 469 ahi-client3 00:00Z
avahi_dns_packet_append_record.
A vulnerability was found in Avahi. A CVE-2023-38 | Medium debian:bookworm:libav | All Versions 0001-01-01TQ0: | Not Covered
reachable assertion existsin the 473 ahi-client3 00:00Z2
avahi_alternative_host_name() function.
A vulnerability was found in Avahi. A CVE-2023-38 | Medium debian:bookworm:libav | All Versions 0001-01-01TQ0: | Not Covered
reachable assertion existsin the 473 ahi-common3 00:002
avahi_alternative_host_name() function.
A vulnerability was found in Avahi. A CVE-2023-38 | Medium debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
reachable assertion exists in the 472 ahi-client3 00:00Z
avahi_rdata_parse() function.
A vulnerability was found in Avahi. A CVE-2023-38 | Medium debian:bookworm:libav | All Versions 0001-01-01TQO: | Not Covered
reachable assertion exists in the 472 ahi-common3 00:00Z
avahi_rdata_parse() function.
A vulnerability was found in Avahi. A CVE-2023-38 | Medium debian:bookworm:libav | All Versions 0001-01-01TQO: | Not Covered
reachable assertion existsin the 471 ahi-client3 00:00Z2
dbus_set_host_name function.
A vulnerability was found in Avahi. A CVE-2023-38 | Medium debian:bookworm:libav | All Versions 0001-01-01TQ0: | Not Covered
reachable assertion existsin the 471 ahi-common3 00:002

dbus_set_host_name function.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
**D|ISPUTED**A failurein the CVE-2023-40 | Medium debian:bookworm:libcc | All Versions 0001-01-01T00: | Not Covered
-fstack-protector feature in GCC-based 39 1-0 00:00z2

toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
**DISPUTED**A failurein the CVE-2023-40 | Medium debian:bookworm:libgf | All Versions 0001-01-01T0O: | Not Covered
-fstack-protector feature in GCC-based 39 ortran5 00:00z2

toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
**DISPUTED**A failurein the CVE-2023-40 | Medium debian:bookworm:cpp- | All Versions 0001-01-01T0O: | Not Covered
-fstack-protector feature in GCC-based 39 12 00:00z2

toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
**D|ISPUTED**A failurein the CVE-2023-40 | Medium debian:bookworm:libtsa | All Versions 0001-01-01T00: | Not Covered
-fstack-protector feature in GCC-based 39 n2 00:00z2

toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
**D|ISPUTED**A failurein the CVE-2023-40 | Medium debian:bookworm:libat | All Versions 0001-01-01T00: | Not Covered
-fstack-protector feature in GCC-based 39 omicl 00:00z2

toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.

ii?_Page 30




JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
**DISPUTED**A failurein the CVE-2023-40 | Medium debian:bookworm:libit | All Versions 0001-01-01T0O: | Not Covered
-fstack-protector feature in GCC-based 39 ml 00:00z2

toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
**DISPUTED**A failurein the CVE-2023-40 | Medium debian:bookworm:g++- | All Versions 0001-01-01T0O: | Not Covered
-fstack-protector feature in GCC-based 39 12 00:00z2

toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.

ii?_Page 32




JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
**DISPUTED**A failurein the CVE-2023-40 | Medium debian:bookworm:gce-1 | All Versions 0001-01-01T0O: | Not Covered
-fstack-protector feature in GCC-based 39 2-base 00:00z2

toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
**D|ISPUTED**A failurein the CVE-2023-40 | Medium debian:bookworm:liblsa | All Versions 0001-01-01T00: | Not Covered
-fstack-protector feature in GCC-based 39 no 00:00z2

toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
**DISPUTED**A failurein the CVE-2023-40 | Medium debian:bookworm:gce-1 | All Versions 0001-01-01T0O: | Not Covered
-fstack-protector feature in GCC-based 39 2 00:00z2

toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
**DISPUTED**A failurein the CVE-2023-40 | Medium debian:bookworm:libqu | All Versions 0001-01-01T0O: | Not Covered
-fstack-protector feature in GCC-based 39 admathO 00:00z2

toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
**DISPUTED**A failurein the CVE-2023-40 | Medium debian:bookworm:libgo | All Versions 0001-01-01T0O: | Not Covered
-fstack-protector feature in GCC-based 39 mpl 00:00z2

toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
**DISPUTED**A failurein the CVE-2023-40 | Medium debian:bookworm:libgc | All Versions 0001-01-01T0O: | Not Covered
-fstack-protector feature in GCC-based 39 c-sl 00:00z2

toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
**D|ISPUTED**A failurein the CVE-2023-40 | Medium debian:bookworm:libstd | All Versions 0001-01-01T00: | Not Covered
-fstack-protector feature in GCC-based 39 c++6 00:00z2

toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.
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JFrog Infected Fix
Summary CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
**D|ISPUTED**A failurein the CVE-2023-40 | Medium debian:bookworm:libas | All Versions 0001-01-01T00: | Not Covered
-fstack-protector feature in GCC-based 39 an8 00:00z2

toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.
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Severity

JFrog

Severity

Component Physical Paths

Component
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Version

Fix
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Edited

Applicability

**D|ISPUTED**A failurein the
-fstack-protector feature in GCC-based
toolchains

that target AArch64 allows an attacker to
exploit an existing buffer

overflow in dynamically-sized local
variablesin your application

without this being detected. This
stack-protector failure only applies

to C99-style dynamically-sized local
variables or those created using

alloca(). The stack-protector operates as
intended for statically-sized

local variables.

The default behavior when the
stack-protector

detects an overflow is to terminate your
application, resulting in

controlled loss of availability. An attacker
who can exploit abuffer

overflow without triggering the
stack-protector might be able to change
program flow control to cause an
uncontrolled loss of availability or to

go further and affect confidentiality or
integrity. NOTE: The GCC project argues
that this is a missed hardening bug and not
avulnerability by itself.

CVE-2023-40
39

Medium

debian:bookworm:libub

sanl

All Versions

0001-01-01T0QO:
00:00z

Not Covered

A flaw was found in shadow-utils. When
asking for a new password, shadow-utils
asks the password twice. If the password
fails on the second attempt, shadow-utils

failsin cleaning the buffer used to store the

first entry. Thismay alow an attacker with
enough access to retrieve the password
from the memory.

CVE-2023-46
41

Medium

debian:bookworm:login

All Versions

0001-01-01T0QO:
00:00Z

Not Covered
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A flaw was found in shadow-utils. When
asking for a new password, shadow-utils
asks the password twice. If the password
fails on the second attempt, shadow-utils
failsin cleaning the buffer used to store the
first entry. Thismay alow an attacker with
enough access to retrieve the password
from the memory.

CVE-2023-46
41

Medium

debian:bookworm:pass
wd

All Versions

0001-01-01T0QO:
00:00z

Not Covered

Xmisoft Libxml2 v2.11.0 was discovered
to contain an out-of-bounds read viathe
xmlSAX 2StartElement() function at
Nlibxml2/SAX2.c. This vulnerability allows
attackers to cause a Denial of Service
(DoS) viasupplying a crafted XML file.
NOTE: the vendor's position is that the
product does not support the legacy SAX1
interface with custom callbacks; thereisa
crash even without crafted input.

CVE-2023-39
615

Medium

debian:bookworm:libx
mi2

All Versions

0001-01-01T0QO:
00:00Z

Not Covered

An issue was discovered in Python before
3.8.18, 3.9.x before 3.9.18, 3.10.x before
3.10.13, and 3.11.x before 3.11.5. It
primarily affects servers (such asHTTP
servers) that use TL'S client authentication.
If aTLS server-side socket is created,
receives data into the socket buffer, and
then is closed quickly, thereis a brief
window where the SSL Socket instance
will detect the socket as " not connected"
and won't initiate a handshake, but
buffered datawill still be readable from the
socket buffer. This datawill not be
authenticated if the server-side TLS peer is
expecting client certificate authentication,
and isindistinguishable from valid TLS
stream data. Datais limited in size to the
amount that will fit in the buffer. (The TLS
connection cannot directly be used for data
exfiltration because the vulnerable code
path requires that the connection be closed
on initialization of the SSL Socket.)

CVE-2023-40
217

Medium

debian:bookworm:pyth
on3.11

All Versions

0001-01-01T0O:
00:00z

Not Covered
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JFrog Infected Fix
Summary CVEs Severity Severity [Component Physical Paths Component Version Version | Edited Applicability
An issue was discovered in Python before | CVE-2023-40 | Medium debian:bookworm:pyth | All Versions 0001-01-01T0O: | Not Covered
3.8.18, 3.9.x before 3.9.18, 3.10.x before | 217 on3.11-minimal 00:00Z

3.10.13, and 3.11.x before 3.11.5. It
primarily affects servers (such asHTTP
servers) that use TLS client authentication.
If aTLS server-side socket is created,
receives data into the socket buffer, and
then is closed quickly, thereisabrief
window where the SSL Socket instance
will detect the socket as "not connected"
and won't initiate a handshake, but
buffered data will still be readable from the
socket buffer. This datawill not be
authenticated if the server-side TLS peer is
expecting client certificate authentication,
and isindistinguishable from valid TLS
stream data. Dataislimited in sizeto the
amount that will fitin the buffer. (The TLS
connection cannot directly be used for data
exfiltration because the vulnerable code
path requires that the connection be closed
on initialization of the SSL Socket.)
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JFrog Infected Fix
Summary CVEs Severity Severity [Component Physical Paths Component Version Version | Edited Applicability
An issue was discovered in Python before | CVE-2023-40 | Medium debian:bookworm:libpy | All Versions 0001-01-01T0O: | Not Covered
3.8.18, 3.9.x before 3.9.18, 3.10.x before | 217 thon3.11-stdlib 00:00Z

3.10.13, and 3.11.x before 3.11.5. It
primarily affects servers (such asHTTP
servers) that use TLS client authentication.
If aTLS server-side socket is created,
receives data into the socket buffer, and
then is closed quickly, thereisabrief
window where the SSL Socket instance
will detect the socket as "not connected"
and won't initiate a handshake, but
buffered data will still be readable from the
socket buffer. This datawill not be
authenticated if the server-side TLS peer is
expecting client certificate authentication,
and isindistinguishable from valid TLS
stream data. Dataislimited in sizeto the
amount that will fitin the buffer. (The TLS
connection cannot directly be used for data
exfiltration because the vulnerable code
path requires that the connection be closed
on initialization of the SSL Socket.)
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An issue was discovered in Python before
3.8.18, 3.9.x before 3.9.18, 3.10.x before
3.10.13, and 3.11.x before 3.11.5. It
primarily affects servers (such asHTTP
servers) that use TLS client authentication.
If aTLS server-side socket is created,
receives data into the socket buffer, and
then is closed quickly, thereisabrief
window where the SSL Socket instance
will detect the socket as "not connected"
and won't initiate a handshake, but
buffered data will still be readable from the
socket buffer. This datawill not be
authenticated if the server-side TLS peer is
expecting client certificate authentication,
and isindistinguishable from valid TLS
stream data. Dataislimited in sizeto the
amount that will fitin the buffer. (The TLS
connection cannot directly be used for data
exfiltration because the vulnerable code
path requires that the connection be closed
on initialization of the SSL Socket.)

CVE-2023-40
217

Medium

debian:bookworm:libpy

thon3.11-minimal

All Versions

0001-01-01T0QO:
00:00z

Not Covered

An issue was discovered
IW44EncodeCodec.cpp in djvulibre 3.5.28
in allows attackers to cause adenia of
service viadivide by zero.

CVE-2021-46
312

Medium

debian:bookworm:libdj

vulibre21

All Versions

0001-01-01T0O:
00:00z

Not Covered

An issue was discovered
IW44EncodeCodec.cpp in djvulibre 3.5.28
in allows attackers to cause adenia of
service viadivide by zero.

CVE-2021-46
312

Medium

debian:bookworm:libdj

vulibre-text

All Versions

0001-01-01T0O:
00:00z

Not Covered

An issue was discovered W44l mage.cpp
indjvulibre 3.5.28 in allows attackers to
cause adenial of service viadivide by
zero.

CVE-2021-46
310

Medium

debian:bookworm:libdj

vulibre21

All Versions

0001-01-01T0O:
00:00z

Not Covered

An issue was discovered W44l mage.cpp
in djvulibre 3.5.28 in allows attackers to
cause adenial of service viadivide by
zero.

CVE-2021-46
310

Medium

debian:bookworm:libdj

vulibre-text

All Versions

0001-01-01TO00:
00:00z

Not Covered

Buffer Overflow vulnerability infaad2
v.2.10.1 allows aremote attacker to
execute arbitrary code and cause adenial
of service viathe mp4info functionin
mp4read.c:1039.

CVE-2023-38
858

Medium

debian:bookworm:libfa

ad2

All Versions

0001-01-01T00:
00:00z

Not Covered
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Buffer Overflow vulnerability infaad2
v.2.10.1 alows aremote attacker to
execute arbitrary code and cause adenial
of service viathe stcoin functionin
mp4read.c.

CVE-2023-38
857

Medium

debian:bookworm:libfa
ad2

All Versions

0001-01-01T0QO:

00:00z

Not Covered

A flaw was found in libtiff. A specially
crafted tiff file can lead to a segmentation
fault due to a buffer overflow in the
Fax3Encode function in libtiff/tif_fax3.c,
resulting in adenial of service.

CVE-2023-36
18

Medium

debian:bookworm:libtif
f6

All Versions

0001-01-01T00:

00:00z

Not Covered

libtiff 4.5.0 is vulnerable to Buffer
Overflow via/libtiff/tool/tiffcrop.c:8499.
Incorrect updating of buffer size after
rotatelmage() in tiffcrop cause
heap-buffer-overflow and SEGV.

CVE-2023-25
433

Medium

debian:bookworm:libtif
f6

All Versions

0001-01-01T00:

00:00z

Not Covered

A null pointer dereference issue was found
in Libtiff'stif_dir.c file. Thisissue may
allow an attacker to pass a crafted TIFF
image file to the tiffcp utility which
triggers aruntime error that causes
undefined behavior. Thiswill result in an
application crash, eventually leading to a
denial of service.

CVE-2023-29
08

Medium

debian:bookworm:libtif
f6

All Versions

0001-01-01T0QO:

00:00Z2

Not Covered

libtiff 4.5.0 is vulnerable to Buffer
Overflow in uv_encode() when libtiff
reads a corrupted little-endian TIFF file
and specifies the output to be big-endian.

CVE-2023-26
966

Medium

debian:bookworm:libtif
f6

All Versions

0001-01-01TQO:

00:00Z2

Not Covered

An issue was discovered in the C AMQP
client library (akarabbitmg-c) through
0.13.0 for RabbitM Q. Credentials can only
be entered on the command line (e.g., for
amap-publish or amgp-consume) and are
thusvisible to local attackers by listing a
process and its arguments.

CVE-2023-35
789

Medium

debian:bookworm:libra
bbitmg4

All Versions

0001-01-01TQO:

00:00z

Not Covered

VideoLAN davld before 1.2.0 hasa
thread_task.c race condition that can lead
to an application crash, related to

davld decode frame_exit.

CVE-2023-32
570

Medium

debian:bookworm:libda
v1d6

All Versions

0001-01-01TO00:

00:00z

Not Covered

A Segmentation fault caused by afloating
point exception existsin libheif 1.15.1
using crafted heif images viathe
heif::Fraction::round() function in box.cc,
which causes adenial of service.

CVE-2023-29
659

Medium

debian:bookworm:libhe
ifl

All Versions

0001-01-01T00:

00:00z

Not Covered
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The email module of Python through
3.11.3incorrectly parses e-mail addresses
that contain a specia character. The wrong
portion of an RFC2822 header is identified
as the value of the addr-spec. In some
applications, an attacker can bypass a
protection mechanism in which application
access is granted only after verifying
receipt of e-mail to a specific domain (e.g.,
only @company.example.com addresses
may be used for signup). This occursin
email/_parseaddr.py in recent versions of
Python.

CVE-2023-27
043

Medium

sha256__adaa6238f46912e8d63b00b1f48b33d
7a28256ca20f094421876c2203e342b67 tar.gz/
usr/bin/python3.11

python:python

<=3.12.0a7

0001-01-01T0QO:
00:00z

Not Covered

The email module of Python through
3.11.3incorrectly parses e-mail addresses
that contain a special character. The wrong
portion of an RFC2822 header is identified
as the value of the addr-spec. In some
applications, an attacker can bypass a
protection mechanism in which application
access is granted only after verifying
receipt of e-mail to a specific domain (e.g.,
only @company.example.com addresses
may be used for signup). This occursin
email/_parseaddr.py in recent versions of
Python.

CVE-2023-27
043

Medium

debian:bookworm:pyth

on3.11

All Versions

0001-01-01T0QO:
00:00Zz

Not Covered

The email module of Python through
3.11.3 incorrectly parses e-mail addresses
that contain a special character. The wrong
portion of an RFC2822 header is identified
as the value of the addr-spec. In some
applications, an attacker can bypass a
protection mechanism in which application
access is granted only after verifying
receipt of e-mail to a specific domain (e.g.,
only @company.example.com addresses
may be used for signup). This occursin
email/_parseaddr.py in recent versions of
Python.

CVE-2023-27
043

Medium

debian:bookworm:libpy

thon3.11-minimal

All Versions

0001-01-01T0O:
00:00z

Not Covered
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The email module of Python through
3.11.3incorrectly parses e-mail addresses
that contain a specia character. The wrong
portion of an RFC2822 header is identified
as the value of the addr-spec. In some
applications, an attacker can bypass a
protection mechanism in which application
access is granted only after verifying
receipt of e-mail to a specific domain (e.g.,
only @company.example.com addresses
may be used for signup). This occursin
email/_parseaddr.py in recent versions of
Python.

CVE-2023-27
043

Medium

debian:bookworm:libpy

thon3.11-stdlib

All Versions

0001-01-01T0QO:
00:00z

Not Covered

The email module of Python through
3.11.3incorrectly parses e-mail addresses
that contain a special character. The wrong
portion of an RFC2822 header is identified
as the value of the addr-spec. In some
applications, an attacker can bypass a
protection mechanism in which application
access is granted only after verifying
receipt of e-mail to a specific domain (e.g.,
only @company.example.com addresses
may be used for signup). This occursin
email/_parseaddr.py in recent versions of
Python.

CVE-2023-27
043

Medium

debian:bookworm:pyth

on3.11-minimal

All Versions

0001-01-01T0QO:
00:00Zz

Not Covered

Multiple integer overflowsin libgd in PHP
before 5.2.4 allow remote attackers to
cause adenial of service (application
crash) and possibly execute arbitrary code
viaalarge (1) srcW or (2) srcH valueto
the (a) gdimageCopyResized function, or a
large (3) sy (height) or (4) sx (width) value
to the (b) gdimageCreate or the (c)
gdimageCreateTrueColor function.

CVE-2007-39
96

Medium

debian:bookworm:libw

mflite-0.2-7

All Versions

0001-01-01T0O:
00:00z

Not Covered
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The _gdGetColorsfunctioningd_gd.cin
PHP 5.2.11 and 5.3.x before 5.3.1, and the
GD Graphics Library 2.x, does not
properly verify acertain colorsTotal
structure member, which might allow
remote attackers to conduct buffer
overflow or buffer over-read attacksviaa
crafted GD file, a different vulnerability
than CVE-2009-3293. NOTE: some of
these details are obtained from third party
information.

CVE-2009-35
46

Medium

A vulnerability was found in
ImageMagick. This security flaw cause a
remote code execution vulnerability in
OpenBlob with --enable-pipes configured.

CVE-2023-34
152

A vulnerability was found in
ImageMagick. This security flaw cause a
remote code execution vulnerability in
OpenBlob with --enable-pipes configured.

CVE-2023-34
152

A vulnerability was found in
ImageMagick. This security flaw cause a
remote code execution vulnerability in
OpenBlob with --enable-pipes configured.

CVE-2023-34
152

A vulnerability was found in
ImageMagick. This security flaw cause a
remote code execution vulnerability in
OpenBlob with --enable-pipes configured.

CVE-2023-34
152

HTTP::Tiny before 0.083, a Perl core
module since 5.13.9 and available
standalone on CPAN, has an insecure
default TL'S configuration where users
must opt in to verify certificates.

CVE-2023-31
486

HTTP::Tiny before 0.083, a Perl core
module since 5.13.9 and available
standalone on CPAN, has an insecure
default TLS configuration where users
must opt in to verify certificates.

CVE-2023-31
486

HTTP:Tiny before 0.083, a Perl core
module since 5.13.9 and available
standalone on CPAN, has an insecure
default TLS configuration where users
must opt in to verify certificates.

CVE-2023-31
486

debian:bookworm:libw
mflite-0.2-7

All Versions

0001-01-01T0QO:
00:00Z2

Not Covered

debian:bookworm:imag
emagick-6-common

All Versions

0001-01-01T00:
00:00Z2

Not Covered

debian:bookworm:libm
agickcore-6.q16-6

All Versions

0001-01-01T00:
00:00Z2

Not Covered

debian:bookworm:libm
agickwand-6.q16-6

All Versions

0001-01-01T00:
00:00Z2

Not Covered

debian:bookworm:libm
agickcore-6.916-6-extra

All Versions

0001-01-01T00:
00:00Z2

Not Covered

debian:bookworm:perl

All Versions

0001-01-01T00:
00:00Z2

Not Covered

debian:bookworm:libpe
r15.36

All Versions

0001-01-01TQO0:
00:00Z2

Not Covered

debian:bookworm:perl-
modules-5.36

All Versions

0001-01-01T00:
00:00Z2

Not Covered
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Summary CVEs
HTTP:Tiny before 0.083, a Perl core CVE-2023-31
module since 5.13.9 and available 486
standalone on CPAN, has an insecure

default TLS configuration where users

must opt in to verify certificates.

It was found that apt-key in apt, all CVE-2011-33
versions, do not correctly validate gpg 74

keys with the master keyring, leading to a

potential man-in-the-middle attack.

It was found that apt-key in apt, all CVE-2011-33
versions, do not correctly validate gpg 74

keys with the master keyring, leading to a

potential man-in-the-middle attack.

In the GNU C Library (akaglibc or libc6) [ CVE-2018-20
through 2.29, check_dst_limits_calc_pos 1| 796

in posix/regexec.c has Uncontrolled

Recursion, as demonstrated by

'(\227[)(\IW\1[tI\\2537)+ in grep.

Inthe GNU C Library (akaglibc or libc6) [ CVE-2018-20
through 2.29, check_dst_limits_calc pos 1| 796

in posix/regexec.c has Uncontrolled

Recursion, as demonstrated by

'(\227[)(\I\1|t1\\2537)+ in grep.

Inthe GNU C Library (akaglibc or libc6) | CVE-2018-20
through 2.29, check_dst_limits_calc pos 1| 796

in posix/regexec.c has Uncontrolled

Recursion, as demonstrated by

'(\227])(\IW\1jt1\\2537)+" in grep.

Inthe GNU C Library (akaglibc or libc6) | CVE-2018-20
through 2.29, check_dst_limits_calc_pos 1| 796

in posix/regexec.c has Uncontrolled

Recursion, as demonstrated by

'(\227])(\IW\1[t1\\2537)+" in grep.

Inthe GNU C Library (akaglibc or libc6) | CVE-2019-91
through 2.29, check_dst_limits_calc_pos 1|92

in posix/regexec.c has Uncontrolled
Recursion, as demonstrated by '(J)(\1\1)**
in grep, adifferent issue than
CVE-2018-20796. NOTE: the software
maintainer disputes that thisisa
vulnerability because the behavior occurs
only with acrafted pattern

Severity

JFrog Infected Fix
Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:perl- | All Versions 0001-01-01T0O: | Not Covered
base 00:00Z
debian:bookworm:apt | All Versions 2023-01-08T19: | Not Covered
25:00Z2
debian:bookworm:libap | All Versions 2023-01-08T19: | Not Covered
t-pkg6.0 25:00Z2
debian:bookworm:libc6 | All Versions 2023-01-08T19: | Not Covered
31:00Z2
debian:bookworm:libc- | All Versions 2023-01-08T19: | Not Covered
devtools 31:00Z
debian:bookworm:libc- | All Versions 2023-01-08T19: | Not Covered
dev-bin 31:.002
debian:bookworm:libc- | All Versions 2023-01-08T19: | Not Covered
bin 31:.002
debian:bookworm:libc- | All Versions 2023-01-08T19: | Not Covered

devtools

31:00Z
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Summary

CVEs

Severity

Inthe GNU C Library (akaglibc or libc6)
through 2.29, check_dst_limits_calc_pos 1
in posix/regexec.c has Uncontrolled
Recursion, as demonstrated by '(J)(\1\1)**
in grep, adifferent issue than
CVE-2018-20796. NOTE: the software
maintainer disputesthat thisisa
vulnerability because the behavior occurs
only with acrafted pattern

CVE-2019-91
92

In the GNU C Library (akaglibc or libc6)
through 2.29, check_dst_limits_calc pos 1
in posix/regexec.c has Uncontrolled
Recursion, as demonstrated by '(J)(\1\1)**
in grep, adifferent issue than
CVE-2018-20796. NOTE: the software
maintainer disputesthat thisisa
vulnerability because the behavior occurs
only with a crafted pattern

CVE-2019-91
92

In the GNU C Library (akaglibc or libc6)
through 2.29, check_dst_limits_calc_pos 1
in posix/regexec.c has Uncontrolled
Recursion, as demonstrated by '(J)(\1\1)**
in grep, adifferent issue than
CVE-2018-20796. NOTE: the software
maintainer disputesthat thisisa
vulnerability because the behavior occurs
only with a crafted pattern

CVE-2019-91
92

Parsing invalid messages can panic.
Parsing a text-format message which
contains a potential number consisting of a
minus sign, one or more characters of
whitespace, and no further input will cause
apanic.

CVE-2023-24
535

Parsing invalid messages can panic.
Parsing a text-format message which
contains a potential number consisting of a
minus sign, one or more characters of
whitespace, and no further input will cause
apanic.

CVE-2023-24
535

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability

Medium debian:bookworm:libc- | All Versions 2023-01-08T19: | Not Covered
bin 31:00z2

Medium debian:bookworm:libcé | All Versions 2023-01-08T19: | Not Covered

31:00Z2

Medium debian:bookworm:libc- | All Versions 2023-01-08T19: | Not Covered
dev-bin 31:00Z

Medium debian:bookworm:libpy | All Versions 0001-01-01TQ0: | Not Covered
thon3.11-stdlib 00:00Z2

Medium debian:bookworm:pyth | All Versions 0001-01-01T0O: | Not Covered
on3.11-minimal 00:00Z2
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Summary

Parsing invalid messages can panic.
Parsing a text-format message which
contains a potential number consisting of a
minus sign, one or more characters of
whitespace, and no further input will cause
apanic.

Parsing invalid messages can panic.
Parsing a text-format message which
contains a potential number consisting of a
minus sign, one or more characters of
whitespace, and no further input will cause
apanic.

A heap-buffer-overflow vulnerability was
found in LibTIFF, in
extractlmageSection() at
toolg/tiffcrop.c:7916 and
toolg/tiffcrop.c:7801. Thisflaw allows
attackers to cause adenia of serviceviaa
crafted tiff file.

The glob implementation in the GNU C
Library (akaglibc or libc6) allows remote
authenticated users to cause adenial of
service (CPU and memory consumption)
via crafted glob expressions that do not
match any pathnames, as demonstrated by
glob expressionsin STAT commands to an
FTP daemon, a different vulnerability than
CVE-2010-2632.

The glob implementation in the GNU C
Library (akaglibc or libc6) allows remote
authenticated users to cause adenial of
service (CPU and memory consumption)
via crafted glob expressions that do not
match any pathnames, as demonstrated by
glob expressionsin STAT commands to an
FTP daemon, adifferent vulnerability than
CVE-2010-2632.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2023-24 Medium debian:bookworm:libpy | All Versions 0001-01-01T0O: | Not Covered
535 thon3.11-minimal 00:00z2

CVE-2023-24 Medium debian:bookworm:pyth | All Versions 0001-01-01T00: | Not Covered
535 on3.11 00:00Z

CVE-2023-31 Medium debian:bookworm:libtif | All Versions 0001-01-01TQO: | Not Covered
64 6 00:00Z

CVE-2010-47 Medium debian:bookworm:libcé | All Versions 2023-01-08T19: | Not Covered
56 30:002

CVE-2010-47 Medium debian:bookworm:libc- | All Versions 2023-01-08T19: | Not Covered
56 devtools 30:00Z
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Summary

CVEs

The glob implementation in the GNU C
Library (akaglibc or libc6) allows remote
authenticated users to cause adenial of
service (CPU and memory consumption)
via crafted glob expressions that do not
match any pathnames, as demonstrated by
glob expressionsin STAT commands to an
FTP daemon, adifferent vulnerability than
CVE-2010-2632.

CVE-2010-47
56

The glob implementation in the GNU C
Library (akaglibc or libc6) allows remote
authenticated users to cause adenial of
service (CPU and memory consumption)
via crafted glob expressions that do not
match any pathnames, as demonstrated by
glob expressionsin STAT commands to an
FTP daemon, a different vulnerability than
CVE-2010-2632.

CVE-2010-47
56

systemd, when updating file permissions,
allowslocal usersto change the
permissions and SELinux security contexts
for arbitrary files viaa symlink attack on
unspecified files.

CVE-2013-43
92

systemd, when updating file permissions,
allowslocal usersto change the
permissions and SELinux security contexts
for arbitrary files viaa symlink attack on
unspecified files.

CVE-2013-43
92

systemd, when updating file permissions,
allowslocal usersto change the
permissions and SELinux security contexts
for arbitrary files viaa symlink attack on
unspecified files.

CVE-2013-43
92

systemd, when updating file permissions,
allowslocal usersto change the
permissions and SELinux security contexts
for arbitrary files viaa symlink attack on
unspecified files.

CVE-2013-43
92

systemd, when updating file permissions,
allowslocal usersto change the
permissions and SELinux security contexts
for arbitrary files viaa symlink attack on
unspecified files.

CVE-2013-43
92

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability

Medium debian:bookworm:libc- | All Versions 2023-01-08T19: | Not Covered
dev-bin 30:002

Medium debian:bookworm:libc- | All Versions 2023-01-08T19: | Not Covered
bin 30:002

Medium debian:bookworm:syste | All Versions 2023-01-08T19: | Not Covered
md-sysv 25:00Z

Medium debian:bookworm:libsy | All Versions 2023-01-08T19: | Not Covered
stemd-shared 25:002

Medium debian:bookworm:libud | All Versions 2023-01-08T19: | Not Covered
evl 25:002

Medium debian:bookworm:libns | All Versions 2023-01-08T19: | Not Covered
s-systemd 25:002

Medium debian:bookworm:libpa | All Versions 2023-01-08T19: | Not Covered

m-systemd

25:00Z
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Summary

CVEs Severity

systemd, when updating file permissions,
allowslocal usersto change the
permissions and SELinux security contexts
for arbitrary files viaa symlink attack on
unspecified files.

CVE-2013-43
92

systemd, when updating file permissions,
allowslocal usersto change the
permissions and SELinux security contexts
for arbitrary files viaa symlink attack on
unspecified files.

CVE-2013-43
92

systemd, when updating file permissions,
allowslocal usersto change the
permissions and SELinux security contexts
for arbitrary files viaasymlink attack on
unspecified files.

CVE-2013-43
92

systemd, when updating file permissions,
allows local usersto change the
permissions and SELinux security contexts
for arbitrary files viaa symlink attack on
unspecified files.

CVE-2013-43
92

GNU Libc current is affected by:
Mitigation bypass. The impact is: Attacker
may bypass stack guard protection. The
component is: nptl. The attack vector is:
Exploit stack buffer overflow vulnerability
and use this bypass vulnerability to bypass
stack guard. NOTE: Upstream comments
indicate "thisis being treated as a
non-security bug and no real threat.

CVE-2019-10
10022

GNU Libc current is affected by:
Mitigation bypass. Theimpact is: Attacker
may bypass stack guard protection. The
component is: nptl. The attack vector is:
Exploit stack buffer overflow vulnerability
and use this bypass vulnerability to bypass
stack guard. NOTE: Upstream comments
indicate "thisis being treated as a
non-security bug and no real threat.

CVE-2019-10
10022

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability

Medium debian:bookworm:udev | All Versions 2023-01-08T19: | Not Covered

25:00Z2

debian:bookworm:syste | All Versions 2023-01-08T19: | Not Covered
md 25:00Z2
debian:bookworm:libsy | All Versions 2023-01-08T19: | Not Covered
stemd0 25:00Z2
debian:bookworm:syste | All Versions 2023-01-08T19: | Not Covered
md-timesyncd 25:00Z
debian:bookworm:libc- | All Versions 2023-01-08T19: | Not Covered
devtools 25:00Z
debian:bookworm:libc- | All Versions 2023-01-08T19: | Not Covered

dev-bin

25:00Z2
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Summary

CVEs

GNU Libc current is affected by:
Mitigation bypass. Theimpact is: Attacker
may bypass stack guard protection. The
component is: nptl. The attack vector is:
Exploit stack buffer overflow vulnerability
and use this bypass vulnerability to bypass
stack guard. NOTE: Upstream comments
indicate "thisis being treated as a
non-security bug and no real threat.

CVE-2019-10
10022

GNU Libc current is affected by:
Mitigation bypass. The impact is: Attacker
may bypass stack guard protection. The
component is: nptl. The attack vector is:
Exploit stack buffer overflow vulnerability
and use this bypass vulnerability to bypass
stack guard. NOTE: Upstream comments
indicate "thisis being treated as a
non-security bug and no real threat.

CVE-2019-10
10022

An issue was discovered in MIT Kerberos
5 (aka krb5) through 1.16. Thereisa
variable "dbentry->n_key data’ in
kadmin/dbutil/dump.c that can store 16-bit
data but unknowingly the developer has
assigned a"u4" variable to it, which isfor
32-bit data. An attacker can use this
vulnerability to affect other artifacts of the
database as we know that a Kerberos
database dump file contains trusted data.

CVE-2018-57
09

An issue was discovered in MIT Kerberos
5 (akakrb5) through 1.16. Thereisa
variable "dbentry->n_key_data' in
kadmin/dbutil/dump.c that can store 16-bit
data but unknowingly the developer has
assigned a"u4" variable to it, which isfor
32-bit data. An attacker can use this
vulnerability to affect other artifacts of the
database as we know that a Kerberos
database dump file contains trusted data.

CVE-2018-57
09

Severity

JFrog

Severity

Infected Fix
Component Physical Paths Component Version Version | Edited Applicability

debian:bookworm:libc6 | All Versions 2023-01-08T19: | Not Covered
25:00Z

debian:bookworm:libc- | All Versions 2023-01-08T19: | Not Covered

bin 25:00Z

debian:bookworm:libkr | All Versions 2023-01-08T19: | Not Covered

b5-3 26:00Z

debian:bookworm:libk5 | All Versions 2023-01-08T19: | Not Covered

crypto3

26:00Z2
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Summary

CVEs

An issue was discovered in MIT Kerberos
5 (aka krb5) through 1.16. Thereisa
variable "dbentry->n_key data' in
kadmin/dbutil/dump.c that can store 16-bit
data but unknowingly the developer has
assigned a"'u4" variable to it, which isfor
32-bit data. An attacker can use this
vulnerability to affect other artifacts of the
database as we know that a Kerberos
database dump file contains trusted data.

CVE-2018-57

09

An issue was discovered in MIT Kerberos
5 (aka krb5) through 1.16. Thereisa
variable "dbentry->n_key data" in
kadmin/dbutil/dump.c that can store 16-bit
data but unknowingly the developer has
assigned a"u4" variable to it, which isfor
32-bit data. An attacker can use this
vulnerability to affect other artifacts of the
database as we know that a Kerberos
database dump file contains trusted data.

CVE-2018-57

09

An issue was discovered in MIT Kerberos
5 (akakrb5) through 1.16. Thereisa
variable "dbentry->n_key data' in
kadmin/dbutil/dump.c that can store 16-bit
data but unknowingly the developer has
assigned a"u4" variable to it, which isfor
32-bit data. An attacker can use this
vulnerability to affect other artifacts of the
database as we know that a Kerberos
database dump file contains trusted data.

CVE-2018-57

09

Tar 1.15.1 does not properly warn the user
when extracting setuid or setgid files,
which may allow local users or remote
attackers to gain privileges.

CVE-2005-25

41

JFrog

Severity

25:00Z

Infected Fix
Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:krb5- | All Versions 2023-01-08T19: | Not Covered
locales 26:00Z
debian:bookworm:libgs | All Versions 2023-01-08T19: | Not Covered
sapi-krb5-2 26:00Z2
debian:bookworm:libkr | All Versions 2023-01-08T19: | Not Covered
b5support0 26:00Z
debian:bookworm:tar All Versions 2023-01-08T19: | Not Covered




Summary

A flaw was found in the util-linux chfn and
chsh utilities when compiled with Readline
support. The Readline library uses an
"INPUTRC" environment variable to get a
path to the library config file. When the
library cannot parse the specified file, it
prints an error message containing data
from thefile. Thisflaw alows an
unprivileged user to read root-owned files,
potentially leading to privilege escalation.
Thisflaw affects util-linux versions prior
t02.37.4.

A flaw was found in the util-linux chfn and
chsh utilities when compiled with Readline
support. The Readline library uses an
"INPUTRC" environment variable to get a
path to the library config file. When the
library cannot parse the specified file, it
prints an error message containing data
from thefile. This flaw allowsan
unprivileged user to read root-owned files,
potentially leading to privilege escalation.
This flaw affects util-linux versions prior
t02.37.4.

A flaw was found in the util-linux chfn and
chsh utilities when compiled with Readline
support. The Readline library uses an
"INPUTRC" environment variable to get a
path to the library config file. When the
library cannot parse the specified file, it
prints an error message containing data
from thefile. This flaw allows an
unprivileged user to read root-owned files,
potentially leading to privilege escalation.
This flaw affects util-linux versions prior
t02.37.4.

JFrog

Severity

Infected Fix
Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:bsdut | All Versions 2023-01-08T19: | Not Covered
ils 26:00Z
debian:bookworm:util-li | All Versions 2023-01-08T19: | Not Covered
nux-extra 26:00Z
debian:bookworm:libuu | All Versions 2023-01-08T19: | Not Covered
idl 26:00Z




Summary

A flaw was found in the util-linux chfn and
chsh utilities when compiled with Readline
support. The Readline library uses an
"INPUTRC" environment variable to get a
path to the library config file. When the
library cannot parse the specified file, it
prints an error message containing data
from thefile. Thisflaw alows an
unprivileged user to read root-owned files,
potentially leading to privilege escalation.
Thisflaw affects util-linux versions prior
t02.37.4.

A flaw was found in the util-linux chfn and
chsh utilities when compiled with Readline
support. The Readline library uses an
"INPUTRC" environment variable to get a
path to the library config file. When the
library cannot parse the specified file, it
prints an error message containing data
from thefile. This flaw allowsan
unprivileged user to read root-owned files,
potentially leading to privilege escalation.
This flaw affects util-linux versions prior
t02.37.4.

A flaw was found in the util-linux chfn and
chsh utilities when compiled with Readline
support. The Readline library uses an
"INPUTRC" environment variable to get a
path to the library config file. When the
library cannot parse the specified file, it
prints an error message containing data
from thefile. This flaw allows an
unprivileged user to read root-owned files,
potentially leading to privilege escalation.
This flaw affects util-linux versions prior
t02.37.4.

JFrog

Severity

Infected Fix
Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:bsde | All Versions 2023-01-08T19: | Not Covered
xtrautils 26:00Z
debian:bookworm:libm | All Versions 2023-01-08T19: | Not Covered
ountl 26:00Z
debian:bookworm:libfdi | All Versions 2023-01-08T19: | Not Covered
skl 26:00Z




Summary

A flaw was found in the util-linux chfn and
chsh utilities when compiled with Readline
support. The Readline library uses an
"INPUTRC" environment variable to get a
path to the library config file. When the
library cannot parse the specified file, it
prints an error message containing data
from thefile. Thisflaw alows an
unprivileged user to read root-owned files,
potentially leading to privilege escalation.
Thisflaw affects util-linux versions prior
t02.37.4.

A flaw was found in the util-linux chfn and
chsh utilities when compiled with Readline
support. The Readline library uses an
"INPUTRC" environment variable to get a
path to the library config file. When the
library cannot parse the specified file, it
prints an error message containing data
from thefile. This flaw allowsan
unprivileged user to read root-owned files,
potentially leading to privilege escalation.
This flaw affects util-linux versions prior
t02.37.4.

A flaw was found in the util-linux chfn and
chsh utilities when compiled with Readline
support. The Readline library uses an
"INPUTRC" environment variable to get a
path to the library config file. When the
library cannot parse the specified file, it
prints an error message containing data
from thefile. This flaw allows an
unprivileged user to read root-owned files,
potentially leading to privilege escalation.
This flaw affects util-linux versions prior
t02.37.4.

JFrog

Severity

Infected Fix
Component Physical Paths Component Version Version | Edited Applicability

debian:bookworm:libbl | All Versions 2023-01-08T19: | Not Covered

kidl 26:00Z

debian:bookworm:mou | All Versions 2023-01-08T19: | Not Covered

nt 26:00Z

debian:bookworm:fdisk | All Versions 2023-01-08T19: | Not Covered
26:00Z




Summary

A flaw was found in the util-linux chfn and
chsh utilities when compiled with Readline
support. The Readline library uses an
"INPUTRC" environment variable to get a
path to the library config file. When the
library cannot parse the specified file, it
prints an error message containing data
from thefile. Thisflaw alows an
unprivileged user to read root-owned files,
potentially leading to privilege escalation.
Thisflaw affects util-linux versions prior
t02.37.4.

A flaw was found in the util-linux chfn and
chsh utilities when compiled with Readline
support. The Readline library uses an
"INPUTRC" environment variable to get a
path to the library config file. When the
library cannot parse the specified file, it
prints an error message containing data
from thefile. This flaw allowsan
unprivileged user to read root-owned files,
potentially leading to privilege escalation.
This flaw affects util-linux versions prior
t02.37.4.

A flaw was found in the util-linux chfn and
chsh utilities when compiled with Readline
support. The Readline library uses an
"INPUTRC" environment variable to get a
path to the library config file. When the
library cannot parse the specified file, it
prints an error message containing data
from thefile. This flaw allows an
unprivileged user to read root-owned files,
potentially leading to privilege escalation.
This flaw affects util-linux versions prior
t02.37.4.

JFrog

Severity

Infected Fix
Component Physical Paths Component Version Version | Edited Applicability

debian:bookworm:gject | All Versions 2023-01-08T19: | Not Covered
26:00Z

debian:bookworm:util-li | All Versions 2023-01-08T19: | Not Covered

nux 26:00Z

debian:bookworm:libsm | All Versions 2023-01-08T19: | Not Covered

artcolsl 26:00Z




Summary

CVEs

shadow 4.8, in certain circumstances
affecting at least Gentoo, Arch Linux, and
Void Linux, allowslocal usersto obtain
root access because setuid programs are
misconfigured. Specifically, this affects
shadow 4.8 when compiled using
--with-libpam but without explicitly
passing --disable-account-tool s-setuid, and
without a PAM configuration suitable for
use with setuid account management tools.
This combination leads to account
management tools (groupadd, groupdel,
groupmod, useradd, userdel, usermod) that
can easily be used by unprivileged local
usersto escalate privilegesto root in
multiple ways. Thisissue became much
more relevant in approximately December
2019 when an unrelated bug was fixed
(i.e., the chmod calls to suidushins were
fixed in the upstream Makefile which is
now included in the release version 4.8).

CVE-2019-19
882

shadow 4.8, in certain circumstances
affecting at least Gentoo, Arch Linux, and
Void Linux, allowslocal usersto obtain
root access because setuid programs are
misconfigured. Specifically, this affects
shadow 4.8 when compiled using
--with-libpam but without explicitly
passing --disable-account-tool s-setuid, and
without a PAM configuration suitable for
use with setuid account management tools.
This combination leads to account
management tools (groupadd, groupdel,
groupmod, useradd, userdel, usermod) that
can easily be used by unprivileged local
users to escalate privilegesto root in
multiple ways. Thisissue became much
more relevant in approximately December
2019 when an unrelated bug was fixed
(i.e., the chmod calls to suidusbins were
fixed in the upstream Makefile which is
now included in the release version 4.8).

CVE-2019-19
882

Severity

JFrog Infected Fix
Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:pass | All Versions 0001-01-01T0O: | Not Covered
wd 00:00Z
debian:bookworm:login | All Versions 0001-01-01T00: | Not Covered
00:00Z
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Summary

GNU Libc current is affected by:
Mitigation bypass. Theimpact is: Attacker
may guess the heap addresses of
pthread_created thread. The component is:
glibc. NOTE: the vendor's position is
"ASLR bypassitself is not avulnerability.

GNU Libc current is affected by:
Mitigation bypass. The impact is: Attacker
may guess the heap addresses of
pthread_created thread. The component is:
glibc. NOTE: the vendor's position is
"ASLR bypass itself is not avulnerability.

GNU Libc current is affected by:
Mitigation bypass. Theimpact is: Attacker
may guess the heap addresses of
pthread_created thread. The component is:
glibc. NOTE: the vendor's position is
"ASLR bypassitself is not avulnerability.

GNU Libc current is affected by:
Mitigation bypass. The impact is: Attacker
may guess the heap addresses of
pthread_created thread. The component is:
glibc. NOTE: the vendor's position is
"ASLR bypass itself is not avulnerability.

GNU Libc current is affected by:
Re-mapping current loaded library with
malicious ELF file. Theimpact is: In worst
case attacker may evaluate privileges. The
component is: libld. The attack vector is:
Attacker sends 2 ELF filesto victim and
asksto run Idd on it. |dd execute code.
NOTE: Upstream comments indicate "this
is being treated as a non-security bug and
no real threat.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2019-10 debian:bookworm:libc- | All Versions 0001-01-01T00: | Not Covered
10025 bin 00:00Z

CVE-2019-10 debian:bookworm:libcé | All Versions 0001-01-01TQO0: | Not Covered
10025 00:00Z

CVE-2019-10 debian:bookworm:libc- | All Versions 0001-01-01T00: | Not Covered
10025 devtools 00:00z

CVE-2019-10 debian:bookworm:libc- | All Versions 0001-01-01TQO0: | Not Covered
10025 dev-bin 00:00Z

CVE-2019-10 debian:bookworm:libc- | All Versions 0001-01-01T00: | Not Covered
10023 bin 00:00Z
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Summary

CVEs

GNU Libc current is affected by:
Re-mapping current loaded library with
malicious ELF file. Theimpact is: In worst
case attacker may evaluate privileges. The
component is: libld. The attack vector is:
Attacker sends 2 ELF filesto victim and
asksto run Idd on it. Idd execute code.
NOTE: Upstream comments indicate "this
isbeing treated as a non-security bug and
no real threat.

CVE-2019-10
10023

GNU Libc current is affected by:
Re-mapping current loaded library with
malicious ELF file. Theimpact is: In worst
case attacker may evaluate privileges. The
component is: libld. The attack vector is:
Attacker sends 2 ELF filesto victim and
asksto run Idd on it. Idd execute code.
NOTE: Upstream comments indicate "this
is being treated as a non-security bug and
no real threat.

CVE-2019-10
10023

GNU Libc current is affected by:
Re-mapping current loaded library with
malicious ELF file. Theimpact is: In worst
case attacker may evaluate privileges. The
component is: libld. The attack vector is:
Attacker sends 2 ELF filesto victim and
asksto run Idd on it. |dd execute code.
NOTE: Upstream comments indicate "this
is being treated as a non-security bug and
no real threat.

CVE-2019-10
10023

GNU Libc current is affected by:
Mitigation bypass. The impact is: Attacker
may bypass ASLR using cache of thread
stack and heap. The component is: glibc.
NOTE: Upstream comments indicate "this
is being treated as a non-security bug and
no real threat.

CVE-2019-10
10024

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libc6 | All Versions 0001-01-01T00: | Not Covered

00:00Z

debian:bookworm:libc- | All Versions 0001-01-01TQO0: | Not Covered
devtools 00:00z
debian:bookworm:libc- | All Versions 0001-01-01T00: | Not Covered
dev-bin 00:00Z
debian:bookworm:libc- | All Versions 0001-01-01TQO0: | Not Covered
devtools 00:00Z
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Summary

GNU Libc current is affected by:
Mitigation bypass. Theimpact is: Attacker
may bypass ASLR using cache of thread
stack and heap. The component is: glibc.
NOTE: Upstream comments indicate "this
is being treated as a non-security bug and
no real threat.

GNU Libc current is affected by:
Mitigation bypass. The impact is: Attacker
may bypass ASLR using cache of thread
stack and heap. The component is: glibc.
NOTE: Upstream comments indicate "this
isbeing treated as a non-security bug and
no real threat.

GNU Libc current is affected by:
Mitigation bypass. The impact is: Attacker
may bypass ASLR using cache of thread
stack and heap. The component is: glibc.
NOTE: Upstream comments indicate "this
is being treated as a non-security bug and
no real threat.

Out-of-bounds accesses in the functions
pi_next_Ircp, pi_next_rlcp, pi_next_rpcl,
pi_next_pcrl, pi_next_rpcl, and
pi_next_cprl in openmj2/pi.c in OpenJPEG
through 2.3.0 allow remote attackers to
cause adenia of service (application
crash).

In al versions of AppArmor mount rules
are accidentally widened when compiled.

An issue was discovered in OpenJPEG
2.3.0. It allows remote attackers to cause a
denial of service (attempted excessive
memory allocation) in opj_callocin
openjp2/opj_malloc.c, when called from
opj_ted_init_tile in openjp2/tcd.c, as
demonstrated by the 64-bit
opj_decompress.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2019-10 debian:bookworm:libc- | All Versions 0001-01-01T0O: | Not Covered
10024 bin 00:00Z2

CVE-2019-10 debian:bookworm:libc- | All Versions 0001-01-01T00: | Not Covered
10024 dev-bin 00:00Z

CVE-2019-10 debian:bookworm:libcé | All Versions 0001-01-01T00: | Not Covered
10024 00:00Z2

CVE-2018-20 debian:bookworm:libop | All Versions 0001-01-01T00: | Not Covered
846 enjp2-7 00:00Z

CVE-2016-15 debian:bookworm:libap | All Versions 0001-01-01T00: | Not Covered
85 parmorl 00:00z

CVE-2019-69 debian:bookworm:libop | All Versions 0001-01-01T00: | Not Covered
88 enjp2-7 00:00Z
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Summary

A heap-based buffer over-read existsin the
function d_expression_1 in cp-demangle.c
in GNU libiberty, as distributed in GNU
Binutils 2.31.1. A crafted input can cause
segmentation faults, leading to
denial-of-service, as demonstrated by
c+Hilt.

A heap-based buffer over-read existsin the
function d_expression_1 in cp-demangle.c
in GNU libiberty, as distributed in GNU
Binutils 2.31.1. A crafted input can cause
segmentation faults, leading to
denial-of-service, as demonstrated by
cHHfilt.

A heap-based buffer over-read existsin the
function d_expression_1 in cp-demangle.c
in GNU libiberty, as distributed in GNU
Binutils 2.31.1. A crafted input can cause
segmentation faults, leading to
denial-of-service, as demonstrated by
cHHfilt.

A heap-based buffer over-read existsin the
function d_expression_1 in cp-demangle.c
in GNU libiberty, as distributed in GNU
Binutils 2.31.1. A crafted input can cause
segmentation faults, leading to
denial-of-service, as demonstrated by
c+Hilt.

A heap-based buffer over-read existsin the
function d_expression_1 in cp-demangle.c
in GNU libiberty, as distributed in GNU
Binutils 2.31.1. A crafted input can cause
segmentation faults, leading to
denial-of-service, as demonstrated by
c+Hilt.

A heap-based buffer over-read existsin the
function d_expression_1 in cp-demangle.c
in GNU libiberty, as distributed in GNU
Binutils 2.31.1. A crafted input can cause
segmentation faults, leading to
denial-of-service, as demonstrated by
cHHfilt.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2018-20 debian:bookworm:libbi | All Versions 0001-01-01T00: | Not Covered
712 nutils 00:00Z

CVE-2018-20 debian:bookworm:libetf | All Versions 0001-01-01T00: | Not Covered
712 0 00:00Z

CVE-2018-20 debian:bookworm:binut | All Versions 0001-01-01TQO0: | Not Covered
712 ils-x86-64-linux-gnu 00:00z

CVE-2018-20 debian:bookworm:libgp | All Versions 0001-01-01T00: | Not Covered
712 rofng0 00:00Z2

CVE-2018-20 debian:bookworm:libetf | All Versions 0001-01-01T00: | Not Covered
712 -nobfd0 00:00Z

CVE-2018-20 debian:bookworm:binut | All Versions 0001-01-01T00: | Not Covered
712 ils-common 00:00z
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Summary

A heap-based buffer over-read existsin the
function d_expression_1 in cp-demangle.c
in GNU libiberty, as distributed in GNU
Binutils 2.31.1. A crafted input can cause
segmentation faults, leading to
denial-of-service, as demonstrated by
c+Hilt.

An issue was discovered in cairo 1.16.0.
Thereis an assertion problem in the
function _cairo_arc_in_directionin thefile
cairo-arc.c.

An issue was discovered in cairo 1.16.0.
Thereisan assertion problem in the
function _cairo_arc_in_directionin thefile
cairo-arc.c.

An issue was discovered in cairo 1.16.0.
Thereisan infinite loop in the function
_arc_error_normalized in thefile
cairo-arc.c, related to

_arc_max_angle for_tolerance_normalize
d.

An issue was discovered in cairo 1.16.0.
Thereisan infinite loop in the function
_arc_error_normalized in thefile
cairo-arc.c, related to

_arc_max_angle for_tolerance_normalize
d.

The demangle_template function in
cplus-dem.cin GNU libiberty, as
distributed in GNU Binutils 2.31.1,
contains an integer overflow vulnerability
(for "Create an array for saving the
template argument values") that can trigger
a heap-based buffer overflow, as
demonstrated by nm.

The demangle_template function in
cplus-dem.cin GNU libiberty, as
distributed in GNU Binutils 2.31.1,
contains an integer overflow vulnerability
(for "Create an array for saving the
template argument values") that can trigger
a heap-based buffer overflow, as
demonstrated by nm.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2018-20 debian:bookworm:binut | All Versions 0001-01-01T00: | Not Covered
712 ils 00:00Z

CVE-2019-64 debian:bookworm:libcai | All Versions 0001-01-01T00: | Not Covered
61 ro-gobject2 00:00Z

CVE-2019-64 debian:bookworm:libcai | All Versions 0001-01-01T00: | Not Covered
61 ro2 00:00z

CVE-2019-64 debian:bookworm:libcai | All Versions 0001-01-01T00: | Not Covered
62 ro-gobject2 00:00Z

CVE-2019-64 debian:bookworm:libcai | All Versions 0001-01-01T0O: | Not Covered
62 ro2 00:00Z

CVE-2018-20 debian:bookworm:binut | All Versions 0001-01-01T00: | Not Covered
673 ils-x86-64-linux-gnu 00:00Z

CVE-2018-20 debian:bookworm:binut | All Versions 0001-01-01TQO0: | Not Covered
673 ils-common 00:00Z




Summary

The demangle_template function in
cplus-dem.cin GNU libiberty, as
distributed in GNU Binutils 2.31.1,
contains an integer overflow vulnerability
(for "Create an array for saving the
template argument values") that can trigger
a heap-based buffer overflow, as
demonstrated by nm.

The demangle_template functionin
cplus-dem.cin GNU libiberty, as
distributed in GNU Binutils 2.31.1,
contains an integer overflow vulnerability
(for "Create an array for saving the
template argument values") that can trigger
a heap-based buffer overflow, as
demonstrated by nm.

The demangle_template function in
cplus-dem.cin GNU libiberty, as
distributed in GNU Binutils 2.31.1,
contains an integer overflow vulnerability
(for "Create an array for saving the
template argument values') that can trigger
a heap-based buffer overflow, as
demonstrated by nm.

The demangle_template function in
cplus-dem.cin GNU libiberty, as
distributed in GNU Binutils 2.31.1,
contains an integer overflow vulnerability
(for "Create an array for saving the
template argument values') that can trigger
a heap-based buffer overflow, as
demonstrated by nm.

The demangle_template function in
cplus-dem.cin GNU libiberty, as
distributed in GNU Binutils 2.31.1,
contains an integer overflow vulnerability
(for "Create an array for saving the
template argument values') that can trigger
a heap-based buffer overflow, as
demonstrated by nm.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2018-20 debian:bookworm:libbi | All Versions 0001-01-01T0O: | Not Covered
673 nutils 00:00z2

CVE-2018-20 debian:bookworm:libgp | All Versions 0001-01-01T0O: | Not Covered
673 rofng0 00:00Z

CVE-2018-20 debian:bookworm:binut | All Versions 0001-01-01T0O: | Not Covered
673 ils 00:00z

CVE-2018-20 debian:bookworm:libctf | All Versions 0001-01-01T00: | Not Covered
673 -nobfd0 00:00Z

CVE-2018-20 debian:bookworm:libetf | All Versions 0001-01-01TO0O: | Not Covered
673 0 00:00z
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Summary

The get_count function in cplus-dem.cin
GNU libiberty, as distributed in GNU
Binutils 2.31, allows remote attackers to
cause adenial of service (malloc called
with the result of an integer-overflowing
calculation) or possibly have unspecified
other impact via a crafted string, as
demonstrated by c++filt.

The get_count function in cplus-dem.cin
GNU libiberty, as distributed in GNU
Binutils 2.31, allows remote attackers to
cause adenial of service (malloc called
with the result of an integer-overflowing
calculation) or possibly have unspecified
other impact via a crafted string, as
demonstrated by c++filt.

The get_count function in cplus-dem.cin
GNU libiberty, as distributed in GNU
Binutils 2.31, allows remote attackers to
cause adenial of service (malloc called
with the result of an integer-overflowing
calculation) or possibly have unspecified
other impact via a crafted string, as
demonstrated by c++filt.

The get_count function in cplus-dem.cin
GNU libiberty, as distributed in GNU
Binutils 2.31, allows remote attackers to
cause adenial of service (malloc called
with the result of an integer-overflowing
calculation) or possibly have unspecified
other impact via a crafted string, as
demonstrated by c++filt.

The get_count function in cplus-dem.cin
GNU libiberty, as distributed in GNU
Binutils 2.31, allows remote attackers to
cause adenial of service (malloc called
with the result of an integer-overflowing
calculation) or possibly have unspecified
other impact via a crafted string, as
demonstrated by c++filt.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2018-18 debian:bookworm:binut | All Versions 0001-01-01T00: | Not Covered
483 ils-x86-64-linux-gnu 00:00z2

CVE-2018-18 debian:bookworm:binut | All Versions 0001-01-01T00: | Not Covered
483 ils-common 00:00z

CVE-2018-18 debian:bookworm:libbi | All Versions 0001-01-01T00: | Not Covered
483 nutils 00:00z

CVE-2018-18 debian:bookworm:binut | All Versions 0001-01-01T00: | Not Covered
483 ils 00:00Z

CVE-2018-18 debian:bookworm:libetf | All Versions 0001-01-01T00: | Not Covered
483 -nobfd0 00:00Z
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Summary

The get_count function in cplus-dem.cin
GNU libiberty, as distributed in GNU
Binutils 2.31, allows remote attackers to
cause adenial of service (malloc called
with the result of an integer-overflowing
calculation) or possibly have unspecified
other impact via a crafted string, as
demonstrated by c++filt.

The get_count function in cplus-dem.cin
GNU libiberty, as distributed in GNU
Binutils 2.31, allows remote attackers to
cause adenial of service (malloc called
with the result of an integer-overflowing
calculation) or possibly have unspecified
other impact via a crafted string, as
demonstrated by c++filt.

cairo through 1.15.14 has an out-of-bounds
stack-memory write during processing of a
crafted document by WebKitGTK+
because of the interaction between
cairo-rectangular-scan-converter.c (the
generate and render_rows functions) and
cairo-image-compositor.c (the
_cairo_image_spans_and_zero function).

cairo through 1.15.14 has an out-of-bounds
stack-memory write during processing of a
crafted document by WebKitGTK+
because of the interaction between
cairo-rectangul ar-scan-converter.c (the
generate and render_rows functions) and
cairo-image-compositor.c (the
_cairo_image_spans_and_zero function).

An issue was discovered in OpenJPEG
2.3.0. A heap-based buffer overflow was
discovered in the function
t2_encode_packet in lib/openmj2/t2.c. The
vulnerability causes an out-of-bounds
write, which may |lead to remote denial of
service or possibly unspecified other
impact.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2018-18 debian:bookworm:libctf | All Versions 0001-01-01T0O: | Not Covered
483 0 00:00Z2

CVE-2018-18 debian:bookworm:libgp | All Versions 0001-01-01T0O: | Not Covered
483 rofng0 00:00Z

CVE-2018-18 debian:bookworm:libcai | All Versions 0001-01-01T0O: | Not Covered
064 ro2 00:00z

CVE-2018-18 debian:bookworm:libcai | All Versions 0001-01-01T00: | Not Covered
064 ro-gobject2 00:00Z

CVE-2018-16 debian:bookworm:libop | All Versions 0001-01-01T00: | Not Covered
376 enjp2-7 00:00Z
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Summary

An issue was discovered in OpenJPEG
2.3.0. Missing checks for
header_info.height and header_info.width
in the function pnmtoimage in
bin/jpwl/convert.c can lead to a heap-based
buffer overflow.

In ImageMagick 7.0.8-11 Q16, atiny input
file 0x50 0x36 0x36 0x36 0x36 Ox4c 0x36
0x38 0x36 0x36 0x36 0x36 0x36 0x36
Ox1f 0x35 0x50 0x00 can result in a hang
of several minutes during which CPU and
memory resources are consumed until
ultimately an attempted large memory
allocation fails. Remote attackers could
leverage this vulnerability to cause a denial
of service viaa crafted file.

In ImageMagick 7.0.8-11 Q16, atiny input
file Ox50 0x36 0x36 0x36 0x36 0x4c 0x36
0x38 0x36 0x36 0x36 0x36 0x36 0x36
Ox1f 0x35 0x50 0x00 can result in ahang
of several minutes during which CPU and
memory resources are consumed until
ultimately an attempted large memory
allocation fails. Remote attackers could
leverage this vulnerability to cause a denial
of service viaacrafted file.

In ImageMagick 7.0.8-11 Q16, atiny input
file 0x50 0x36 0x36 0x36 0x36 Ox4c 0x36
0x38 0x36 0x36 0x36 0x36 0x36 0x36
0x1f 0x35 0x50 0x00 can result in a hang
of several minutes during which CPU and
memory resources are consumed until
ultimately an attempted large memory
allocation fails. Remote attackers could
leverage this vulnerability to cause a denial
of service viaa crafted file.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2018-16 debian:bookworm:libop | All Versions 0001-01-01T0O: | Not Covered

375 enjp2-7 00:00Z

CVE-2018-15 debian:bookworm:libm | All Versions 0001-01-01TQ0: | Not Covered

607 agickcore-6.q16-6-extra 00:00Z

CVE-2018-15 debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered

607 agickwand-6.916-6 00:00z

CVE-2018-15 debian:bookworm:imag | All Versions 0001-01-01T00: | Not Covered

607 emagick-6-common 00:00Z
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Summary

CVEs

In ImageMagick 7.0.8-11 Q16, atiny input
file Ox50 0x36 0x36 0x36 0x36 Ox4c 0x36
0x38 0x36 0x36 0x36 0x36 0x36 0x36
Ox1f 0x35 0x50 0x00 can result in ahang
of several minutes during which CPU and
memory resources are consumed until
ultimately an attempted large memory
allocation fails. Remote attackers could
leverage this vulnerability to cause adenia
of service viaa crafted file.

CVE-2018-15
607

ARM mbedTLS version 2.7.0 and earlier
contains a Ciphersuite Allows Incorrectly
Signed Certificates vulnerability in
mbedtls ssl_get_verify_result() that can
result in ECDSA-signed certificates are
accepted, when only RSA-signed ones
should be.. This attack appear to be
exploitable via Peers negotiate a
TLS-ECDH-RSA-* ciphersuite. Any of the
peers can then provide an ECDSA-signed
certificate, when only an RSA-signed one
should be accepted..

CVE-2018-10
00520

LibTIFF 4.0.9 hasa NULL pointer
dereference in the jpeg_fdct_16x16
function in jfdctint.c.

CVE-2018-10
126

An issue was discovered in cplus-dem.cin
GNU libiberty, as distributed in GNU
Binutils 2.30. Stack Exhaustion occursin
the C++ demangling functions provided by
libiberty, and there are recursive stack
frames: demangle_template value parm,
demangle_integral_value, and
demangle_expression.

CVE-2018-99
96

An issue was discovered in cplus-dem.cin
GNU libiberty, as distributed in GNU
Binutils 2.30. Stack Exhaustion occursin
the C++ demangling functions provided by
libiberty, and there are recursive stack
frames: demangle_template value parm,
demangle_integral_value, and
demangle_expression.

CVE-2018-99
96

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered
agickcore-6.016-6 00:00z2
debian:bookworm:libm | All Versions 0001-01-01TQO0: | Not Covered
bedcrypto7 00:00z
debian:bookworm:libtif | All Versions 0001-01-01TQO0: | Not Covered
f6 00:00Z
debian:bookworm:libbi | All Versions 0001-01-01T00: | Not Covered
nutils 00:00Z
debian:bookworm:binut | All Versions 0001-01-01T00: | Not Covered
ils 00:00Z
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Summary

An issue was discovered in cplus-dem.cin
GNU libiberty, as distributed in GNU
Binutils 2.30. Stack Exhaustion occursin
the C++ demangling functions provided by
libiberty, and there are recursive stack
frames: demangle_template value parm,
demangle_integral_value, and
demangle_expression.

An issue was discovered in cplus-dem.cin
GNU libiberty, as distributed in GNU
Binutils 2.30. Stack Exhaustion occursin
the C++ demangling functions provided by
libiberty, and there are recursive stack
frames: demangle_template value parm,
demangle_integral_value, and
demangle_expression.

An issue was discovered in cplus-dem.c in
GNU libiberty, as distributed in GNU
Binutils 2.30. Stack Exhaustion occursin
the C++ demangling functions provided by
libiberty, and there are recursive stack
frames: demangle_template value parm,
demangle_integral_value, and
demangle_expression.

An issue was discovered in cplus-dem.c in
GNU libiberty, as distributed in GNU
Binutils 2.30. Stack Exhaustion occursin
the C++ demangling functions provided by
libiberty, and there are recursive stack
frames: demangle_template value parm,
demangle_integral_value, and
demangle_expression.

An issue was discovered in cplus-dem.c in
GNU libiberty, as distributed in GNU
Binutils 2.30. Stack Exhaustion occursin
the C++ demangling functions provided by
libiberty, and there are recursive stack
frames: demangle_template value parm,
demangle_integral_value, and
demangle_expression.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2018-99 debian:bookworm:libctf | All Versions 0001-01-01T0O: | Not Covered
96 0 00:00Z2

CVE-2018-99 debian:bookworm:libgp | All Versions 0001-01-01T0O: | Not Covered
96 rofng0 00:00Z

CVE-2018-99 debian:bookworm:binut | All Versions 0001-01-01T0O: | Not Covered
96 ils-x86-64-linux-gnu 00:00z

CVE-2018-99 debian:bookworm:binut | All Versions 0001-01-01T00: | Not Covered
96 ils-common 00:00Z

CVE-2018-99 debian:bookworm:libetf | All Versions 0001-01-01TO0O: | Not Covered
96 -nobfd0 00:00Z
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Summary

CVEs

cipher/elgamal.c in Libgcrypt through
1.8.2, when used to encrypt messages
directly, improperly encodes plaintexts,
which allows attackers to obtain sensitive
information by reading ciphertext data
(i.e., it does not have semantic security in
face of a ciphertext-only attack). The
Decisiond Diffie-Hellman (DDH)
assumption does not hold for Libgcrypt's
ElGamal implementation.

CVE-2018-68
29

It was found that system umask policy is
not being honored when creating XDG
user directories, since X session sources
xdg-user-dirs.sh before setting umask
policy. This only affects xdg-user-dirs
before 0.15.5 as shipped with Red Hat
Enterprise Linux.

CVE-2017-15
131

In LibTIFF 4.0.8, there is a heap-based
use-after-free in the t2p_writeproc function
in tiff2pdf.c. NOTE: there is a third-party
report of inability to reproduce thisissue

CVE-2017-17
973

contrib/slapd-modules/nops/nops.c in
OpenLDAP through 2.4.45, when both the
nops module and the memberof overlay are
enabled, attempts to free a buffer that was
allocated on the stack, which allows
remote attackers to cause adenial of
service (slapd crash) viaamember
MODDN operation.

CVE-2017-17
740

contrib/slapd-modules/nops/nops.c in
OpenLDAP through 2.4.45, when both the
nops module and the memberof overlay are
enabled, attempts to free a buffer that was
allocated on the stack, which allows
remote attackers to cause adenial of
service (slapd crash) viaamember
MODDN operation.

CVE-2017-17
740

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libgc | All Versions 0001-01-01T0O: | Not Covered
rypt20 00:00Z2
debian:bookworm:xdg- | All Versions 0001-01-01T0O0: | Not Covered
user-dirs 00:002
debian:bookworm:libtif | All Versions 0001-01-01TQ0: | Not Covered
f6 00:00z
debian:bookworm:libld | All Versions 0001-01-01T00: | Not Covered
ap-common 00:00Z
debian:bookworm:libld | All Versions 0001-01-01T00: | Not Covered
ap-2.5-0 00:002
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Summary

In GNU Coreutils through 8.29,
chown-core.c in chown and chgrp does not
prevent replacement of aplain filewith a
symlink during use of the POSIX "-R -L"
options, which allows local usersto
modify the ownership of arbitrary files by
leveraging arace condition.

In OpenJPEG 2.3.0, a stack-based buffer
overflow was discovered in the
pgxtoimage function in jpwl/convert.c. The
vulnerahility causes an out-of-bounds
write, which may lead to remote denial of
service or possibly remote code execution.

An issue was discovered in xmllint (from
libxml2) before 2.11.8 and 2.12.x before
2.12.7. Formatting error messages with
xmllint --htmlout can result in a buffer
over-read in xmIHTMLPrintFileContext in
xmllint.c.

Mesa 23.0.4 was discovered to contain a
buffer over-read in
gIXQueryServerString(). NOTE: thisis
disputed because there are no common
situations in which users reguire
uninterrupted operation with an
attacker-controller server.

Mesa 23.0.4 was discovered to contain a
buffer over-read in
gIXQueryServerString(). NOTE: thisis
disputed because there are no common
situations in which users reguire
uninterrupted operation with an
attacker-controller server.

Mesa 23.0.4 was discovered to contain a
buffer over-read in
gIXQueryServerstring(). NOTE: thisis
disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2017-18 debian:bookworm:coreu | All Versions 0001-01-01T00: | Not Covered
018 tils 00:00Z

CVE-2017-17 debian:bookworm:libop | All Versions 0001-01-01T00: | Not Covered
479 enjp2-7 00:00Z

CVE-2024-34 debian:bookworm:libx | All Versions 0001-01-01TQO0: | Not Covered
459 mi2 00:00Z

CVE-2023-45 debian:bookworm:mesa | All Versions 0001-01-01T00: | Not Covered
919 -vdpau-drivers 00:00Z

CVE-2023-45 debian:bookworm:mesa | All Versions 0001-01-01TQO0: | Not Covered
919 -va-drivers 00:00Z

CVE-2023-45 debian:bookworm:mesa | All Versions 0001-01-01T00: | Not Covered
919 -vulkan-drivers 00:00Z




Summary

Mesa 23.0.4 was discovered to contain a
buffer over-read in
glXQueryServerString(). NOTE: thisis
disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

Mesa 23.0.4 was discovered to contain a
buffer over-read in
gIXQueryServerString(). NOTE: thisis
disputed because there are no common
situations in which users reguire
uninterrupted operation with an
attacker-controller server.

Mesa 23.0.4 was discovered to contain a
buffer over-read in
glXQueryServerString(). NOTE: thisis
disputed because there are no common
situations in which users reguire
uninterrupted operation with an
attacker-controller server.

Mesa 23.0.4 was discovered to contain a
buffer over-read in
gIXQueryServerString(). NOTE: thisis
disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

Mesa 23.0.4 was discovered to contain a
buffer over-read in
gIXQueryServerString(). NOTE: thisis
disputed because there are no common
situations in which users reguire
uninterrupted operation with an
attacker-controller server.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2023-45 debian:bookworm:libgl | All Versions 0001-01-01T0O: | Not Covered
919 1-mesa-dri 00:00Z

CVE-2023-45 debian:bookworm:libeg | All Versions 0001-01-01T00: | Not Covered
919 |-mesa0 00:00Z2

CVE-2023-45 debian:bookworm:libgl | All Versions 0001-01-01T00: | Not Covered
919 api-mesa 00:00Z

CVE-2023-45 debian:bookworm:libgl | All Versions 0001-01-01T00: | Not Covered
919 X-mesa0 00:00Z

CVE-2023-45 debian:bookworm:libgb | All Versions 0001-01-01T00: | Not Covered
919 ml 00:00Z




Summary

CVEs

Mesav23.0.4 was discovered to contain a
NULL pointer dereference via the function
dri2GetGIxDrawableFromX Drawablel d().
This vulnerability istriggered when the
X11 server sends an
DRI2_BufferSwapComplete event
unexpectedly when the application is using
DRI3. NOTE: thisis disputed because
there is no scenario in which the
vulnerability was demonstrated.

CVE-2023-45

913

Mesa v23.0.4 was discovered to contain a
NULL pointer dereference via the function
dri2GetGIxDrawableFromX Drawablel d().
This vulnerability istriggered when the
X11 server sends an
DRI2_BufferSwapComplete event
unexpectedly when the application is using
DRI3. NOTE: thisis disputed because
there is no scenario in which the
vulnerability was demonstrated.

CVE-2023-45

913

Mesav23.0.4 was discovered to contain a
NULL pointer dereference via the function
dri2GetGIxDrawableFromX Drawablel d().
This vulnerability istriggered when the
X11 server sends an
DRI2_BufferSwapComplete event
unexpectedly when the application is using
DRI3. NOTE: thisis disputed because
there is no scenario in which the
vulnerability was demonstrated.

CVE-2023-45

913

Mesav23.0.4 was discovered to contain a
NULL pointer dereference viathe function
dri2GetGIxDrawableFromX Drawablel d().
This vulnerability is triggered when the
X11 server sends an
DRI2_BufferSwapComplete event
unexpectedly when the application isusing
DRI3. NOTE: thisis disputed because
there is no scenario in which the
vulnerability was demonstrated.

CVE-2023-45

913

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libgl | All Versions 0001-01-01T0O: | Not Covered
api-mesa 00:00z2
debian:bookworm:libgl | All Versions 0001-01-01T0O0: | Not Covered
X-mesa0 00:00z
debian:bookworm:mesa | All Versions 0001-01-01T00: | Not Covered
-vardrivers 00:00Z2
debian:bookworm:libgb | All Versions 0001-01-01T00: | Not Covered
ml 00:00Z




Summary

CVEs

Mesav23.0.4 was discovered to contain a
NULL pointer dereference via the function
dri2GetGIxDrawableFromX Drawablel d().
This vulnerability istriggered when the
X11 server sends an
DRI2_BufferSwapComplete event
unexpectedly when the application is using
DRI3. NOTE: thisis disputed because
there is no scenario in which the
vulnerability was demonstrated.

CVE-2023-45

913

Mesa v23.0.4 was discovered to contain a
NULL pointer dereference via the function
dri2GetGIxDrawableFromX Drawablel d().
This vulnerability istriggered when the
X11 server sends an
DRI2_BufferSwapComplete event
unexpectedly when the application is using
DRI3. NOTE: thisis disputed because
there is no scenario in which the
vulnerability was demonstrated.

CVE-2023-45

913

Mesav23.0.4 was discovered to contain a
NULL pointer dereference via the function
dri2GetGIxDrawableFromX Drawablel d().
This vulnerability istriggered when the
X11 server sends an
DRI2_BufferSwapComplete event
unexpectedly when the application is using
DRI3. NOTE: thisis disputed because
there is no scenario in which the
vulnerability was demonstrated.

CVE-2023-45

913

Mesav23.0.4 was discovered to contain a
NULL pointer dereference viathe function
dri2GetGIxDrawableFromX Drawablel d().
This vulnerability is triggered when the
X11 server sends an
DRI2_BufferSwapComplete event
unexpectedly when the application isusing
DRI3. NOTE: thisis disputed because
there is no scenario in which the
vulnerability was demonstrated.

CVE-2023-45

913

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libeg | All Versions 0001-01-01T0O: | Not Covered
|-mesa0 00:00Z
debian:bookworm:libgl | All Versions 0001-01-01T0O0: | Not Covered
1-mesa-dri 00:00z
debian:bookworm:mesa | All Versions 0001-01-01T00: | Not Covered
-vdpau-drivers 00:00Z
debian:bookworm:mesa | All Versions 0001-01-01TQ0: | Not Covered
-vulkan-drivers 00:00z




Summary

CVEs

Mesa 23.0.4 was discovered to contain a
NULL pointer dereferencein
check_xshm() for the has_error state.
NOTE: thisis disputed because thereis no
scenario in which the vulnerability was
demonstrated.

CVE-2023-45
931

Mesa 23.0.4 was discovered to contain a
NULL pointer dereferencein
check_xshm() for the has_error state.
NOTE: thisis disputed because there is no
scenario in which the vulnerability was
demonstrated.

CVE-2023-45
931

Mesa 23.0.4 was discovered to contain a
NULL pointer dereferencein
check_xshm() for the has_error state.
NOTE: thisis disputed because thereis no
scenario in which the vulnerability was
demonstrated.

CVE-2023-45
931

Mesa 23.0.4 was discovered to contain a
NULL pointer dereferencein
check_xshm() for the has_error state.
NOTE: thisis disputed because thereis no
scenario in which the vulnerability was
demonstrated.

CVE-2023-45
931

Mesa 23.0.4 was discovered to contain a
NULL pointer dereferencein
check_xshm() for the has_error state.
NOTE: thisis disputed because thereis no
scenario in which the vulnerability was
demonstrated.

CVE-2023-45
931

Mesa 23.0.4 was discovered to contain a
NULL pointer dereferencein
check_xshm() for the has_error state.
NOTE: thisis disputed because thereis no
scenario in which the vulnerability was
demonstrated.

CVE-2023-45
931

Mesa 23.0.4 was discovered to contain a
NULL pointer dereferencein
check_xshm() for the has_error state.
NOTE: thisis disputed because thereis no
scenario in which the vulnerability was
demonstrated.

CVE-2023-45
931

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:mesa | All Versions 0001-01-01T0O: | Not Covered
-vulkan-drivers 00:00z2
debian:bookworm:mesa | All Versions 0001-01-01T00: | Not Covered
-vdpau-drivers 00:00z
debian:bookworm:libgl | All Versions 0001-01-01TQO: | Not Covered
X-mesa0 00:00z
debian:bookworm:libgb | All Versions 0001-01-01T00: | Not Covered
ml 00:00z
debian:bookworm:libgl | All Versions 0001-01-01T00: | Not Covered
api-mesa 00:00Z
debian:bookworm:libeg | All Versions 0001-01-01T00: | Not Covered
|-mesa0 00:00z
debian:bookworm:mesa | All Versions 0001-01-01TQO: | Not Covered
-va-drivers 00:00Z
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Summary

Mesa 23.0.4 was discovered to contain a
NULL pointer dereferencein
check_xshm() for the has_error state.
NOTE: thisis disputed because thereis no
scenario in which the vulnerability was
demonstrated.

S-Lang 2.3.2 was discovered to contain a
segmentation fault viathe function
fixup_tgetstr().

S-Lang 2.3.2 was discovered to contain an
arithmetic exception via the function

tt_sprintf().

libglxproto.c in OpenGL libglvnd
bb06db5a was discovered to contain a
segmentation violation via the function
gl XGetDrawableScreen(). NOTE: thisis
disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

libglxproto.c in OpenGL libglvnd
bb06db5a was discovered to contain a
segmentation violation via the function
ol XGetDrawableScreen(). NOTE: thisis
disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

libglxproto.c in OpenGL libglvnd
bb06db5a was discovered to contain a
segmentation violation via the function
gIXGetDrawableScreen(). NOTE: thisis
disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2023-45 debian:bookworm:libgl | All Versions 0001-01-01T0O: | Not Covered
931 1-mesa-dri 00:00z2

CVE-2023-45 debian:bookworm:libsla | All Versions 0001-01-01T00: | Not Covered
929 ng2 00:00Z

CVE-2023-45 debian:bookworm:libsla | All Versions 0001-01-01T00: | Not Covered
927 ng2 00:00Z

CVE-2023-45 debian:bookworm:libgl | All Versions 0001-01-01TQO: | Not Covered
924 vndO 00:00z

CVE-2023-45 debian:bookworm:libgl | All Versions 0001-01-01T00: | Not Covered
924 x0 00:00Z

CVE-2023-45 debian:bookworm:libgl | All Versions 0001-01-01T00: | Not Covered
924 es2 00:00Z




Summary

libglxproto.c in OpenGL libglvnd
bb06db5a was discovered to contain a
segmentation violation via the function
gl XGetDrawableScreen(). NOTE: thisis
disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

libglxproto.c in OpenGL libglvnd
bb06db5a was discovered to contain a
segmentation violation via the function
gl XGetDrawableScreen(). NOTE: thisis
disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

glx_pbuffer.cin Mesa 23.0.4 was
discovered to contain a segmentation
violation when calling
__gIXGetDrawableAttribute(). NOTE: this
is disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

glx_pbuffer.cin Mesa 23.0.4 was
discovered to contain a segmentation
violation when calling
__gIXGetDrawableAttribute(). NOTE: this
is disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

glx_pbuffer.cin Mesa 23.0.4 was
discovered to contain a segmentation
violation when calling
__gIXGetDrawableAttribute(). NOTE: this
is disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2023-45 debian:bookworm:libeg | All Versions 0001-01-01T0O: | Not Covered
924 11 00:00Z2

CVE-2023-45 debian:bookworm:libgl | All Versions 0001-01-01T0O: | Not Covered
924 1 00:00Z

CVE-2023-45 debian:bookworm:libgb | All Versions 0001-01-01T00: | Not Covered
922 ml 00:00z

CVE-2023-45 debian:bookworm:libgl | All Versions 0001-01-01T00: | Not Covered
922 1-mesa-dri 00:00Z

CVE-2023-45 debian:bookworm:mesa | All Versions 0001-01-01TO0O: | Not Covered
922 -va-drivers 00:00Z
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Summary

glx_pbuffer.cin Mesa 23.0.4 was
discovered to contain a segmentation
violation when calling
__gIXGetDrawableAttribute(). NOTE: this
is disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

glx_pbuffer.cin Mesa 23.0.4 was
discovered to contain a segmentation
violation when calling
__gIXGetDrawableAttribute(). NOTE: this
is disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

glx_pbuffer.cin Mesa 23.0.4 was
discovered to contain a segmentation
violation when calling
__gIXGetDrawableAttribute(). NOTE: this
is disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

glx_pbuffer.cin Mesa 23.0.4 was
discovered to contain a segmentation
violation when calling
__gIXGetDrawableAttribute(). NOTE: this
is disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

glx_pbuffer.cin Mesa 23.0.4 was
discovered to contain a segmentation
violation when calling
__gIXGetDrawableAttribute(). NOTE: this
is disputed because there are no common
situations in which users require
uninterrupted operation with an
attacker-controller server.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2023-45 debian:bookworm:mesa | All Versions 0001-01-01T0O: | Not Covered
922 -vdpau-drivers 00:00z2

CVE-2023-45 debian:bookworm:libgl | All Versions 0001-01-01T0O: | Not Covered
922 api-mesa 00:00Z

CVE-2023-45 debian:bookworm:mesa | All Versions 0001-01-01T0O: | Not Covered
922 -vulkan-drivers 00:00z

CVE-2023-45 debian:bookworm:libeg | All Versions 0001-01-01T00: | Not Covered
922 |-mesa0 00:00Z

CVE-2023-45 debian:bookworm:libgl | All Versions 0001-01-01T00: | Not Covered
922 X-mesa0 00:00z
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Summary CVEs
libcurl skipsthe certificate verification for | CVE-2024-23
a QUIC connection under certain 79

conditions, when built to use wolfSSL. If

told to use an unknown/bad cipher or

curve, the error path accidentally skipsthe

verification and returns OK, thusignoring

any certificate problems.

LibTIFF 4.0.8 has multiple memory leak | CVE-2017-16
vulnerabilities, which allow attackers to 232

cause adenial of service (memory

consumption), as demonstrated by

tif_open.c, tif_lzw.c, and tif_aux.c. NOTE:

Third parties were unable to reproduce the

issue

libexpat through 2.6.1 allows an XML CVE-2024-28
Entity Expansion attack when there is 757

isolated use of external parsers (created via

XML_Externa EntityParserCreate).

libheif <= 1.17.6 containsamemory leak [ CVE-2024-25
in the function JoegEncoder::Encode. This | 269

flaw allows an attacker to cause a denial of

service attack.

elfutils v0.189 was discovered to contain a | CVE-2024-25
NULL pointer dereference viathe 260
handle_verdef() function at readelf.c.

elfutils v0.189 was discovered to contain a | CVE-2024-25
NULL pointer dereference viathe 260
handle_verdef() function at readelf.c.

libexpat through 2.5.0 allows recursive CVE-2023-52
XML Entity Expansionif XML_DTD is | 426
undefined at compile time.

Ubuntu's pipewire-pulse in snap grants CVE-2022-49
microphone access even when the snap 64

interface for audio-record is not set.

Ubuntu's pipewire-pulse in snap grants CVE-2022-49
microphone access even when the snap 64

interface for audio-record is not set.

Ubuntu's pipewire-pulse in snap grants CVE-2022-49
microphone access even when the snap 64

interface for audio-record is not set.

Severity

JFrog Infected Fix
Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libcu | All Versions 0001-01-01T00: | Not Covered
rI3-gnutls 00:00z2
debian:bookworm:libtif | All Versions 0001-01-01T00: | Not Covered
f6 00:00Z
debian:bookworm:libex | All Versions 0001-01-01TQO0: | Not Covered
patl 00:00Z
debian:bookworm:libhe | All Versions 0001-01-01TQO0: | Not Covered
ifl 00:00Z
debian:bookworm:libd | All Versions 0001-01-01TQO0: | Not Covered
wil 00:00Z
debian:bookworm:libelf | All Versions 0001-01-01T00: | Not Covered
1 00:00Z
debian:bookworm:libex | All Versions 0001-01-01T00: | Not Covered
patl 00:00z
debian:bookworm:libpi | All Versions 0001-01-01T00: | Not Covered
pewire-0.3-0 00:00Z
debian:bookworm:libsp | All Versions 0001-01-01T00: | Not Covered
a0.2-modules 00:00Z
debian:bookworm:libpi | All Versions 0001-01-01T00: | Not Covered
pewire-0.3-common 00:00z
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Summary

CVEs

Header::readfromin
IImImf/ImfHeader.cpp in OpenEXR 2.2.0
allows remote attackers to cause a denial
of service (excessive memory allocation)
viaacrafted file that is accessed with the
ImfOpenlnputFile function in
IImImf/ImfCRgbaFile.cpp. NOTE: The
maintainer and multiple third parties
believe that this vulnerability isn't valid

CVE-2017-14
988

slapd in OpenLDAP 2.4.45 and earlier
creates a PID file after dropping privileges
to anon-root account, which might allow
local usersto kill arbitrary processes by
leveraging access to this non-root account
for PID file modification before aroot
script executes a "kill “cat /pathname™
command, as demonstrated by
openldap-initscript.

CVE-2017-14
159

slapd in OpenLDAP 2.4.45 and earlier
creates a PID file after dropping privileges
to anon-root account, which might allow
local usersto kill arbitrary processes by
leveraging access to this non-root account
for PID file modification before aroot
script executes a "kill “cat /pathname™
command, as demonstrated by
openldap-initscript.

CVE-2017-14
159

Heap-based buffer overflow in the
alloc_segs function in lib/dbm/src/hash.c
in MozillaNetwork Security Services
(NSS) dlows context-dependent attackers
to have unspecified impact using a crafted
cert8.dbfile.

CVE-2017-11
695

Heap-based buffer overflow in the
__Qet_page functionin
lib/dbm/src/h_page.c in Mozilla Network
Security Services (NSS) alows
context-dependent attackers to have
unspecified impact using a crafted cert8.db
file.

CVE-2017-11
698

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libop | All Versions 0001-01-01T0O: | Not Covered
enexr-3-1-30 00:00Z
debian:bookworm:libld | All Versions 0001-01-01TQO0: | Not Covered
ap-common 00:00Z
debian:bookworm:libld | All Versions 0001-01-01TQO0: | Not Covered
ap-2.5-0 00:00Z
debian:bookworm:libns | All Versions 0001-01-01T00: | Not Covered
3 00:00Z
debian:bookworm:libns | All Versions 0001-01-01T00: | Not Covered
s3 00:00Z
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Summary

The C++ symbol demangler routinein
cplus-dem.cin libiberty, as distributed in
GNU Binutils 2.29, alows remote
attackers to cause a denial of service
(excessive memory allocation and
application crash) viaa crafted file, as
demonstrated by a call from the Binary

File Descriptor (BFD) library (akalibbfd).

The C++ symbol demangler routinein
cplus-dem.cin libiberty, as distributed in
GNU Binutils 2.29, alows remote
attackers to cause a denial of service
(excessive memory allocation and
application crash) viaa crafted file, as
demonstrated by a call from the Binary

File Descriptor (BFD) library (akalibbfd).

The C++ symbol demangler routinein
cplus-dem.cin libiberty, as distributed in
GNU Binutils 2.29, allows remote
attackers to cause adenial of service
(excessive memory allocation and
application crash) viaacrafted file, as
demonstrated by acall from the Binary

File Descriptor (BFD) library (akalibbfd).

The C++ symbol demangler routinein
cplus-dem.cin libiberty, as distributed in
GNU Binutils 2.29, allows remote
attackers to cause adenial of service
(excessive memory allocation and
application crash) viaacrafted file, as
demonstrated by acall from the Binary

File Descriptor (BFD) library (akalibbfd).

The C++ symbol demangler routinein
cplus-dem.cin libiberty, as distributed in
GNU Binutils 2.29, allows remote
attackers to cause adenial of service
(excessive memory allocation and
application crash) viaacrafted file, as
demonstrated by acall from the Binary

File Descriptor (BFD) library (akalibbfd).

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2017-13 debian:bookworm:libctf | All Versions 0001-01-01T00: | Not Covered
716 0 00:00Z

CVE-2017-13 debian:bookworm:libctf | All Versions 0001-01-01T00: | Not Covered
716 -nobfd0 00:00z

CVE-2017-13 debian:bookworm:libbi | All Versions 0001-01-01T00: | Not Covered
716 nutils 00:00z

CVE-2017-13 debian:bookworm:binut | All Versions 0001-01-01T00: | Not Covered
716 ils-common 00:00Z

CVE-2017-13 debian:bookworm:binut | All Versions 0001-01-01T00: | Not Covered
716 ils 00:00Z
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Summary

The C++ symbol demangler routinein
cplus-dem.cin libiberty, as distributed in
GNU Binutils 2.29, alows remote
attackers to cause a denial of service
(excessive memory allocation and
application crash) viaa crafted file, as
demonstrated by a call from the Binary
File Descriptor (BFD) library (akalibbfd).

The C++ symbol demangler routinein
cplus-dem.cin libiberty, as distributed in
GNU Binutils 2.29, alows remote
attackers to cause a denial of service
(excessive memory allocation and
application crash) viaa crafted file, as
demonstrated by a call from the Binary
File Descriptor (BFD) library (akalibbfd).

Heap-based buffer overflow in the
__hash_open function in
lib/dbm/src/hash.c in Mozilla Network
Security Services (NSS) alows
context-dependent attackers to have
unspecified impact using a crafted cert8.db
file.

Division-by-zero vulnerabilitiesin the
functions opj_pi_next_cprl,
opj_pi_next_pcrl, and opj_pi_next_rpcl in
pi.c in OpenJPEG before 2.2.0 allow
remote attackers to cause adenial of
service (application crash) via crafted j2k
files.

The __hash_open function in hash.c:229 in
Mozilla Network Security Services (NSS)
allows context-dependent attackersto
cause adenial of service (floating point
exception and crash) via acrafted cert8.db
file.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2017-13 debian:bookworm:libgp | All Versions 0001-01-01T0O: | Not Covered
716 rofng0 00:00z2

CVE-2017-13 debian:bookworm:binut | All Versions 0001-01-01T0O: | Not Covered
716 ils-x86-64-linux-gnu 00:00Z

CVE-2017-11 debian:bookworm:libns | All Versions 0001-01-01T0O: | Not Covered
696 s3 00:00Z

CVE-2016-10 debian:bookworm:libop | All Versions 0001-01-01T00: | Not Covered
506 enjp2-7 00:00Z

CVE-2017-11 debian:bookworm:libns | All Versions 0001-01-01T00: | Not Covered
697 s3 00:00Z2




Summary

NULL pointer dereference vulnerabilities
in the imagetopnm function in convert.c,
sycc444 to rgb functionin color.c,
color_esycc to_rgb functionin color.c,
and sycc422_to_rgb functionin color.cin
OpenJPEG before 2.2.0 allow remote
attackers to cause adenial of service
(application crash) via crafted j 2k files.

A remote denial of service vulnerability in
libvpx in Mediaserver could enable an
attacker to use a specially crafted fileto
cause adevice hang or reboot. Thisissueis
rated as High severity due to the possibility
of remote denial of service. Product:
Android. Versions: 4.4.4,5.0.2,5.1.1, 6.0,
6.0.1,7.0,7.1.1, 7.1.2. Android ID:
A-34360591.

The WritePICONImage function in
coders/xpm.c in ImageMagick 7.0.6-4
allows remote attackers to cause a denial
of service (memory leak) viaa crafted file
that is mishandled in an
AcquireSemaphorelnfo call.

The WritePICONImage function in
coders/xpm.c in ImageMagick 7.0.6-4
allows remote attackers to cause a denial
of service (memory leak) viaa crafted file
that is mishandled in an
AcquireSemaphorelnfo call.

The WritePICONImage function in
coders/xpm.c in ImageMagick 7.0.6-4
allows remote attackers to cause a denial
of service (memory leak) viaa crafted file
that is mishandled in an
AcquireSemaphorelnfo call.

The WritePICONImage function in
coders/xpm.c in ImageMagick 7.0.6-4
allows remote attackers to cause a denial
of service (memory leak) viaa crafted file
that is mishandled in an
AcquireSemaphorelnfo call.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2016-10 debian:bookworm:libop | All Versions 0001-01-01T0O: | Not Covered
505 enjp2-7 00:00Z

CVE-2017-06 debian:bookworm:libvp | All Versions 0001-01-01T0O: | Not Covered
41 X7 00:00Z

CVE-2017-11 debian:bookworm:imag | All Versions 0001-01-01T00: | Not Covered
755 emagick-6-common 00:00Z

CVE-2017-11 debian:bookworm:libm | All Versions 0001-01-01TQ0: | Not Covered
755 agickcore-6.016-6 00:00Z

CVE-2017-11 debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered
755 agickwand-6.916-6 00:00Z2

CVE-2017-11 debian:bookworm:libm | All Versions 0001-01-01TQ0: | Not Covered
755 agickcore-6.016-6-extra 00:00Z




Summary

CVEs

The WritePICONImage function in
coders/xpm.c in ImageMagick 7.0.6-4
allows remote attackers to cause a denial
of service (memory leak) viaa crafted file
that is mishandled in an OpenPixel Cache
call.

CVE-2017-11
754

The WritePICONImage function in
coders/xpm.c in ImageMagick 7.0.6-4
allows remote attackers to cause a denial
of service (memory leak) viaa crafted file
that is mishandled in an OpenPixel Cache
call.

CVE-2017-11
754

The WritePICONImage function in
coders/xpm.c in ImageMagick 7.0.6-4
allows remote attackers to cause adenial
of service (memory leak) viaa crafted file
that is mishandled in an OpenPixelCache
cal.

CVE-2017-11
754

The WritePICONImage function in
coders/xpm.c in ImageMagick 7.0.6-4
allows remote attackers to cause a denial
of service (memory leak) viaa crafted file
that is mishandled in an OpenPixel Cache
call.

CVE-2017-11
754

In LibTIFF 4.0.8, thereis a memory
malloc failurein tif_jbig.c. A crafted TIFF
document can lead to an abort resulting in
aremote denial of service attack.

CVE-2017-99
37

Cairo version 1.15.4 isvulnerableto a
NULL pointer dereference related to the
FT_Load Glyph and FT_Render_Glyph
resulting in an application crash.

CVE-2017-74
75

Cairo version 1.15.4 isvulnerableto a
NULL pointer dereference related to the
FT_Load Glyph and FT_Render_Glyph
resulting in an application crash.

CVE-2017-74
75

In LibTIFF 4.0.7, the program processes
BMP images without verifying that
biWidth and biHeight in the
bitmap-information header match the
actual input, leading to a heap-based buffer
over-read in bmp2tiff.

CVE-2017-91
17

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libm | All Versions 0001-01-01T0O: | Not Covered
agickcore-6.016-6-extra 00:00z2
debian:bookworm:imag | All Versions 0001-01-01T00: | Not Covered
emagick-6-common 00:00z
debian:bookworm:libm | All Versions 0001-01-01TQO: | Not Covered
agickwand-6.916-6 00:00z
debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered
agickcore-6.916-6 00:00Z
debian:bookworm:libjbi | All Versions 0001-01-01T00: | Not Covered
g0 00:00z
debian:bookworm:libcai | All Versions 0001-01-01TO0O: | Not Covered
ro2 00:00z
debian:bookworm:libcai | All Versions 0001-01-01TO0O: | Not Covered
ro-gobject2 00:00Z
debian:bookworm:libtif | All Versions 0001-01-01T00: | Not Covered
6 00:00Z
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Summary

CJSON v1.7.16 was discovered to contain a
segmentation violation via the function
CcJSON_SetValuestring at cJSON.c.

An issue was found in the tiffcp utility
distributed by the libtiff package where a
crafted TIFF file on processing may cause
a heap-based buffer overflow leads to an
application crash.

Mbed TLS 2.x before 2.28.5 and 3.x
before 3.5.0 has a Buffer Overflow.

In libxslt 1.1.29 and earlier, the EXSLT
math.random function was not initialized
with arandom seed during startup, which
could cause usage of this function to
produce predictable outputs.

The ReadPCXImage function in
coders/pex.c in ImageMagick 7.0.4.9
allows remote attackers to cause a denial

of service (attempted large memory
allocation and application crash) viaa
crafted file. NOTE: this vulnerability exists
because of an incomplete fix for
CVE-2016-8862 and CV E-2016-8866.

The ReadPCXImage function in
coders/pex.c in ImageMagick 7.0.4.9
allows remote attackers to cause a denial

of service (attempted large memory
allocation and application crash) viaa
crafted file. NOTE: this vulnerability exists
because of an incomplete fix for
CVE-2016-8862 and CV E-2016-8866.

The ReadPCXImage function in
coders/pex.c in ImageMagick 7.0.4.9
allows remote attackers to cause a denial

of service (attempted large memory
allocation and application crash) viaa
crafted file. NOTE: this vulnerability exists
because of an incomplete fix for
CVE-2016-8862 and CV E-2016-8866.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2023-50 debian:bookworm:libcjs | All Versions 0001-01-01T0O: | Not Covered
472 onl 00:00Z

CVE-2023-62 debian:bookworm:libtif | All Versions 0001-01-01T00: | Not Covered
28 6 00:00Z

CVE-2023-43 debian:bookworm:libm | All Versions 0001-01-01T0O: | Not Covered
615 bedcrypto? 00:00Z

CVE-2015-90 debian:bookworm:libxsl | All Versions 0001-01-01T0O0: | Not Covered
19 t1.1 00:00Z2

CVE-2017-72 debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered
75 agickcore-6.016-6 00:00Z

CVE-2017-72 debian:bookworm:imag | All Versions 0001-01-01T00: | Not Covered
75 emagick-6-common 00:00Z

CVE-2017-72 debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered
75 agickwand-6.916-6 00:00Z
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Summary

The ReadPCXImage function in
coders/pex.c in ImageMagick 7.0.4.9
allows remote attackers to cause a denial

of service (attempted large memory
allocation and application crash) viaa
crafted file. NOTE: this vulnerability exists
because of an incomplete fix for
CVE-2016-8862 and CVE-2016-8866.

Under some circumstances, this weakness
alows a user who has accessto run the
&EomsaEe utility on amachine, the ability
to write a@most unlimited amounts of
unfiltered datainto the process heap.

Under some circumstances, this weakness
alows a user who has accessto run the
&€Eogsa€e utility on amachine, the ability
to write almost unlimited amounts of
unfiltered data into the process heap.

An integer overflow flaw was found in
pcl/pl/plfont.c:418 in pl_glyph_namein
ghostscript. Thisissue may alow alocal
attacker to cause adenia of servicevia
transforming a crafted PCL fileto PDF
format.

An integer overflow flaw was found in
pcl/pl/plfont.c:418 in pl_glyph_namein
ghostscript. Thisissue may alow aloca
attacker to cause a denia of service via
transforming a crafted PCL file to PDF
format.

An integer overflow flaw was found in
pcl/pl/plfont.c:418 in pl_glyph_namein
ghostscript. Thisissue may alow alocal
attacker to cause adenial of servicevia
transforming a crafted PCL fileto PDF
format.

An integer overflow flaw was found in
pcl/pl/plfont.c:418 in pl_glyph_namein
ghostscript. Thisissue may alow aloca
attacker to cause a denia of service via
transforming a crafted PCL file to PDF
format.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2017-72 debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered
75 agickcore-6.016-6-extra 00:00z2

CVE-2023-40 debian:bookworm:libpr | All Versions 0001-01-01T0O: | Not Covered
16 oc2-0 00:00Z

CVE-2023-40 debian:bookworm:proc | All Versions 0001-01-01T00: | Not Covered
16 ps 00:002

CVE-2023-38 debian:bookworm:ghost | All Versions 0001-01-01T00: | Not Covered
560 script 00:00Z

CVE-2023-38 debian:bookworm:libgs | All Versions 0001-01-01T00: | Not Covered
560 10-common 00:00Z

CVE-2023-38 debian:bookworm:libgs | All Versions 0001-01-01T00: | Not Covered
560 -common 00:00z

CVE-2023-38 debian:bookworm:libgs | All Versions 0001-01-01T00: | Not Covered
560 10 00:00Z2




Summary CVEs
stress-test master commit e4c878 was CVE-2023-37
discovered to contain a FPE vulnerability | 769

viathe component combine_inner at
/pixman-combine-float.c.

An issue was discovered in GNU libiberty, [ CVE-2021-32
asdistributed in GNU Binutils 2.36. Itisa | 256
stack-overflow issue in demangle _typein

rust-demangle.c.

An issue was discovered in GNU libiberty, [ CVE-2021-32
asdistributed in GNU Binutils 2.36. Itisa | 256
stack-overflow issue in demangle _typein

rust-demangle.c.

An issue was discovered in GNU libiberty, [ CVE-2021-32
asdistributed in GNU Binutils 2.36. Itisa | 256
stack-overflow issue in demangle _typein

rust-demangle.c.

An issue was discovered in GNU libiberty, | CVE-2021-32
asdistributed in GNU Binutils 2.36. Itisa | 256
stack-overflow issue in demangle _typein

rust-demangle.c.

An issue was discovered in GNU libiberty, | CVE-2021-32
asdistributed in GNU Binutils 2.36. Itisa | 256
stack-overflow issue in demangle_typein

rust-demangle.c.

An issue was discovered in GNU libiberty, | CVE-2021-32
asdistributed in GNU Binutils 2.36. Itisa | 256
stack-overflow issue in demangle_typein

rust-demangle.c.

An issue was discovered in GNU libiberty, | CVE-2021-32
asdistributed in GNU Binutils 2.36. Itisa | 256
stack-overflow issue in demangle_typein

rust-demangle.c.

An issue was discovered in systemd 253. | CVE-2023-31
An attacker can modify asealed log file 437

such that, in some views, not all existing
and sealed log messages are displayed.
NOTE: the vendor reportedly sent "areply
denying that any of the finding was a
security vulnerability."

Severity

JFrog Infected Fix
Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libpi | All Versions 0001-01-01T0O: | Not Covered
Xman-1-0 00:00Z
debian:bookworm:libgp | All Versions 0001-01-01T0O: | Not Covered
rofng0 00:00z
debian:bookworm:libctf | All Versions 0001-01-01T00: | Not Covered
-nobfd0 00:00z
debian:bookworm:libctf | All Versions 0001-01-01T00: | Not Covered
0 00:00Z
debian:bookworm:libbi | All Versions 0001-01-01T00: | Not Covered
nutils 00:00z
debian:bookworm:binut | All Versions 0001-01-01T00: | Not Covered
ils-common 00:00Z
debian:bookworm:binut | All Versions 0001-01-01T0O: | Not Covered
ils-x86-64-linux-gnu 00:00Z
debian:bookworm:binut | All Versions 0001-01-01T00: | Not Covered
ils 00:00Z
debian:bookworm:libsy | All Versions 0001-01-01TO0O: | Not Covered
stemd0 00:00Z
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Summary

An issue was discovered in systemd 253.
An attacker can modify a sealed log file
such that, in some views, not all existing
and sealed log messages are displayed.
NOTE: the vendor reportedly sent "areply
denying that any of the finding was a
security vulnerability."

An issue was discovered in systemd 253.
An attacker can modify asealed log file
such that, in some views, not all existing
and sealed log messages are displayed.
NOTE: the vendor reportedly sent "areply
denying that any of the finding was a
security vulnerability."

An issue was discovered in systemd 253.
An attacker can modify asealed log file
such that, in some views, not all existing
and sealed log messages are displayed.
NOTE: the vendor reportedly sent "areply
denying that any of the finding was a
security vulnerability."

An issue was discovered in systemd 253.
An attacker can modify a sealed log file
such that, in some views, not all existing
and sealed log messages are displayed.
NOTE: the vendor reportedly sent "areply
denying that any of the finding was a
security vulnerability."

An issue was discovered in systemd 253.
An attacker can modify asealed log file
such that, in some views, not all existing
and sealed log messages are displayed.
NOTE: the vendor reportedly sent "areply
denying that any of the finding was a
security vulnerability."

An issue was discovered in systemd 253.
An attacker can modify asealed log file
such that, in some views, not al existing
and sealed log messages are displayed.
NOTE: the vendor reportedly sent "areply
denying that any of the finding was a
security vulnerability."

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2023-31 debian:bookworm:libns | All Versions 0001-01-01T0O: | Not Covered
437 s-systemd 00:00z2

CVE-2023-31 debian:bookworm:libud | All Versions 0001-01-01T00: | Not Covered
437 evl 00:00z

CVE-2023-31 debian:bookworm:libpa | All Versions 0001-01-01T00: | Not Covered
437 m-systemd 00:00Z

CVE-2023-31 debian:bookworm:syste | All Versions 0001-01-01T00: | Not Covered
437 md-sysv 00:00Z2

CVE-2023-31 debian:bookworm:udev | All Versions 0001-01-01TO0O: | Not Covered
437 00:00Z

CVE-2023-31 debian:bookworm:libsy | All Versions 0001-01-01T00: | Not Covered
437 stemd-shared 00:00Z2
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Summary

An issue was discovered in systemd 253.
An attacker can modify a sealed log file
such that, in some views, not all existing
and sealed log messages are displayed.
NOTE: the vendor reportedly sent "areply
denying that any of the finding was a
security vulnerability."

An issue was discovered in systemd 253.
An attacker can modify asealed log file
such that, in some views, not all existing
and sealed log messages are displayed.
NOTE: the vendor reportedly sent "areply
denying that any of the finding was a
security vulnerability."

An issue was discovered in systemd 253.
An attacker can modify the contents of
past eventsin aseaed log file and then
adjust the file such that checking the
integrity shows no error, despite
modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability."

An issue was discovered in systemd 253.
An attacker can modify the contents of

past eventsin asealed log file and then
adjust the file such that checking the
integrity shows no error, despite
modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability."

An issue was discovered in systemd 253.
An attacker can modify the contents of
past eventsin aseaed log file and then
adjust the file such that checking the
integrity shows no error, despite
modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability."

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2023-31 debian:bookworm:syste | All Versions 0001-01-01T0O: | Not Covered
437 md 00:00Z2

CVE-2023-31 debian:bookworm:syste | All Versions 0001-01-01T00: | Not Covered
437 md-timesyncd 00:00Z

CVE-2023-31 debian:bookworm:udev | All Versions 0001-01-01T00: | Not Covered
439 00:00Z2

CVE-2023-31 debian:bookworm:syste | All Versions 0001-01-01T00: | Not Covered
439 md-sysv 00:00Z

CVE-2023-31 debian:bookworm:libns | All Versions 0001-01-01T00: | Not Covered
439 s-systemd 00:00Z




Summary

An issue was discovered in systemd 253.
An attacker can modify the contents of
past eventsin asealed log file and then
adjust the file such that checking the
integrity shows no error, despite
modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability."

An issue was discovered in systemd 253.
An attacker can modify the contents of
past eventsin a sealed log file and then
adjust the file such that checking the
integrity shows no error, despite
modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability."

An issue was discovered in systemd 253.
An attacker can modify the contents of
past eventsin asealed log file and then
adjust the file such that checking the
integrity shows no error, despite
modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability."

An issue was discovered in systemd 253.
An attacker can modify the contents of
past eventsin asealed log file and then
adjust the file such that checking the
integrity shows no error, despite
modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability."

An issue was discovered in systemd 253.
An attacker can modify the contents of
past eventsin asealed log file and then
adjust the file such that checking the
integrity shows no error, despite
modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability."

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2023-31 debian:bookworm:libsy | All Versions 0001-01-01T0O: | Not Covered
439 stemdO 00:00Z2

CVE-2023-31 debian:bookworm:syste | All Versions 0001-01-01T0O: | Not Covered
439 md-timesyncd 00:00Z

CVE-2023-31 debian:bookworm:libsy | All Versions 0001-01-01T00: | Not Covered
439 stemd-shared 00:00z

CVE-2023-31 debian:bookworm:libpa | All Versions 0001-01-01T00: | Not Covered
439 m-systemd 00:00Z

CVE-2023-31 debian:bookworm:libud | All Versions 0001-01-01T00: | Not Covered
439 evl 00:00Z
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Summary

An issue was discovered in systemd 253.
An attacker can modify the contents of
past eventsin asealed log file and then
adjust the file such that checking the
integrity shows no error, despite
modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability."

An issue was discovered in systemd 253.
An attacker can truncate a sealed log file
and then resume |log sealing such that
checking the integrity shows no error,
despite modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability."

An issue was discovered in systemd 253.
An attacker can truncate a sealed log file
and then resume |log sealing such that
checking the integrity shows no error,
despite modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability."

An issue was discovered in systemd 253.
An attacker can truncate a sealed log file
and then resume log sealing such that
checking the integrity shows no error,
despite modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability."

An issue was discovered in systemd 253.
An attacker can truncate a sealed log file
and then resume log sealing such that
checking the integrity shows no error,
despite modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability."

An issue was discovered in systemd 253.
An attacker can truncate a sealed log file
and then resume |log sealing such that
checking the integrity shows no error,
despite modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability.”

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2023-31 debian:bookworm:syste | All Versions 0001-01-01T0O: | Not Covered
439 md 00:00Z2

CVE-2023-31 debian:bookworm:syste | All Versions 0001-01-01T0O: | Not Covered
438 md-sysv 00:00Z

CVE-2023-31 debian:bookworm:libpa | All Versions 0001-01-01T00: | Not Covered
438 m-systemd 00:00Z

CVE-2023-31 debian:bookworm:libsy | All Versions 0001-01-01T00: | Not Covered
438 stemd0 00:00Z2

CVE-2023-31 debian:bookworm:libud | All Versions 0001-01-01T00: | Not Covered
438 evl 00:002

CVE-2023-31 debian:bookworm:udev | All Versions 0001-01-01T0O0: | Not Covered
438 00:00Z




Summary

CVEs

An issue was discovered in systemd 253.
An attacker can truncate a sealed log file
and then resume log sealing such that
checking the integrity shows no error,
despite modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability."

CVE-2023-31
438

An issue was discovered in systemd 253.
An attacker can truncate a sealed log file
and then resume |og sealing such that
checking the integrity shows no error,
despite modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability.”

CVE-2023-31
438

An issue was discovered in systemd 253.
An attacker can truncate a sealed log file
and then resume log sealing such that
checking the integrity shows no error,
despite modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability.”

CVE-2023-31
438

An issue was discovered in systemd 253.
An attacker can truncate a sealed log file
and then resume log sealing such that
checking the integrity shows no error,
despite modifications. NOTE: the vendor
reportedly sent "areply denying that any of
the finding was a security vulnerability."

CVE-2023-31
438

Ilvm-project commit 20138390 was
discovered to contain a segmentation fault
viathe component
matchAndRewriteSortOp<mlir::sparse_ten
sor::SortOp>(mlir::sparse_tensor::SortOp.

CVE-2023-29
941

Ilvm-project commit 20138390 was
discovered to contain a segmentation fault
via the component

mlir::spirv::TargetEnv:: TargetEnv(mlir::sp
irv::TargetEnvAttr).

CVE-2023-29
939

Ilvm-project commit 6c01b5¢c was
discovered to contain a segmentation fault
via the component
mlir::Type:getDialect().

CVE-2023-29
934

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:syste | All Versions 0001-01-01T0O: | Not Covered
md 00:00z2
debian:bookworm:libsy | All Versions 0001-01-01T00: | Not Covered
stemd-shared 00:00Z
debian:bookworm:libns | All Versions 0001-01-01T00: | Not Covered
s-systemd 00:00Z
debian:bookworm:syste | All Versions 0001-01-01T00: | Not Covered
md-timesyncd 00:00Z2
debian:bookworm:libllv | All Versions 0001-01-01TO0O: | Not Covered
ml5 00:00z
debian:bookworm:libllv | All Versions 0001-01-01T0O: | Not Covered
mi5 00:002
debian:bookworm:libllv | All Versions 0001-01-01T00: | Not Covered
m15 00:00Z2
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Summary CVEs
Ilvm-project commit bd456297 was CVE-2023-29
discovered to contain a segmentation fault | 933

via the component

mlir::Block::getArgument.

Ilvm-project commit 20138390 was CVE-2023-29
discovered to contain an assertion failure at | 935
Ireplacements.count(op) & & "operation

was already replaced.

Ilvm-project commit 20138390 was CVE-2023-29
discovered to contain a segmentation fault | 942

viathe component
mlir::Type:isa<mlir::LLVM::LLVMVoid

Type.

Ilvm-project commit fdbc55a5 was CVE-2023-29
discovered to contain a segmentation fault | 932

via the component

mlir::IROperand<mlir::OpOperand.

In Shadow 4.13, it is possible to inject CVE-2023-29
control charactersinto fields providedto | 383

the SUID program chfn (change finger).
Although it is not possible to explait this
directly (e.g., adding a new user fails
because \nisinthe block list), it is possible
to misrepresent the /etc/passwd file when
viewed. Use of \r manipulations and
Unicode characters to work around
blocking of the : character make it possible
to give the impression that a new user has
been added. In other words, an adversary
may be able to convince a system
administrator to take the system offline (an
indirect, social-engineered denial of
service) by demonstrating that “cat
Jetc/passwd" shows a rogue user account.

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libllv | All Versions 0001-01-01T00: | Not Covered
ml5 00:00Z
debian:bookworm:libllv | All Versions 0001-01-01T00: | Not Covered
ml5 00:002
debian:bookworm:libllv | All Versions 0001-01-01T00: | Not Covered
mi5 00:00z
debian:bookworm:libllv | All Versions 0001-01-01TQO0: | Not Covered
ml5 00:00Z
debian:bookworm:login | All Versions 0001-01-01T00: | Not Covered

00:00Z




Summary

CVEs

Severity

In Shadow 4.13, it is possible to inject
control charactersinto fields provided to
the SUID program chfn (change finger).
Although it is not possible to explait this
directly (e.g., adding a new user fails
because \nisinthe block list), it is possible
to misrepresent the /etc/passwd file when
viewed. Use of \r manipulations and
Unicode characters to work around
blocking of the : character make it possible
to give the impression that a new user has
been added. In other words, an adversary
may be able to convince a system
administrator to take the system offline (an
indirect, social-engineered denial of
service) by demonstrating that "cat
Jetc/passwd" shows arogue user account.

CVE-2023-29
383

A potential heap based buffer overflow
wasfound in
_bfd_elf_dlurp_version_tables() in
bfd/elf.c. This may lead to loss of
availability.

CVE-2023-19
72

A potential heap based buffer overflow
was found in
_bfd_elf_dlurp_version_tables() in
bfd/elf.c. This may lead to loss of
availability.

CVE-2023-19
72

A potential heap based buffer overflow
was found in
_bfd_elf_slurp_version_tables() in
bfd/elf.c. This may lead to loss of
availability.

CVE-2023-19
72

A potential heap based buffer overflow
was found in
_bfd_elf_dlurp_version_tables() in
bfd/elf.c. Thismay lead to loss of
availability.

CVE-2023-19
72

A potential heap based buffer overflow
wasfound in
_bfd_elf_dlurp_version_tables() in
bfd/elf.c. Thismay lead to loss of
availability.

CVE-2023-19
72

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:pass | All Versions 0001-01-01T0O: | Not Covered
wd 00:00z2
debian:bookworm:libetf | All Versions 0001-01-01T00: | Not Covered
-nobfd0 00:00Z
debian:bookworm:libgp | All Versions 0001-01-01T00: | Not Covered
rofng0 00:00z
debian:bookworm:libetf | All Versions 0001-01-01TQ0: | Not Covered
0 00:00Z
debian:bookworm:libbi | All Versions 0001-01-01T00: | Not Covered
nutils 00:00Z
debian:bookworm:binut | All Versions 0001-01-01T00: | Not Covered
ils-common 00:00z

@ Page 97

JFrog Xray




Summary

CVEs

A potential heap based buffer overflow
was found in
_bfd_elf_dlurp_version_tables() in
bfd/elf.c. Thismay lead to loss of
availability.

CVE-2023-19
72

A potential heap based buffer overflow
wasfound in
_bfd_elf_dlurp_version_tables() in
bfd/elf.c. This may lead to loss of
availability.

CVE-2023-19
72

LLVM a0dab4950 has a segmentation
fault in mlir::outlineSingleBlockRegion.
NOTE: third parties dispute this because
the LLVM security policy excludes
"Language front-ends ... for which a
malicious input file can cause undesirable
behavior."

CVE-2023-26
924

A flaw was found in tiffcrop, a program
distributed by the libtiff package. A
specially crafted tiff file can lead to an
out-of-bounds read in the
extractlmageSection function in
toolg/tiffcrop.c, resulting in a denial of
service and limited information disclosure.
Thisissue affects libtiff versions 4.x.

CVE-2023-19
16

LibTIFF version 4.0.7 isvulnerable to a
heap-based buffer over-read in tif_Izw.c
resulting in DoS or code execution viaa
crafted bmp image to tool /bmp2tiff.

CVE-2017-55
63

An integer overflow vulnerability was
found in tiftoimage function in openjpeg
2.1.2, resulting in heap buffer overflow.

CVE-2016-95
80

An infinite loop vulnerability in tiftoimage
that resultsin heap buffer overflow in
convert_32s C1P1 was found in openjpeg
21.2.

CVE-2016-95
81

GnuPG can be made to spin on arelatively
small input by (for example) crafting a
public key with thousands of signatures
attached, compressed down to just afew
KB.

CVE-2022-32
19

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:binut | All Versions 0001-01-01T00: | Not Covered
ils 00:00Z
debian:bookworm:binut | All Versions 0001-01-01TQO0: | Not Covered
ils-x86-64-linux-gnu 00:00Z
debian:bookworm:libllv | All Versions 0001-01-01TQO0: | Not Covered
mi5 00:00z
debian:bookworm:libtif | All Versions 0001-01-01TQO0: | Not Covered
f6 00:00Z
debian:bookworm:libtif | All Versions 0001-01-01T00: | Not Covered
f6 00:00Z
debian:bookworm:libop | All Versions 0001-01-01T0O: | Not Covered
enjp2-7 00:00Z2
debian:bookworm:libop | All Versions 0001-01-01TO0O: | Not Covered
enjp2-7 00:00Z
debian:bookworm:gpgs | All Versions 0001-01-01TQO: | Not Covered
m 00:00z
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Summary

CVEs

GnuPG can be made to spin on arelatively
small input by (for example) crafting a
public key with thousands of signatures
attached, compressed down to just afew
KB.

CVE-2022-32
19

GnuPG can be made to spin on arelatively
small input by (for example) crafting a
public key with thousands of signatures
attached, compressed down to just afew
KB.

CVE-2022-32
19

GnuPG can be made to spin on arelatively
small input by (for example) crafting a
public key with thousands of signatures
attached, compressed down to just afew
KB.

CVE-2022-32
19

GnuPG can be made to spin on arelatively
small input by (for example) crafting a
public key with thousands of signatures
attached, compressed down to just afew
KB.

CVE-2022-32
19

GnuPG can be made to spin on arelatively
small input by (for example) crafting a
public key with thousands of signatures
attached, compressed down to just afew
KB.

CVE-2022-32
19

GnuPG can be made to spin on arelatively
small input by (for example) crafting a
public key with thousands of signatures
attached, compressed down to just afew
KB.

CVE-2022-32
19

GnuPG can be made to spin on arelatively
small input by (for example) crafting a
public key with thousands of signatures
attached, compressed down to just afew
KB.

CVE-2022-32
19

GnuPG can be made to spin on arelatively
small input by (for example) crafting a
public key with thousands of signatures
attached, compressed down to just afew
KB.

CVE-2022-32
19

Severity

JFrog Infected Fix
Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:gpg- | All Versions 0001-01-01T0O: | Not Covered
agent 00:00Z2
debian:bookworm:gpgv | All Versions 0001-01-01T00: | Not Covered
00:00z
debian:bookworm:gpg | All Versions 0001-01-01T0O0: | Not Covered
00:00z
debian:bookworm:gpg- | All Versions 0001-01-01TQO: | Not Covered
wks-client 00:00Z2
debian:bookworm:dirm | All Versions 0001-01-01T00: | Not Covered
ngr 00:00z
debian:bookworm:gnup | All Versions 0001-01-01TQO: | Not Covered
g-110n 00:00Z2
debian:bookworm:gpg- | All Versions 0001-01-01T00: | Not Covered
wks-server 00:00Z
debian:bookworm:gnup | All Versions 0001-01-01TQ0: | Not Covered
g-utils 00:00Z
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Summary

GnuPG can be made to spin on arelatively
small input by (for example) crafting a
public key with thousands of signatures
attached, compressed down to just afew
KB.

GnuPG can be made to spin on arelatively
small input by (for example) crafting a
public key with thousands of signatures
attached, compressed down to just afew
KB.

The SSL protocol, as used in certain
configurations in Microsoft Windows and
Microsoft Internet Explorer, Mozilla
Firefox, Google Chrome, Opera, and other
products, encrypts data by using CBC
mode with chained initiaization vectors,
which allows man-in-the-middle attackers
to obtain plaintext HTTP headersviaa
blockwise chosen-boundary attack
(BCBA) onan HTTPS session, in
conjunction with JavaScript code that uses
(1) the HTML5 WebSocket AP, (2) the
Java URL Connection API, or (3) the
Silverlight WebClient API, akaa
"BEAST" attack.

extensions/libxt_tcp.c in iptables through
1.4.21 does not match TCP SYN+FIN
packetsin --syn rules, which might allow
remote attackers to bypass intended
firewall restrictions via crafted packets.
NOTE: the CVE-2012-6638 fix makes this
issue less relevant.

The IsPixelMonochrome function in
MagickCore/pixel-accessor.h in
ImageMagick 7.0.3.0 allows remote
attackers to cause adenial of service
(out-of-bounds read and crash) viaa
crafted file. NOTE: the vendor says"This
isa Q64 issue and we do not support Q64."

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2022-32 debian:bookworm:gpgc | All Versions 0001-01-01T0O: | Not Covered
19 onf 00:00Z

CVE-2022-32 debian:bookworm:gnup | All Versions 0001-01-01T00: | Not Covered
19 g 00:00Z

CVE-2011-33 debian:bookworm:libgn | All Versions 0001-01-01T0O0: | Not Covered
89 utls30 00:00Z

CVE-2012-26 debian:bookworm:libip | All Versions 0001-01-01TQO: | Not Covered
63 4tc2 00:00Z

CVE-2016-86 debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered
78 agickcore-6.q16-6-extra 00:00Z
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Summary

The IsPixelMonochrome function in
MagickCore/pixel-accessor.h in
ImageMagick 7.0.3.0 allows remote
attackers to cause a denial of service
(out-of-bounds read and crash) viaa
crafted file. NOTE: the vendor says "This
isa Q64 issue and we do not support Q64."

The IsPixelMonochrome function in
MagickCore/pixel-accessor.h in
ImageMagick 7.0.3.0 allows remote
attackers to cause adenial of service
(out-of-bounds read and crash) viaa
crafted file. NOTE: the vendor says"This
isa Q64 issue and we do not support Q64."

The IsPixelMonochrome function in
MagickCore/pixel-accessor.h in
ImageMagick 7.0.3.0 allows remote
attackers to cause adenial of service
(out-of-bounds read and crash) viaa
crafted file. NOTE: the vendor says"This
isa Q64 issue and we do not support Q64."

NULL Pointer Accessin function
imagetopnm of convert.c(jp2):1289 in
OpenJPEG 2.1.2. Impact is Denial of
Service. Someone must open acrafted j2k
file.

Multiple unspecified vulnerabilitiesin
GraphicsMagick before 1.2.4 alow remote
attackers to cause a denial of service
(crash, infinite loop, or memory
consumption) via (a) unspecified vectorsin
the (1) AVI, (2) AVS, (3) DCM, (4) EPT,
(5) FITS, (6) MTV, (7) PALM, (8) RLA,
and (9) TGA decoder readers; and (b) the
GetlmageCharacteristics function in
magick/image.c, as reachable from a
crafted (10) PNG, (11) JPEG, (12) BMP,
or (13) TIFFfile.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2016-86 debian:bookworm:imag | All Versions 0001-01-01T0O: | Not Covered
78 emagick-6-common 00:00z2

CVE-2016-86 debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered
78 agickwand-6.q16-6 00:00Z

CVE-2016-86 debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered
78 agickcore-6.016-6 00:00Z

CVE-2016-91 debian:bookworm:libop | All Versions 0001-01-01T00: | Not Covered
17 enjp2-7 00:00Z

CVE-2008-31 debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered
34 agickcore-6.016-6 00:00Z




Summary

CVEs

Multiple unspecified vulnerabilitiesin
GraphicsMagick before 1.2.4 allow remote
attackers to cause adenial of service
(crash, infinite loop, or memory
consumption) via (a) unspecified vectorsin
the (1) AVI, (2) AVS, (3) DCM, (4) EPT,
(5) FITS, (6) MTV, (7) PALM, (8) RLA,
and (9) TGA decoder readers; and (b) the
GetlmageCharacteristics function in
magick/image.c, as reachable from a
crafted (10) PNG, (11) JPEG, (12) BMP,
or (13) TIFFfile.

CVE-2008-31
34

Multiple unspecified vulnerabilitiesin
GraphicsMagick before 1.2.4 allow remote
attackers to cause a denial of service
(crash, infinite loop, or memory
consumption) via (a) unspecified vectorsin
the (1) AVI, (2) AVS, (3) DCM, (4) EPT,
(5) FITS, (6) MTV, (7) PALM, (8) RLA,
and (9) TGA decoder readers; and (b) the
GetlmageCharacteristics function in
magick/image.c, as reachable from a
crafted (10) PNG, (11) JPEG, (12) BMP,
or (13) TIFFfile.

CVE-2008-31
34

Multiple unspecified vulnerabilitiesin
GraphicsMagick before 1.2.4 allow remote
attackers to cause adenial of service
(crash, infinite loop, or memory
consumption) via (a) unspecified vectorsin
the (1) AVI, (2) AVS, (3) DCM, (4) EPT,
(5) FITS, (6) MTV, (7) PALM, (8) RLA,
and (9) TGA decoder readers; and (b) the
GetlmageCharacteristics function in
magick/image.c, as reachable from a
crafted (10) PNG, (11) JPEG, (12) BMP,
or (13) TIFFfile.

CVE-2008-31
34

The (a) imagearc and (b) imagefilledarc
functionsin GD Graphics Library (libgd)
before 2.0.35 allow attackers to cause a
denia of service (CPU consumption) viaa
large (1) start or (2) end angle degree
value.

CVE-2007-34
7

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:imag | All Versions 0001-01-01T0O: | Not Covered
emagick-6-common 00:00z2
debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered
agickwand-6.916-6 00:00z
debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered
agickcore-6.q16-6-extra 00:00Z
debian:bookworm:libw | All Versions 0001-01-01TQO: | Not Covered
mflite-0.2-7 00:00Z2
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Summary

The browsing feature in the server in
CUPS does not filter ANSI escape
sequences from shared printer names,
which might alow remote attackers to
execute arbitrary code via a crafted printer
name.

initscriptsin rPath Linux 1 setsinsecure
permissions for the /var/log/btmp file,
which allows local usersto obtain sensitive
information regarding authentication
attempts. NOTE: because sshd detects the
insecure permissions and does not log
certain events, this also prevents sshd from
logging failed authentication attempts by
remote attackers.

initscriptsin rPath Linux 1 setsinsecure
permissions for the /var/log/btmp file,
which alows local users to obtain sensitive
information regarding authentication
attempts. NOTE: because sshd detects the
insecure permissions and does not log
certain events, this also prevents sshd from
logging failed authentication attempts by
remote attackers.

The nss_parse_ciphersfunctionin
libraries/libldap/tls_m.c in OpenLDAP
does not properly parse OpenSSL-style
multi-keyword mode cipher strings, which
might cause a weaker than intended cipher
to be used and allow remote attackers to
have unspecified impact via unknown
vectors.

The nss_parse_ciphersfunctionin
libraries/libldap/tls_m.c in OpenLDAP
does not properly parse OpenSSL-style
multi-keyword mode cipher strings, which
might cause a weaker than intended cipher
to be used and allow remote attackers to
have unspecified impact via unknown
vectors.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2014-81 debian:bookworm:libcu | All Versions 0001-01-01T0O: | Not Covered
66 ps2 00:00Z2

CVE-2007-56 debian:bookworm:login | All Versions 0001-01-01T00: | Not Covered
86 00:00Z2

CVE-2007-56 debian:bookworm:pass | All Versions 0001-01-01T00: | Not Covered
86 wd 00:00Z

CVE-2015-32 debian:bookworm:libld | All Versions 0001-01-01T00: | Not Covered
76 ap-common 00:00z

CVE-2015-32 debian:bookworm:libld | All Versions 0001-01-01TO0O: | Not Covered
76 ap-2.5-0 00:00Z
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Summary CVEs
NULL Pointer Accessin function CVE-2016-91
imagetopnm of convert.c:2226(jp2) in 16
OpenJPEG 2.1.2. Impact is Denial of

Service. Someone must open acrafted j2k

file.

A design flaw in image processing CVE-2005-04
software that modifies JPEG images might | 06

not modify the origina EXIF thumbnail,

which could lead to an information leak of

potentialy sensitive visual information that

had been removed from the main JPEG

image.

A design flaw in image processing CVE-2005-04
software that modifies JPEG images might | 06

not modify the original EXIF thumbnail,

which could lead to an information leak of

potentially sensitive visual information that

had been removed from the main JPEG

image.

A design flaw in image processing CVE-2005-04
software that modifies JPEG images might | 06

not modify the original EXIF thumbnail,

which could lead to an information leak of

potentialy sensitive visual information that

had been removed from the main JPEG

image.

A design flaw in image processing CVE-2005-04
software that modifies JPEG images might | 06

not modify the origina EXIF thumbnail,

which could lead to an information leak of

potentialy sensitive visual information that

had been removed from the main JPEG

image.

_is safein the File::Temp module for Perl | CVE-2011-41
does not properly handle symlinks. 16

_is _safeinthe File::Temp module for Perl | CVE-2011-41
does not properly handle symlinks. 16

_is safein the File::Temp module for Perl | CVE-2011-41
does not properly handle symlinks. 16

_is _safeinthe File::Temp module for Perl | CVE-2011-41
does not properly handle symlinks. 16

JFrog Infected Fix
Severity |Component Physical Paths Component Version Version | Edited Applicability

debian:bookworm:libop | All Versions 0001-01-01T0O: | Not Covered

enjp2-7 00:00z2

debian:bookworm:libm | All Versions 0001-01-01TQ0: | Not Covered

agickwand-6.916-6 00:00Z

debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered

agickcore-6.016-6-extra 00:00z

debian:bookworm:imag | All Versions 0001-01-01TQ0: | Not Covered

emagick-6-common 00:00Z

debian:bookworm:libm | All Versions 0001-01-01TQ0: | Not Covered

agickcore-6.016-6 00:00Z

debian:bookworm:perl | All Versions 0001-01-01T0O: | Not Covered
00:002

debian:bookworm:perl- | All Versions 0001-01-01TQ0: | Not Covered

base 00:00Z2

debian:bookworm:perl- | All Versions 0001-01-01T00: | Not Covered

modules-5.36 00:00Z

debian:bookworm:libpe | All Versions 0001-01-01TQ0: | Not Covered

r15.36 00:00z
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Summary

Heap Buffer Over-read in function
imagetotga of convert.c(jp2):942 in
OpenJPEG 2.1.2. Impact is Denial of
Service. Someone must open acrafted j2k
file.

pkexec, when used with --user nonpriv,
allows local usersto escape to the parent
session viaa crafted TIOCSTI ioctl call,
which pushes characters to the termind's
input buffer.

pkexec, when used with --user nonpriv,
allowslocal usersto escape to the parent
session viaa crafted TIOCSTI ioctl call,
which pushes characters to the termina's
input buffer.

pkexec, when used with --user nonpriv,
allows local usersto escape to the parent
session viaacrafted TIOCSTI ioctl cal,
which pushes characters to the terminal's
input buffer.

ThereisaNULL Pointer Accessin
function imagetopnm of
convert.c:1943(jp2) of OpenJPEG 2.1.2.
image->comps{compno].datais not
assigned avalue after
initialization(NULL). Impact is Denia of
Service.

Array index error in gd_gif_in.cin the GD
Graphics Library (libgd) before 2.0.35
allows user-assisted remote attackers to
cause adenia of service (crash and heap
corruption) vialarge color index valuesin
crafted image data, which resultsin a
segmentation fault.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2016-91 debian:bookworm:libop | All Versions 0001-01-01T0O: | Not Covered
15 enjp2-7 00:00Z

CVE-2016-25 debian:bookworm:libpo | All Versions 0001-01-01T00: | Not Covered
68 Ikit-agent-1-0 00:00z

CVE-2016-25 debian:bookworm:libpo | All Versions 0001-01-01T0O0: | Not Covered
68 Ikit-gobject-1-0 00:00Z

CVE-2016-25 debian:bookworm:polki | All Versions 0001-01-01T00: | Not Covered
68 td 00:00Z

CVE-2016-91 debian:bookworm:libop | All Versions 0001-01-01T00: | Not Covered
14 enjp2-7 00:00Z

CVE-2007-34 debian:bookworm:libw | All Versions 0001-01-01T00: | Not Covered
76 mflite-0.2-7 00:00z
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Summary

CVEs

GLib 2.31.8 and earlier, when the
g_str_hash function is used, computes hash
values without restricting the ability to
trigger hash collisions predictably, which
allows context-dependent attackers to
cause adenial of service (CPU
consumption) via crafted input to an
application that maintains a hash table.
NOTE: this issue may be disputed by the
vendor; the existence of the g_str_hash
function is not a vulnerability in the
library, because callers of

g_hash_table new and

g_hash_table new_full can specify an
arbitrary hash function that is appropriate
for the application.

CVE-2012-00
39

ThereisaNULL pointer dereferencein
function imagetobmp of convertbmp.c:980
of OpenJPEG 2.1.2. image->compg[0].data
is not assigned a value after
initialization(NULL). Impact is Denia of
Service.

CVE-2016-91
13

chroot in GNU coreutils, when used with
--userspec, alows local usersto escape to
the parent session viaa crafted TIOCSTI
ioctl call, which pushes characters to the
terminal's input buffer.

CVE-2016-27
81

libjxl v0.5.0 is affected by a Assertion
failed issuein lib/jxl/image.cc
jxl::PlaneBase::PlaneBase(). When
encoding a malicous GIF file using ¢jxl, an
attacker can trigger adenial of service.

CVE-2021-36
691

A vulnerability classified as problematic
was found in GhostPCL 9.55.0. This
vulnerability affects the function
chunk_free object of the file gsmchunk.c.
The manipulation with amaliciousfile
leads to a memory corruption. The attack
can be initiated remotely but requires user
interaction. The exploit has been disclosed
to the public as a POC and may be used. It
is recommended to apply the patches to fix
thisissue.

CVE-2022-13
50

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libgli | All Versions 0001-01-01T0O: | Not Covered
b2.0-0 00:00Z2
debian:bookworm:libop | All Versions 0001-01-01T00: | Not Covered
enjp2-7 00:00z
debian:bookworm:coreu | All Versions 0001-01-01TQ0: | Not Covered
tils 00:00Z2
debian:bookworm:libjx! | All Versions 0001-01-01TQ0: | Not Covered
0.7 00:00Z2
debian:bookworm:libgs | All Versions 0001-01-01TO0O: | Not Covered
10 00:00Z
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CVEs

A vulnerability classified as problematic
was found in GhostPCL 9.55.0. This
vulnerability affects the function
chunk_free object of the file gsmchunk.c.
The manipulation with amaliciousfile
leads to a memory corruption. The attack
can be initiated remotely but requires user
interaction. The exploit has been disclosed
to the public as a POC and may be used. It
is recommended to apply the patches to fix
thisissue.

CVE-2022-13
50

A vulnerability classified as problematic
was found in GhostPCL 9.55.0. This
vulnerability affects the function
chunk_free_object of the file gsmchunk.c.
The manipulation with amaliciousfile
leads to a memory corruption. The attack
can be initiated remotely but requires user
interaction. The exploit has been disclosed
to the public as a POC and may be used. It
is recommended to apply the patches to fix
thisissue.

CVE-2022-13
50

A vulnerability classified as problematic
was found in GhostPCL 9.55.0. This
vulnerability affects the function
chunk_free object of the file gsmchunk.c.
The manipulation with amalicious file
leads to a memory corruption. The attack
can be initiated remotely but requires user
interaction. The exploit has been disclosed
to the public as a POC and may be used. It
is recommended to apply the patches to fix
thisissue.

CVE-2022-13
50

libiberty/rust-demangle.cin GNU GCC
11.2 dlows stack consumption in
demangle_const, as demonstrated by
nm-new.

CVE-2022-27
943

libiberty/rust-demangle.cin GNU GCC
11.2 dlows stack consumption in
demangle_const, as demonstrated by
nm-new.

CVE-2022-27
943

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:ghost | All Versions 0001-01-01T0O: | Not Covered
script 00:00z2
debian:bookworm:libgs | All Versions 0001-01-01TQ0: | Not Covered
-common 00:00Z
debian:bookworm:libgs | All Versions 0001-01-01T00: | Not Covered
10-common 00:00z
debian:bookworm:libub | All Versions 0001-01-01T00: | Not Covered
sanl 00:00Z
debian:bookworm:liblsa | All Versions 0001-01-01T0O0: | Not Covered
no 00:00z
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Summary CVEs
libiberty/rust-demangle.cin GNU GCC CVE-2022-27
11.2 dlows stack consumption in 943
demangle_const, as demonstrated by

nm-new.

libiberty/rust-demangle.cin GNU GCC CVE-2022-27
11.2 dlows stack consumption in 943
demangle_const, as demonstrated by

nm-new.

libiberty/rust-demangle.cin GNU GCC CVE-2022-27
11.2 dlows stack consumption in 943
demangle_const, as demonstrated by

nm-new.

libiberty/rust-demangle.cin GNU GCC CVE-2022-27
11.2 dlows stack consumption in 943
demangle_const, as demonstrated by

nm-new.

libiberty/rust-demangle.cin GNU GCC CVE-2022-27
11.2 dlows stack consumption in 943
demangle_const, as demonstrated by

nm-new.

libiberty/rust-demangle.cin GNU GCC CVE-2022-27
11.2 alows stack consumption in 943
demangle_const, as demonstrated by

nm-new.

libiberty/rust-demangle.cin GNU GCC CVE-2022-27
11.2 alows stack consumption in 943
demangle_const, as demonstrated by

nm-new.

libiberty/rust-demangle.cin GNU GCC CVE-2022-27
11.2 alows stack consumption in 943
demangle_const, as demonstrated by

nm-new.

libiberty/rust-demangle.cin GNU GCC CVE-2022-27
11.2 alows stack consumption in 943
demangle_const, as demonstrated by

nm-new.

libiberty/rust-demangle.cin GNU GCC CVE-2022-27
11.2 alows stack consumption in 943

demangle_const, as demonstrated by
nm-new.

Severity

JFrog Infected Fix
Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libstd | All Versions 0001-01-01T0O: | Not Covered
c++6 00:00Z2
debian:bookworm:libgf | All Versions 0001-01-01T0O: | Not Covered
ortran5 00:00Z2
debian:bookworm:g++- | All Versions 0001-01-01T0O: | Not Covered
12 00:00Z
debian:bookworm:cpp- | All Versions 0001-01-01TQO: | Not Covered
12 00:00Z
debian:bookworm:libqu | All Versions 0001-01-01T00: | Not Covered
admath0 00:00Z
debian:bookworm:libas | All Versions 0001-01-01TO0O: | Not Covered
and 00:00z
debian:bookworm:gcc-1 | All Versions 0001-01-01T00: | Not Covered
2 00:00Z
debian:bookworm:libtsa | All Versions 0001-01-01TO0O: | Not Covered
n2 00:00z
debian:bookworm:libgo | All Versions 0001-01-01TO0O: | Not Covered
mpl 00:00z
debian:bookworm:libit | All Versions 0001-01-01TQO: | Not Covered
ml 00:00z
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Summary

libiberty/rust-demangle.cin GNU GCC
11.2 dlows stack consumption in
demangle_const, as demonstrated by
nm-new.

libiberty/rust-demangle.cin GNU GCC
11.2 dlows stack consumption in
demangle_const, as demonstrated by
nm-new.

libiberty/rust-demangle.cin GNU GCC
11.2 dlows stack consumption in
demangle_const, as demonstrated by
nm-new.

libiberty/rust-demangle.cin GNU GCC
11.2 dlows stack consumption in
demangle_const, as demonstrated by
nm-new.

A vulnerability classified as problematic
was found in LibTIFF 4.3.0. Affected by
this vulnerability isthe TIFF File Handler
of tiff2ps. Opening amaliciousfile leads to
adenial of service. The attack can be
launched remotely but requires user
interaction. The exploit has been disclosed
to the public and may be used.

libcacais affected by a Divide By Zero
issue viaimg2txt, which allows aremote
malicious user to cause a Denial of Service

A Memory Leak vulnerability existsin
SQLite Project SQLite3 3.35.1 and 3.37.0
viamaliciously crafted SQL Queries
(made via editing the Database File), it is
possible to query arecord, and leak
subsequent bytes of memory that extend
beyond the record, which could let a
malicious user obtain sensitive
information. NOTE: The devel oper
disputes this as a vulnerability stating that
If you give SQL.ite a corrupted database
file and submit a query against the
database, it might read parts of the
database that you did not intend or expect.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2022-27 debian:bookworm:libcc | All Versions 0001-01-01T0O: | Not Covered
943 1-0 00:00Z2

CVE-2022-27 debian:bookworm:libge | All Versions 0001-01-01T0O: | Not Covered
943 c-sl 00:00Z2

CVE-2022-27 debian:bookworm:libat | All Versions 0001-01-01T0O: | Not Covered
943 omicl 00:00Z

CVE-2022-27 debian:bookworm:gce-1 | All Versions 0001-01-01TQO: | Not Covered
943 2-base 00:00Z

CVE-2022-12 debian:bookworm:libtif | All Versions 0001-01-01T0O: | Not Covered
10 6 00:00Z

CVE-2022-08 debian:bookworm:libca | All Versions 0001-01-01T00: | Not Covered
56 ca0 00:00z

CVE-2021-45 debian:bookworm:libsgl | All Versions 0001-01-01T0O: | Not Covered
346 ite3-0 00:00Z2




Summary

CVEs

A heap overflow flaw was found in
libpngs pngimage.c program. This flaw
allows an attacker with local network
access to pass a specially crafted PNG file
to the pngimage utility, causing an
application to crash, leading to adenia of
service.

CVE-2021-42
14

A flaw was found in ImageMagick in
versions before 7.0.11, where a division by
zero in SRGBTransformimage() in the
MagickCore/colorspace.c may trigger
undefined behavior viaacrafted image file
that is submitted by an attacker processed
by an application using ImageMagick. The
highest threat from this vulnerability isto
system availability.

CVE-2021-20
311

A flaw was found in ImageMagick in
versions before 7.0.11, where a division by
zero in SRGBTransformimage() in the
MagickCore/colorspace.c may trigger
undefined behavior via a crafted image file
that is submitted by an attacker processed
by an application using ImageMagick. The
highest threat from this vulnerability isto
system availability.

CVE-2021-20
311

A flaw was found in ImageMagick in
versions before 7.0.11, where a division by
zero in SRGBTransformimage() in the
MagickCore/colorspace.c may trigger
undefined behavior viaacrafted imagefile
that is submitted by an attacker processed
by an application using ImageMagick. The
highest threat from this vulnerability isto
system availability.

CVE-2021-20
311

A flaw was found in ImageMagick in
versions before 7.0.11, where a division by
zero in SRGBTransformimage() in the
MagickCore/colorspace.c may trigger
undefined behavior via a crafted image file
that is submitted by an attacker processed
by an application using ImageMagick. The
highest threat from this vulnerability isto
system availability.

CVE-2021-20
311

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libpn | All Versions 0001-01-01T0O: | Not Covered
g16-16 00:00Z2
debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered
agickcore-6.q16-6-extra 00:00Z
debian:bookworm:imag | All Versions 0001-01-01T00: | Not Covered
emagick-6-common 00:00z
debian:bookworm:libm | All Versions 0001-01-01TQO: | Not Covered
agickcore-6.016-6 00:00Z2
debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered
agickwand-6.916-6 00:00Z
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Summary

An issue was discovered in Jansson
through 2.13.1. Due to aparsing error in
json_loads, there's an out-of-bounds
read-access bug. NOTE: the vendor reports
that this only occurs when a programmer
failsto follow the API specification

libldap in certain third-party OpenLDAP
packages has a certificate-validation flaw
when the third-party package is asserting
RFC6125 support. It considers CN even
when there is a non-matching
subjectAltName (SAN). Thisisfixed in,
for example, openldap-2.4.46-10.€l8 in
Red Hat Enterprise Linux.

libldap in certain third-party OpenLDAP
packages has a certificate-validation flaw
when the third-party package is asserting
RFC6125 support. It considers CN even
when there is a non-matching
subjectAltName (SAN). Thisisfixed in,
for example, openldap-2.4.46-10.€l8 in
Red Hat Enterprise Linux.

nghttp2 is an implementation of the
Hypertext Transfer Protocol version 2in
C. The nghttp2 library prior to version
1.61.0 keeps reading the unbounded
number of HTTP/2 CONTINUATION
frames even after a stream isreset to keep
HPACK context in sync. This causes
excessive CPU usage to decode HPACK
stream. nghttp2 v1.61.0 mitigates this
vulnerability by limiting the number of
CONTINUATION framesit accepts per
stream. There is no workaround for this
vulnerability.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2020-36 debian:bookworm:libja | All Versions 0001-01-01T00: | Not Covered

325 nsson4 00:00Z2

CVE-2020-15 debian:bookworm:libld | All Versions 0001-01-01TOQO: | Not Covered

719 ap-2.5-0 00:00Z

CVE-2020-15 debian:bookworm:libld | All Versions 0001-01-01T00: | Not Covered

719 ap-common 00:00Z

CVE-2024-28 debian:bookworm:libng | All Versions 0001-01-01TOO: | Not Covered

182 http2-14 00:00Z




Summary

CVEs

The Closest Encloser Proof aspect of the
DNS protocol (in RFC 5155 when RFC
9276 guidance is skipped) allows remote
attackers to cause adenial of service (CPU
consumption for SHA-1 computations) via
DNSSEC responsesin arandom
subdomain attack, akathe "NSEC3" issue.
The RFC 5155 specification implies that
an agorithm must perform thousands of
iterations of a hash function in certain
situations.

CVE-2023-50

868

The Closest Encloser Proof aspect of the
DNS protocol (in RFC 5155 when RFC
9276 guidance is skipped) allows remote
attackers to cause a denial of service (CPU
consumption for SHA-1 computations) via
DNSSEC responses in arandom
subdomain attack, akathe "NSEC3" issue.
The RFC 5155 specification implies that
an agorithm must perform thousands of
iterations of a hash function in certain
situations.

CVE-2023-50

868

The Closest Encloser Proof aspect of the
DNS protocol (in RFC 5155 when RFC
9276 guidance is skipped) alows remote
attackers to cause a denial of service (CPU
consumption for SHA-1 computations) via
DNSSEC responses in arandom
subdomain attack, akathe "NSEC3" issue.
The RFC 5155 specification implies that
an agorithm must perform thousands of
iterations of a hash function in certain
situations.

CVE-2023-50

868

JFrog

Severity

Infected Fix
Component Physical Paths Component Version Version | Edited Applicability

debian:bookworm:libud | All Versions 0001-01-01T00: | Not Covered

evl 00:00z

debian:bookworm:syste | All Versions 0001-01-01T00: | Not Covered

md-sysv 00:002

debian:bookworm:udev | All Versions 0001-01-01TOO: | Not Covered
00:00Z




Summary

CVEs

The Closest Encloser Proof aspect of the
DNS protocol (in RFC 5155 when RFC
9276 guidance is skipped) allows remote
attackers to cause adenial of service (CPU
consumption for SHA-1 computations) via
DNSSEC responsesin arandom
subdomain attack, akathe "NSEC3" issue.
The RFC 5155 specification implies that
an agorithm must perform thousands of
iterations of a hash function in certain
situations.

CVE-2023-50

868

The Closest Encloser Proof aspect of the
DNS protocol (in RFC 5155 when RFC
9276 guidance is skipped) allows remote
attackers to cause a denial of service (CPU
consumption for SHA-1 computations) via
DNSSEC responses in arandom
subdomain attack, akathe "NSEC3" issue.
The RFC 5155 specification implies that
an agorithm must perform thousands of
iterations of a hash function in certain
situations.

CVE-2023-50

868

The Closest Encloser Proof aspect of the
DNS protocol (in RFC 5155 when RFC
9276 guidance is skipped) alows remote
attackers to cause a denial of service (CPU
consumption for SHA-1 computations) via
DNSSEC responses in arandom
subdomain attack, akathe "NSEC3" issue.
The RFC 5155 specification implies that
an agorithm must perform thousands of
iterations of a hash function in certain
situations.

CVE-2023-50

868

JFrog

Severity

Infected Fix
Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libsy | All Versions 0001-01-01T00: | Not Covered
stemdO 00:00Z2
debian:bookworm:libpa | All Versions 0001-01-01T00: | Not Covered
m-systemd 00:002
debian:bookworm:libns | All Versions 0001-01-01TOO: | Not Covered
s-systemd 00:00Z




Summary

CVEs

The Closest Encloser Proof aspect of the
DNS protocol (in RFC 5155 when RFC
9276 guidance is skipped) allows remote
attackers to cause adenial of service (CPU
consumption for SHA-1 computations) via
DNSSEC responsesin arandom
subdomain attack, akathe "NSEC3" issue.
The RFC 5155 specification implies that
an agorithm must perform thousands of
iterations of a hash function in certain
situations.

CVE-2023-50

868

The Closest Encloser Proof aspect of the
DNS protocol (in RFC 5155 when RFC
9276 guidance is skipped) allows remote
attackers to cause a denial of service (CPU
consumption for SHA-1 computations) via
DNSSEC responses in arandom
subdomain attack, akathe "NSEC3" issue.
The RFC 5155 specification implies that
an agorithm must perform thousands of
iterations of a hash function in certain
situations.

CVE-2023-50

868

The Closest Encloser Proof aspect of the
DNS protocol (in RFC 5155 when RFC
9276 guidance is skipped) alows remote
attackers to cause a denial of service (CPU
consumption for SHA-1 computations) via
DNSSEC responses in arandom
subdomain attack, akathe "NSEC3" issue.
The RFC 5155 specification implies that
an agorithm must perform thousands of
iterations of a hash function in certain
situations.

CVE-2023-50

868

JFrog

Severity

Infected Fix
Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libsy | All Versions 0001-01-01T00: | Not Covered
stemd-shared 00:00Z2
debian:bookworm:syste | All Versions 0001-01-01T00: | Not Covered
md-timesyncd 00:002
debian:bookworm:syste | All Versions 0001-01-01TOO: | Not Covered
md 00:00Z2




Summary

CVEs

There existsinterger overflowsin libvpx in
versions prior to 1.14.1.A Calling
vpx_img_alloc()A with alarge value of the
d_w, d_h, or alignA parameter may result
ininteger overflows in the calculations of
buffer sizes and offsets and some fields of
the returned vpx_image_tA struct may be
invalid.A Calling vpx_img_wrap()A with a
large value of thed_w, d_h, or
stride_alignA parameter may result in
integer overflows in the cal cul ations of
buffer sizes and offsets and some fields of
the returned vpx_image _tA struct may be
invalid. We recommend upgrading to
version 1.14.1 or beyond

CVE-2024-51
97

Integer overflow in libaom internal
functionA img_alloc_helper can lead to
heap buffer overflow. This function can be
reached via 3 callers:

* Calling aom_img_alloc() with alarge
value of thed_w, d_h, or align parameter
may result in integer overflowsin the
calculations of buffer sizes and offsets and
some fields of the returned aom_image t
struct may beinvalid.

* Calling aom_img_wrap() with alarge
vaue of thed_w, d_h, or align parameter
may result in integer overflowsin the
calculations of buffer sizes and offsets and
some fields of the returned aom_image t
struct may beinvaid.

* Calling aom_img_alloc_with_border()
with alarge value of thed_w, d_h, align,
size_align, or border parameter may result
in integer overflowsin the calculations of
buffer sizes and offsets and some fields of
the returned aom_image t struct may be
invalid.

CVE-2024-51
71

CVE-2024-4741

CVE-2024-47
41

Severity

JFrog Infected Fix
Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libvp | All Versions 0001-01-01T00: | Not Covered
X7 00:00z
debian:bookworm:libao | All Versions 0001-01-01T00: | Not Covered
m3 00:00Z
debian:bookworm:libssl | All Versions 0001-01-01T00: | Not Covered
3 00:00Z
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Summary CVEs

CVE-2024-4741 CVE-2024-47
41

Issue summary: Checking excessively long | CVE-2024-46

DSA keys or parameters may be very 03

slow.

Impact summary: Applications that use the
functions EVP_PKEY _param_check()

or EVP_PKEY _public_check() to check a
DSA public key or DSA parameters may
experience long delays. Where the key or
parameters that are being checked

have been obtained from an untrusted
source this may lead to a Denial of
Service.

The functions EVP_PKEY _param_check()
or EVP_PKEY _public_check() perform
various checks on DSA parameters. Some
of those computations take along time

if themodulus ('p’ parameter) istoo large.

Trying to use avery large modulusis slow
and OpenSSL will not alow using

public keys with amodulus which is over
10,000 bitsin length for signature
verification. However the key and
parameter check functions do not limit
the modulus size when performing the
checks.

An application that calls

EVP_PKEY _param_check() or
EVP_PKEY _public_check()

and supplies akey or parameters obtained
from an untrusted source could be
vulnerable to a Denial of Service attack.

These functions are not called by OpenSSL
itself on untrusted DSA keys so

only applications that directly call these
functions may be vulnerable.

JFrog Infected Fix
Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:open | All Versions 0001-01-01T00: | Not Covered
sd 00:00Z
debian:bookworm:open | All Versions 0001-01-01T0OO: | Not Covered
sd 00:00Z




Summary

CVEs

Severity

Also vulnerable are the OpenSSL pkey and
pkeyparam command line applications
when using the “-check™ option.

The OpenSSL SSL/TLS implementation is
not affected by thisissue.

The OpenSSL 3.0 and 3.1 FIPS providers
are affected by thisissue.

JFrog

Severity

Component Physical Paths

Component

Infected

Version

Fix

Version

Edited

Applicability
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Summary CVEs
Issue summary: Checking excessively long | CVE-2024-46
DSA keys or parameters may be very 03

slow.

Impact summary: Applications that use the
functions EVP_PKEY _param_check()

or EVP_PKEY_public_check() to check a
DSA public key or DSA parameters may
experience long delays. Where the key or
parameters that are being checked

have been obtained from an untrusted
source this may lead to a Denial of
Service.

The functions EVP_PKEY_param_check()
or EVP_PKEY_public_check() perform
various checks on DSA parameters. Some
of those computations take along time

if themodulus ('p" parameter) istoo large.

Trying to use avery large modulus is slow
and OpenSSL will not allow using

public keys with a modulus which is over
10,000 bitsin length for signature
verification. However the key and
parameter check functions do not limit
the modulus size when performing the
checks.

An application that calls
EVP_PKEY_param_check() or
EVP_PKEY_public_check()

and supplies akey or parameters obtained
from an untrusted source could be
vulnerable to a Denial of Service attack.

These functions are not called by OpenSSL
itself on untrusted DSA keys so

only applications that directly call these
functions may be vulnerable.

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libss | All Versions 0001-01-01TOQO: | Not Covered
3 00:00Z
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Summary

CVEs

Also vulnerable are the OpenSSL pkey and
pkeyparam command line applications
when using the “-check™ option.

The OpenSSL SSL/TLS implementation is
not affected by thisissue.

The OpenSSL 3.0 and 3.1 FIPS providers
are affected by thisissue.

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/af_stereowiden.c:120:69.

CVE-2023-51
794

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/af_stereowiden.c:120:69.

CVE-2023-51
794

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/af_stereowiden.c:120:69.

CVE-2023-51
794

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/af_stereowiden.c:120:69.

CVE-2023-51
794

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/af_stereowiden.c:120:69.

CVE-2023-51
794

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/af_stereowiden.c:120:69.

CVE-2023-51
794

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/af_stereowiden.c:120:69.

CVE-2023-51
794

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/af_stereowiden.c:120:69.

CVE-2023-51
794

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:ffmp | All Versions 0001-01-01TOO: | Not Covered
g 00:00z
debian:bookworm:libpo | All Versions 0001-01-01TOO: | Not Covered
stproc56 00:00Z
debian:bookworm:libsw | All Versions 0001-01-01T0O: | Not Covered
scaleb 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
util57 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
device59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
filter8 00:00z
debian:bookworm:libsw | All Versions 0001-01-01T0O: | Not Covered
resampled 00:002
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
codec59 00:00z
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Summary

CVEs

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/af _stereowiden.c:120:69.

CVE-2023-51
794

CJSON v1.7.17 was discovered to contain a
segmentation violation, which can trigger
through the second parameter of function
CJSON_SetVauestring at cJSON.c.

CVE-2024-31
755

Buffer Overflow vulnerability in libde265
v1.0.12 alows alocal attacker to cause a
denial of service viathe allocation size
exceeding the maximum supported size of
(0x10000000000.

CVE-2023-51
792

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viaa
floating point exception (FPE) error at
libavfilter/vf_minterpolate.c:1078:60 in
interpolate.

CVE-2023-51
798

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viaa
floating point exception (FPE) error at
libavfilter/vf_minterpolate.c:1078:60 in
interpolate.

CVE-2023-51
798

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viaa
floating point exception (FPE) error at
libavfilter/vf_minterpolate.c:1078:60 in
interpolate.

CVE-2023-51
798

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viaa
floating point exception (FPE) error at
libavfilter/vf_minterpolate.c:1078:60 in
interpolate.

CVE-2023-51
798

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viaa
floating point exception (FPE) error at
libavfilter/vf_minterpolate.c:1078:60 in
interpolate.

CVE-2023-51
798

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libav | All Versions 0001-01-01TOQO: | Not Covered
format59 00:00z
debian:bookworm:libcjs | All Versions 0001-01-01T00: | Not Covered
onl 00:00z
debian:bookworm:libde | All Versions 0001-01-01TOQO: | Not Covered
265-0 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
codec59 00:00z
debian:bookworm:ffmp | All Versions 0001-01-01T00: | Not Covered
eg 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
util57 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
format59 00:00Z2
debian:bookworm:libpo | All Versions 0001-01-01T00: | Not Covered
stprocs6 00:00z
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Summary

CVEs

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viaa
floating point exception (FPE) error at
libavfilter/vf_minterpolate.c:1078:60 in
interpolate.

CVE-2023-51
798

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viaa
floating point exception (FPE) error at
libavfilter/vf_minterpolate.c:1078:60 in
interpolate.

CVE-2023-51
798

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viaa
floating point exception (FPE) error at
libavfilter/vf_minterpolate.c:1078:60 in
interpolate.

CVE-2023-51
798

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viaa
floating point exception (FPE) error at
libavfilter/vf_minterpolate.c:1078:60 in
interpolate.

CVE-2023-51
798

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showwaves.c:722:24 in
showwaves filter_frame

CVE-2023-51
797

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showwaves.c:722:24 in
showwaves filter_frame

CVE-2023-51
797

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showwaves.c:722:24 in
showwaves filter_frame

CVE-2023-51
797

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
filter8 00:00Z
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
device59 00:00Z2
debian:bookworm:libsw | All Versions 0001-01-01TOO: | Not Covered
scaleb 00:00Z
debian:bookworm:libsw | All Versions 0001-01-01T0O: | Not Covered
resampled 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
util57 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
filter8 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
codec59 00:00z
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Summary

CVEs

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showwaves.c:722:24 in
showwaves filter_frame

CVE-2023-51
797

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showwaves.c:722:24 in
showwaves filter_frame

CVE-2023-51
797

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showwaves.c:722:24 in
showwaves filter_frame

CVE-2023-51
797

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showwaves.c:722:24 in
showwaves filter_frame

CVE-2023-51
797

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showwaves.c:722:24 in
showwaves filter_frame

CVE-2023-51
797

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showwaves.c:722:24 in
showwaves filter_frame

CVE-2023-51
797

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/f_reverse.c:269:26 in
areverse_request_frame.

CVE-2023-51
796

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/f_reverse.c:269:26 in
areverse_request_frame.

CVE-2023-51
796

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libpo | All Versions 0001-01-01T00: | Not Covered
stproc56 00:00z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
device59 00:00Z2
debian:bookworm:ffmp | All Versions 0001-01-01TOO: | Not Covered
g 00:002
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
format59 00:00Z
debian:bookworm:libsw | All Versions 0001-01-01TO0O: | Not Covered
scale6 00:00Z2
debian:bookworm:libsw | All Versions 0001-01-01T00: | Not Covered
resample4 00:00z
debian:bookworm:libpo | All Versions 0001-01-01TOO: | Not Covered
stproc56 00:00Z
debian:bookworm:libsw | All Versions 0001-01-01T00: | Not Covered
scaleb 00:002
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Summary

CVEs

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/f_reverse.c:269:26 in
areverse_request_frame.

CVE-2023-51
796

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/f_reverse.c:269:26 in
areverse_request_frame.

CVE-2023-51
796

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/f_reverse.c:269:26 in
areverse_request_frame.

CVE-2023-51
796

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/f_reverse.c:269:26 in
areverse_request_frame.

CVE-2023-51
796

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/f_reverse.c:269:26 in
areverse_request_frame.

CVE-2023-51
796

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/f_reverse.c:269:26 in
areverse_reguest_frame.

CVE-2023-51
796

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/f_reverse.c:269:26 in
areverse_request_frame.

CVE-2023-51
796

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showspectrum.c:1789:52
component in
showspectrumpic_request_frame

CVE-2023-51
795

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:ffmp | All Versions 0001-01-01T00: | Not Covered
eg 00:00z
debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
util57 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
filter8 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
device59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
codec59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
format59 00:00Z
debian:bookworm:libsw | All Versions 0001-01-01T0O: | Not Covered
resampled 00:00Z2
debian:bookworm:libsw | All Versions 0001-01-01TOO: | Not Covered
resample4 00:00Z
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Summary

CVEs

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showspectrum.c:1789:52
component in
showspectrumpic_reguest_frame

CVE-2023-51
795

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showspectrum.c:1789:52
component in
showspectrumpic_request_frame

CVE-2023-51
795

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showspectrum.c:1789:52
component in
showspectrumpic_reguest_frame

CVE-2023-51
795

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showspectrum.c:1789:52
component in
showspectrumpic_request_frame

CVE-2023-51
795

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showspectrum.c:1789:52
component in
showspectrumpic_request_frame

CVE-2023-51
795

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showspectrum.c:1789:52
component in
showspectrumpic_request_frame

CVE-2023-51
795

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showspectrum.c:1789:52
component in
showspectrumpic_request_frame

CVE-2023-51
795

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
filter8 00:00Z
debian:bookworm:ffmp | All Versions 0001-01-01T00: | Not Covered
g 00:00Z
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
util57 00:00Z
debian:bookworm:libsw | All Versions 0001-01-01T0O: | Not Covered
scaleb 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
codec59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
device59 00:00Z2
debian:bookworm:libpo | All Versions 0001-01-01T0OO: | Not Covered
stprocs6 00:00z
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Summary

CVEs

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavfilter/avf_showspectrum.c:1789:52
component in
showspectrumpic_reguest_frame

CVE-2023-51
795

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavutil/imgutils.c:353:9 in
image_copy_plane.

CVE-2023-51
793

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavutil/imgutils.c:353:9 in
image_copy_plane.

CVE-2023-51
793

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavutil/imgutils.c:353:9in
image_copy_plane.

CVE-2023-51
793

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavutil/imgutils.c:353:9 in
image_copy_plane.

CVE-2023-51
793

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavutil/imgutils.c:353:9 in
image_copy_plane.

CVE-2023-51
793

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavutil/imgutils.c:353:9 in
image_copy_plane.

CVE-2023-51
793

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavutil/imgutils.c:353:9 in
image_copy_plane.

CVE-2023-51
793

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
format59 00:00Z
debian:bookworm:ffmp | All Versions 0001-01-01TOO: | Not Covered
g 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
filter8 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
util57 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
device59 00:00z
debian:bookworm:libsw | All Versions 0001-01-01T0O: | Not Covered
scaeb 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
format59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
codec59 00:00Z
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Summary

CVEs

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavutil/imgutils.c:353:9in
image_copy_plane.

CVE-2023-51
793

Buffer Overflow vulnerability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavutil/imgutils.c:353:9 in
image_copy_plane.

CVE-2023-51
793

Buffer Overflow vulenrability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavcodec/jpegx|_parser.cin

gen_alias map.

CVE-2023-51
791

Buffer Overflow vulenrability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavcodec/jpegx|_parser.cin
gen_alias_map.

CVE-2023-51
791

Buffer Overflow vulenrability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavcodec/jpegx|_parser.cin

gen_alias map.

CVE-2023-51
791

Buffer Overflow vulenrability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavcodec/jpegx|_parser.cin

gen_alias map.

CVE-2023-51
791

Buffer Overflow vulenrability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavcodec/jpegx|_parser.cin

gen_alias map.

CVE-2023-51
791

Buffer Overflow vulenrability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavcodec/jpegx|_parser.cin

gen_alias map.

CVE-2023-51
791

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libsw | All Versions 0001-01-01TOQO: | Not Covered
resample4 00:00Z2
debian:bookworm:libpo | All Versions 0001-01-01T00: | Not Covered
stproc56 00:00Z
debian:bookworm:libsw | All Versions 0001-01-01T00: | Not Covered
scale6 00:00Z2
debian:bookworm:ffmp | All Versions 0001-01-01T00: | Not Covered
eg 00:00Z
debian:bookworm:libsw | All Versions 0001-01-01T00: | Not Covered
resample4 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
format59 00:00z
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
device59 00:00Z2
debian:bookworm:libpo | All Versions 0001-01-01T00: | Not Covered
stproc56 00:00Z
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Summary

CVEs

Buffer Overflow vulenrability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavcodec/jpegx|_parser.cin

gen_alias map.

CVE-2023-51
791

Buffer Overflow vulenrability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavcodec/jpegx|_parser.cin

gen_alias map.

CVE-2023-51
791

Buffer Overflow vulenrability in Ffmpeg
v.N113007-g8d24a28d06 allows alocal
attacker to execute arbitrary code viathe
libavcodec/jpegx|_parser.cin

gen_alias map.

CVE-2023-51
791

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
set_encoder_id functionin
[fftools/ffmpeg_enc.c component.

CVE-2023-50
010

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
set_encoder_id functionin
[fftools/ffmpeg_enc.c component.

CVE-2023-50
010

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 alows aloca
attacker to execute arbitrary code viathe
set_encoder_id functionin

[fftool s/ffmpeg_enc.c component.

CVE-2023-50
010

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
set_encoder_id functionin
[fftools/ffmpeg_enc.c component.

CVE-2023-50
010

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 alows alocal
attacker to execute arbitrary code viathe
set_encoder_id function in
[fftools/ffmpeg_enc.c component.

CVE-2023-50
010

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
filter8 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
util57 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
codec59 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
util57 00:00Z
debian:bookworm:libsw | All Versions 0001-01-01T00: | Not Covered
resample4 00:00Z2
debian:bookworm:ffmp | All Versions 0001-01-01T00: | Not Covered
eg 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
device59 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
format59 00:00Z
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Summary

CVEs

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
set_encoder_id functionin

[fftool s/ffmpeg_enc.c component.

CVE-2023-50
010

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
set_encoder_id functionin

[fftool S/ffmpeg_enc.c component.

CVE-2023-50
010

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
set_encoder_id functionin
[fftool/ffmpeg_enc.c component.

CVE-2023-50
010

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
set_encoder_id functionin
[fftools/ffmpeg_enc.c component.

CVE-2023-50
010

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_gaussian_blur_8 functionin
libavfilter/edge template.c:116:5
component.

CVE-2023-50
009

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_gaussian_blur_8 functionin
libavfilter/edge_template.c:116:5
component.

CVE-2023-50
009

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_gaussian_blur_8 function in
libavfilter/edge_template.c:116:5
component.

CVE-2023-50
009

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libpo | All Versions 0001-01-01T00: | Not Covered
stproc56 00:00z
debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
codec59 00:00z
debian:bookworm:libsw | All Versions 0001-01-01TOO: | Not Covered
scaeb 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
filter8 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
device59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
filter8 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
util57 00:00Z
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Summary

CVEs

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_gaussian_blur_8 functionin
libavfilter/edge_template.c:116:5
component.

CVE-2023-50
009

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_gaussian_blur_8 functionin
libavfilter/edge template.c:116:5
component.

CVE-2023-50
009

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_gaussian_blur_8 functionin
libavfilter/edge _template.c:116:5
component.

CVE-2023-50
009

Buffer Overflow vulnerability in Ffmpeg
v.Nn6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_gaussian_blur_8 functionin
libavfilter/edge_template.c:116:5
component.

CVE-2023-50
009

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_gaussian_blur_8 functionin
libavfilter/edge _template.c:116:5
component.

CVE-2023-50
009

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_gaussian_blur_8 functionin
libavfilter/edge_template.c:116:5
component.

CVE-2023-50
009

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
av_malloc function in
libavutil/mem.c:105:9 component.

CVE-2023-50
008

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libsw | All Versions 0001-01-01TOQO: | Not Covered
scaleb 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
format59 00:00Z2
debian:bookworm:libpo | All Versions 0001-01-01T00: | Not Covered
stproc56 00:00z
debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
codec59 00:00Z
debian:bookworm:libsw | All Versions 0001-01-01T0O: | Not Covered
resample4 00:00Z2
debian:bookworm:ffmp | All Versions 0001-01-01TOO: | Not Covered
€g 00:00Z2
debian:bookworm:libsw | All Versions 0001-01-01T0O: | Not Covered
resample4 00:002
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Summary

CVEs

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
av_malloc function in
libavutil/mem.c:105:9 component.

CVE-2023-50
008

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
av_malloc function in
libavutil/mem.c:105:9 component.

CVE-2023-50
008

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
av_malloc function in
libavutil/mem.c:105:9 component.

CVE-2023-50
008

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
av_malloc function in
libavutil/mem.c:105:9 component.

CVE-2023-50
008

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
av_malloc function in
libavutil/mem.c:105:9 component.

CVE-2023-50
008

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 alows aloca
attacker to execute arbitrary code viathe
av_malloc function in
libavutil/mem.c:105:9 component.

CVE-2023-50
008

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
av_malloc function in
libavutil/mem.c:105:9 component.

CVE-2023-50
008

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 alows alocal
attacker to execute arbitrary code viathe
av_malloc function in
libavutil/mem.c:105:9 component.

CVE-2023-50
008

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
codec59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
util57 00:00Z2
debian:bookworm:libpo | All Versions 0001-01-01TOO: | Not Covered
stproc56 00:00z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
device59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
format59 00:00Z
debian:bookworm:libsw | All Versions 0001-01-01TOO: | Not Covered
scale6 00:00Z
debian:bookworm:ffmp | All Versions 0001-01-01TOO: | Not Covered
g 00:00z
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
filter8 00:00Z2
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Summary

CVEs

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code via
theav_samples _set_silence functionin

thelibavutil/samplefmt.c:260:9 component.

CVE-2023-50
007

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code via
theav_samples set_silence function in

thelibavutil/samplefmt.c:260:9 component.

CVE-2023-50
007

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code via
theav_samples_set_silence function in

thelibavutil/samplefmt.c:260:9 component.

CVE-2023-50
007

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code via
theav_samples_set_silence functionin

thelibavutil/samplefmt.c:260:9 component.

CVE-2023-50
007

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code via
theav_samples _set_silence functionin

thelibavutil/samplefmt.c:260:9 component.

CVE-2023-50
007

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 alows aloca
attacker to execute arbitrary code via
theav_samples_set_silence function in

thelibavutil/samplefmt.c:260:9 component.

CVE-2023-50
007

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code via
theav_samples set_silence function in

thelibavutil/samplefmt.c:260:9 component.

CVE-2023-50
007

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 alows alocal
attacker to execute arbitrary code via
theav_samples_set_silence function in

thelibavutil/samplefmt.c:260:9 component.

CVE-2023-50
007

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libsw | All Versions 0001-01-01TOO: | Not Covered
scaleb 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
filter8 00:00Z2
debian:bookworm:libsw | All Versions 0001-01-01TOO: | Not Covered
resampled 00:002
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
util57 00:00Z
debian:bookworm:ffmp | All Versions 0001-01-01TO0O: | Not Covered
eg 00:00z
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
format59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
codec59 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
device59 00:00Z2
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Summary

CVEs

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code via
theav_samples _set_silence functionin

thelibavutil/samplefmt.c:260:9 component.

CVE-2023-50
007

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_bwdif_filter_intra_c functionin the
libavfilter/bwdifdsp.c:125:5 component.

CVE-2023-49
502

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_bwdif_filter_intra_c function in the
libavfilter/bwdifdsp.c:125:5 component.

CVE-2023-49
502

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_bwdif_filter_intra_c function in the
libavfilter/bwdifdsp.c:125:5 component.

CVE-2023-49
502

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_bwdif_filter_intra_c function in the
libavfilter/bwdifdsp.c:125:5 component.

CVE-2023-49
502

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 alows aloca
attacker to execute arbitrary code viathe
ff_bwdif_filter_intra_c functionin the
libavfilter/bwdifdsp.c:125:5 component.

CVE-2023-49
502

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_bwdif_filter_intra_c function in the
libavfilter/bwdifdsp.c:125:5 component.

CVE-2023-49
502

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 alows alocal
attacker to execute arbitrary code viathe
ff_bwdif_filter_intra_c function in the
libavfilter/bwdifdsp.c:125:5 component.

CVE-2023-49
502

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libpo | All Versions 0001-01-01T00: | Not Covered
stproc56 00:00z
debian:bookworm:libsw | All Versions 0001-01-01T0OO: | Not Covered
scaeb 00:00Z2
debian:bookworm:libpo | All Versions 0001-01-01TOO: | Not Covered
stproc56 00:00z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
codec59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
filter8 00:00Z
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
device59 00:00z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
format59 00:00z
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
util57 00:00Z2
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Summary

CVEs

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_bwdif_filter_intra_c functionin the
libavfilter/bwdifdsp.c:125:5 component.

CVE-2023-49
502

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
ff_bwdif_filter_intra_c functionin the
libavfilter/bwdifdsp.c:125:5 component.

CVE-2023-49
502

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
config_eg_output function in the
libavfilter/asrc_afirsrc.c:495:30
component.

CVE-2023-49
501

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
config_eg_output function in the
libavfilter/asrc_afirsrc.c:495:30
component.

CVE-2023-49
501

Buffer Overflow vulnerability in Ffmpeg
v.Nn6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
config_eg_output function in the
libavfilter/asrc_afirsrc.c:495:30
component.

CVE-2023-49
501

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
config_eg_output function in the
libavfilter/asrc_afirsrc.c:495:30
component.

CVE-2023-49
501

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
config_eg_output function in the
libavfilter/asrc_afirsrc.c:495:30
component.

CVE-2023-49
501

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libsw | All Versions 0001-01-01TOO: | Not Covered
resample4 00:00Z2
debian:bookworm:ffmp | All Versions 0001-01-01T00: | Not Covered
g 00:00z
debian:bookworm:libpo | All Versions 0001-01-01TOO: | Not Covered
stproc56 00:00z
debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
device59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
filter8 00:00Z2
debian:bookworm:libsw | All Versions 0001-01-01T0OO: | Not Covered
resample4 00:002
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
format59 00:00z
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Summary

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
config_eq_output function in the
libavfilter/asrc_afirsrc.c:495:30
component.

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
config_eg_output function in the
libavfilter/asrc_afirsrc.c:495:30
component.

Buffer Overflow vulnerability in Ffmpeg
v.n6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
config_eg_output function in the
libavfilter/asrc_afirsrc.c:495:30
component.

Buffer Overflow vulnerability in Ffmpeg
v.Nn6.1-3-g466799d4f5 allows alocal
attacker to execute arbitrary code viathe
config_eg_output function in the
libavfilter/asrc_afirsrc.c:495:30
component.

FFmpeg version n5.1 to n6.1 was
discovered to contain an Off-by-one Error
vulnerability in
libavfilter/avf_showspectrum.c. This
vulnerability allows attackersto cause a
Denial of Service (DoS) viaacrafted
input.

FFmpeg version n5.1 to n6.1 was
discovered to contain an Off-by-one Error
vulnerability in
libavfilter/avf_showspectrum.c. This
vulnerability allows attackers to cause a
Denial of Service (DoS) viaacrafted
input.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2023-49 debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
501 codec59 00:00Z2

CVE-2023-49 debian:bookworm:libsw | All Versions 0001-01-01TOO: | Not Covered
501 scaleb 00:00Z2

CVE-2023-49 debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
501 util57 00:00Z2

CVE-2023-49 debian:bookworm:ffmp | All Versions 0001-01-01T0OO: | Not Covered
501 eg 00:00Z

CVE-2024-31 debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
585 util57 00:00Z2

CVE-2024-31 debian:bookworm:libpo | All Versions 0001-01-01T0OO: | Not Covered
585 stproc56 00:00Z




Summary

FFmpeg version n5.1 to n6.1 was
discovered to contain an Off-by-one Error
vulnerability in
libavfilter/avf_showspectrum.c. This
vulnerability allows attackers to cause a
Denial of Service (DoS) viaacrafted
input.

FFmpeg version n5.1 to n6.1 was
discovered to contain an Off-by-one Error
vulnerability in
libavfilter/avf_showspectrum.c. This
vulnerability allows attackers to cause a
Denial of Service (DoS) viaacrafted
input.

FFmpeg version n5.1 to n6.1 was
discovered to contain an Off-by-one Error
vulnerability in
libavfilter/avf_showspectrum.c. This
vulnerability allows attackersto cause a
Denial of Service (DoS) viaacrafted
input.

FFmpeg version n5.1 to n6.1 was
discovered to contain an Off-by-one Error
vulnerability in
libavfilter/avf_showspectrum.c. This
vulnerability allows attackers to cause a
Denial of Service (DoS) viaacrafted
input.

FFmpeg version n5.1 to n6.1 was
discovered to contain an Off-by-one Error
vulnerability in
libavfilter/avf_showspectrum.c. This
vulnerability allows attackersto cause a
Denial of Service (DoS) viaacrafted
input.

FFmpeg version n5.1 to n6.1 was
discovered to contain an Off-by-one Error
vulnerability in
libavfilter/avf_showspectrum.c. This
vulnerability allows attackers to cause a
Denial of Service (DoS) viaacrafted
input.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2024-31 debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
585 device59 00:00Z

CVE-2024-31 debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
585 filter8 00:00Z

CVE-2024-31 debian:bookworm:libsw | All Versions 0001-01-01T0O: | Not Covered
585 resampled 00:00Z2

CVE-2024-31 debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
585 format59 00:00Z

CVE-2024-31 debian:bookworm:libav | All Versions 0001-01-01T0OO: | Not Covered
585 codec59 00:00Z

CVE-2024-31 debian:bookworm:libsw | All Versions 0001-01-01TOO: | Not Covered
585 scaeb 00:00Z2
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Summary

FFmpeg version n5.1 to n6.1 was
discovered to contain an Off-by-one Error
vulnerability in
libavfilter/avf_showspectrum.c. This
vulnerability allows attackers to cause a
Denial of Service (DoS) viaacrafted
input.

FFmpeg version n6.1 was discovered to
contain a heap buffer overflow
vulnerability in the draw_block_rectangle
function of libavfilter/vf_codecview.c.
This vulnerability allows attackers to cause
undefined behavior or a Denial of Service
(DoS) viacrafted input.

FFmpeg version n6.1 was discovered to
contain a heap buffer overflow
vulnerability in the draw_block_rectangle
function of libavfilter/vf_codecview.c.
This vulnerability allows attackers to cause
undefined behavior or a Denial of Service
(DoS) viacrafted input.

FFmpeg version n6.1 was discovered to
contain a heap buffer overflow
vulnerability in the draw_block_rectangle
function of libavfilter/vf_codecview.c.
This vulnerability allows attackers to cause
undefined behavior or a Denial of Service
(DoS) viacrafted input.

FFmpeg version n6.1 was discovered to
contain a heap buffer overflow
vulnerability in the draw_block_rectangle
function of libavfilter/vf_codecview.c.
This vulnerability allows attackers to cause
undefined behavior or a Denial of Service
(DoS) viacrafted input.

FFmpeg version n6.1 was discovered to
contain a heap buffer overflow
vulnerability in the draw_block_rectangle
function of libavfilter/vf_codecview.c.
This vulnerability allows attackers to cause
undefined behavior or a Denial of Service
(DoS) viacrafted input.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2024-31 debian:bookworm:ffmp | All Versions 0001-01-01T00: | Not Covered
585 eg 00:00z

CVE-2024-31 debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
582 device59 00:00Z

CVE-2024-31 debian:bookworm:libpo | All Versions 0001-01-01TOO: | Not Covered
582 stproc56 00:00Z

CVE-2024-31 debian:bookworm:ffmp | All Versions 0001-01-01T00: | Not Covered
582 eg 00:00Z

CVE-2024-31 debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
582 util57 00:002

CVE-2024-31 debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
582 format59 00:00Z
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Summary

FFmpeg version n6.1 was discovered to
contain a heap buffer overflow
vulnerability in the draw_block_rectangle
function of libavfilter/vf_codecview.c.
This vulnerability allows attackers to cause
undefined behavior or a Denial of Service
(DoS) viacrafted input.

FFmpeg version n6.1 was discovered to
contain a heap buffer overflow
vulnerability in the draw_block_rectangle
function of libavfilter/vf_codecview.c.
This vulnerability allows attackers to cause
undefined behavior or a Denial of Service
(DoS) viacrafted input.

FFmpeg version n6.1 was discovered to
contain a heap buffer overflow
vulnerability in the draw_block_rectangle
function of libavfilter/vf_codecview.c.
This vulnerability allows attackers to cause
undefined behavior or a Denial of Service
(DoS) viacrafted input.

FFmpeg version n6.1 was discovered to
contain a heap buffer overflow
vulnerability in the draw_block_rectangle
function of libavfilter/vf_codecview.c.
This vulnerability allows attackers to cause
undefined behavior or a Denial of Service
(DoS) viacrafted input.

FFmpeg version n6.1 was discovered to
contain an improper validation of array
index vulnerability in

libavcodec/chbs h266_syntax_template.c.
This vulnerability allows attackers to cause
undefined behavior within the application.

FFmpeg version n6.1 was discovered to
contain an improper validation of array
index vulnerability in

libavcodec/cbs h266_syntax_template.c.
This vulnerability allows attackers to cause
undefined behavior within the application.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2024-31 debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
582 filter8 00:00Z

CVE-2024-31 debian:bookworm:libsw | All Versions 0001-01-01T0OO: | Not Covered
582 resample4 00:002

CVE-2024-31 debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
582 codec59 00:00Z2

CVE-2024-31 debian:bookworm:libsw | All Versions 0001-01-01T0OO: | Not Covered
582 scale6 00:00z

CVE-2024-31 debian:bookworm:libpo | All Versions 0001-01-01T00: | Not Covered
581 stprocs6 00:00Z

CVE-2024-31 debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
581 filter8 00:00Z2
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Summary

CVEs

FFmpeg version n6.1 was discovered to
contain an improper validation of array
index vulnerability in

libavcodec/chs h266_syntax_template.c.
This vulnerability allows attackers to cause
undefined behavior within the application.

CVE-2024-31
581

FFmpeg version n6.1 was discovered to
contain an improper vaidation of array
index vulnerability in
libavcodec/cbs_h266_syntax_template.c.
This vulnerability allows attackers to cause
undefined behavior within the application.

CVE-2024-31
581

FFmpeg version n6.1 was discovered to
contain an improper validation of array
index vulnerability in

libavcodec/chs h266_syntax_template.c.
This vulnerability allows attackers to cause
undefined behavior within the application.

CVE-2024-31
581

FFmpeg version n6.1 was discovered to
contain an improper vaidation of array
index vulnerability in

libavcodec/cbs h266_syntax_template.c.
This vulnerability allows attackers to cause
undefined behavior within the application.

CVE-2024-31
581

FFmpeg version n6.1 was discovered to
contain an improper validation of array
index vulnerability in

libavcodec/chs h266_syntax_template.c.
This vulnerability allows attackers to cause
undefined behavior within the application.

CVE-2024-31
581

FFmpeg version n6.1 was discovered to
contain an improper vaidation of array
index vulnerability in

libavcodec/cbs h266_syntax_template.c.
This vulnerability allows attackers to cause
undefined behavior within the application.

CVE-2024-31
581

FFmpeg version n6.1 was discovered to
contain an improper validation of array
index vulnerability in

libavcodec/chbs _h266_syntax_template.c.
This vulnerability allows attackers to cause
undefined behavior within the application.

CVE-2024-31
581

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libsw | All Versions 0001-01-01TOO: | Not Covered
scaleb 00:00Z
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
format59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
util57 00:00Z
debian:bookworm:ffmp | All Versions 0001-01-01T0OO: | Not Covered
g 00:00Z
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
device59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
codec59 00:00Z2
debian:bookworm:libsw | All Versions 0001-01-01T0OO: | Not Covered
resample4 00:002




Summary CVEs
FFmpeg version n6.1.1 was discovered to | CVE-2024-31
contain a heap use-after-free viathe 578
av_hwframe_ctx_init function.

FFmpeg version n6.1.1 was discovered to | CVE-2024-31
contain a heap use-after-free viathe 578
av_hwframe_ctx_init function.

FFmpeg version n6.1.1 was discovered to | CVE-2024-31
contain a heap use-after-free viathe 578
av_hwframe_ctx_init function.

FFmpeg version n6.1.1 was discovered to | CVE-2024-31
contain a heap use-after-free viathe 578
av_hwframe_ctx_init function.

FFmpeg version n6.1.1 was discovered to | CVE-2024-31
contain a heap use-after-free viathe 578
av_hwframe_ctx_init function.

FFmpeg version n6.1.1 was discoveredto | CVE-2024-31
contain a heap use-after-free viathe 578
av_hwframe_ctx_init function.

FFmpeg version n6.1.1 was discovered to | CVE-2024-31
contain a heap use-after-free viathe 578
av_hwframe_ctx_init function.

FFmpeg version n6.1.1 was discovered to | CVE-2024-31
contain a heap use-after-free viathe 578
av_hwframe_ctx_init function.

FFmpeg version n6.1.1 was discovered to | CVE-2024-31
contain a heap use-after-free viathe 578
av_hwframe_ctx_init function.

Buffer Overflow vulnerability in FFmpeg | CVE-2023-49
version n6.1-3-g466799d4f5, allows a 528

local attacker to execute arbitrary code and

cause adenia of service (DoS) viathe

af _dialoguenhance.c:261:5 in the de_stereo

component.

Buffer Overflow vulnerability in FFmpeg | CVE-2023-49
version n6.1-3-g466799d4f5, allows a 528

local attacker to execute arbitrary code and
cause adenia of service (DoS) viathe
af_dialoguenhance.c:261:5 in the de_stereo
component.

Severity

JFrog Infected Fix
Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:ffmp | All Versions 0001-01-01T0O: | Not Covered
eg 00:00z2
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
util57 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
format59 00:00z
debian:bookworm:libpo | All Versions 0001-01-01T0O: | Not Covered
stproc56 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
codec59 00:00Z
debian:bookworm:libsw | All Versions 0001-01-01T00: | Not Covered
scaeb 00:00Z
debian:bookworm:libsw | All Versions 0001-01-01TQO0: | Not Covered
resampled 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
filter8 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
device59 00:00Z
debian:bookworm:libsw | All Versions 0001-01-01T00: | Not Covered
scaeb 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
codec59 00:00Z
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Summary

CVEs

Buffer Overflow vulnerability in FFmpeg
version n6.1-3-g466799d4f5, allows a

local attacker to execute arbitrary code and
cause adenia of service (DoS) viathe
af_dialoguenhance.c:261:5 in the de_stereo
component.

CVE-2023-49
528

Buffer Overflow vulnerability in FFmpeg
version n6.1-3-g466799d4f5, allows a

local attacker to execute arbitrary code and
cause adenial of service (DoS) viathe
af_dialoguenhance.c:261:5 in the de_stereo
component.

CVE-2023-49
528

Buffer Overflow vulnerability in FFmpeg
version n6.1-3-g466799d4f5, allows a

local attacker to execute arbitrary code and
cause adenial of service (DoS) viathe
af_dialoguenhance.c:261:5 in the de_stereo
component.

CVE-2023-49
528

Buffer Overflow vulnerability in FFmpeg
version n6.1-3-g466799d4f5, allows a

local attacker to execute arbitrary code and
cause adenial of service (DoS) viathe

af _dialoguenhance.c:261:5 in the de_stereo
component.

CVE-2023-49
528

Buffer Overflow vulnerability in FFmpeg
version n6.1-3-g466799d4f5, allows a

local attacker to execute arbitrary code and
cause adenial of service (DoS) viathe

af _dialoguenhance.c:261:5 in the de_stereo
component.

CVE-2023-49
528

Buffer Overflow vulnerability in FFmpeg
version n6.1-3-g466799d4f5, allows a

local attacker to execute arbitrary code and
cause adenia of service (DoS) viathe
af_dialoguenhance.c:261:5 in the de_stereo
component.

CVE-2023-49
528

Buffer Overflow vulnerability in FFmpeg
version n6.1-3-g466799d4f5, allows a

local attacker to execute arbitrary code and
cause adenial of service (DoS) viathe

af _dialoguenhance.c:261:5 in the de_stereo
component.

CVE-2023-49
528

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libpo | All Versions 0001-01-01T00: | Not Covered
stproc56 00:00z
debian:bookworm:libsw | All Versions 0001-01-01TOO: | Not Covered
resampled 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
format59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
filter8 00:00Z2
debian:bookworm:libav | All Versions 0001-01-01TOO: | Not Covered
util57 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
device59 00:00Z2
debian:bookworm:ffmp | All Versions 0001-01-01T0OO: | Not Covered
eg 00:00z
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Summary CVEs
Anissue in Academy Software Foundation | CVE-2024-31
openexr v.3.2.3 and before allowsalocal | 047

attacker to cause adenial of service (DoS)

viathe convert function of

exrmultipart.cpp.

Issue summary: Some non-default TLS CVE-2024-25
server configurations can cause unbounded | 11

memory growth when processing TLSv1.3
sessions

Impact summary: An attacker may exploit
certain server configurations to trigger
unbounded memory growth that would
lead to a Denial of Service

This problem can occur in TLSv1.3if the
non-default SSL_OP_NO_TICKET option
is

being used (but not if early_data support is
also configured and the default

anti-replay protection isin use). In this
case, under certain conditions, the

session cache can get into an incorrect
state and it will fail to flush properly

asit fills. The session cache will continue
to grow in an unbounded manner. A
malicious client could deliberately create
the scenario for thisfailure to
forceaDenia of Service. It may also
happen by accident in normal operation.

Thisissue only affects TLS servers
supporting TLSv1.3. It does not affect TLS
clients.

The FIPS modulesin 3.2, 3.1 and 3.0 are
not affected by thisissue. OpenSSL
1.0.2 isaso not affected by thisissue.

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libop | All Versions 0001-01-01T00: | Not Covered
enexr-3-1-30 00:00z
debian:bookworm:libssl | All Versions 0001-01-01T00: | Not Covered
3 00:00Z




Summary

|ssue summary: Some non-default TLS
server configurations can cause unbounded
memory growth when processing TLSv1.3
sessions

Impact summary: An attacker may exploit
certain server configurations to trigger
unbounded memory growth that would
lead to a Denial of Service

This problem can occur in TLSv1.3if the
non-default SSL_OP_NO_TICKET option
is

being used (but not if early data support is
also configured and the default

anti-replay protectionisin use). In this
case, under certain conditions, the

session cache can get into an incorrect
state and it will fail to flush properly

asit fills. The session cache will continue
to grow in an unbounded manner. A
malicious client could deliberately create
the scenario for thisfailure to

force aDenial of Service. It may also
happen by accident in normal operation.

Thisissue only affects TLS servers
supporting TLSv1.3. It does not affect TLS
clients.

The FIPS modulesin 3.2, 3.1 and 3.0 are
not affected by thisissue. OpenSSL
1.0.2 isaso not affected by thisissue.

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:open | All Versions 0001-01-01T00: | Not Covered
s 00:00Z




Summary

CVEs

LLVM before 18.1.3 generates code in
which the LR register can be overwritten
without data being saved to the stack, and
thus there can sometimes be an exploitable
error in the flow of control. This affects the
ARM backend and can be demonstrated
with Clang. NOTE: the vendor perspective
is"we don't have strong objections for a
CVE to be created ... It does seem that the
likelihood of this miscompile enabling an
exploit remains very low, because the
miscompile resulting in this JOP gadget is
such that the function is most likely to
crash on most valid inputs to the function.
So, if thisfunction is covered by any
testing, the miscompile is most likely to be
discovered before the binary is shipped to
production.”

CVE-2024-31
852

An issue was discovered in Mbed TLS
3.5.x before 3.6.0. When an SSL context
was reset with the

mbedtls_ssl_session reset() API, the
maximum TLS version to be negotiated
was not restored to the configured one. An
attacker was able to prevent an Mbed TLS
server from establishing any TLS 1.3
connection, potentialy resulting in a
Denial of Service or forced version
downgrade from TLS1.3t0o TLS 1.2.

CVE-2024-28
755

An issue was discovered in Mbed TLS
2.18.0 through 2.28.x before 2.28.8 and 3.x
before 3.6.0, and Mbed Crypto. The PSA
Crypto APl mishandles shared memory.

CVE-2024-28
960

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libllv | All Versions 0001-01-01T00: | Not Covered
mi5 00:00Z
debian:bookworm:libm | All Versions 0001-01-01T0O: | Not Covered
bedcrypto7 00:00Z
debian:bookworm:libm | All Versions 0001-01-01T0OO: | Not Covered
bedcrypto? 00:00z
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Summary

CVEs

When a protocol selection parameter
option disables all protocols without
adding any then the default set of protocols
would remain in the allowed set due to an
error in the logic for removing protocols.
The below command would perform a
request to curl.se with a plaintext protocol
which has been explicitly disabled.  curl
--proto -all,-http http://curl.se Theflaw is
only present if the set of selected protocols
disables the entire set of available
protocols, in itself a command with no
practical use and therefore unlikely to be
encountered in real situations. The curl
security team has thus assessed thisto be
low severity bug.

CVE-2024-20
04

When an application tells libcurl it wants
to alow HTTP/2 server push, and the
amount of received headers for the push
surpasses the maximum allowed limit
(1000), libcurl aborts the server push.
When aborting, libcurl inadvertently does
not free all the previously allocated
headers and instead |eaks the memory.
Further, this error condition fails silently
and is therefore not easily detected by an
application.

CVE-2024-23
98

An issue was found in the CPython
“zipfile’ module affecting versions 3.12.1,
3.11.7,3.10.13, 3.9.18, and 3.8.18 and
prior.

The zipfile module is vulnerable to
&€omuoted-overlapa€s zip-bombs which
exploit the zip format to create a zip-bomb
with ahigh compression ratio. The fixed
versions of CPython makes the zipfile
module reject zip archives which overlap
entriesin the archive.

CVE-2024-04
50

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libcu | All Versions 0001-01-01TOQO: | Not Covered
rl3-gnutls 00:00Z2
debian:bookworm:libcu | All Versions 0001-01-01T0O: | Not Covered
rI3-gnutls 00:00Z2
debian:bookworm:libpy | All Versions 0001-01-01T00: | Not Covered
thon3.11-minimal 00:00Z2
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Summary

CVEs

An issue was found in the CPython
“zipfile" module affecting versions 3.12.1,
3.11.7,3.10.13, 3.9.18, and 3.8.18 and
prior.

The zipfile module is vulnerable to
&€ogyuoted-overlapa€e zip-bombs which
exploit the zip format to create a zip-bomb
with ahigh compression ratio. The fixed
versions of CPython makes the zipfile
module reject zip archives which overlap
entriesin the archive.

CVE-2024-04
50

An issue was found in the CPython
“zipfile’ module affecting versions 3.12.1,
3.11.7,3.10.13, 3.9.18, and 3.8.18 and
prior.

The zipfile module is vulnerable to
&€ogyuoted-overlapa€e zip-bombs which
exploit the zip format to create a zip-bomb
with ahigh compression ratio. The fixed
versions of CPython makes the zipfile
module reject zip archives which overlap
entriesin the archive.

CVE-2024-04
50

An issue was found in the CPython
“zipfile’ module affecting versions 3.12.1,
3.11.7,3.10.13, 3.9.18, and 3.8.18 and
prior.

The zipfile module is vulnerable to
&€omuoted-overlapa€s zip-bombs which
exploit the zip format to create a zip-bomb
with ahigh compression ratio. The fixed
versions of CPython makes the zipfile
module reject zip archives which overlap
entriesin the archive.

CVE-2024-04
50

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libpy | All Versions 0001-01-01T00: | Not Covered
thon3.11-stdlib 00:00Z2
debian:bookworm:pyth | All Versions 0001-01-01T00: | Not Covered
on3.11 00:00Z2
debian:bookworm:pyth | All Versions 0001-01-01T00: | Not Covered
on3.11-minimal 00:00Z2
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JFrog Infected Fix
Summary CVEs Severity Severity [Component Physical Paths Component Version Version | Edited Applicability

A flaw was found in GnuTLS. The CVE-2024-28 debian:bookworm:libgn | All Versions 0001-01-01T00: | Not Covered
Minerva attack is a cryptographic 834 utls30 00:00Z2
vulnerability that exploits deterministic
behavior in systems like GnuTLS, leading
to side-channel leaks. In specific scenarios,
such as when using the
GNUTLS_PRIVKEY_FLAG_REPRODU
CIBLE flag, it can result in anoticeable
step in nonce size from 513 to 512 bits,
exposing a potential timing side-channel.

Anissue was found in the CPython CVE-2023-65
“tempfile.TemporaryDirectory” class 97

affecting versions 3.12.1, 3.11.7, 3.10.13,
3.9.18, and 3.8.18 and prior.

debian:bookworm:libpy | All Versions 0001-01-01T00: | Not Covered
thon3.11-stdlib 00:00Z2

The tempfile.TemporaryDirectory class
would dereference symlinks during
cleanup of permissions-related errors. This
means users which can run privileged
programs are potentially able to modify
permissions of files referenced by
symlinks in some circumstances.

An issue was found in the CPython CVE-2023-65
“tempfile.TemporaryDirectory” class 97

affecting versions 3.12.1, 3.11.7, 3.10.13,
3.9.18, and 3.8.18 and prior.

debian:bookworm:pyth | All Versions 0001-01-01TOO: | Not Covered
on3.11 00:00Z

The tempfile.TemporaryDirectory class
would dereference symlinks during
cleanup of permissions-related errors. This
means users which can run privileged
programs are potentially able to modify
permissions of files referenced by
symlinks in some circumstances.
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Summary

CVEs

An issue was found in the CPython
“tempfile.TemporaryDirectory” class
affecting versions 3.12.1, 3.11.7, 3.10.13,
3.9.18, and 3.8.18 and prior.

The tempfile.TemporaryDirectory class
would dereference symlinks during
cleanup of permissions-related errors. This
means users which can run privileged
programs are potentially able to modify
permissions of files referenced by
symlinks in some circumstances.

CVE-2023-65
97

An issue was found in the CPython
“tempfile.TemporaryDirectory” class
affecting versions 3.12.1, 3.11.7, 3.10.13,
3.9.18, and 3.8.18 and prior.

The tempfile.TemporaryDirectory class
would dereference symlinks during
cleanup of permissions-related errors. This
means users which can run privileged
programs are potentially able to modify
permissions of files referenced by
symlinks in some circumstances.

CVE-2023-65
97

A flaw has been discovered in GnuTLS
where an application crash can be induced
when attempting to verify a specialy
crafted .pem bundle using the "certtool
--verify-chain" command.

CVE-2024-28
835

A timing-based side-channel flaw was
found in libgcrypt's RSA implementation.
This issue may allow aremote attacker to
initiate a Bleichenbacher-style attack,
which can lead to the decryption of RSA
ciphertexts.

CVE-2024-22
36

Kerberos 5 (aka krb5) 1.21.2 contains a
memory leak vulnerability in
/krb5/src/lib/gssapi/krb5/k5sealv3.c.

CVE-2024-26
461

Kerberos 5 (aka krb5) 1.21.2 contains a
memory leak vulnerability in
/krb5/src/lib/gssapi/krb5/k5sealv3.c.

CVE-2024-26
461

Severity

JFrog Infected Fix

Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:pyth | All Versions 0001-01-01T00: | Not Covered
on3.11-minimal 00:00Z2
debian:bookworm:libpy | All Versions 0001-01-01T00: | Not Covered
thon3.11-minimal 00:00Z2
debian:bookworm:libgn | All Versions 0001-01-01T00: | Not Covered
utls30 00:00Z2
debian:bookworm:libgc | All Versions 0001-01-01T00: | Not Covered
rypt20 00:00z
debian:bookworm:libk5 | All Versions 0001-01-01T0O0: | Not Covered
crypto3 00:00Z
debian:bookworm:krb5- | All Versions 0001-01-01TOO: | Not Covered
locales 00:002
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Summary CVEs
Kerberos 5 (aka krb5) 1.21.2 contains a CVE-2024-26
memory leak vulnerability in 461
/krb5/src/lib/gssapi/krb5/k5sealv3.c.

Kerberos 5 (akakrb5) 1.21.2 contains a CVE-2024-26
memory leak vulnerability in 461
Ikrb5/src/lib/gssapi/krb5/k5sealv3.c.

Kerberos 5 (akakrb5) 1.21.2 contains a CVE-2024-26
memory leak vulnerability in 461
/krb5/srcllib/gssapi/krb5/k5sealv3.c.

Kerberos 5 (aka krb5) 1.21.2 contains a CVE-2024-26
memory leak in 458
/krbS5/src/lib/rpc/pmap_rmt.c.

Kerberos 5 (aka krb5) 1.21.2 contains a CVE-2024-26
memory leak in 458
/krbS5/src/lib/rpc/pmap_rmt.c.

Kerberos 5 (akakrb5) 1.21.2 containsa CVE-2024-26
memory leak in 458
/krb5/src/lib/rpc/pmap_rmt.c.

Kerberos 5 (aka krb5) 1.21.2 contains a CVE-2024-26
memory leak in 458
Ikrb5/src/lib/rpc/pmap_rmt.c.

Kerberos 5 (aka krb5) 1.21.2 contains a CVE-2024-26
memory leak in 458
/krbS5/src/lib/rpc/pmap_rmt.c.

Kerberos 5 (aka krb5) 1.21.2 contains a CVE-2024-26
memory leak vulnerability in 462
/krb5/src/kde/ndr.c.

Kerberos 5 (akakrb5) 1.21.2 contains a CVE-2024-26
memory leak vulnerability in 462
/krb5/src/kde/ndr.c.

Kerberos 5 (aka krb5) 1.21.2 contains a CVE-2024-26
memory leak vulnerability in 462
/krb5/src/kdc/ndr.c.

Kerberos 5 (aka krb5) 1.21.2 contains a CVE-2024-26
memory leak vulnerability in 462
/krb5/src/kdc/ndr.c.

Kerberos 5 (akakrb5) 1.21.2 contains a CVE-2024-26
memory leak vulnerability in 462
/krb5/src/kde/ndr.c.

ncurses 6.4-20230610 hasa NULL pointer | CVE-2023-45
dereferencein tgetstr in 918

tinfo/lib_termcap.c.

Severity

JFrog Infected Fix
Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libgs | All Versions 0001-01-01T0O: | Not Covered
sapi-krb5-2 00:00Z
debian:bookworm:libkr | All Versions 0001-01-01T00: | Not Covered
b5-3 00:00Z
debian:bookworm:libkr | All Versions 0001-01-01T00: | Not Covered
b5support0 00:00z
debian:bookworm:libkr | All Versions 0001-01-01T00: | Not Covered
b5-3 00:00Z
debian:bookworm:libkr | All Versions 0001-01-01T00: | Not Covered
b5support0 00:00Z
debian:bookworm:krb5- | All Versions 0001-01-01T00: | Not Covered
locaes 00:00Z
debian:bookworm:libgs | All Versions 0001-01-01T00: | Not Covered
sapi-krb5-2 00:00Z
debian:bookworm:libk5 | All Versions 0001-01-01T0O: | Not Covered
crypto3 00:00Z
debian:bookworm:libkr | All Versions 0001-01-01T00: | Not Covered
b5-3 00:00Z
debian:bookworm:libk5 | All Versions 0001-01-01T00: | Not Covered
crypto3 00:00z
debian:bookworm:libkr | All Versions 0001-01-01TQO0: | Not Covered
b5support0 00:00Z
debian:bookworm:libgs | All Versions 0001-01-01T0O: | Not Covered
sapi-krb5-2 00:00Z2
debian:bookworm:krb5- | All Versions 0001-01-01T00: | Not Covered
locaes 00:00Z
debian:bookworm:ncurs | All Versions 0001-01-01T00: | Not Covered
es-bin 00:00Z
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Summary

ncurses 6.4-20230610 hasa NULL pointer
dereferencein tgetstr in
tinfo/lib_termcap.c.

ncurses 6.4-20230610 has a NULL pointer
dereferencein tgetstr in
tinfo/lib_termcap.c.

ncurses 6.4-20230610 hasaNULL pointer
dereferencein tgetstr in
tinfo/lib_termcap.c.

ncurses 6.4-20230610 hasa NULL pointer
dereferencein tgetstr in
tinfo/lib_termcap.c.

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2023-45 debian:bookworm:libnc | All Versions 0001-01-01T00: | Not Covered

918 urses6 00:00Z

CVE-2023-45 debian:bookworm:ncurs | All Versions 0001-01-01T00: | Not Covered
918 es-base 00:00Z

CVE-2023-45 debian:bookworm:libtin | All Versions 0001-01-01TQO0: | Not Covered

918 fo6 00:00Z

CVE-2023-45 debian:bookworm:libnc | All Versions 0001-01-01T00: | Not Covered

918 ursesw6 00:00Z




JFrog Infected Fix

Summary CVEs Severity Severity [Component Physical Paths Component Version Version | Edited Applicability
Issue summary: Checking excessively long | CVE-2023-62 debian:bookworm:open | All Versions 0001-01-01T00: | Not Covered
invalid RSA public keys may take 37 ssl 00:00Z2

along time.

Impact summary: Applications that use the
function EVP_PKEY_public_check()

to check RSA public keys may experience
long delays. Where the key that

is being checked has been obtained from
an untrusted source this may lead

to aDenial of Service.

When function

EVP_PKEY _public_check() iscalled on
RSA public keys,

a computation is done to confirm that the
RSA modulus, n, is composite.

For valid RSA keys, nisaproduct of two
or more large primes and this
computation completes quickly. However,
if nisan overly large prime,

then this computation would take along
time.

An application that calls

EVP_PKEY _public_check() and supplies
an RSA key

obtained from an untrusted source could be
vulnerable to a Denial of Service

attack.

The function EVP_PKEY _public_check()
isnot called from other OpenSSL
functions however it is called from the
OpenSSL pkey command line

application. For that reason that application
isaso vulnerableif used

with the -pubin’ and -check’ options on
untrusted data.
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Summary

CVEs

Severity

The OpenSSL SSL/TLS implementation is
not affected by thisissue.

The OpenSSL 3.0 and 3.1 FIPS providers
are affected by thisissue.

JFrog

Severity

Component Physical Paths

Component

Infected

Version

Fix

Version

Edited

Applicability

@ Page 151

JFrog Xray




JFrog Infected Fix

Summary CVEs Severity Severity [Component Physical Paths Component Version Version | Edited Applicability
Issue summary: Checking excessively long | CVE-2023-62 debian:bookworm:libssl | All Versions 0001-01-01T00: | Not Covered
invalid RSA public keys may take 37 3 00:00Z2

along time.

Impact summary: Applications that use the
function EVP_PKEY_public_check()

to check RSA public keys may experience
long delays. Where the key that

is being checked has been obtained from
an untrusted source this may lead

to aDenial of Service.

When function

EVP_PKEY _public_check() iscalled on
RSA public keys,

a computation is done to confirm that the
RSA modulus, n, is composite.

For valid RSA keys, nisaproduct of two
or more large primes and this
computation completes quickly. However,
if nisan overly large prime,

then this computation would take along
time.

An application that calls

EVP_PKEY _public_check() and supplies
an RSA key

obtained from an untrusted source could be
vulnerable to a Denial of Service

attack.

The function EVP_PKEY _public_check()
isnot called from other OpenSSL
functions however it is called from the
OpenSSL pkey command line

application. For that reason that application
isaso vulnerableif used

with the -pubin’ and -check’ options on
untrusted data.
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Summary CVEs

The OpenSSL SSL/TLS implementation is

not affected by thisissue.

The OpenSSL 3.0 and 3.1 FIPS providers

are affected by thisissue.

FFmpeg prior to commit bf814 was CVE-2023-46
discovered to contain an out of bounds 407

read via the dist->alphabet_size variablein
theread_vic_prefix() function.

FFmpeg prior to commit bf814 was CVE-2023-46
discovered to contain an out of bounds 407

read via the dist->alphabet_size variablein
theread_vic_prefix() function.

FFmpeg prior to commit bf814 was CVE-2023-46
discovered to contain an out of bounds 407

read via the dist->alphabet_size variablein
theread_vic_prefix() function.

FFmpeg prior to commit bf814 was CVE-2023-46
discovered to contain an out of bounds 407

read via the dist->alphabet_size variablein
theread_vic_prefix() function.

FFmpeg prior to commit bf814 was CVE-2023-46
discovered to contain an out of bounds 407

read via the dist->alphabet_size variablein

theread _vic_prefix() function.

FFmpeg prior to commit bf814 was CVE-2023-46
discovered to contain an out of bounds 407

read via the dist->alphabet_size variablein
theread_vic_prefix() function.

FFmpeg prior to commit bf814 was CVE-2023-46
discovered to contain an out of bounds 407

read via the dist->alphabet_size variablein
theread_vic_prefix() function.

FFmpeg prior to commit bf814 was CVE-2023-46
discovered to contain an out of bounds 407

read via the dist->alphabet_size variablein
theread_vic_prefix() function.

FFmpeg prior to commit bf814 was CVE-2023-46
discovered to contain an out of bounds 407

read via the dist->alphabet_size variablein
theread_vic_prefix() function.

Severity

JFrog Infected Fix
Severity |Component Physical Paths Component Version Version | Edited Applicability
debian:bookworm:libpo | All Versions 0001-01-01TQO: | Not Covered
stproc56 00:00z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
device59 00:00Z
debian:bookworm:ffmp | All Versions 0001-01-01T0O: | Not Covered
eg 00:002
debian:bookworm:libsw | All Versions 0001-01-01T0O: | Not Covered
resample4 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T0O: | Not Covered
format59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
codec59 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
filter8 00:00Z
debian:bookworm:libav | All Versions 0001-01-01T00: | Not Covered
utils7 00:00Z
debian:bookworm:libsw | All Versions 0001-01-01T00: | Not Covered
scale6 00:00Z
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Summary

NSS was susceptible to atiming
side-channel attack when performing RSA
decryption. This attack could potentially
allow an attacker to recover the private
data. Thisvulnerability affects Firefox <
124, Firefox ESR < 115.9, and
Thunderbird < 115.9.

Mbed TLS 3.2.x through 3.4.x before 3.5
has a Buffer Overflow that can lead to
remote Code execution.

CVE-2010-0928

CVE-2010-0928

JFrog Infected Fix

CVEs Severity Severity |Component Physical Paths Component Version Version | Edited Applicability
CVE-2023-53 debian:bookworm:libns | All Versions 0001-01-01T00: | Not Covered

88 s3 00:00z2

CVE-2023-45 debian:bookworm:libm | All Versions 0001-01-01T00: | Not Covered

199 bedcrypto7 00:00Z

CVE-2010-09 debian:bookworm:open 0001-01-01T0O0: | Not Covered

28 sl 00:00z

CVE-2010-09 debian:bookworm:libssl 0001-01-01T00: | Not Covered

28 3 00:00z




