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ubuntu
Package Vulnerability ID Severity Installed Version Fixed Version Links

libmysqlclient21 CVE-2024-20994 MEDIUM 8.0.36-0ubuntu0.22.04.1 8.0.37-0ubuntu0.22.04.3
https://access.redhat.com/security/cve/CVE-2024-20994
https://nvd.nist.gov/vuln/detail/CVE-2024-20994
https://security.netapp.com/advisory/ntap-20240426-0013/
Toggle more links

libmysqlclient21 CVE-2024-20998 MEDIUM 8.0.36-0ubuntu0.22.04.1 8.0.37-0ubuntu0.22.04.3
https://access.redhat.com/security/cve/CVE-2024-20998
https://nvd.nist.gov/vuln/detail/CVE-2024-20998
https://security.netapp.com/advisory/ntap-20240426-0013/
Toggle more links

libmysqlclient21 CVE-2024-21000 MEDIUM 8.0.36-0ubuntu0.22.04.1 8.0.37-0ubuntu0.22.04.3
https://access.redhat.com/security/cve/CVE-2024-21000
https://nvd.nist.gov/vuln/detail/CVE-2024-21000
https://security.netapp.com/advisory/ntap-20240426-0013/
Toggle more links

libmysqlclient21 CVE-2024-21008 MEDIUM 8.0.36-0ubuntu0.22.04.1 8.0.37-0ubuntu0.22.04.3
https://access.redhat.com/security/cve/CVE-2024-21008
https://nvd.nist.gov/vuln/detail/CVE-2024-21008
https://security.netapp.com/advisory/ntap-20240426-0013/
Toggle more links

libmysqlclient21 CVE-2024-21009 MEDIUM 8.0.36-0ubuntu0.22.04.1 8.0.37-0ubuntu0.22.04.3
https://access.redhat.com/security/cve/CVE-2024-21009
https://nvd.nist.gov/vuln/detail/CVE-2024-21009
https://security.netapp.com/advisory/ntap-20240426-0013/
Toggle more links

libmysqlclient21 CVE-2024-21013 MEDIUM 8.0.36-0ubuntu0.22.04.1 8.0.37-0ubuntu0.22.04.3
https://access.redhat.com/security/cve/CVE-2024-21013
https://nvd.nist.gov/vuln/detail/CVE-2024-21013
https://security.netapp.com/advisory/ntap-20240426-0013/
Toggle more links

libmysqlclient21 CVE-2024-21047 MEDIUM 8.0.36-0ubuntu0.22.04.1 8.0.37-0ubuntu0.22.04.3
https://access.redhat.com/security/cve/CVE-2024-21047
https://nvd.nist.gov/vuln/detail/CVE-2024-21047
https://security.netapp.com/advisory/ntap-20240426-0013/
Toggle more links

libmysqlclient21 CVE-2024-21054 MEDIUM 8.0.36-0ubuntu0.22.04.1 8.0.37-0ubuntu0.22.04.3
https://access.redhat.com/security/cve/CVE-2024-21054
https://nvd.nist.gov/vuln/detail/CVE-2024-21054
https://security.netapp.com/advisory/ntap-20240426-0013/
Toggle more links

libmysqlclient21 CVE-2024-21060 MEDIUM 8.0.36-0ubuntu0.22.04.1 8.0.37-0ubuntu0.22.04.3
https://access.redhat.com/security/cve/CVE-2024-21060
https://nvd.nist.gov/vuln/detail/CVE-2024-21060
https://security.netapp.com/advisory/ntap-20240426-0013/
Toggle more links

libmysqlclient21 CVE-2024-21062 MEDIUM 8.0.36-0ubuntu0.22.04.1 8.0.37-0ubuntu0.22.04.3
https://access.redhat.com/security/cve/CVE-2024-21062
https://nvd.nist.gov/vuln/detail/CVE-2024-21062
https://security.netapp.com/advisory/ntap-20240426-0013/
Toggle more links

libmysqlclient21 CVE-2024-21069 MEDIUM 8.0.36-0ubuntu0.22.04.1 8.0.37-0ubuntu0.22.04.3
https://access.redhat.com/security/cve/CVE-2024-21069
https://nvd.nist.gov/vuln/detail/CVE-2024-21069
https://security.netapp.com/advisory/ntap-20240426-0013/
Toggle more links

libmysqlclient21 CVE-2024-21087 MEDIUM 8.0.36-0ubuntu0.22.04.1 8.0.37-0ubuntu0.22.04.3
https://access.redhat.com/security/cve/CVE-2024-21087
https://nvd.nist.gov/vuln/detail/CVE-2024-21087
https://security.netapp.com/advisory/ntap-20240426-0013/
Toggle more links

libmysqlclient21 CVE-2024-21096 MEDIUM 8.0.36-0ubuntu0.22.04.1 8.0.37-0ubuntu0.22.04.3
https://access.redhat.com/security/cve/CVE-2024-21096
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/KFYBDWDBE4YICSV34LJZGYRVSG6QIRKE/
https://nvd.nist.gov/vuln/detail/CVE-2024-21096
Toggle more links

libmysqlclient21 CVE-2024-21102 MEDIUM 8.0.36-0ubuntu0.22.04.1 8.0.37-0ubuntu0.22.04.3
https://access.redhat.com/security/cve/CVE-2024-21102
https://nvd.nist.gov/vuln/detail/CVE-2024-21102
https://security.netapp.com/advisory/ntap-20240426-0013/
Toggle more links

No Misconfigurations found

gobinary
Package Vulnerability ID Severity Installed Version Fixed Version Links

golang.org/x/crypto CVE-2023-48795 MEDIUM v0.8.0 0.17.0
http://packetstormsecurity.com/files/176280/Terrapin-SSH-Connection-Weakening.html
http://seclists.org/fulldisclosure/2024/Mar/21
http://www.openwall.com/lists/oss-security/2023/12/18/3
Toggle more links

golang.org/x/net CVE-2023-39325 HIGH v0.9.0 0.17.0
golang.org/x/net
https://access.redhat.com/errata/RHSA-2023:6077
https://access.redhat.com/security/cve/CVE-2023-39325
Toggle more links

golang.org/x/net CVE-2023-3978 MEDIUM v0.9.0 0.13.0
https://access.redhat.com/errata/RHSA-2023:6474
https://access.redhat.com/security/cve/CVE-2023-3978
https://bugzilla.redhat.com/2174485
Toggle more links

golang.org/x/net CVE-2023-44487 MEDIUM v0.9.0 0.17.0
http://www.openwall.com/lists/oss-security/2023/10/13/4
http://www.openwall.com/lists/oss-security/2023/10/13/9
http://www.openwall.com/lists/oss-security/2023/10/18/4
Toggle more links

golang.org/x/net CVE-2023-45288 MEDIUM v0.9.0 0.23.0
http://www.openwall.com/lists/oss-security/2024/04/03/16
http://www.openwall.com/lists/oss-security/2024/04/05/4
https://access.redhat.com/errata/RHSA-2024:2724
Toggle more links

google.golang.org/protobuf CVE-2024-24786 MEDIUM v1.28.1 1.33.0
http://www.openwall.com/lists/oss-security/2024/03/08/4
https://access.redhat.com/errata/RHSA-2024:2550
https://access.redhat.com/security/cve/CVE-2024-24786
Toggle more links

stdlib CVE-2023-39325 HIGH 1.20.5 1.20.10, 1.21.3
golang.org/x/net
https://access.redhat.com/errata/RHSA-2023:6077
https://access.redhat.com/security/cve/CVE-2023-39325
Toggle more links

stdlib CVE-2023-45283 HIGH 1.20.5 1.20.11, 1.21.4, 1.20.12, 1.21.5
http://www.openwall.com/lists/oss-security/2023/12/05/2
https://go.dev/cl/540277
https://go.dev/cl/541175
Toggle more links

stdlib CVE-2023-45288 HIGH 1.20.5 1.21.9, 1.22.2
http://www.openwall.com/lists/oss-security/2024/04/03/16
http://www.openwall.com/lists/oss-security/2024/04/05/4
https://access.redhat.com/errata/RHSA-2024:2724
Toggle more links

stdlib CVE-2023-29406 MEDIUM 1.20.5 1.19.11, 1.20.6
https://access.redhat.com/errata/RHSA-2023:6474
https://access.redhat.com/security/cve/CVE-2023-29406
https://bugzilla.redhat.com/2174485
Toggle more links

stdlib CVE-2023-29409 MEDIUM 1.20.5 1.19.12, 1.20.7, 1.21.0-rc.4
https://access.redhat.com/errata/RHSA-2023:7766
https://access.redhat.com/security/cve/CVE-2023-29409
https://bugzilla.redhat.com/2228743
Toggle more links

stdlib CVE-2023-39318 MEDIUM 1.20.5 1.20.8, 1.21.1
https://access.redhat.com/errata/RHSA-2024:2160
https://access.redhat.com/security/cve/CVE-2023-39318
https://bugzilla.redhat.com/2237773
Toggle more links

stdlib CVE-2023-39319 MEDIUM 1.20.5 1.20.8, 1.21.1
https://access.redhat.com/errata/RHSA-2024:2160
https://access.redhat.com/security/cve/CVE-2023-39319
https://bugzilla.redhat.com/2237773
Toggle more links

stdlib CVE-2023-39326 MEDIUM 1.20.5 1.20.12, 1.21.5
https://access.redhat.com/errata/RHSA-2024:2272
https://access.redhat.com/security/cve/CVE-2023-39326
https://bugzilla.redhat.com/2253193
Toggle more links

stdlib CVE-2023-45284 MEDIUM 1.20.5 1.20.11, 1.21.4
https://go.dev/cl/540277
https://go.dev/issue/63713
https://groups.google.com/g/golang-announce/c/4tU8LZfBFkY
Toggle more links

stdlib CVE-2023-45289 MEDIUM 1.20.5 1.21.8, 1.22.1
http://www.openwall.com/lists/oss-security/2024/03/08/4
https://access.redhat.com/errata/RHSA-2024:2724
https://access.redhat.com/security/cve/CVE-2023-45289
Toggle more links

stdlib CVE-2023-45290 MEDIUM 1.20.5 1.21.8, 1.22.1 http://www.openwall.com/lists/oss-security/2024/03/08/4
https://access.redhat.com/errata/RHSA-2024:2724
https://access.redhat.com/security/cve/CVE-2023-45290

https://access.redhat.com/security/cve/CVE-2024-20994
https://nvd.nist.gov/vuln/detail/CVE-2024-20994
https://security.netapp.com/advisory/ntap-20240426-0013/
https://access.redhat.com/security/cve/CVE-2024-20998
https://nvd.nist.gov/vuln/detail/CVE-2024-20998
https://security.netapp.com/advisory/ntap-20240426-0013/
https://access.redhat.com/security/cve/CVE-2024-21000
https://nvd.nist.gov/vuln/detail/CVE-2024-21000
https://security.netapp.com/advisory/ntap-20240426-0013/
https://access.redhat.com/security/cve/CVE-2024-21008
https://nvd.nist.gov/vuln/detail/CVE-2024-21008
https://security.netapp.com/advisory/ntap-20240426-0013/
https://access.redhat.com/security/cve/CVE-2024-21009
https://nvd.nist.gov/vuln/detail/CVE-2024-21009
https://security.netapp.com/advisory/ntap-20240426-0013/
https://access.redhat.com/security/cve/CVE-2024-21013
https://nvd.nist.gov/vuln/detail/CVE-2024-21013
https://security.netapp.com/advisory/ntap-20240426-0013/
https://access.redhat.com/security/cve/CVE-2024-21047
https://nvd.nist.gov/vuln/detail/CVE-2024-21047
https://security.netapp.com/advisory/ntap-20240426-0013/
https://access.redhat.com/security/cve/CVE-2024-21054
https://nvd.nist.gov/vuln/detail/CVE-2024-21054
https://security.netapp.com/advisory/ntap-20240426-0013/
https://access.redhat.com/security/cve/CVE-2024-21060
https://nvd.nist.gov/vuln/detail/CVE-2024-21060
https://security.netapp.com/advisory/ntap-20240426-0013/
https://access.redhat.com/security/cve/CVE-2024-21062
https://nvd.nist.gov/vuln/detail/CVE-2024-21062
https://security.netapp.com/advisory/ntap-20240426-0013/
https://access.redhat.com/security/cve/CVE-2024-21069
https://nvd.nist.gov/vuln/detail/CVE-2024-21069
https://security.netapp.com/advisory/ntap-20240426-0013/
https://access.redhat.com/security/cve/CVE-2024-21087
https://nvd.nist.gov/vuln/detail/CVE-2024-21087
https://security.netapp.com/advisory/ntap-20240426-0013/
https://access.redhat.com/security/cve/CVE-2024-21096
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/KFYBDWDBE4YICSV34LJZGYRVSG6QIRKE/
https://nvd.nist.gov/vuln/detail/CVE-2024-21096
https://access.redhat.com/security/cve/CVE-2024-21102
https://nvd.nist.gov/vuln/detail/CVE-2024-21102
https://security.netapp.com/advisory/ntap-20240426-0013/
http://packetstormsecurity.com/files/176280/Terrapin-SSH-Connection-Weakening.html
http://seclists.org/fulldisclosure/2024/Mar/21
http://www.openwall.com/lists/oss-security/2023/12/18/3
file:///C:/Users/AnshulGangrade/Downloads/trivy_0.51.1_windows-64bit/reports-latest-version/golang.org/x/net
https://access.redhat.com/errata/RHSA-2023:6077
https://access.redhat.com/security/cve/CVE-2023-39325
https://access.redhat.com/errata/RHSA-2023:6474
https://access.redhat.com/security/cve/CVE-2023-3978
https://bugzilla.redhat.com/2174485
http://www.openwall.com/lists/oss-security/2023/10/13/4
http://www.openwall.com/lists/oss-security/2023/10/13/9
http://www.openwall.com/lists/oss-security/2023/10/18/4
http://www.openwall.com/lists/oss-security/2024/04/03/16
http://www.openwall.com/lists/oss-security/2024/04/05/4
https://access.redhat.com/errata/RHSA-2024:2724
http://www.openwall.com/lists/oss-security/2024/03/08/4
https://access.redhat.com/errata/RHSA-2024:2550
https://access.redhat.com/security/cve/CVE-2024-24786
file:///C:/Users/AnshulGangrade/Downloads/trivy_0.51.1_windows-64bit/reports-latest-version/golang.org/x/net
https://access.redhat.com/errata/RHSA-2023:6077
https://access.redhat.com/security/cve/CVE-2023-39325
http://www.openwall.com/lists/oss-security/2023/12/05/2
https://go.dev/cl/540277
https://go.dev/cl/541175
http://www.openwall.com/lists/oss-security/2024/04/03/16
http://www.openwall.com/lists/oss-security/2024/04/05/4
https://access.redhat.com/errata/RHSA-2024:2724
https://access.redhat.com/errata/RHSA-2023:6474
https://access.redhat.com/security/cve/CVE-2023-29406
https://bugzilla.redhat.com/2174485
https://access.redhat.com/errata/RHSA-2023:7766
https://access.redhat.com/security/cve/CVE-2023-29409
https://bugzilla.redhat.com/2228743
https://access.redhat.com/errata/RHSA-2024:2160
https://access.redhat.com/security/cve/CVE-2023-39318
https://bugzilla.redhat.com/2237773
https://access.redhat.com/errata/RHSA-2024:2160
https://access.redhat.com/security/cve/CVE-2023-39319
https://bugzilla.redhat.com/2237773
https://access.redhat.com/errata/RHSA-2024:2272
https://access.redhat.com/security/cve/CVE-2023-39326
https://bugzilla.redhat.com/2253193
https://go.dev/cl/540277
https://go.dev/issue/63713
https://groups.google.com/g/golang-announce/c/4tU8LZfBFkY
http://www.openwall.com/lists/oss-security/2024/03/08/4
https://access.redhat.com/errata/RHSA-2024:2724
https://access.redhat.com/security/cve/CVE-2023-45289
http://www.openwall.com/lists/oss-security/2024/03/08/4
https://access.redhat.com/errata/RHSA-2024:2724
https://access.redhat.com/security/cve/CVE-2023-45290


Toggle more links

stdlib CVE-2024-24783 MEDIUM 1.20.5 1.21.8, 1.22.1
http://www.openwall.com/lists/oss-security/2024/03/08/4
https://access.redhat.com/errata/RHSA-2024:2724
https://access.redhat.com/security/cve/CVE-2024-24783
Toggle more links

stdlib CVE-2024-24784 MEDIUM 1.20.5 1.21.8, 1.22.1
http://www.openwall.com/lists/oss-security/2024/03/08/4
https://access.redhat.com/errata/RHSA-2024:2562
https://access.redhat.com/security/cve/CVE-2024-24784
Toggle more links

stdlib CVE-2024-24785 MEDIUM 1.20.5 1.21.8, 1.22.1
http://www.openwall.com/lists/oss-security/2024/03/08/4
https://access.redhat.com/errata/RHSA-2024:2562
https://access.redhat.com/security/cve/CVE-2024-24785
Toggle more links

stdlib CVE-2024-24789 UNKNOWN 1.20.5 1.21.11, 1.22.4
http://www.openwall.com/lists/oss-security/2024/06/04/1
https://go.dev/cl/585397
https://go.dev/issue/66869
Toggle more links

stdlib CVE-2024-24790 UNKNOWN 1.20.5 1.21.11, 1.22.4
http://www.openwall.com/lists/oss-security/2024/06/04/1
https://go.dev/cl/590316
https://go.dev/issue/67680
Toggle more links

No Misconfigurations found

gobinary
Package Vulnerability ID Severity Installed Version Fixed Version Links

stdlib CVE-2024-24789 UNKNOWN 1.22.3 1.21.11, 1.22.4
http://www.openwall.com/lists/oss-security/2024/06/04/1
https://go.dev/cl/585397
https://go.dev/issue/66869
Toggle more links

stdlib CVE-2024-24790 UNKNOWN 1.22.3 1.21.11, 1.22.4
http://www.openwall.com/lists/oss-security/2024/06/04/1
https://go.dev/cl/590316
https://go.dev/issue/67680
Toggle more links

No Misconfigurations found

No Vulnerabilities found
No Misconfigurations found
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