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- Introduction

VCC

STATE TO PC7
In an age of seamless technology integration, smart homes have ' GROUME kit ' ;E}FE‘_;]‘;%‘_?.‘..“.-:‘E;L
become a tangible reality. Central to this transformation is the | s EHE
"Bluetooth Automated Smart ~Access with Two ‘Factor ' ' A eI
Authentication" system, blending convenience, security, and -
innovation. : , : - - . . .

GROUND

Utilising a VSD Squadron Mini board, a Bluetooth module, and a
servo motor, this system enhances interaction with living spaces.
It replaces cumbersome manual operations with smartphone
management, improving efficiency.

vCC

CONTROL TO PCo

VSD SQUADRON MINI BOARD

Applications range from controlling water taps and lighting to
smart door security, simplifying everyday tasks across various

environments. o
SERVO MOTOR
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The Underlying Pfinéipie .

Software Fault Injections () ===-"~ Fault Injections [EEEEE (O Hardware Fault Injections
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Hardware Fault Injectlon 1
Disrupting Servo Motor using external Ardumo 5V Power Source
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Hardware Fault Injection 2
~ Inducing fault in HC-05 usmg potentlometer to corrupt receiver signal (RX)
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BREADBOARD SERVO(SG-90)
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Hardware Fault Injectlon 3
Dlsruptlng bluetooth S|gnal using EM Waves
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Software Fault Injection 1: Simulate - faultCondition

The fault condition is triggered by any command between ‘A" and 'Z' (excluding 'O' and 'C') within
checkBluetooth() function. This sets the faultCondition flag to true, which locks the door .and skips the
rest of the loop.
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vold checkBluetooth() { void loop() {
if (Serial.available()) { XTI  TESRICINT [P

char command = Serial.read(); i (faultCondition) {

Sertial.println("Fault Detected!
System 1s locking the door.");

LT ((command >= 'A' && command <=
'Z') & command !'= '0' && command !=
'C') o

faultCondition = true;

Serial.println("Fault stimulation
command recetived");

}
}

}

return; // SK1ip
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Software Fault Injection 2: Simulate - rebootSystem

rebootSystem() simulates a system reboot by resetting specific variables and calling setup() to reinitialise
the system which is randomly triggered based on a timer within the loop() function.
Every second (rebootChecklinterval), the system checks if a random event should trigger a reboot with a
50% chance.

PN
i 2
L i I'

_ = | 1

id 1
s OOF’() { o P void rebootSystem() {

1f (millis() - lastRebootCheck >
rebootCheckInterval) {

lastRebootCheck = millis(); Serial;ﬁr{ntln( "Rebooting
if (random(0®, 100) < 50) { // 50% system "y,

Serital.println("Random reboot dDDrLOCKec_I : true;
triggered!"); faultCondition = false;

rebootSystem( ) ; lastRebootCheck = millis();
setup(); // Call setup to r

RISC-V Ethical IOT Hackathon 2024




Hafdware Fault Protectibn:

1. Arduino Fault Protection
This fault can be protected by ensuring a safe

enclosure where access is denied to manipulate
the input voltage levels to the servo motor.
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2. Noise Signal Fault Protection

The capacitors added in this circuit act as a low
pass filter which smoothen out any irregularities
in the voltage fluctuations

3. EM Interference Protection

A Faraday cage, by enclosing the components in
a conductive material, can be employed to shield
sensitive Bluetooth components. '

BREADBOARD SERVO(SG-90)

Circuit Representing Noise Signal Fault Protection
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Software Fault Protectidn

1. Debounce Protection: Ensures a minimum interval between commands to prevent spamming.

2. Authorisation Checks: Verifies that the command matches the authorised code before executing
. . . . . . . . T further actions. | . . . . .

bool debounceProtection() {
unsigned long currentTime = Y
millis():; “
1T (currentTime - lastCommandTime >
commandInterval) { . bool verifyAuthorization(String
lastCommandTime = currentTime; ccnmnaruj) {

return true; _
} else { return command == authorizedCode;

Sertial.println("Command i1gnored }
due to debounce protection.");
return false;

I
}
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Software Fault Protectidn

3. Scheduled Reboots: Reboots the system at regular intervals to prevent long-term instability.

4. Reboot System: Resets critical variables and simulates a system reboot at predetermined intervals
' ' ' ' ' ' ' ' - based on the loopCounter. ' ' ' ' ' '

void loop() {

loopCounter++;

void rebootSystem() {
doorLocked = true;

faultCondition = false;
ased on loop counte LoopCounter = 0;
LT (loopCounter >= rebootThreshold) lastRebootTime = millis();

{ setup();
Serial.println("Rebooting
system...");

rebootSystem( );

¥
}
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3D Printed Enclosure Désign

COMPACT

FUNCTIONAL

RELIABLE

SECURE
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: Th'ahk:s:fdriybur time !

NoRisk - a Project by Aishwarya & Mahathi

O

https://github.com/rmahathi/NoRisk



https://www.linkedin.com/in/aishwarya-joshi-b0ab6a2a7/
https://www.linkedin.com/in/rmahathi?utm_source=share&utm_campaign=share_via&utm_content=profile&utm_medium=android_app
https://github.com/rmahathi/NoRisk

