
VM、PPT

根據設備需求下載VM



AI

Easily breeze through AI cybersecurity exams with this cost-
effective and practical gadget that works without electricity



https://rsvp.withgoogle.com/events/gdg-build-with-ai-2024-tw

#GDGTaipei #BuildWithAI #roadshow
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翻頁吧！AI - 學習效率的革命

知識煉金術 - 解密神器運作原理

考神養成計畫 - 神器實戰演練

未來展望 - AI學習的無限可能



翻頁吧！AI - 學習效率的革命





進入了AI盛行的年代
是不是要有些改變?



Google is the industry pioneer in AI

3,000
Researchers

7,000
Publications

Built & Tested 
for Safety

Privacy in design

Upholds high scientific 
standards

Accountable to People

Socially Beneficial

Avoid creating unfair 
bias

2015
Google DeepMind 
AlphaGo defeats Go 
champion

2016
Google’s 
DeepMind 
helps detect 
eye disease

2017
Google invents 
Transformer 
kickstarting 
LLM revolution

2018
Google’s 
groundbreaking 
large language 
model, BERT

2019
Text-to-Text
Transfer 
Transformer
LLM 10B P 
Model Open 
Sourced

2020
Google LaMDA
Model Trained 
to converse

2022
AlphaFold 
predicts 
structures of all 
known proteins

2023
A 
conversational 
AI Service 
powered by 
PaLM2

2024
Family of 
multimodal LLMs & 
products 



多模態
Multimodality



AI的魔力

Multimodality





資安考試的挑戰



Train the Trainer in AI

challenge

複雜的題目和範圍

快速變化的技術和威脅

大量的知識點

高度技術性和專業性



神器登場

根據需求，隨時可啟用

成本低廉，隨時隨地使用

功能強大，取代人力

Search

Conversation

Content generation

What is?



知識煉金術 - 解密神器運作原理
一張含有  螢幕擷取畫面,設計  的圖片

自動產生的描述

1 2 3

https://www.youtube.com/watch?v=Y5Jm_Gtfhsg


What is
LangChain

About LangChain

https://www.langchain.com/



Demo



What is
LangChain

About LangChain

https://www.langchain.com/



LangChain
Architecture

About LangChain

Train the Trainer in AI



Architecture 
Decryption

About LangChain

Train the Trainer in AI



import PyPDF2 as PdfReader

def get_pdf_text(pdf_docs):

text = ""

for pdf in pdf_docs:

pdf_reader = PdfReader(pdf)

for page in pdf_reader.pages:

text += page.extract_text()

return text

Load Data

https://pypdf2.readthedocs.io/en/3.0.0/user/extract-text.html



import streamlit as st

with st.sidebar:

st.title("Select the PDF file to upload!")

pdf_docs = st.file_uploader(

"Upload PDF Files then \n Click on the Submit", 

accept_multiple_files=True)

if st.button("Submit"):

with st.spinner("Processing..."):

raw_text = get_pdf_text(pdf_docs)

st.success("Done")

Load Data



Architecture 
Decryption

About LangChain

Train the Trainer in AI



from langchain.text_splitter import RecursiveCharacterTextSplitter

def get_text_chunks(text):

text_splitter = RecursiveCharacterTextSplitter(

chunk_size = 10000, chunk_overlap = 1000)

chunks = text_splitter.split_text(text)

return chunks

Text splitter



with st.sidebar:

st.title("Select the PDF file to upload!")

pdf_docs = st.file_uploader(

"Upload PDF Files then \n Click on the Submit", 

accept_multiple_files=True)

if st.button("Submit"):

with st.spinner("Processing..."):

raw_text = get_pdf_text(pdf_docs)

st.success("Done")

chunk

with st.sidebar:

st.title("Select the PDF file to upload!")

pdf_docs = st.file_uploader(

"Upload PDF Files then \n Click on the Submit", 

accept_multiple_files=True)

if st.button("Submit"):

with st.spinner("Processing..."):

raw_text = get_pdf_text(pdf_docs)

text_chunks = get_text_chunks(raw_text)

get_vector_store(text_chunks)

st.success("Done")



Architecture 
Decryption

About LangChain

Train the Trainer in AI



Embedding



Vector Database

Store vector data - FAISS

https://python.langchain.com/v0.1/docs/integrations/vectorstores/

• 不犧牲品質的情況下壓縮向量
• 優化儲存空間同時保持基本資訊完整性的技術
• 可以處理 RAM 無法容納的資料大小



Decision Tree

• get_vector_store



Vector Database

https://www.pinecone.io/learn/vector-database/



Choose?

Scalability

Performance

Ease of Use

Flexibility

Reliability



from langchain_google_genai import GoogleGenerativeAIEmbeddings

from langchain.vectorstores import FAISS

def get_vector_store(text_chunks):

embeddings = GoogleGenerativeAIEmbeddings(model="models/embedding-

001")

vector_store = FAISS.from_texts(text_chunks, embedding=embeddings)

vector_store.save_local("faiss_index")

Embedding

https://ai.google.dev/examples/doc_search_emb



def user_input(user_question):

embeddings = GoogleGenerativeAIEmbeddings(model="models/embedding-001")

new_db = FAISS.load_local("faiss_index",   

embeddings,allow_dangerous_deserialization=True)

Query
Embedding



what this
allow_dangerous_deserialization=True

Dangerous?



https://github.com/langchain-ai/langchain/blob/master/libs/community/langchain_community/vectorstores/faiss.py

Dangerous?



When to Override to True?
allow_dangerous_deserialization=True

Dangerous?



allow_dangerous_deserialization=True

• Trusted Sources and Verified Data
• Specific Functionality Requirements

Dangerous?



FAISS

• 擅長索引和搜尋大量高維度向量
• 高維度空間中的相似性搜尋和聚類
• 建立大規模圖像搜尋引擎，允許對數百萬

甚至數十億張圖像進行索引和搜尋
• 建立語義搜尋系統，以便從大量文字中快

速檢索類似的文件或段落
• 快速搜尋彼此相似的多媒體文件的嵌入

https://medium.com/@pankaj_pandey/faiss-efficient-similarity-search-and-

clustering-of-dense-vectors-dace1df1e235

https://github.com/facebookresearch/faiss



FAISS Principle  

• 除了拿到向量，還要計算哪些Item的向量距離較短
• 也可以利用相似性搜索

https://engineering.fb.com/2017/03/29/data-infrastructure/faiss-a-library-for-

efficient-similarity-search/



def user_input(user_question):

embeddings = GoogleGenerativeAIEmbeddings(model="models/embedding-001")

new_db = FAISS.load_local("faiss_index",   

embeddings,allow_dangerous_deserialization=True)

docs = new_db.similarity_search(user_question)

chain = get_conversational_chain()

response = chain(

{"input_documents": docs, "question": user_question},

return_only_outputs=True)

Semantic Search



def user_input(user_question):

embeddings = GoogleGenerativeAIEmbeddings(model="models/embedding-001")

new_db = FAISS.load_local("faiss_index",   

embeddings,allow_dangerous_deserialization=True)

docs = new_db.similarity_search(user_question)

chain = get_conversational_chain()

response = chain(

{"input_documents": docs, "question": user_question},

return_only_outputs=True)

Semantic Search



Faiss-ANN 

new_db.similarity_search(user_question)

• 加速相似性搜尋
• 降低計算複雜度
• 提高儲存和運算效率
• 支援大規模資料集
• 廣泛應用於人工智慧



Semantic Search

docs_scores = db.similarity_search_with_score(query)

docs_scores[0]

(Document(page_content='Tonight. I call on the Senate to: Pass the Freedom to Vote Act. 

Pass the John Lewis Voting Rights Act. And while you’re at it, pass the Disclose Act so Americans can know who is funding 

our elections. \n\nTonight, I’d like to honor someone who has dedicated his life to serve this country: Justice Stephen 

Breyer—an Army veteran, Constitutional scholar, and retiring Justice of the United States Supreme Court. Justice Breyer, 

thank you for your service. \n\nOne of the most serious constitutional responsibilities a President has is nominating 

someone to serve on the United States Supreme Court. \n\nAnd I did that 4 days ago, when I nominated Circuit Court of 

Appeals Judge Ketanji Brown Jackson. One of our nation’s top legal minds, who will continue Justice Breyer’s legacy of 

excellence.', metadata={'source': '../../modules/state_of_the_union.txt'}), 

0.36913747)



def user_input(user_question):

embeddings = GoogleGenerativeAIEmbeddings(model="models/embedding-001")

new_db = FAISS.load_local("faiss_index",   

embeddings,allow_dangerous_deserialization=True)

docs = new_db.similarity_search(user_question)

chain = get_conversational_chain()

response = chain(

{"input_documents": docs, "question": user_question},

return_only_outputs=True)

Semantic Search



def get_vector_store(text_chunks):

embeddings = GoogleGenerativeAIEmbeddings(model="models/embedding-001")

....

def user_input(user_question):

embeddings = GoogleGenerativeAIEmbeddings(model="models/embedding-001")

....

Same?



Different 
functions?

Embedding

Train the Trainer in AI
Chunk Embeddings

Query Embeddings



Chunk Embeddings Query Embeddings

Timing 資料預處理階段 使用者每次提出問題

Context 文件中各個文字區塊的含義 捕獲使用者問題的整體意圖或意義

Retrieval 檢索相關文檔 測量使用者問題與檢索到的文檔之間
的相似性

Representation 文字的數字表示 文字的數字表示

Embedding



FAISS

FAISS vs Chroma



from langchain.prompts import PromptTemplate

from langchain_google_genai import ChatGoogleGenerativeAI

def get_conversational_chain():

prompt_template = """

Answer the question as detailed as possible from the provided context, make sure to provide all the details, if the answer is

not in provided context just say, "answer is not available in the context", don't provide the wrong answer\n\n

Context:\n {context}?\n

Question: \n{question}\n

Answer:

"""

model = ChatGoogleGenerativeAI(model="gemini-pro", temperature=0.3)

prompt = PromptTemplate(template=prompt_template,

input_variables=["context", "question"])

chain = load_qa_chain(model, chain_type="stuff", prompt=prompt)

return chain

Retrieve



● stuff: 文件較少、規模較小的情況

● map_reduce: 處理大量文件或資訊的情況

● map_rerank: 在多個可能答案中選擇最佳答案的情況

● Refine: 需要分析大量文件並逐步完善答案的情況

Chain_type

https://docs.langflow.org/components/chains



def user_input(user_question):

embeddings = GoogleGenerativeAIEmbeddings(model="models/embedding-001")

new_db = FAISS.load_local("faiss_index",   

embeddings,allow_dangerous_deserialization=True)

docs = new_db.similarity_search(user_question)

chain = get_conversational_chain()

response = chain(

{"input_documents": docs, "question": user_question},

return_only_outputs=True)

Semantic Search



Ans Store

chain( {"input_documents": docs, "question": user_question},
return_only_outputs=True)



def user_input(user_question):

embeddings = GoogleGenerativeAIEmbeddings(model="models/embedding-001")

new_db = FAISS.load_local("faiss_index",   

embeddings,allow_dangerous_deserialization=True)

docs = new_db.similarity_search(user_question)

chain = get_conversational_chain()

response = chain(

{"input_documents": docs, "question": user_question},

return_only_outputs=True)

st.session_state.ai_response = response["output_text"]

Answer



from langchain.prompts import PromptTemplate

from langchain_google_genai import ChatGoogleGenerativeAI

def get_conversational_chain():

prompt_template = """

Answer the question as detailed as possible from the provided context, make sure to provide all the details, if the answer is

not in provided context just say, "answer is not available in the context", don't provide the wrong answer\n\n

Context:\n {context}?\n

Question: \n{question}\n

Answer:

"""

model = ChatGoogleGenerativeAI(model="gemini-pro", temperature=0.3)

prompt = PromptTemplate(template=prompt_template,

input_variables=["context", "question"])

chain = load_qa_chain(model, chain_type="stuff", prompt=prompt)

return chain

Retrieve



Review
LangChain

About LangChain

Train the Trainer in AI



Homework

如何提升模型回答的能力?

偷偷留了一手

如何提升處理更多資料?



考神養成計畫
神器實戰演練



FAISS
https://github.com/manan-garg/FAISS_RecSys_Master/tree/main

https://www.kaggle.com/code/akashmathur2212/demystifying-faiss-vector-

indexing-and-ann/notebook

FAISS-ANN

Play?

https://github.com/manan-garg/FAISS_RecSys_Master/tree/main
https://www.kaggle.com/code/akashmathur2212/demystifying-faiss-vector-indexing-and-ann/notebook
https://www.kaggle.com/code/akashmathur2212/demystifying-faiss-vector-indexing-and-ann/notebook


https://reurl.cc/ez9ylb

Command!!

按圖施工不保證成功



VM Download

choose one

搜索你電腦內安裝好的VMware



VM OPEN



VM  ISO



VM ova



Import VM



Login VM



VM OPEN
你是匯入我們給的檔案的人需要做這步驟



Enter VM Ubuntu/ubuntu



Download Project

git clone https://github.com/Trinity-SYT-SECURITY/ChatPDF_with_Gemini.git



Run VM



Python Version

python3.9 version must 
be used



Gemini API

Login  Google Account



Get API Key



Get API Key



RUN!!!



Upload File



Ask Question



Snapspot



未來展望 - AI學習的無限可能





免費的最貴

刷下去就對了



24小時的AI導師陪伴你學習



AI能整合不同領域的知識

醫療保健

金融

科學研究

教育

繪畫

陪聊

Field application



We want AI to assist us in learning 
not to prevent the use of AI

Learning more



相信AI
使用AI
質疑AI
成為AI

AI 四部曲



Thank you!

專案位置 : https://github.com/Trinity-SYT-SECURITY/ChatPDF_with_Gemini
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