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Noise in FHE

FHE Noise Dilemma

* Without noise the scheme would be insecure. But with too
much noise eventually we will not be able to decrypt
correctly.

 To know whether decryption is still correct, we need to
know exactly how much noise the ciphertext has, but if we
know it exactly the scheme is no longer secure.




Different Ways of Dealing With Noise

The different schemes have different methods of removing the randomness
during decryption to recover the message.

» In BGV the randomness gets multiplied by the plaintext modulus. During

decryption a reduction modulo the plaintext modulus is performed that
removes the randomness under certain conditions.

» In BFV the message is scaled so that the noise in comparison is small and

can under certain conditions be deterministically rounded off during
decryption.
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All those conditions
require careful
bounds on the noise
and its growth and
take a toll on
efficiency.
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Approximate Homomorphic Encryption

At Asiacrypt 2017 Cheon, Kim, Kim and Song proposed a different way of dealing
with the noise:

Let it be.

» They proposed HEAAN (Homomorphic Encryption for Arithmetic on
Approximate Numbers) today more commonly called CKKS after its authors.

1t is based on the BGV scheme, but the message space is different: the
messages are no longer integers modulo t, but in the real or complex numbers.

»Therefore, there is no plaintext modulus by which the randomness could be
multiplied, and thus modulus reduction does not remove the randomness.



Approximate Homomorphic Encryption

»The authors show that the randomness does not grow as fast as in other
schemes and therefore mostly is very small.

»They hence do not remove it at all, but just consider it a part of the message.

»Encryption has become approximate: the decryption of the encryption of a
message will only be approximately the original message, and not exactly.

»The authors argue that most real-world data is approximate in nature, and that
therefore exact decryption is not required.



CKKS — Encryption and Decryption

Secret Key Encryption
‘thm{s = (|pt +as + e]Qa%‘

plaintext  secret key public element

Decryption

(ct, (1, 8))]q
pt +as+e—asjg The error is now part of the plaintext.

pt ‘|‘l]Q?

Decckxks (Ct)
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Li and Micciancio Attack on CKKS

» CKKS has been proven IND-CPA secure. IND-CPA is the standard
notion of security used in FHE.

»There has been the suspicion for some time that for approximate
schemes as CKKS IND-CPA security might not fully cover all the things
a passive adversary can do.

»This suspicions has been confirmed by a passive key-recovery
attack on CKKS presented by Li and Micciancio at Eurocrypt 2021.



Li and Micciancio Attack on CKKS

Let ct be a secret-key encryption of O.

ct = (|las + €]g, —a)

Then the decryption is simply the error term e. Subtracting the decryption from
the first component of the ciphertext gives a product between a known
polynomial and the secret key.

Dec(ct) = [(ct,(1,s))]o = [as + e —as|g = |e|o

If the error e is subtracted from the first ciphertext component, as remains. a
has an inverse with high probability which can be found efficiently. This returns

the secret key.



Li and Micciancio Attack on CKKS

» For “exact” schemes, this attack should not work: decryption
simply returns the message, which is already known to the attacker.

» Only in approximate homomorphic encryption does decryption
return more information than just the message: the attacker
additionally learns the error term if they know both the original
message and the approximate decrypted result.

» This is not captured by the IND-CPA notion.

»Therefore, Li and Micciancio propose IND-CPA-D, which enhances
the IND-CPA game with a (very restricted) decryption oracle.
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IND-CPA Security

(evk).
- Chooses a secret bit b.

(- Generates the keys sk,pk,

J

The IND-CPA Game

Sends Pk, (evk)

Sends m0 and m;

(- Sees pk, (evk).
- Picks messages m, and

M.

The Adversary




-
- Encrypts m, as ct =

Enc(pk m,).

The IND-CPA Game

IND-CPA Security

Sendsct

Sends m0 and m;

(- Sees ct. A
- May pick new messages
. my,and m,. )

The Adversary




IND-CPA Security

- Returnsyesifb’=b - Eventually makes a
_ Returns no else guess b’ for the secret

N J __bit b. )

XX
—

XX Sends b’.

7

The IND-CPA Game The Adversary

The adversary wins the IND-CPA game, if the game returns yes. A scheme is said to be
IND-CPA secure if over repeated iterations of this game the adversary’s probability of
winning is only negligibly bigger than 7.




-
- Evaluates C on ct,,...,ct,

and obtains result ct.

The q-IND-CPA-D Game

(q)-IND-CPA-D Security

Sendsct

Sends ctl, »ct,and C

e

-

Can pick ciphertexts
ct,,...,ct_ from the state.
Can choose circuit C.

The Adversary




e

- Decrypts ct

The q-IND-CPA-D Game

(q)-IND-CPA-D Security

Sends mO/1 + e.

Sendsct

Can pick ciphertext
from state such that m,
=m,.

~

J

The Adversary




(q)-IND-CPA-D Security

g (- Can pick ciphertext )
- Decrypts ct from state such that m,
. J/ - Mm,. y,

s Sends m,,, +e.
)
XX

XX Sends ct

The g-IND-CPA-D Game The Adversary

The adversary wins the g-IND-CPA-D game, if the game returns yes. A scheme is said to
be g-IND-CPA-D secure if over repeated iterations of this game the adversary’s
robability of winning is only negligibly bigger than .
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Approaches for Achieving (q)-IND-CPA-D
security

»The attack is made possible because if we know what the correct message
would be, seeing an approximate encryption gives us the complete
error/encryption randomness.

»Knowing the encryption randomness breaks the security of the underlying
problem.

»To secure CKKS we therefore need to hide the encryption randomness, even if
the attacker knows a correct and an approximate decryption.

»There are two possible techniques:
1. Adding extra randomness to hide the original one (noise flooding).

2. Remove the randomness during decryption (exact CKKS).
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Our Contributions

We define an exact version of CKKS.

»We show how to round off the error to return an exact decryption result with
high probability.

»We show how to do this without having a large impact on the efficiency of
CKKS.

»To do this, we provide a tight analysis of the growth of the randomness of
CKKS. We additionally present an estimator that allows to track this growth for
any circuit.

» We use those results to prove that our version of CKKS provably achieves IND-
CPA-D security.
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Our Contributions
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Message bits untouched
by the error

We can achieve this by scaling the message down so that all the error bits are “after

the comma” and then rounding it up to the nearest integer.

» We need tight bounds on the error, so that we round off neither too many nor too
few bits.



Contributions in More Detalil
- Tight Noise Analysis for CKKS -

»The original encryption randomness is changed when ciphertexts are
multiplied, added, rotated,...

»\Very soon the behaviour of this encryption randomness gets very complex.

»Knowing the distribution and therefore the likely magnitude of the encryption
randomness is important outside of this work too, since it influences the setting
of the parameters and thereby the efficiency of the scheme.

»We provide tight bounds on the noise for all basic operations and show how to
combine them into estimates for larger circuits as for example bootstrapping.



How do we bound the error?

» It can be shown that the distribution of the error can be approximated by a
normal distribution (assuming independence).

» Then the infinity norm of the error can be bounded using the standard
deviation of this distribution.

» We therefore calculate the standard deviation of the error distribution for all
basic operations and show how to combine this into estimates on the standard
deviation for large circuits.



Contributions in More Detalil
- Tight Noise Analysis for CKKS -

This leads to beautiful formulas...

Lemma 21 (Power Basis). Let T;(t) be the j—th Chebyshev polynomial, defined
via the following recursion.

To(t) = 1
T1{t) =1
Tj—a+n(t) = 2T5(1) Ty (t) + Tja—p|(t).

Then we have for the coefficient standard deviation of the component-wise noise

On(To()) =(0,0)
Tn(Ty (1)) =0n(t);

On(T,yslt) = ( (Q,E—_Z (4'0-:21(1'@13501{’1",1(:]:Tb(!))[ﬂ])i + Ojes—add

Auddy 2 1 132
+ m G'n(T|a_a|(tj[u])i+ﬁ +E ?

_ AaAp 1
2 2 a 2
(‘If (4"n{remnm(c}fn.(:mln T [—ﬂla_le Ta(Ta—y (o)) + §)

1\?2
+E) .

where q; is the top most factor of the decomposition of Q7 = min(Qr, (1) Q1 (1))
and Aq, Ap, Ajy—p) the scaling factors of the corresponding Chebyshev polynomi-
als.




Contributions in More Detalil

...and tight estimates. AVG STD
Set |log(Q)|log(P)| h |L|log(A) mor TEn Eot [Enc
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Contributions in More Detalil
- The Estimator -

We use these theoretical estimations to provide an estimator for the Lattigo
library.

»For any function the estimates of the basic operations are combined into
estimates of the larger function, with no loss in tightness.

»This allows to get a good idea of the development of the error for any function
and therefore an efficient setting of the parameters without having to run the
computations a couple of times in advance or having to combine complex

theoretical formulas by hand.



This is what
we would like
in an ideal

Contributions in More Detalil
- (6,r)-exact CKKS - o~
\\//—/

Definition 7 (r-exact CKKS). Let £ = (KeyGen, Enc, DecCexact, Eval) be a fully
homomorphic encryption scheme, where KeyGen, Enc, and Eval are the same as

the algorithms with the same name in CKKS. The parameters of £ are the same

as for CKKS. Let Dec.. be a decryption function, such that the following holds.

Let m be any message, b = log,(m), r some parameter, and m = Zi:(l} m;2" be

its binary representation. If

b
Decl.(ct,sk) =m' = ZmiQi
i

for any ciphertext ct encrypting m. then we call £ an r-exact CKKS scheme.




Contributions in More Detalil
- (6,r)-exact CKKS -

Definition 8 (Condition for A’-Correctability). Let pt € Z[i]V be a plaintext,
and let A" be some correction factor. Then we say that pt is A’-correctable. if
pt € L[N, We say that a circuit g = (Z[{)N)" — Z[i]N is A'-correctable, if

» This condition is necessary, since even a small error may change all the
bits in a ciphertext when it is rounded off, if it is close to the cutting off
point.

» This is not predictable and is a problem in other schemes too.



Contributions in More Detalil

(6 r) exaCt CKKS meanexample assume

we have the value 0.99999.
This is very close to the
nearest integer, yet rounding
to 1.00000 changes all the bits
in the message

Definition 8 (Condition for A’-
and let A" be some correction f
+pt € Z[i|N. We say that a cir
g(pt,,....pt,) is A'-correctable for

» This condition is necessary, since even a small error may change all the

bits in a ciphertext when it is rounded off, if it is close to the cutting off
point.

» This is not predictable and is a problem in other schemes too.



Contributions in More Detalil
- (6,r)-exact CKKS -

Definition 9 ((d,7)-exact CKKS). Let 6 be probability of a noise bound B =
@\/2?‘1\/031(“)[0] - NJi(ct)[l]O‘g holding, for a € R. Let r = [log(B) ]+ 1, and let

A" =2". Let £ = (KeyGen, Enc, Decs ., Eval) be a fully homomorphic encryption
scheme, parameterized by the same parameters as CKKS. and the additional
parameters 6, B,r, and A', where the algorithms KeyGen, Enc, Eval are the same

as in CKKS and Decs, 1s defined as follows

Decs . (ct, sk) : return A’ [;Decode([(ct, sk)]Q)J :

We define the set of admissible circuits of (0,r)-exact CKKS to be the subset of
admissible circuits in CKKS that are A'-correctable.
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scheme, parameterized by the same parameters as C Scale down to push the
parameters 6, B,r, and A’, where the algorithms KeyGe:
as in CKKS and Decs, 1s defined as follow

error on the “right side of
the comma”.
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Definition 9 ((d,7)-exact CKKS). Let 6 be probability of a noise bound B =
a\/Qn\/Ji(ct)[o] - NJi(ct)[l]O‘g holding, for a € R. Let r = [log(B) ]+ 1, and let

A" =2". Let £ = (KeyGen, Enc, Decs ., Eval) be a fully homomorphic encryption
scheme, parameterized by the same parameters as C
parameters 6, B,r, and A’, where the algorithms KeyGe:
as in CKKS and Decs, 1s defined as follow

Scale back to original size.

1
Decs ,(ct, sk) : return A’ [A;Decode([(ct, sk)]Q)J :

We define the set of admissible circuits of (0,r)-exact CKKS to be the subset of
admissible circuits in CKKS that are A'-correctable.




Contributions in More Detalil
- (6,r)-exact CKKS -

Definition 9 ((d,7)-exact CKKS). Let & be probability of a noise bound 17 =
ay/ 2-11\/0;21(“)[0] + j\"TO'i(Ct)[l]O'g holding, for a € R. Let r = [log(B)]+ 1, and let

A" =2". Let £ = (KeyGen, Enc, Decs ., Eval) be a fully homomorphic encryption
scheme, parameterized by the same parameters as CKKS. and the additional
parameters 6, B,r, and A', where the algorithms KeyGen, Enc, Eval are the same

as in CKKS and Decs, 1s defined as follows

Decs . (ct, sk) : return A’ [;Decode([(ct, sk)]Q)J :

We define the set of admissible circuits of (0.r)-exact CKKS to be the subset of

admissible circuits in CKKS that are A'-correctable.




Contributions in More Detalil
- (6,r)-exact CKKS -

Theorem 1 (Advantage against ¢-IND-CPA-D of (4, r)-exact CKKS). Let £ be
the (0,7)-exact CKKS scheme, and let A be an adversary against the IND-CPA
security of CKKS. Let n be the number of plaintext slots, and 0 be the probability
that the noise bound holds. Let g be the mazimum number of calls allowed to the
decryption oracle. Then we get for the advantage of an adversary B against the

q-IND-CPA-D security of (0,r)-exact CKKS.

Adve I oks(B) < 1= 0%+ AdvEGG A (A).




Contributions in More Detalil
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Contributions in More Detalil
- (6,r)-exact CKKS -

We prove the theorem by a game based proof, where we reduce in two steps
first to r-exact CKKS and then to “normal” CKKS.




G&me gU:- GI:QQ:QS Encgk(ﬂl’ﬂ! ﬂ'],]_)

b+ {0,1} ct < Enc(mp, pk)
(sk, pk, evk) < KeyGen(\) 1 1
2
L
S« 10 On(ct) (6 12)
i 0 S[i] < (mo, m1,ct, o (cr))
q<+ 0 ‘ ‘
,. SN 141+ 1
b+
AP (A, pk, ev return ct

b; “ AEncpE,Evalevk,Dec"(}‘ Pk evl{)
hf — AE"Cpk-EValevkEDECE:se;act.sk{’/\ pk E?k)
bf — AE"CpEeEVEIEVI{:DECE..ER(A pk evk}

return b = b

Game G,




Game Go, G, 0o, G

Evalzﬂ(g, J=(1,...,7¢))

b+ {0,1} _ .

(sk. pk, evk) < KeyGen()) CZ + Eval(yg, S[jl]i:ct, cee Sbg].ctka)
S On(er) & 9(S|71]-0n(ce)s - - -5 S-1de)-On(cr))
i gmo <= g(S[j1]-mo, ..., S[je].mo)

G0 gmy <= g(Sljr].ma, ..., S[je].m1)

: 2
S[?’] AN (gml]!lgml} ct. gn(ct))
141+ 1

b+ AW (), pk, evk)

b« AEncpe-Evalevk,Dec’ (\, pk, evk)

b AFopeEvaleve.Decosact sk () pk, evk)
B« AEncesEvalenDech o (\, pk, evk)

return b = b

return ct

Game G,




Game Go, G1, G, Gs Decg (i)

b+ {0,1} If S[i].mo = S[i].my and ¢ < q :

(sk, pk, evk) < KeyGen(A\) B+ a\/ﬁ\/cr?g[i]_n{ct)m] + NoZ i nien)n 72

S @ A Q[IDgB]—I—l

140 g<—q+1

q <+ 0 If ||Decode([(S[i].ct, sk)|g) — S|i|.mp||ec < B':
b o B (X, pk, evk) return Decs . (S]z].ct, sk)

Else

b}' “ AEncpE,Evalevk,De::" (}u pk~ evk)
BAD < true

{J.}f — AE"CPH'EVELEVR:-DE':EHEELS]!: {/\ Pk E‘i.?"k)
Encyi .Eval Dec
b" i A Pk - evks E..ER()\ Pk EVk}
P Else:

!
return b = b return L

return Dec; . (S]i].ct, sk)

Game G,




Game Go, G1, 00,03

b+ {0,1}

(sk.pk. evk) < KeyGen(\)
S+

724+ 0

g+ 0

b+ AW (), pk, evk)

b < AEncpx.Evalevy.Dec (\, pk, evk)

b ASnepeoBvalevoDecoactar () pi eyk)
b AFrpeBvalenDecs sk () Dy o uk)

return b = b

IPr(Gs = 1) —

Dec&xact,sk(i)

If S[i].mo = S[i]l.mq1 and ¢ < q:

Else:

Pr(G2 = 1)| = Pr(BAD < true) =1 — ¢

B +— av?2 \/ i].n(ct)[0
A — QHDEB]+1

g+« q+1

If ||[Decode([(S][t].ct, sk)|g) — S[t].mp||lec < B :

return Dec,(S]i].ct, sk)

Else

BAD + true

return Dec,(S|i].ct, sk)
return L

Game G,




Game Go, U1,00,03 Dec’®(4)

b+ {0,1} If S[i).mo = Slil.mi Ag<q:
(sk, pk, evk) < KeyGen(A\) B a ;_2’”\/’3’31(“)[0] N Ngi(ct)[l]gg
S+
. 0 g« q+1
1 <— A Q[IDg(B)]—I—l
qg<0
3
b+ AP (), pk, evk) return A {ES [i-].??le
b« AE"Cp-Evalove,Dec (A, pk, evk) Else:
b AFnepe-EvaleviDeceact sk () oy evk) return L

bf — AEncpE,Evalevk,DecEjR ()L pk evk}

return b = b

Pr(G2 = 1) —Pr(G1 = 1)[ =0 Game G,




Game Go, U1, 02,03

b+ {0,1}

(sk, pk, evk) < KeyGen(A\)
S« 0

724+ 0

q<+ 0

b+ AW (), pk, evk)

b« AEnCpk-Evaleve,Dec (\, pk, evk)
b« AEnpx-Evalevk,Decect o (A, pk, evk)
b . AEncpeEvaleve.Decr oy (\, pk, evk)

return b = b

Pr(G, = 1) = Pr(Go = 1) = Pr(IND-CPA = 1) Game G,




Contributions in More Detalil
- (6,r)-exact CKKS -

Theorem 1 (Advantage against ¢-IND-CPA-D of (4, r)-exact CKKS). Let £ be
the (0,7)-exact CKKS scheme, and let A be an adversary against the IND-CPA
security of CKKS. Let n be the number of plaintext slots, and 0 be the probability
that the noise bound holds. Let g be the mazimum number of calls allowed to the
decryption oracle. Then we get for the advantage of an adversary B against the

q-IND-CPA-D security of (0,r)-exact CKKS.

Adve I oks(B) < 1= 0%+ AdvEGG A (A).




Open Questions

»Investigate the condition of correctability.

 How large is the class of correctable circuits?
* Can any circuit be made correctable?
e |f so, at what cost?

s it possible to make the proof go through without the
condition of correctability?



u for yo‘r.mtention-n"
\ 3 ‘
3] *

-

Anyﬂluestions?

https://eprint.iacr.org/2024/853

Lea.nurnberger@ntnu.no
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