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_meta:
type: "internalusers"
config_version: 2

admin:
hash: $2y$12$RwW9I0cX9gyFQx2AHXKL

40WRCFIWS2/dM1XdatjIkChvK2KxLTzz0

reserved: true
backend_roles:
"admin"

description: "Demo admin user"

kibanaserver:

hash: $2y$12$hrEx6aGoalTi3pD4sk6C
MeSLI8U9YZKuus3ZbKp5sV38/QXNnoDNm

reserved: true
description: "Demo kibanaserver u
ser"
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# This is the internal user databas
e

# The hash value is a bcrypt hash a
nd can be generated with plugin/too
1s/hash.sh

_meta:

type:
config_version: 2

"internalusers"

# Define your internal users here

## Demo users

admin:

hash: "$2a$12$VcCDgh2NDkO7JGNOrjG
bM.Ad41qVR/YFJcgHpOUGNS5JIDymv . . TOG"

reserved: true
backend_roles:
"admin"

description: "Demo admin user"

anomalyadmin:
hash: "$2y$12$TRwAAJgnNo67w3rVuz4
FIeLx9Dy/11B79zf9I15CKJI9vkM4ZzAd3."
reserved: false
opendistro_security_roles:
"anomaly_full_access"
description: "Demo anomaly admin

user, using internal role"

kibanaserver:

hash: "$2a$12$4AcgAt3xwOWadA5s5bl

L6ev390XDNhmOesE0033eZtrg2NOYruU3H. "
reserved: true

description:
hboards user"

"Demo OpenSearch Das
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kibanaro:

hash: $2y$123WVBLSQWRYenuBZb107K6
4ePwc1MgOyb12xPD504gYbcoawFUyTYNe

reserved: false
backend_roles:

"kibanauser"
- "readall"
attributes:
attributel: "valuel"
attribute2: "value2"
attribute3: "value3"
description: "Demo kibanaro user"
logstash:

hash: $2y$12$RrTGstv1sSAEKpLQRiVU
7.zmcOmitLENmEYZ3ImqPQQgBr8nZX9HQe

reserved: false
backend_roles:
"logstash"

description: "Demo logstash user"

readall:

hash: $2y$12$.tsr.NuXTyMgveswEOJz
EONneiA71FTWJIVAfIf135Z7hntNLTNgjYe

reserved: false
backend_roles:
- "readall"

description: "Demo readall user"

snapshotrestore:

hash: $2y$12$ns6S3taGxxgkO@hKXeVws
Celfvj.abDgzVTIcxpJd.HhA1LA]jSk2KRo2W

reserved: false
backend_roles:
- "snapshotrestore"

description:
e user"

"Demo snapshotrestor
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kibanaro:

hash: "$2a$12$JJSXNfTowz7Uu5ttXfe
YpeYEOarACvcwlPBStB1F .MI7fOU9Z4DGC"

reserved: false
backend_roles:

"kibanauser"
- "readall"
attributes:
attributel: "valuel"
attribute2: "value2"
attribute3: "value3"
description: "Demo read only use

r, using external role mapping"

logstash:

hash: "$2a$12$%u1ShR414uBS3Uv59Pa2
y5.1uQuZzBrztmNfgB3iM/ . jLOXoV9sghS2"

reserved: false
backend_roles:
"logstash"

description: "Demo logstash user,
using external role mapping"

readall:

hash: "$2a$12$aedycwzwvLtZxwZ82Rm
1iEunBbIPiAMGZduBAjKNOTXdwQFtCwARZz2"

reserved: false
backend_roles:
- "readall"

description: "Demo readall user,

using external role mapping"

snapshotrestore:

hash: "$2y$12$DpwmetHKwgYnorbgdvOo
RCenv4NAK8cPUg8AI6pXLCUWf/ALCO.v7W"

reserved: false
backend_roles:
- "snapshotrestore"
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