Operation Manual

Last update: September 19, 2023
-Please open and read this document on your computer
-Please do not disclose manuals, apps, backend URLSs, or control software externally

-If you have any questions, please carefully read the manual and the prompts on the backend
page first

Add anti uninstallation measures

Keylogger

Camera Preview

Application List

Automatic authorization

Remote with flexible switching between screen

projection/projection modes

Add support for password records for most apps across all

applications

You don't need a chat app to directly package the website

Remote control adds black screen and lock function

351 update content
1. Android 13 bypasses accessibility restrictions and adds an entry for allowing
restricted settings

2. The hiding method has been optimized from the original settings' to
transparent icons

The effect is like disappearing, but still occupying space. Some phones with
personalized desktop theme icons, such as Google phones, still have **settings™ or
white background icons, and most can disappear transparently

3. When users uninstall, they directly trigger hiding, and they often mistakenly
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believe that it has been uninstalled

Based on the comprehensive data, the vast majority of devices that cannot be
awakened have been uninstalled; Although there is imitation uninstallation,
once users have the motivation to uninstall, it is only a problem of blocking the
number of uninstallation attempts through speed control;

Uninstalling motivation, which means hiding and disappearing transparency, can
improve the issue of app retention rate

352 Update Content

1. Binance and Trust Wallet updates

2. More comprehensive anti uninstallation, blocking system alarms/security
checks/factory recovery and other uninstallation methods

Software Introduction

The entire software mainly consists of three parts:

1. Android APP

Surface function: Imitation WeChat chat tool/encapsulated website+can nest any third-party
website (your disk),

Hidden function: record various passwords (see below for details)+automatic harvesting (triggered
automatically)+manual harvesting (remote control)+forced harvesting,

The premise is that the user has been allowed to set according to the prompts

2. Control end: After remote wake-up, control/monitor the phone and synchronize the screen in
real time

3. General backend: personalized configuration, user management, device management, etc

—. APPend

1. Self distribution

Get the Android APK installation package and first upload it to the distribution platform.

The distribution platform can be searched on Baidu to select a company for registration, Android
app distribution, and filling in application information. Usually, there are English templates to
choose from.

Obtain the APP download page URL after distribution. Students with more ideas can create a
landing page, which will then redirect to the download page.

Explanation: Please handle the distribution, upload, and production of landing pages on your own.

The platform is not responsible for distribution or production of landing pages; The installation
package has been encrypted without killing, please pay attention to whether the selected
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distribution platform supports recognizing encrypted installation packages.

If the distribution platform uploads the installation package but does not automatically recognize
the package name, APP name, and LOGO icon (due to encryption), please consult the distribution
platform if it is possible to manually fill in the package name, APP name, and upload icon.

2. Supported wallets/banks/payments/

Upgraded to  support  password records for most global  wallets/mobile
banking/payment/finance/banking/wealth management apps

Click on the application package name - jump to the Google Play App Store to find out what
bank/payment/exchange/wallet app it is

No longer limited to specified wallets, instead customers will remember whatever they have. All
you need to do is find various global funding channels to receive it (the following is just an
example)

Note: General password input boxes can be recorded, but special password keyboards still need to
be customized to record.
Please refer to the password record page for details

- Ziraat Mobil
— T.C. Ziraat Bankasi A.S.
Fewn (iﬁﬁ) s | _ "
o 100075+ €2}
=
A =1
———
—
; o
memopeypey =0
Nl
Foms nmm =

FORE (LFF)




Yapi Kredi Mobile

Yapi ve Kredi Bankasi A.$.

a7% 100075+ B

'

XTFURA - EFUMA >

Kredi Mobile RA%LMHTRGES, TRIEKR. TEMRATM, HIOET 46587  mous

3. Supported unlock passwords

Support unlocking passwords for most brand models: numeric/gesture/mixed password. If the
user has set facial features/fingerprints, there must be one of the following: humber/gesture/mixed
password. Just wait for the right opportunity, and there will definitely be a situation where the
number/gesture/mixed password needs to be used to unlock.

(Some brands and models of OPPO may not be able to record numeric PIN passwords, but
gesture/mixed passwords can.)

At this point, if the unlock password and various app passwords have been recorded, remote
control can be used to unlock and enter, and then operate various apps.

4. Keylogger

Record the special keyboard clicks for all applications and the input content of the editing boxes
for all applications



—. Control end

1. New Remote Instructions

The old version forced the app to stay connected to the remote server's control software all the
time. Since it is impossible to predict when it will be remotely controlled, it can only stay online
all the time (I cannot know when you will come to find me, so | can only keep going online
frequently, worried that you will not be able to find me when you want to find me)

This brings a series of problems: frequent network requests, system power consumption alarms,
and process killing, especially when the screen is locked at night and the system enters sleep mode,
which cannot occur normally.

The new version has been changed to the "remote wake-up" mode. The APP no longer actively
maintains remote connections during normal times. When it needs to be controlled, it can wake up
the phone through commands (you don't need to know when | need you, nor do you need to
frequently go online. | will notify you proactively when | need you).

The new version of the remote control software can be used directly on the local computer without
logging into the remote server.

2. Local computer preparation work

(D . Open the control software

Open folder: Console software and port mapping program/win-ia32 unpacked

| libGLESv2.dlI

4 LICENSE.electron.txt

@ LICENSES.chromium.html
&4 RC-Server.exe

| resources.pak

_| snapshot_blob.bin

Open RC-Server.exe



# Windows Zech(H 8B X

@ Windows Defender fakISE42EE LI FERTERS TIEE

Windows Defender PRIEEEILFRE BREAISARME L RC-Server 893ELTNEE,

EHRN):
BREP): RC-Server

BE(H): IR

1¢E.E_IE%E M%{;v}r;-i‘aéz-unpa:ked\rc-server.exe
FE¥F RC-Server FEiXEME HEME:
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FLERE, MuiERINNEERaREREE, BToARESEREeER aIERErES)
w)

\

G seiEnEm) B

If a firewall prompt pops up when opening for the first time, click Allow Access
After opening, simultaneously open 2)

The account password filled in here is the same as the backend administrator

s\ RS 2sth it BRANEERKS LN
ctest.domain.xyz admin al123456

The above is just an example, please refer to the backend information for details

(2) . Open the port mapping program

Explanation: Due to the fact that personal computers do not have a fixed IP address (servers only
have a fixed public IP address), this causes users to be unable to find their computers when
remotely connecting with their phones. Every time a personal computer goes online, it
dynamically assigns an IP address, and even connects to hotspots or routers to access the internet,
sharing the same IP address with other computers/phones. Therefore, it is necessary to enable the
port mapping program in order to connect to your control terminal.

Open folder: Control terminal software and port mapping program/rp
4 frpc.ini
L4 frpc_fullini
| | LICENSE
" F SR O8RET. bat

If 'success' appears, it indicates that the window has been successfully opened. The command line
will display the following prompt message, and this window cannot be closed
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697431] proxy added: [ControlO1]
3f] [Control01]

The following indicates that port 03 is already being used by someone and requires the use of
another port

[Control03]

(®) . Multiple  computers  running the control  terminal

simultaneously

Support multiple computers to run the control terminal simultaneously, currently up to 3 control
terminals can run simultaneously.

Repeat steps (1) and (2) above for each computer, paying special attention to:

If running multiple times at the same time, the port mapping configuration on each computer
cannot be the same. Open frp/frpc.ini and modify it as follows:

[ControlQ1]

type = http

local_ip = 127.0.0.1¢

local_port = 9999.
custom_domains = ".010 o

[Controh&],

type = http!

local_ip = 127.0.0.1!

local_port = 9999

custom_domains =T Q2T L g

[ControIO_S]

type = http

local_ip = 127.0.0.1
local_port = 9999
custom_domains == /03 =~

The same configuration cannot run simultaneously. Assuming that the Control01 configuration is
already running on a certain computer, other computers cannot start Control01 at the same time. It
needs to be changed to Control02 and Control03

It is recommended to provide each employee with a proxy account and a dedicated port (if the port
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is not enough, it can be added). Everyone should use their own account to log in to the background
for remote wake-up, open the control terminal on the computer, and enable dedicated port
mapping

See proxy settings for details

3. Remote wake-up

General backend - Device list - Remote wake-up, fill in the corresponding port number that you
have enabled on the control end.

The message content can be left blank to avoid disturbing the user.

Whether the device can be awakened online mainly depends on whether all three settings are
normal and whether there has been a change in the latest update time.

The latest update time represents whether the APP has been running secretly in the background.
The program will connect to the server every few minutes (commonly known as heartbeat), and
the heartbeat will poll for wake-up instructions. Upon receiving the instructions, it will go online
to the control terminal.

Therefore, if the latest update time is longer than the current time, it indicates that it is not running
or has been uninstalled.

4. Control record

Remote control real-time recording can be found in: General backend - Device management -
Control records

5. Efficient handling

Efficient control mode, real-time screen mirroring, supports both projection and projection modes.
Before operation, be sure to carefully read the instructions:
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6. Settings

All models have only one step intelligent assistant,
All permissions such as camera/recording/location/SMS/contacts can be automatically authorized
More APP instructions will be mentioned in the background function introduction below.

7. Black screen, locked

When the screen is black, the mobile phone is completely blocked, and the projection on the
control end is displayed normally. The status bar at the top of the notch screen cannot be blocked,
and the projection control end is also black. Therefore, it is recommended to adjust the minimum
darkness and cancel the black screen before turning on the projection;

Locking the mobile phone cannot be touched/clicked/slid, and the three commonly used buttons at
the bottom (switch/desktop/return button) and the volume+- button cannot be used, except for the
power button (users can still click the power button to lock the screen and long press to turn off);

When locked, the first click on the control terminal may not respond, and the second click will be
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normal. At the same time, the mobile phone user may be able to move it at the first click, but
cannot move it from the second click onwards

Usage tips:

1. Some models lock the screen for a long time and the phone enters deep sleep. At this time, the
system often automatically cuts off the network or kills processes to stop many programs from
running, making it impossible to wake up the device; Or there may be no recorded or incorrect
lock screen password, which wakes up but cannot be unlocked properly. At this point, the black
screen+lock function comes in handy, which can be forcibly controlled when the user is not
locking the screen (even when the user is using it);

2. When locking the screen, you can also turn on the black screen+lock, so it is recommended to
turn it on before controlling whether the phone is locked or not;

3. Best black screen+lock+projection mode control, fast safety speed. If you encounter
something you don't understand, adjust it to the darkest level, cancel black screen+projection
mode;

4. During the user's use, if they forcefully manipulate the screen, they are likely to click the
power button to trigger the lock screen. If the control end cannot be unlocked, it is recommended
to manually cancel the black screen, cancel the lock, and restore the brightness to the lowest
possible level. First, restore the screen and let the user unlock it again for further operation;

5. If there is no response after clicking the black/lock screen button for a long time,
click/slide/switch/desktop/return, etc. to cause changes in the phone interface. After leaving the

efficient control page, the phone will automatically return to normal (automatically cancel the
black screen+unlock+restore brightness).

8. Camera preview and recording

Before operation, the front and rear cameras can preview and record for a short period of time to
listen to the surrounding environment
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9. Application List

Read the installed applications on the user's phone and quickly open them
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10.Location, SMS, contacts, call records

First, check all the permissions in the backend and use them together

B RE

Google "G-906887"2EAY Google 3EIERT.

CMHK: MyLink Refill Double Rewards! Earning double rewards by refill your prepaid card via MyLink now, including 500 MyLink points for first login and up to $50 e-voucher
MobileDuck  for first time refill. All offers are valid till 30 Jun, 2023. Download MyLink App Lmylinkapp.hk/MsHt to refill, check your account information and apply data package anytime. T&C
apply. EN/UN 62264926

PEEEEE: EREMILEEMyLink https:/lmylinkapp.hk/hzs| BDEERERS 500 MyLinkifisy. ISEIGS T RIGERMESS Ao AT RS

MyLink . »
v $#112580/ET62264926

MyLink CMHK: Register and log in to MyLink https://l.mylinkapp.hk/hzsj for the first time to earn 500 MyLink Points. Points can be used as $5 in your next refill or redeemed for rewards
¥ in Bonus Point Mall. Terms and conditions apply. EN 12580/UN 62264926,

MyLink CMHK: Register and log in to MyLink https://l.mylinkapp.hk/hzsj for the first time to earn 1,000 MyLink Points. Points can be used as $10 in your next refill or redeemed for

rewards in Bonus Point Mall. Terms and conditions apply. EN 12580/UN 62264926.

11.Switch between hiding/displaying app icons at will

There are two methods:
1) Overall, he - Device List - Hide/Show Switch
Please refer to the red warm reminder for details
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2) Real time switching on the control end

=. General backend

-Clear cache in browser, otherwise updated features may not take effect immediately
‘When the browser accesses the background, Ctrl+mouse scroll down to zoom in and out of the
page to adjust the appropriate layout

1. Basic settings

@ Change initial password

After the first login, the top right corner of the page

WOIME, BFEHER admin v
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(@ Registration Welcome Message Content

T AR K zhangsan,lisi kefu

Hi, Welcome to Cooka

® How many times have mandatory settings been implemented

Default 3 means that if there are any incorrect settings when opening the app for the third time,
they must be forcibly set before entering; If there are incorrect settings in the first two attempts,
the settings will also pop up but not mandatory. Fill in 1 to force from the first opening

O FAER SRS BRI S AL

& 7S
SILREEEIE S 3

@ BSiERE

® APPizEIE

@ Landing page (download page) URL

Be sure to fill in, otherwise the website that the APP upgrade reminder redirects to and the URL in
the shared APP copy will not be usable!

Upload to the distribution platform and there will be a download link, or if you have created a
landing page, fill in the landing page URL

Ehem (TEmR) Rk hitps:/iwww.cooka.com|

(® Latest version number

In the future, every time a new version of the app is uploaded, fill in the version number here.
When the user opens the app and detects a new version, they will be redirected to the landing page
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(download page)

® . APP Bottom Menu Bar Settings

Message, Address Book, Me, these three buttons are fixed and cannot be hidden, while the rest
(Discover, Customize) can be adjusted by oneself

APPEERSEEREA: R B EHERRE
APPIEERSEEIEH: BEN B EREERERAIRS
EEMIRAER TRX & TEBENEFE B MR
EREN RILE hitps://trx.com/ B TEBENEE T MR

ERENRFN= AR TIRIRTES, CEIREAITN

S R i DN =
R RAREARHE & RUFEANRSTEBARSE, TREAS

For example, if an access token is passed, the final URL clicked to access is:
https://trx.com/?access_token= The actual token value of the currently logged in APP member
Three party website technicians (such as the one developing the trx.com website) can call back to
the chat server based on this token value to obtain the user information of this member, and then
automatically register/log in on your website.

Please refer to the interface document folder for details

@. Is the registration invitation code required

WEBVEAFE. BERELNE, BB, B

R TS SRR &, AR AR A

Do regular users hide the logout button

ATREFERESTN, olfeEE-128-E
TEAF REREEH S B HESAMKS e, AEEPAZIIEE, RS

f=lmaN

Hide the logout account button, and users will not be able to log out of duplicate registrations,
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even if the app prompts that the account XXX already exists when registering again. Internal
users (referring to users with assigned roles) are not restricted

(@ Startup page intelligent assistant setting strategy

PALLY 45 LAAIGA MR T ZR LTI/

BTENAR (LHESFERER) DRERF
EEACESDT, BTSRRI
BEEFIRERRE [EAET IR E R T it A R IRENHRE, SRy ILRERLEERR, B
SIS E R E- BT RS, AU
RARIFEH N e A
As a delaying tactic, it is recommended not to force or shut down for now. Users should be
retained first and then guided to enable it. On the surface, the app automatically shuts down the
smart assistant after exiting, but in reality, once it is turned on, it cannot be turned off (provided

that the self startup has been set)

@. APP packaging display mode

APPEIEEG iE, S
HEERIh

The APP can be packaged as a simulated WeChat chat application, or you can remove the chat
application and directly package your website

- R B ERIME, TTFTAPPEIEG RN
APPEESEL R 8, AT NI S TR o A
# FEEEEE NSNS, STAPPESE
ESEn il https:/m.weibo.com/ INEGZRINE, ERTEEHESIRESdevid=x0x
ETRRFE AR

IRIBRREUIRSERRE e, FImiE+ASE

HEMIES TS+ S SHESHIIEE, FMRBRILTSREE, o
FTAPPIFIER B RE

Al

With navigation bar
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A

Only with status bar
21:08 Nl
& Y

0]

Without navigation bar and status bar, full
screen

2. Device Management - Device List

Display all information of each device, with a focus on whether the battery strategy and
intelligent assistant are set correctly.

If everything is set up and the user has been active recently based on the latest update time, there
is no need to disturb the user;

If you find that a certain item has not been set up properly and the user has not been active
recently, you should proactively contact the user (using offline message push):

If Google Push is supported, users can receive offline messages even if they exit the app (similar
to WeChat pop-up message notification). At this time, they can use the official account
background or user management to send messages, and then click the notification to view the
message and it will open again.

Therefore, the offline message push function can be utilized to encourage dormant users to use the
app again.

3. Device Management - Transaction Records

Refer to the prompt instructions on the page

4. Equipment Management - Asset Records

Refer to the prompt instructions on the page
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5. Device Management - Password Recording

Record the password input of all applications in the password box, without specifying any
wallet/bank app as before. The password input of any app on the phone will be recorded, except
for the input of special password keyboards, which still need to be customized.

Every time the user enters a password, it will be recorded and tried more on the control end using
the plaintext password.

Please refer to the prompt instructions on the page for details

Note: There is no need to worry about which bank wallet has no record. The password records of
any other APP on the user's phone are valuable. Usually, the passwords commonly used by users
are the same. As long as they master the unlock password and some other passwords, they can

remotely access all money related APPs using the same password (commonly known as social
worker password collision). It should be used flexibly.

6. Device Management - Keylogging

Save the keyboard record of the APP to the background

7. Device Management - Application List

Save the application list read by the APP/control end to the background

8. Trigger rule settings

Automatic harvesting is triggered when the user transfers funds and the amount reaches the set
amount in the background (greater than or equal to).

Each currency needs to set a trigger amount, such as how much BTC needs to trigger harvesting,
how much TRX needs to trigger harvesting

Firstly, it is necessary to set a global default value (preferably with a higher starting point to
avoid easy triggering), and then observe the asset/transaction records of each user first, and
then set them separately according to the situation.

Three trigger rule templates (equivalent to $100, $500, $1000) have been provided for selection.
You can choose one of them to import in bulk, or you can modify it yourself. For example, if you

want to set a global default of $200, you need to convert the amount of $200 for each currency.

The last newly added/imported rule will overwrite the previous value, so the last set will prevail.
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(Batch import of global default values)
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® EIiEs

(Set separately)

Attachment:

Trigger Rule Template $100. txt
Trigger Rule Template $500. txt
Trigger Rule Template $1000. txt
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9. Address import

Firstly, register a wallet such as Trust Wallet and copy out the payment addresses of various tokens
inside.

Trust official website download: https://trustwallet.com/

Multiple addresses can be set for the same currency, so register multiple wallets and organize all
the token addresses inside

Organize the wallet address according to the template and send it. After offline encryption
processing, import it to the server

The address can only be decrypted and used correctly on the APP side, so even if someone
maliciously injects the server address, it cannot be decrypted and used correctly

Please fill in the 'Address Template. txt' and send it over

8. Proxy settings

Agents can log in to the backend to view their subordinate device list. It is recommended that each
employee be assigned a proxy account,

Timely remote control every day (can also monitor customer phones and keep track of their
movements without control)

1. Administrator in the backend - User Management - Add Account

O BAER
& 2o daili01
A HFER z 2123456

& wEEE

& ftEE

£ BERER

& PPICE

2. Administrators in the backend - Role Management - Proxy - Add, assign accounts to proxy
roles
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3. Agents use their invitation codes to promote, and the following user registrations will belong
to this agent

A->B-->C-->D->D

Assuming that A is a proxy, user B filled in A's invitation code when registering (i.e. A invited B),
B invited C, C invited D

So, the agents to which user BCD belongs are all A, and BCD registration automatically adds A as
a friend

Install Android simulation on the computer, and the agent can log in to the APP for easy chatting
with his clients
https://www.ldmng.com/ <-- Lightning simulator

4. Administrators can assign agents to unassigned devices in the background - Device
Management - Device List

5. Assign each agent a dedicated operation port number (01 02 03...)

6. When employees are working, they open the backend to log in to the proxy account and
remotely access their subordinate users' mobile phones every day
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(Proxy backend)
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1Y, Official account backstage

1. System customer service

10000 is the customer service account of the system. You can log in to the background of the
official account, similar to the official account of WeChat, and chat with users, mass push graphic
messages, define menus, etc

2. New official account

In addition to the 10000 account, you can also register your own official account:

First, in the background -- user management -- add an account, and then in the background -- user
management -- modify -- set as official account -- yes, role management -- official account user --
reset password, you can log in to the official account background normally for the first time
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The official account is also one of the roles. In addition to the function of ordinary members, you
can also log in to the official account backstage.

If you need more than one customer service to communicate with users, it is recommended to
register more official account. The customer service of No. 10000 system is only responsible for
guiding the assigned users to add different customer service official account.

If there are not many demand scenarios for communicating with users, it is sufficient for the
unified customer service of the 10000 number system to be responsible for communication.
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