& DEVICE QUALIFICATION TESTRUN REPORT

LA A RUN

dell wyse

Manufacturer Device Configuration Test Status
: Complete
dell v Services P
Test Result
Model % Protocol .
wyse _ Non-Compliant
% Connection
Firmware ®x TLS Started
12 2024-12-15 18:31:42
* DNS Duration
MAC Address % NTP 2m 11s
fO:d4:e2:f2:f5:41
Results List (11/11)

Name Description Result
security.services.... No FTP server fou... Complia...
security.ssh.versi... SSH server found running 9.7 protocol 2... Complia...
security.services.teln... No telnet server fou... Complia...
security.services.sm... Found SMTP server running on port 25/t... Non-Complia...
security.services.h... Found HTTP server running on port 80/t... Non-Complia...
security.services.p... No POP server fou... Complia...
security.services.im... Found IMAP server running on port 143/tcp, 993/t... Non-Complia...
security.services.snmp... No SNMP server fou... Complia...
security.services.v... No VNC server fou... Complia...
security.services.if... No TFTP server fou... Complia...
ntp.network.ntp_serv... No NTP server fou... Complia...
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Non-compliant tests and suggested steps to resolve

Name Description
1 o security.services.smtp Found SMTP server running on port 25/tcp

Steps to resolve
1. Disable the SMTP server

Name Description
2 N security.services.http Found HTTP server running on port 80/tcp

Steps to resolve

1. Disable all unsecure HTTP servers
2. Setup TLS on the web server

Name Description
3 R security.services.imap Found IMAP server running on port 143/tcp, 993/tcp

Steps to resolve
1. Disable the IMAP server
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Services Module

TCP ports open

)

Port
22/tcp
25/tcp
80/tcp
143/tcp

993/tcp

Testrun 2.1

State

open

open

open

open

open

UDP ports open

0]

Service
ssh
smtp
http
imap

imaps

Total ports open

5

Version

9.7 protocol 2.0

2.4.62 (Unix)

LT
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Device profile

Testrun 2.1

Question

What type of device is this?

Please select the technology this device falls into

Does your device process any sensitive information?

Can all non-essential services be disabled on your
device?

Is there a second IP port on the device?

Can the second IP port on your device be disabled?

Answer

loT Gateway

Hardware - Access Control

No

Yes

Yes

Yes

ey
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