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Reducing Privacy of CoinJoin Transactions:
Quantitative Bitcoin Network Analysis
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Abstract—Privacy within the Bitcoin ecosystem has been critical for the operation and propagation of the system since its very first
release. While various entities have sought to deanonymize and reveal user identities, the default semi-anonymous approach to privacy
was judged as insufficient and the community developed a number of advanced privacy-preservation mechanisms. In this study, we
propose an improved variant of the multiple-input clustering approach that incorporates advanced privacy-enhancing techniques. We
examine the CoinJoin-adjusted user graph of Bitcoin through quantitative network analysis and draw conclusions on the effectiveness
of our proposed clustering method compared to naive multiple-input clustering. Our findings indicate that CoinJoin transactions can
significantly distort commonly applied address clustering approaches. Moreover, we demonstrate that Bitcoin’s user graph has become
less dense in recent years, concurrent with the collapse of several independent user clusters. Our results contribute to a more
comprehensive understanding of privacy aspects in the Bitcoin transaction network and lay the groundwork for developing enhanced
measures to prevent money laundering and terrorism financing.

Index Terms—Bitcoin, Blockchain, Anonymity, Privacy.

✦

1 INTRODUCTION

COMPLEX network analysis has already been applied to
various different domains such as social networks [1],

[2], malware propagation [3] or digital payment proto-
cols [4], [5].

Complex network analysis has been accelerated by an
increase in publicly available data and computational power
in recent years. This has enabled researchers to concentrate
on network analysis and leverage graph analysis tools to de-
scribe (social) network properties. As data sets grow larger
and more complex, a variety of metrics have demonstrated
their reliability in conducting studies related to highly ratio-
nal data.

Data science has evolved alongside blockchain-based
digital currencies, beginning with Bitcoin. These digital,
decentralized currencies enable users to transfer monetary
value peer-to-peer without the need for centralized trust. By
viewing Bitcoin transactions as connections between nodes
(users) in a financial network, it becomes feasible to analyze
the digital currency, its ecosystem, participants, and privacy
aspects from a network theory perspective.

Monetary system networks are crucial for economic
markets, not only for combating money laundering and
financing of terrorism but also due to their impact on real-
world markets. Understanding these systems to track digital
money flows has become essential, especially with the rise
of cryptocurrencies.
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The Bitcoin blockchain, the most notable distributed
ledger application today, can be modeled as a complex
network to examine its intricate topological features. Pub-
lic blockchain systems, in general, offer ideal conditions
for researchers to conduct quantitative analyses. Unlike
traditional data sets maintained by a central entity re-
sponsible for their integrity, authenticity, and availability,
data recorded in public blockchains like Bitcoin is openly
accessible and consistently maintained by a decentralized
network participants. This accessibility not only eliminates
entry barriers but also allows researchers to generate fully
verifiable and reproducible results.

Bitcoin went through turbulent times in recent years,
with privacy emerging as a paramount and contentious
issue among its developers, users and adversaries. Recently,
researchers have honed in on enhancing privacy-preserving
techniques, for example, [5]–[8]. One prevalent approach
involves the use of mixing transactions (CoinJoins), which
are designed to impede traceability. At the same time, new
analysis techniques are continually emerging to develop a
more precise user graph [9], [10], potentially undermining or
breaking privacy. The most recent complete-record network
analysis of Bitcoin’s user graph has been carried out in 2021
with blockchain data reaching until 2017 [11].

The Bitcoin blockchain went through times of broad
adoption since the last completed study. Therefore, it is
crucial to provide an up-to-date snapshot of the cryptocur-
rency’s transaction and user network, as well as an analysis
of the privacy-increasing techniques.

The growth of Bitcoin can be seen in Figure 1 (a), depict-
ing the number of constant-size raw block files (blk*****.dat
files) that were created each month. These files contain
binary data representing blocks of the blockchain. It shows
that the size of the Bitcoin blockchain grew significantly
since 2017, having months in which more than 40 constant-
size blk files were produced by the Bitcoin core client. In
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Fig. 1: Visualization of the raw blockchain data files over time.

parallel, the average number of transactions per blk file
has steadily been decreasing in recent times (b). On the
other hand, Figure 1 (c) highlights spikes in the number
of edges per block file. Given that the size of blk files is
capped at 128 MiB, we can infer that the number of edges
per transaction may have increased recently, indicating an
upsurge in complexity of Bitcoin’s transaction graph.

Furthermore, we observe a present trend towards
deanonymization studies, many of which address the in-
clusion or enhancement of CoinJoin transactions in an ap-
propriate manner [6], [7], [12], [13].

Our study builds upon the work of Ermilov et al. [9] and
Möser and Narayanan [10]. We expand their research by
analyzing new data related to the significant growth of the
Bitcoin transaction network and introduce methods to clus-
ter privacy-focused users beyond obscuring transactions.
Consequently, we develop a more cautious address clus-
tering approach that considers on-chain obfuscation tech-
niques. By applying the heuristics developed by researchers
from the field of CoinJoin transaction detection, such as
Ficsór [14] and Stockinger et al. [13], we conduct the first
study that definitively considers trustless mixing of trans-
actions when constructing the user graph. This approach
refines the final user graph, maintaining its characteristics
comparable to other complex social networks.

This research is significant given the substantial increase
in CoinJoin transactions in recent years, driven by height-
ened privacy concerns. As privacy-enhancing transactions
continue to expand, certain methodologies, like the widely
used multiple-input clustering technique, which presumes
that multiple input addresses within a transaction belong
to the same user, must be reevaluated to prevent the
merging of numerous privacy-focused users into a single
large supercluster. A single CoinJoin transaction executed
by addresses from different clusters could result in their

unification, potentially causing significant distortion in an
analysis of the ecosystem and its participants.

Particularly in the fight against money laundering and
terrorist financing, it is crucial to maintain a reliable un-
derstanding of ownership structures and track payments
throughout the protocol. Money flow analysis is a key foren-
sic method for law enforcement agencies [15]. Given that
users are able to create an unlimited number of addresses,
the primary challenge for blockchain analysis is to cluster
multiple addresses that belong to a single user.

In response to the growing number of obfuscating trans-
actions, we have modified the multiple-input heuristic. Al-
though CoinJoin transactions have played a negligible role
over years, their recent integration with widely adopted and
user-friendly wallets such as Wasabi Wallet and Samourai
Wallet has significantly increased the number of untraceable
and private transactions within the Bitcoin network.

In the main part of this work, we examine the Bit-
coin user graph constructed using our improved variant of
the multiple-input heuristic, termed the “CoinJoin-adjusted
multiple-input-heuristics.” This approach considers obfus-
cating transactions by first detecting them and then ex-
cluding them when executing the clustering algorithm and
constructing the user graph. Furthermore, we introduce
stringent cluster-collapse constraints to prevent the collapse
of publicly known and independent clusters. This allows us
to present a comparison between the naive multiple-input
clustering and our CoinJoin-adjusted variant.

This is the first study to deterministically account for on-
chain obfuscation techniques when constructing the Bitcoin
user graph, adding another layer of detail to our quan-
titative network analysis This also enables us to provide
a snapshot of the ongoing increase in trustless CoinJoin
transactions within the ecosystem, assess their impact, and
evaluate the privacy level of Bitcoin transactions after years
of continuous improvement in clustering heuristics. With
particular attention to privacy-related aspects, we provide
the analysis of the selected privacy-enhancing practices that
have been applied within the transaction network of Bitcoin.
Our findings have potential to improve methods to combat
money laundering and terrorist financing.

We also made our python-bitcoin-scraper avail-
able in an open-source Github repository1, translate the
CoinJoin detection heuristics , originally developed in C#,
into SQL and ensure full transparency of the research
process by documenting it in publicly accessible Jupyter
Notebooks.

2 BACKGROUND

2.1 Bitcoin
Introduced in 2008 [16], Bitcoin is a payment system that uti-
lizes blockchain technology, eliminating the need for trusted
intermediaries to prevent double-spending of assets. In-
stead, the system’s integrity is maintained through resource-
intensive mining. The blockchain serves as a decentralized
public ledger, stored on numerous computers worldwide,
and records every transaction since the inception of the first
block, or the ”genesis block,” in January 2009. The Bitcoin

1. https://github.com/Nerolation/python-bitcoin-scraper

https://github.com/Nerolation/python-bitcoin-scraper
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blockchain comprises blocks, each containing transactions,
which are cryptographically connected through hash func-
tions, forming an unalterable chain. Bitcoin operates on
public key cryptography. Each user of this digital currency
possesses one or more key pairs, each consisting of a public
and a private key. Users can exchange Bitcoins within the
network by broadcasting transactions peer-to-peer, which
are signed with their unique private key.

”Miners” in the Bitcoin network run client software to
solve proof-of-work puzzles. When a miner successfully
solves a puzzle, they can propose the next block to be added
to the blockchain. Miners monitor unconfirmed transac-
tions, bundle them into blocks, and append them to the
Bitcoin blockchain. They receive Bitcoin (BTC) as a reward
for solving the cryptographic puzzle, which includes a block
reward (6.25 BTC as of 2023) and transaction fees from
the newly created block. Typically, a new block is added
every 10 minutes. Miners also validate other miners’ blocks
and actively participate in Bitcoin’s consensus mechanism.
Users broadcast their transactions to the network, which are
then held in the “mempool,” a local temporary storage for
unconfirmed transactions until a miner incorporates them
into a block.

Aside from the “coinbase” transactions, which are al-
ways the first transaction in a block and are created by
the miner to claim the block reward, every transaction must
have at least one non-empty input and output. In the input
section of a transaction, users must specify a transaction
output from another transaction that was addressed to them
and has not been used as an input in another transaction.
Unlike account-based systems where an account’s balance
is updated after each transaction, Bitcoin uses the Unspent
Transaction Output (UTXO) model. Nodes in the Bitcoin
network track every UTXO, allowing them to calculate the
balance of an account by adding up all its associated UTXOs.

A transaction can include multiple inputs and outputs,
allowing users to bundle several UTXOs associated with
different public keys and distribute them to various entities
in a single transaction. The fee paid to miners for processing
the transaction is the difference between the total input
values and output values. The Bitcoin protocol requires
UTXOs to be spent in full. Therefore, if the input values
surpass the desired output values, users must provide a
change address in the transaction outputs. Typical examples
of Bitcoin transactions are depicted in Figure 2.

Nakamoto [16], in his Bitcoin whitepaper, advised for
privacy reasons to use new key pairs for every transaction,
implying the use of a new one for change as well. Since
multiple inputs within one transaction might have been
signed by a single user who is in possession of the respective
private keys to unlock each input, multiple input addresses
could be grouped in way that they originate from a single
user. This concept was later refereed to as the multiple-input
heuristics when researchers [11], [17]–[22] deconstructed the
transaction graph into a user graph and clustered users
based on multiple input addresses within a transaction.

The limitation of multiple-input heuristic clustering is
that different users are technically capable to collaborate
and spend their assets within a shared transaction. This
approach, known as CoinJoin, was first introduced in the
bitcointalk forum by Maxwell [23] in 2013. CoinJoin transac-
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Fig. 2: Bitcoin transaction in which two UTXOs that originate from
Transaction 1 and 2 are combined in Transaction 3, which sends BTC
to the addresses in Output A and Output B with Output C (probably)
representing the change address.

tions represent an important privacy-enhancing technique
and are crucial for Bitcoin’s fungibility. These transactions
have been present since 2013, but notably, the emergence
of more privacy-focused wallet applications such as Wasabi
or Samurai Wallet in recent years has led to an increasing
number of obfuscating transactions.

2.2 CoinJoins

CoinJoin transactions were conceived as a response to defi-
ciencies in privacy and fungibility within the Bitcoin ecosys-
tem. Nakamoto, in the original Bitcoin white paper [16], ad-
mitted that some level of traceability would be inevitable as
multiple inputs within a transaction might have been signed
by the same user. This implies that users could be clustered
based on common inputs of different transactions. To ad-
dress this traceability issue and ensure that Bitcoin retains
its fungibility Maxwell [23] proposed CoinJoin transactions,
emphasizing that such transactions would not require any
changes to the protocol, as the technical foundation for these
transactions has always existed within Bitcoin’s architecture.

CoinJoin transactions leverage the ability to combine
multiple UTXOs, even when they belong to separate real-
world entities. As illustrated in Figure 2, transaction 3 could
potentially represent a CoinJoin transaction, indicating dis-
tinct inputs that belong to different users collaborating to
transfer their funds.

As the multiple-input heuristic clusters addresses based
on transactions sharing common inputs, CoinJoins can dis-
rupt this process by leading the method to erroneously
categorize different users within the same cluster. Even a
single CoinJoin transaction between two disparate entities
could result in their amalgamation into a single cluster.

Notably, services that allow users to import their own
private keys might inadvertently generate CoinJoin trans-
actions by combining the UTXOs of their users in new
transactions. Such transactions might act as a link between
different clusters and eventually lead to their merging. For
instance, the prominent Mt. Gox exchange, which permitted
users to import their private keys, has led to inaccuracies in
multiple-input clustering outcomes [20].

In Bitcoin’s early days, centralized services such as
Bitcoin Fog or Bitcoin Laundry coordinated CoinJoins for a
subset of privacy-seeking users [24]. With increased privacy
efforts, CoinJoin transactions have been implemented into
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TABLE 1: CUMULATIVE STATISTICS ON COINJOINS

#txs #edges edges/tx #outputs

wasabi 21,414 222,597,392 10,395 119
samurai 82,763 2,069,075 25 5

trustless applications, making the technique more widely
accessible. Notably, Wasabi Wallet and Samourai Wallet sig-
nificantly contributed to an improved privacy regime within
Bitcoin. By pooling together the UTXOs of users, such
wallets provide essential privacy features while pushing the
limits of traceability and address clustering.

Wasabi Wallet and Samurai Wallet offer distinct imple-
mentations of the ZeroLink framework [25]. Both provide
users a way to participate in CoinJoin transactions to attain
a higher level of privacy. However, users need to adhere to
the best practices suggested by both wallets to avoid risking
deanonymization. It is of crucial importance for users to
avoid co-spending mixed UTXOs with non-mixed ones or
consolidating multiple mixed outputs within a single trans-
action after the mixing procedure.

While both services are founded on the same principles,
their transactions appear markedly different. For Wasabi
Wallet, CoinJoin transactions may contain more than 100
outputs on average. Conversely, Samurai Wallet transac-
tions are strictly composed of 5 inputs and outputs, with
equal output denominations that correspond to one of
Samurai’s offered pool sizes. These pools sizes are available
for 0.001, 0.01, 0.05 and 0.5 BTC.

As per our observations,, Wasabi Wallet generates more
complex transactions compared to Sarmurai Wallet. Wasabi
CoinJoin transactions typically consist of around 10.000
(100x100) edges per transaction contrasting Samurai Coin-
Joins, which have a constant number of edges of 25 (5x5).
However, the total count of Samurai CoinJoin transactions
is nearly four times higher than that of Wasabi CoinJoins.
We present these statistics in Table 1.

For our analysis it is crucial to consider CoinJoin trans-
actions appropriately, given their potential to significantly
distort network analyses [15]. Building a user graph using
naive multiple-input clustering results in the merging of
clusters that belong to various different entities that are part
of the same CoinJoin transaction. As Wasabi CoinJoins often
count more than 100 different input addresses, each single
input address would be categorized into the same cluster.
For Samurai CoinJoins, we would inaccurately cluster 5
inputs per transaction.

Since it is impossible to determine the actual number
of entities involved in CoinJoins, our approach that strictly
separates them can be considered more conservative than
naive multiple-input clustering. Nonetheless, we do not
attempt to cluster addresses within CoinJoin transactions,
which may lead to us counting users more than once if they
participate multiple times in a single CoinJoin transaction.

3 RELATED WORK

The exploration of the Bitcoin network extends into a wide
range of specialized areas. This includes, but is not lim-
ited to, the study of network statistics and visualization,

identifying anomalies and money laundering, and under-
taking deanonymization and clustering studies. Frequently,
researchers apply multiple of the mentioned approaches
and combine them to analyze the blockchain from distinct
angles.

Studies examining the Bitcoin network holistically often
utilize various heuristics to dissect the transaction graph
into a user graph, aiming to gain a more precise under-
standing of the network and its intrinsic properties. In the
following section, we will elaborate on select approaches
applied to the Bitcoin network. We categorize the literature
into User Graph Clustering and CoinJoins, given that these
categories form the bedrock of our work and the foundation
upon which we build. Our primary emphasis is on recent
entity-mining attempts that employ clustering heuristics
or deanonymization techniques as alternatives to methods
that use the complete transaction graph as a launchpad for
further statistical analysis.

3.1 User Graph Clustering

Harrigan and Fretter [20] outlined the efficacy of the
multiple-input clustering approach along with an explana-
tion of the factors contributing to its effectiveness. Upon
analysis of the Bitcoin graph up to 2016, they noted high lev-
els of address reuse, avoidable merging, large clusters with
high centrality measures, and the progressive expansion of
clusters as the primary catalysts for successful input-based
clustering methodologies. While they did acknowledge the
limitations of the multiple-input heuristic concerning Coin-
Join transactions, they did not introduce any countermea-
sures to account for such transactions.

Maesa et al. [26] conducted a formal description and
application of the multiple-input clustering approach to
the Bitcoin transaction graph up to 2015. They observed
a rising densification over time and corroborated the net-
work’s scale-free attribute. Moreover, they examined the
concentration of monetary value within the network and
endorsed the “rich-get-richer” hypothesis.

In a subsequent study, Maesa et al. [21] explored Bitcoin’s
connectivity components. Using sequential, temporal snap-
shots, they presented the graph in a bow-tie structure and
clustered nodes based on their connectivity to other nodes
and economic data.

Ermilov et al. [9] developed a more sophisticated user
graph that paid heed to cluster collapses. Based on multiple-
input and change-address heuristics, they deconstructed
the Bitcoin transaction graph up to March 2017 into a
user graph, utilizing off-chain information such as address
tags/labels to prevent the clustering of different entities
within a single cluster. Their study, however, focused more
on improving the address clustering process with a prob-
abilistic tool without explicitly considering CoinJoins. On
the contrary, our study delves deeper into selected network
properties of our resulting graph.

Alqassem et al. [27] analyzed the Bitcoin blockchain
up to 2014, quantifying the evolution of the network’s
key structural properties. They transformed the transaction
graph into a user graph by applying the multiple-input
heuristic. They then compared the transaction graph with
the approximated user graph, measuring large diameters,
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confirming a densification power law, and revealing com-
munity structures. They also detected anonymity-seeking
behavior among users of the Bitcoin protocol.

Möser and Narayanan [10] developed a method for clus-
tering the Bitcoin transaction graph, utilizing a unique ver-
sion of the change-address heuristic applied to blockchain
data up to June 2020. They identified CoinJoins as a po-
tential error source in the address clustering process. To
counteract the formation of massive, incorrectly clustered
groups, they deployed a random forest classifier to predict
if an output address was being used as a change address.
This approach enabled them to decrease the likelihood
of falsely clustered addresses using probabilistic methods.
Unlike their user graph, our approach involves the detection
of CoinJoin transactions using a selected set of deterministic
rules. This detection is taken into account during the user
graph creation process. Additionally, we strictly avoid clus-
ter collapses of known clusters to prevent the misattribution
of multiple entities to distinct addresses.

3.2 CoinJoins

The detection of CoinJoin transactions represents a rel-
atively young research discipline, even though the un-
derlying concept has been introduced already in 2013 by
Maxwell [23]. The rise in the prevalence of CoinJoin trans-
actions on the Bitcoin blockchain can largely be attributed
to more user-friendly wallet applications such as Wasabi
and Samurai Wallet. Prior to the development of trustless
CoinJoins, trust-required Bitcoin mixers and laundry ser-
vices such as Bitcoin Laundry, Bitcoin Fog or Blender.io offered
services for users to anonymize their funds by routing them
through shared addresses [24].

Since the launch of trustless CoinJoin services that were
implemented through CoinShuffle, JoinMarket or the wallet
applications of Wasabi and Samurai, the focus has more and
more shifted towards CoinJoin detection and deanonymiza-
tion attempts.

Maurer et al. [28] conducted an examination of CoinJoin
transactions and revealed that the prevalence of common
input amounts can potentially allow an adversary to track
money flows. Their argument centers around the inade-
quacy of conventional CoinJoin transactions in providing
sufficient anonymity for users looking to transfer arbitrary
Bitcoin amounts. In order to address this, they introduce
a novel output splitting algorithm designed to enhance
the level of anonymity within CoinJoin transactions, with-
out limiting users from transferring arbitrary amounts. Al-
though their algorithm generates satisfactory results, they
discovered that multiple transactions could still be suscepti-
ble to deanonymization.

Fröwis et al. [15] questioned the credibility of commonly
adopted heuristics, such as multiple-input heuristics, par-
ticularly when applied without considering CoinJoin trans-
actions. They highlighted that CoinJoin transactions could
result in inaccurate assumptions stemming from excessively
clustered addresses. Their study leans more towards the
legal implications that might arise due to incorrect inter-
pretations of user graphs, thereby emphasizing the need
to modify the multiple-input heuristic to accommodate the
growing number of obfuscating transactions.

Wu et al. [29] conducted an analysis of both mixing ser-
vices and trustless CoinJoin providers, specifically focusing
on the patterns of services like Chipmixer, Wasabi Wallet,
ShapeShift, and Bitmix.biz. They first identified the obfusca-
tion mechanisms of these services through an experimental
analysis of the transaction graph, then applied an algorithm
capable of detecting mixing transactions with a 92% accu-
racy rate. In addition, they provided profitability estimates
and demonstrated their approach’s effectiveness in tracing
stolen Bitcoins. However, their work has limitations, es-
pecially with respect to Wasabi CoinJoin transactions. The
authors used identified CoinJoins obtained from the Wasabi
coordinator API as a seed to identify related transactions
containing outputs with the same denomination as the input
seed. As a result, their method lacks the ability to detect
historical CoinJoins.

Stocking et al. [13] presented a comprehensive analy-
sis focusing on Wasabi and Samurai CoinJoins, building
upon the CoinJoin detection attempts previously made by
Ficsór [14]. They succeeded in enhancing the precision of
identifying CoinJoin transactions originating from Wasabi
and Samurai Wallet applications, both of which represent
the most utilized obfuscation technologies as of 2023. Their
refined detection rules form a crucial foundation for our
study as we have adopted their methodology, implemented
the rules using SQL, and applied the suggested heuristics in
the preprocessing phase of our research.

Our methodology incorporates and builds upon the
findings of previously cited authors to enhance existing
Bitcoin user graph analysis methods, thereby establishing an
additional layer of precision within the clustering process.
We utilize the well-established multiple-input clustering
heuristic in conjunction with a CoinJoin-adjusted transac-
tion graph to ultimately derive our CoinJoin-adjusted user
graph. Moreover, we strictly prevent cluster collapses by
using publicly known address-labels. By doing so, our aim
is to achieve a more comprehensive picture of the topology
of the Bitcoin network.

4 DATA ACQUISITION

First, a Bitcoin Core client version 0.21.1 was set up to create
a local copy of the Bitcoin blockchain as of 14.11.2021. In to-
tal, we downloaded 2804 blk files, which together represent
the actual blockchain and have a total of about 350 GiB in
size. The last block included in our analysis is block number
709,631 with a timestamp of 2021-11-14 04:57:14 UTC. This
block has been incorporated in the blk file number 2804.
Each individual blk-file contains blocks in binary format and
can have a maximum capacity of 128 MiB.

Two approaches were considered for proceeding with
the data: One approach involved using the client’s in-
tegrated JSON RPC and commands like getrawtransaction
and getblock to parse each transaction, as done by Zhao et
al. [30]. The second approach involved using open-source
software like python-blockchain-parser, adjusted to
fetch transaction data directly from the locally run Bitcoin
Core client.

In this study, the second approach was ap-
plied for performance reasons and therefore the
python-blockchain-parser was adjusted to our
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Fig. 3: Description of the data acquisition and analysis workflow

TABLE 2: CUMULATIVE STATISTICS ON BITCOIN

snapshot #txs #edges #nodes
31.12.2009 32,709 36,118 32,611
31.12.2010 218,012 357,980 176,326
31.12.2011 2,119,777 8,699,936 2,768,497
31.12.2012 10,572,827 50,619,652 8,707,387
31.12.2013 30,216,068 165,406,409 24,806,749
31.12.2014 55,479,788 536,722,857 58,880,264
31.12.2015 101,153,811 1,104,704,739 115,225,325
31.12.2016 183,780,434 1,707,653,884 209,678,116
31.12.2017 287,843,663 2,769,993,445 353,414,610
31.12.2018 369,239,299 3,615,499,650 464,829,692
31.12.2019 489,022,946 4,747,563,790 595,594,675
31.12.2020 601,576,444 5,931,290,239 759,260,121
31.12.2021 686,642,867 7,427,788,006 901,545,413

requirements to parse the raw byte files into parquet-
format files that were uploaded directly to the Google
BigQuery data warehouse, containing the following
fields: Timestamp, TransactionID, INTransactionID ,
INV out, OUTAddress, OUTIndex and blkfile-nr. The
inputs of a Bitcoin transaction consist of a transaction
ID,INTransactionID , and the index of the respective UTXO
within that transaction, INV out, whereas the outputs of a
Bitcoin transaction are represented by the output address,
OUTAddress, and its index, OUTIndex, in the transaction.
The blkfile-nr indicates the location of the respective
transaction within the raw binary files gathered from the
Bitcoin core client software.

We used SQL to map every INTransactionID and INV out

to the respective UTXO, such that the OUTAddress of an-
other transaction at the particular OUTIndex turns to the
INAddress of the transaction that spends its UTXOs. This
was described in more detail in Algorithm I. Furthermore,
we used SQL to pre-process the data for the final user graph
generation.

For performance reasons we mapped every address and
transaction ID to an integer that represents its unique ID
using SQL. Some measures were directly calculated within
Google BigQuery using SQL, while Python was used for
more complex calculations. For the final graph, we cre-
ated a two-columns edge-list of integers that were mapped
to timestamps. This list represents the actual graph and
contains the edges between the users of our network. We
accomplished to do so by implementing an union-find-like
clustering algorithm that is capable of linking transactions
with common input addresses.

Our final data collection contained 7,427,788,006 edges
and 686,642,867 transactions. Among these transactions,
99.97 % were valid, with a total of 9,162 transactions that
contained invalid output scripts. Another 221,177 transac-
tions incorporated output scripts that could not be decoded
to a valid address and 49,485,398 transactions incorporated
the script opcode OP RETURN, which is used to manually
designate an output as invalid. Following, coinbase trans-
actions could be identified because their INTransactionID

consists 32 bytes of nulls and 4 bytes containing 0xFF. Until
the block with the height 709,630, a total of 709,628 unique
coinbase transaction IDs were recorded. The discrepancy of
two IDs originates from the fact that the Bitcoin blockchain
saw duplicated coinbase transaction IDs twice, constituting
an undesirable bug that was fixed with BIP-30 [31]. To
maintain consistency, we treated coinbase transactions as
originating from the dummy address “0”, which served as
the INAddress of such transactions. Subsequently, coinbase
transactions were excluded to prevent the formation of a
graph consisting of a single connected component solely
linked by our dummy address.

By filtering out invalid transactions, OP RETURN and
coinbase transactions, we reduced the number of edges
within our transaction graph to 7,360,515,878. Furthermore,
by excluding CoinJoin transactions, the number of edges
was reduced to 7,143,915,409. This was accomplished by
first detecting CoinJoin transactions, followed by filtering
out their respective edges. The process to detect CoinJoin
transactions is further described in the Method section. Do-
ing so, we excluded another 104,177 transactions containing
21,414 Wasabi and 82,763 Samurai CoinJoins. Notably, the
CoinJoin adapted data set was only used for the user cluster-
ing process. For the final analysis on the CoinJoin-adjusted
user graph, each transaction from the cleaned data set (no
invalid scripts and coinbase transactions) was considered.

As described formally in the Method section, to build the
CoinJoin-adjusted User Graph, we first created a mapping
of transaction IDs to input addresses. Every transaction ID
within the mapping can be linked to another transaction
ID through its input address. This is formally described in
Algorithm I, in which we go through each edge e of the
transaction graph Eraw (line 2) and determine the trans-
action ID TxID(e) that is specified in the input of the
respective edge, INTxID(e) (line 3). Following, we select
the output, utxo, at the index INV OUT (e) (line 4), map
its address OUTAddress(utxo) to the output of the edge
OUTAddress(e) (line 5) and add the resulting edge to our
matched graph, Ematched.

Grouping the transaction IDs by input addresses enabled
us to eventually create links between the input addresses
used in their respective transactions. In total, we encounter
78,601,972 “linking” transactions in our data set. Following,
we merge user clusters through assigning shared cluster IDs
to the input addresses of the linked transactions.

In the final step of our data acquisition process, we broke
the CoinJoin-adjusted transaction graph down into a user
graph. The result was a network composed of 415,067,228
clusters connected via 1,820,539,209 edges. This data set
forms the basis for the network analysis in the following
sections.

To avoid excessive consolidation of clusters, we assem-
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Input: Non-mapped Transaction Graph
ERAW = {(TxID, INTxID, INV out, OUTAddress and
OUTIndex) , . . . }

Output: Ematched = { (INAddress, OUTAddress) , . . . }
1: edges Ematched ← empty set ∅
2: for all e ∈ ERAW do
3: eprev ← {e|INTxID(e) = TxID(e)}
4: utxo← e|INV out(e) = OUTIndex(eprev)
5: Ematched += {(OUTAddress(utxo), OUTAddress(e))}
6: end for
7: return Ematched

Algorithm I: Transaction Input/Output Matching

bled small samples of fewer than 100 addresses affiliated
with specific known entities. These entities include ex-
changes, mining pools, gambling services, darknet market
wallets, and other services. For this purpose, we sourced
addresses from WalletExplorer.com and gathered informa-
tion on 389 known wallets. Furthermore, we incorporated
the publicly available GraphSense Tag Packs [32], which
provided another 325 entities and related descriptions. In
total, we collected 126,810 addresses associated with 714
different entities.

To seed our clustering algorithm, we mapped the col-
lected labels to their corresponding addresses, then per-
formed a naive clustering of addresses. The algorithm was
designed to ensure no clusters contained two associated
entities. This measure was implemented to prevent “cluster
collapses” [10] within our graph.

Besides our analysis, we contribute an easy-to-use and
scalable Python command-line tool that is capable of pars-
ing raw transaction data (inputs represented by a trans-
action ID and a vout) while offering multiprocessing inte-
gration and maintaining low RAM and disk requirements.
Nevertheless, the resulting data set requires the execution of
the Input/Output mapping, as described in Algorithm I, at
a separate stage.

In addition to our analysis, we have published a Github
repository2 containing Jupyter Notebook files detailing the
complete workflow - from chain parsing to the creation of
the final tables and graphs. The code has been diligently
documented and released to ensure full reproducibility and
transparency. Similarly, the SQL queries used have been
published. By doing this, we have ensured that our study
can be readily reproduced without requiring significant
technical expertise.

5 METHOD

In the following study, we leverage quantitative data science
techniques to examine the relational Bitcoin network, with
particular emphasis on privacy concerns. We describe the
evolution of Bitcoin’s complex network structure over time
and add further granularity to our results by applying a
derived input clustering heuristic approach to the transac-
tion graph. Unlike previous studies on Bitcoin’s user graph,
we omit obfuscating CoinJoin transactions stemming from

2. https://github.com/Nerolation/wu-bitcoin-clustering-analysis

Wasabi or Samurai wallets, which tend to obscure the data.
Additionally, we take measures to prevent the collapse
of known clusters. The advantage of our method lies in
our treatment of CoinJoin users. Instead of lumping them
together, we treat each as a separate entity. This allows us
to potentially link distinct CoinJoin users to other clusters in
future analyses. Thus, we obtain a more restrained picture of
the actual ecosystem. However, our approach also imposes
certain limitations on our analysis as we might miss certain
CoinJoin money flows that were not merged at a later stage.

Our practical approach can be split into several steps
and begins with the preprocessing of the blockchain data
which is followed by the creation of the user graph and a
quantitative analysis from a network-perspective.

5.1 Data Preprocessing
After removing coinbase transactions from our data set, we
employ heuristics from previous studies [13], [14] to identify
CoinJoin transactions. Initially, we detect Wasabi Wallet
transactions starting from block-height 530,500, which is the
first block featuring Wasabi Wallet CoinJoin transactions.
This relies on the presence of certain addresses (coordinator
addresses) in each transaction. However, Wasabi Wallet
altered their procedure by introducing changing coordinator
addresses at block 609,999, necessitating an adjustment in
our detection method. For Wasabi Wallet, we search for
Bitcoin transactions that meet specific conditions:

From block-height 530,500 to 609,999:

1) The transaction output addresses contain one of the
following coordinator addresses:

• bc1qa24tsgchvuxsaccp8vrnkfd85hrcpafg20kmjw
• bc1qs604c7jv6amk4cxqlnvuxv26hv3e48cds4m0ew

2) The transaction output values contain at least three
distinct values

Since block-height 610,000:

1) The transaction output values contain at least 10
equal values

2) The transaction’s most frequent equal output value
equals 0.1± 0.02 BTC

3) The transaction has more inputs than outputs of the
most frequent equal value

4) The transaction has at least one unique output value
5) The transaction has at least three distinct output

values
6) The transaction uses Bech32 addresses (SegWit)

The conditions (1) - (3) have been carved out by Ficsór [14]
while (4) - (6) were proposed by Stockinger et al. [13].
Furthermore we apply the following filters that were pro-
posed by Stockinger et al. [13] to the resulted data set in
order to further reduce the false-positives rate and achieve
a precision of roughly 98%:

1) Transactions in which at least one input address is
reused as an output address

2) Transactions with output values between 0.08-0.085
and 0.115 - 0.12 BTC or equaling exactly 0.08, 0.09,
0.1, 0.11, or 0.12 BTC
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Next, to identify Samurai Wallet CoinJoins, we examine
transactions included in blocks starting from block-height
570,000, which is the first block featuring Samurai CoinJoins.
We look for transactions that meet certain conditions:

1) The transaction counts exactly five inputs and out-
puts

2) The transaction counts exactly one distinct input
value

3) The transaction counts at least one and at most
three equal input values that exactly match one
of Samurai’s pool sizes while the remaining input
values are between the respective pool size± 0.0011
BTC

Additionally, with block-height 658,738, Samurai launched
version v0.99.96e, which supports pool sizes of 0.001 BTC.
As a result, we only applied the above mentioned filters for
the new pool size to transactions after the specified block-
height. Ultimately, no further processing was performed on
the resulting Samurai Wallet data set.

After implementing the aforementioned procedures and
identifying the transaction IDs of suspected CoinJoins of
Wasabi Wallet and Samurai Wallet, we can finally exclude
them from our data set. The resulting data set serves as the
starting point for the final user graph.

5.2 Graph Construction
In the following, we will initially provide a formal depiction
of Bitcoin’s transaction graph, followed by its deconstruc-
tion into our user graph that has been modified according
to CoinJoin.

5.2.1 Transaction Graph
We represent Bitcoin as a directed, unweighted multigraph
designated as GTX = (V,E) where V and E correspond to
the sets of vertices and edges that the graph is composed
of, respectively. Each edge e ∈ E stands for an ordered
pair of vertices, symbolizing an input and an output node.
Consequently, (Vi, Vj) constitutes an edge originating from
Vi and ending at Vj such that (Vi, Vj) ∈ E and Vi, Vj ⊆ V .
It is crucial to consider the position of a node within an
edge since it designates the direction of flow. This implies
that (Vi, Vj) ̸= (Vj , Vi) for Vi ̸= Vj . It is worth noting that
GTX can incorporate self-loops such that ∃ e where Vi = Vj .
Occasionally, these self-loops can be witnessed when the
input amount of a transaction surpasses its intended output
amount plus the transaction fees, and it is thus utilized
as a change address. However, in most instances, a fresh
address, which has not previously been involved in the
network, is employed for these return transfers. For the up-
coming analysis, coinbase transactions were omitted, thus
resulting in |e| = 2.

To expand upon the provided context, each edge, de-
noted as e, symbolizes a subset of a transaction, in-
dicated as tx = ei, . . . , ei+n. The condition that ev-
ery transaction, tx, has at least one edge is estab-
lished, i.e., ∀tx, |E(tx)| ≥ 1, under the assumption that
a single edge is necessary to construct a transaction.
Moreover, a transaction can be represented as an ag-
gregation of paired and sequentially ordered vertices,

Input: TransactionGraph GTX , updated rows ̸= 0
Output: ClusterIDs cid(V )

1: while updated rows ̸= 0 do
2: updated rows = 0
3: for all tx ∈ TX(G) where |V IN (tx)| ≥ 2 do
4: txIN ← V IN (tx)
5: cidmin ← min cid(txIN )
6: for all v ∈ txIN do
7: if cid(v) > cidmin then
8: cid(v)← cidmin

9: updated rows += 1
10: end if
11: end for
12: end for
13: end while
14: return cid(V )

Algorithm II: Address Cluster Mapping

formulated as tx = (vi, vj), . . . , (vi+k, vj+l) | k, l ≥ 0). In
this notation, each pair is an element of E(tx), hence
(vi, . . . , vi+k)× (vj , . . . , vj+l) ⊆ tx. Furthermore, the prod-
uct of k and l equals the cardinality of E(tx), indicated as
k × l = |E(tx)|.

Consequently, the subsets V IN (tx) = (vi . . . vi+k) and
V OUT (tx) = (vi . . . vi+k) represent the inputs and outputs
of a transaction.

Furthermore, every transaction can be identified by its
unique transaction ID id | id ∈ ID and since e ⊆ tx, edges
inherit the transaction IDs of the transactions they are part
of.

Additionally, for every edge a UNIX timestamp ts is
collected f : e 7→ ts, indicating the exact date when the
block in which the respective edges has eventually been
included.

As a recall, we already excluded coinbase transactions
and edges with OP RETURN or invalid output scripts in
the pre-processing phase of this study to avoid creating a
graph that consists of a single giant connected component.

In addition, for the user graph clustering, we filtered out
CoinJoin transactions CJs from our data set. This can be
formally described with the notation tx(GTX) ∪ CJs = ∅.

5.2.2 User Graph

Breaking down the transaction graph into our CoinJoin-
adjusted user graph UG−CJ is an essential step to ensure
that our measured network properties are comparable with
those of other networks such as social networks [33] or
similar digital payment protocols [4].

This means that we treat multiple inputs within a trans-
action as they originate from the same node. Moreover,
by connecting different transactions based on shared input
addresses we significantly reduce the number of nodes in
our network and add another level of granularity to our
graph.

Formally, a transaction tx0 | tx0 ∈ TX contains of
at least two different transaction inputs V IN (tx0) = {vi,
. . . vi+k} | k ≥ 1. If a second transaction tx1 shares a
common input address V IN (tx0) ∩ V IN (tx1) ̸= ∅, then the
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1 11 - 11 11 11
1 12 - 12 11 11
2 12 - 12 12 11
2 13 - 13 12 12
2 14 - 14 12 12
3 15 Mt.Gox 15 15 15
3 16 - 16 15 15
4 16 - 16 16 16
4 17 F2Pool 17 16 16

cidmintx    v   entity     cid min cidmin

Fig. 4: Example Workflow of the Clustering Algorithm: Transaction 1 links
the nodes 11 and 12. Both then share the cluster ID 11. Transaction 2
combines the nodes 12, 13 and 14. Since node 12 has already been
assigned the smaller cid 11, it is not updated. After a second iteration
the nodes 11-14 share the cid 11. The vertices at 15 and 17 are
associated with known entities. Strict cluster-collapse prevention hinders
these clusters from collapsing.

addresses of both transactions are grouped together. Conse-
quently, a third transaction tx2 | V IN (tx2) ∩ {V IN (tx0) ∪
V IN (tx1)} ̸= ∅ would become part of the same cluster,
therefore tx0, tx1 and tx2 could be linked.

In order to build the user graph we first assign unique
IDs to every (input) address v ∈ V such that V 7→ id
with id ∈ ID and create a duplicated mappings of cluster
IDs V 7→ cid with cid ∈ ID. The latter mappings will be
updated as described in Algorithm II, such that the ID of
the respective address is overwritten by its cluster ID. This
way, multiple inputs can be clustered by reconstructing the
transaction graph with the updated cluster IDs at a later
stage. Therefore, we start by looking for input addresses
that might potentially connect different transactions.

As visible in Algorithm II, to create edges between
transactions, we initially exclude those that have less than
two inputs, |V IN (tx)| < 2, and those that do not share input
addresses with other transactions such that ∀(txi, txj) ∈
TX × TX | V IN (txi) ∩ V IN (txj) = ∅ with txi ̸= txj . This
way we retrieve a table with two columns that contains
transaction IDs and input addresses. Notably this table
exclusively includes transaction IDs that can be linked with
other transactions through shared input addresses.

In order to cluster transaction IDs, we introduce a novel
SQL-based approach to cluster transactions transitively by
applying the multiple-input heuristic.

Therefore, we bundle every input address of a transac-
tion that could be connected through shared input addresses
with another transaction by assigning the minimum value
of all address IDs to every input address in the transactions.

Furthermore, we update the input IDs of transactions
that could not be linked through shared input addresses
with the minimum ID of all addresses in the respective
transactions.

In doing so, we overwrite the cid of each address that
was assigned to a cluster by our algorithm. Any address
that was not clustered because it does not share transaction
inputs with any other addresses kept its ID. After this proce-
dure, the input addresses of multiple transactions that could
be linked via a shared input address received a common
ID. We describe this process more formally in Algorithm
II. This algorithm updates updates the Cluster IDs of an

address by sequentially taking the minimum cluster ID of
the inputs within a single transaction and overwriting the
current cluster ID with this minimum. We stop iterating as
soon as no more updates to the underlying mapping are
made anymore. This process was further described in Figure
4.

Notably, our proposed algorithm is structured based on
the basic idea of the prominent Union-Find algorithm and
implemented using SQL.

By using the cluster ID of every node cid(v) | v ∈ V
to reconstruct the transaction graph and replacing id with
cid, we finally retrieve our CoinJoin-adjusted user graph
UG−CJ .

For the sake of an objective comparison between
the commonly applied multiple-input clustering and our
CoinJoin-adjusted variant, we also construct a Non-
CoinJoin-adjusted user graph UG. This allows us to draw
conclusion on our clustering approach based on the differ-
ences we observe between UG and UG−CJ .

5.2.3 Cluster-collapse prevention
In order to prevent our algorithm from merging clusters
of different publicly-known entities, we introduce strict
cluster-collapse constraints. Cluster collapses occur when
the clusters of two independent and publicly known entities
get connected through overlapping input addresses.

Using the obtained labels of WalletExplorer.com and
GraphSense, we seeded our initial transaction graph and
map entities to known addresses. By strictly preventing
mergers in our clustering process that could unify two inde-
pendent clusters of known entities, we can guarantee that
UG−CJ does not contain addresses assigned to multiple
entities.

5.3 Network Analysis
We apply quantitative network analysis to our CoinJoin-
adjusted user graph to contribute up-to-date metrics on the
Bitcoin network.

5.3.1 Activity Period
We measure the activity period of the Bitcoin user base to
gain information about the period of address-reuse. We de-
termine the activity of a specific address or user by counting
the days between an entity’s first and last interaction with
the network. This can be formally described in the following
way:

δ(v) = max
v∈V

ts(v)−min
v∈V

ts(v)

As a reminder, Bitcoin addresses can be used multiple times
as long as a user prefers to. Privacy-aware users create new
addresses for every transaction to increase privacy. We do
not account for activity during the time span between the
first and last interaction, however, we strive to obtain results
on user longevity and activity distribution.

Furthermore, we define users as a collection of clustered
addresses. Thus, we expect users to have greater activity
periods than those of individual addresses. The activity
period of individual addresses must represent the minimum
activity period of its respective cluster.

δ(vi) ≥ δ(vj) | vi = vj , vi ∈ UG−CJ , vj ∈ GTX
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Comparing clustered users to individual addresses, we ex-
pect the average activity period of entities within UG−CJ to
be longer than compared to GTX .

5.3.2 Densification Power Law
The densification power law coefficient is commonly used
to empirically determine the evolution of graphs over
time [27], [34]. The principle states that the number of
edges grows superlinearly with the number of nodes which
consequently causes the graph to become denser over time.
A network with a high densification power law coefficient
grows faster with respect to the number of edges for every
newly added node than one with a power law coefficient
close to one. Notably, graphs with a coefficient a, where
a > 1, in general show an increasing average degree over
time [34]. Formally, we define this relations as follows:

e(t) ∝ v(t)α where 1 < α < 2

For this purpose, we determine the number of users |v(t)|
and edges |e(t)| at a certain time snapshot t, with t rep-
resenting the 31th of December of each year from 2009 to
2021 and draw it onto a log-log plot. A putative linear
relationship in the resulting chart indicates a super linear
relationship between the number of the number of nodes
and edges of the graph. As a reference, Leskovec et al. [34]
studied the popular ArXiv network and determined a coef-
ficient α of 1.68.

In addition we present the densification exponent for
smaller timestamps of 3 and 5 years to identify short-term
trends and present dynamics. For example, for αt5 in 2021,
the years 2017-2022 are considered.

5.3.3 Degree Distribution
The degree distribution of the networks captures informa-
tion about the connectivity of the nodes. We define the in-
degree as the number of incoming edges. The out-degree of
a node is defined by the number of outgoing edges. Power
law distributed degrees have often been observed in liter-
ature [26], [35]. Power law distributions indicate scale-free
networks in which newly joined nodes preferably connect
to high-degree nodes. The preferential attachment process
contributes to a strong right-skewed distribution. Scale-free
networks can be defined as a fraction of nodes P (k) which
decreases exponentially with increasing degrees k, such that

P (k) ∼ k−γ

with γ usually in the range 2 < γ < 3. Plotting such
distributions onto logarithmic axes unveils the scale-free
property, however, the ascertained value of the exponent
γ is required to confirm the scale-free hypothesis.

Furthermore, nodes with a degree that far exceeds the
average degree of the network often serve a specific purpose
and form “hubs”. Thus, we it is presumed that the highest-
degree entities in the network represent known services
such as exchanges or mining pools.

6 EVALUATION

In the forthcoming section, we present an evaluation of
our proposed clustering method. We compare our CoinJoin-
adjusted user graph to a user graph that we created with

2009 20152013 2017 20192011 2021

101

103

105

107

#edges GTX

#edges CJ

#txs GTX

#txs CJ

Fig. 5: Number of (CoinJoin) transactions and edges per month

naive multiple-input clustering and without cluster-collapse
prevention. This comparison serves to shed light on the
distinctions between both graphs, thereby allowing us to
make a definitive assessment of the effectiveness of our
proposed approach. Our ultimate objective is to present a
quantitative exposition of our rationale for adapting the
widely recognized multiple-input heuristic.

As mentioned earlier, CoinJoin transactions have been
around for eight years now, but their integration into user-
friendly wallet applications has accelerated their adoption.

6.1 CoinJoins in total

As illustrated in Figure 5, the number of transactions in
the Bitcoin network has seen a substantial growth of over
100% in the past six years. Alongside this, the number
of trustless CoinJoin transactions experienced a significant
surge in 2018, maintaining a consistent upward trajectory
through 2021. Given that CoinJoin transactions typically
contain a large number of input and output addresses, they
represent a considerable portion of edges within the Bitcoin
network.

The prominence of CoinJoin transactions, with their ex-
tensive number of edges, presents a substantial challenge
for network studies focusing on Bitcoin. To illustrate, in
January 2020, the edges derived from CoinJoin transactions
made up 24.02% of the total number of edges observed,
emphasizing the need to consider them appropriately. We
observed certain binary block files (namely, blk01919.dat,
blk01945.dat, blk01947.dat) in which more than 30% of the
edges stemmed from CoinJoin transactions.

The common multiple-input clustering approach would
assign the users of CoinJoin transactions, who have par-
ticipated in the same transaction, to the same cluster. For
instance, Wasabi CoinJoin transactions, according to the
Wasabi Wallet documentation3, often involve more than
100 distinct input addresses. Consequently, these addresses
would be clustered together.

3. https://docs.wasabiwallet.io/using-wasabi/CoinJoin.html

https://docs.wasabiwallet.io/using-wasabi/CoinJoin.html
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Fig. 6: Active public keys and clustered users per month (a) and the
throughput of CoinJoin services per month in BTC (b)

As a consequence, the commonly applied multiple-input
heuristic leads to a significantly lower number of users. The
difference results from improperly clustered CoinJoin users.

The discrepancy between UG and UG−CJ is visualized
in Figure 6 (a). We plot the difference between the cu-
mulative number of users over time. By November 2021,
we observe a difference of 1,837,417 users, which results
from false-positive clustered addresses. Focusing on the
difference in the number of active users per month between
UG and UG−CJ , we observe a similar discrepancy. In 2019
there have been months with a spread of more than 75.000
active users.

6.2 Cluster Size
The number of clusters and their size distribution provide
an indication of how effectively we’ve managed to decon-
struct the graph from a transactional representation into a
user-centric view. We define the size of a cluster by the num-
ber of addresses that are associated with it. Furthermore,
every address can only be grouped into a single cluster. In
total, we observe over 6,000 different cluster sizes. In both
graphs, it is common to see clusters made up of a single
address, yet, the application of the multiple-input heuristic
has allowed many addresses to be grouped together. As
demonstrated in Figure 7, the distribution of cluster sizes
adheres to a power law.

Focusing on the positive outliers, shown in Figure 7,
we find variations in the cluster sizes. The most substantial
cluster within UG is composed of 29,485,883 addresses. In
comparison, the second-largest cluster has a size of around
13 million addresses. Interestingly, this “supercluster” has
already been the subject of investigations in several recent
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Fig. 7: Cluster sizes plotted onto logarithmic axes.
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Fig. 8: Comparison of the frequency of clusters with a size of < 300
between UG and UG−CJ

studies [9], [10] that proposed methods to split it into
separate chunks of independent entities that were inaccu-
rately consolidated through naive multiple-input cluster-
ing. Incorporating our off-chain data , specifically publicly
known addresses linked to a known entity, we find that the
largest cluster within UG includes 3 of our 714 recognized
services. We identify the entities Doubleinvestment.cf, Dou-
blecrypto.ml and an unnamed CoinJoin service provider, all
of which are part of this cluster.

The second-largest cluster within UG contains multiple
entities. Among these, we identify exchanges such as Mt.
Gox, Bitcoin-24.com or Laxotrade, payment providers such
as ePay.info and mining pools such as F2pool.io, Polmine,
Eligius.st. Furthermore, it includes addresses associated with
ransomware and the Mt. Gox hack. In total, we find that 15
known entities within UG account for 9,644,446 addresses
and include entities such as CoinPayments.net and several
addresses associated with the hack of the exchange Binance.
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The largest cluster within UG−CJ , with a size of
21,052,287 addresses, could not be assigned to any known
service. Following, the largest cluster within UG counts
8,433,596 addresses more than the largest one within
UG−CJ .

The second-largest cluster in UG−CJ , with a size of
9,725,473 addresses, can be associated with Laxotrade. Sim-
ilarly to UG, the third-largest cluster is associated with
CoinPayments.net. It has a size of 6,668,897 addresses. The
differences between the two graphs are visualized in Figure
7.

Focusing on Figure 8, we observe that UG−CJ has more
clusters with cluster sizes up to 300 addresses compared to
UG. This discrepancy is a direct outcome of the CoinJoin-
adjusted clustering method, which divides CoinJoin trans-
actions and considers their inputs as separate entities. As
a consequence, Figure 8 depicts a global maximum at a
cluster size of 1. Comparing the frequency of cluster sizes
up to 100 addresses, we observe a declining difference of a
almost 5,000 addresses. When we examine the prevalence of
cluster sizes up to 100 addresses, a diminishing difference
is observed, with a discrepancy of nearly 5,000 addresses.
These users were not clustered with other CoinJoin users
but formed their own small-size clusters.

In summary, we conclude that our adapted clustering
approach has contributed to the decomposition of certain
superclusters. We have eliminated overlaps in cluster af-
filiation by strictly preventing mergers of known clusters.
We treated CoinJoin users as separate entities, which led
to significant variances in presented metrics. Our approach
allowed us to cluster CoinJoin users beyond CoinJoin trans-
actions. As a consequence, those users who commingled
their mixed assets in later transactions formed independent
clusters and became vulnerable to deanonymization attacks.

7 RESULTS

In the following section, we present findings retrieved
from analyzing UG−CJ . This allows us to leverage our
adapted user graph and contribute up-to-date measures.
We begin with examining selected network properties. This
provides a basis for comparing Bitcoin with other social
(non-monetary) networks. We particularly focus on privacy-
related measures and their impact on address clustering
techniques.

First, we focus on the user activity period. Second,
we concentrate on the network’s densification process to
demonstrate how the accumulated number of nodes and
edges within UG−CJ have evolved over time. Finally, we
analyze the degree distribution of UG−CJ to determine if
the Bitcoin network is scale-free.

7.1 Activity Period

In our study, one key aspect we have measured is the
“activity period” of users in the Bitcoin network, a crucial
parameter to comprehend the dynamics of user participa-
tion. Illustrated in Figure 9, we present the distribution of
entities and their associated activity periods, expressed in
days. We observe that a significant proportion of addresses
have been utilized for merely a single day. In numerical
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Fig. 9: Activity Distribution

terms, 816,382,701 addresses, which equates to 93.88% of
the total addresses in our data set fall into this category.
Furthermore, 828,925,894 addresses (95.32%) exhibit usage
for a duration of fewer than 10 days. For users within
UG−CJ , we discern that 96.57% of these users have had
Bitcoin interactions over a single day, while 97.58% show an
activity period of less than 10 days.

In contrast, we have discovered that two addresses and
eight users have exhibited activity spanning over 11 years.
The address/user with the lengthiest activity period can
be located at 17THx8KXVDnHM7arcoTxdvmYhS9rP141c2.
This address started using Bitcoin in August 2010 and last
interacted with the blockchain in September 2021. Through-
out this period, it was involved in a total of 31 transactions.
Specifically, it sent or received seven transactions in 2010, an
additional seven transactions from February 2011 to 2013,
and subsequently remained inactive until 2021, when it
recorded eight outgoing transactions. By conducting web
searches, we have ascertained that this address was men-
tioned in July 2010 on a Russian tech forum called open-
life.org by a user who advocated for Bitcoin and requested
test transactions to this address [36].

Among the users with the most extensive lifespan, we
have identified several mining pools, namely Slush Pool
(4,026 days), PolMine (3,862 days), F2Pool (3,822 days) and
Eligius (3,586 days). Additionally, we have recognized no-
table exchanges such as VirWoX (3,836 days) MercadoBit-
coin.com.br (3,760 days), Bitcoin.de (3,731) and Bitstamp (3,729
days), along with the gambling services Just-Dice.com (3,743
days) and BtcDice.com (3,695 days).

The average activity period for addresses is 10.2 days,
with a standard deviation of 81.9 days. Similarly, users
exhibit an observed lifespan of 5.3 days, with a standard
deviation of 63.7 days.

Notably, a significant number of addresses with activity
periods that far exceed the average could be clustered with
similar addresses. Consequently, the average activity period
in UG is longer compared to UG−CJ . This discrepancy
underscores the impact of clustering on the overall average
activity period within the Bitcoin network.
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7.2 Densification
As detailed in the methodology section, we have examined
the densification procedure of Bitcoin by employing two
strategies: First, we have calculated the densification power
law coefficient, represented by α(t), for annual snapshots
denoted by t. Second, we have constructed a temporal graph
by mapping the average out-degree of UG−CJ onto a time
axis. Our aim in undertaking these steps is twofold. Primar-
ily, we aim to illuminate the growth dynamics inherent in
the Bitcoin network. Furthermore, we aim to formulate a set
of standard comparison metrics that will facilitate meaning-
ful and quantitative comparisons between Bitcoin and other
diverse networks, including non-monetary social networks
or those associated with different cryptocurrencies.

As shown in Figure 10 (a), the Bitcoin network grows
with respect to the number of nodes and edges simultane-
ously. We measure a densification exponent α of 1.0883 (1).
This indicates that the number of edges grows superlinearly
in relation to the number of nodes. Thus, Bitcoin’s densifica-
tion is not arbitrary but follows a power law pattern. This is
further depicted in 10 (b), indicating a super linear relation
between the number of nodes and edges. For the Bitcoin
network we observe an α that is only slightly greater than
1, indicating a small deviation from linear growth.

Additionally, as visible in Figure 10 (c), the densification
exponent α stabilized below 1.1 after 2018, but steadily
decreased since 2015. Our observation is consistent with
the analysis of Alqassam et al. who found a densification
exponent of 1.2 with data until 2014.

For the densification exponents in shorter time spans, αt3

and αt5, we observe values below 1 after 2015. The smallest
value, 0.77, was observed for αt3 in 2017. We consider
exponents α with α < 1 as an indicator for a decreasingly
dense network between the years 2013 and 2018.

Focusing on the average out-degree of the Bitcoin graph,
as depicted in Figure 10 (d), we observe decreasing trend
over the recent years. Decreasing average degrees are indi-
cators of a decreasingly dense network. The average out-
degrees went from 7.17 to 4.75 within almost 9 years. This
finding is consistent with our observation in Figure 10 (c).

Both measures - the evolution of α and the average out-
degree of the Bitcoin network - point to a decreasingly dense
network in recent years.

Contrary to Leskovec et al. [34], we do not observe an in-
creasing average out-degree, despite having a densification
exponent α that is greater than 1. We find that shorter time
intervals of 3 and 5 years provide us with more valuable
information into short-term densification dynamics.

7.3 Degree Distribution
We analyze the degree distributions of UG−CJ to demon-
strate the scale-freeness of the Bitcoin network. In this
setting, the in-degree distribution denotes the number of
incoming connections a node possesses, which is to say,
the count of ingoing edges that originate from incoming
transactions to a particular Bitcoin address. Conversely, the
out-degree distribution indicates the number of outgoing
connections, represented by the number of outgoing edges
established by the said address. These measures offer valu-
able insights into the behavior patterns of users and the
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Fig. 10: Network densification over time follows a power law with a
densification exponent of 1.09. (left) Absolute number of nodes rose to
almost 1 billion with more than 7 billion edges connecting them. (right)

overarching structure of the network. The degree distri-
butions of UG−CJ are depicted in Figure 11. We place
particular focus on the analysis of nodes whose degree
is substantially higher than the network’s average degree.
Moreover, for a more nuanced understanding, we juxtapose
UG−CJ with UG. This comparative approach underscores
the unique features inherent to each and allows us to ascer-
tain key differentiators that set them apart.

As seen in Figure 11, the distributions follow power
law behavior and exhibit heavy-tailed patterns. To deter-
mine the power law coefficients, we apply a method pro-
posed by Clauser et al. [35] that combines a maximum-
likelihood method with goodness-of-fit tests based on the
Kolmogorov-Smirnov statistic and likelihood ratios. The
results reveal that the total degree distribution yields a
power law exponent of 1.828. For the in- and out degree
distributions, the power law exponents are 2.176 and 1.932,
respectively. Thus, we can confidently confirm our observa-
tion that the degree distributions follow a power law and
the scale-free property of our Bitcoin user graph.

Comparing UG−CJ with UG, we identify unusual
curvilinear deviations at degrees close to 100. Intriguingly,
there are significantly more users in UG−CJ compared to
UG at this juncture. This observed anomaly is a direct
consequence of our tailored clustering method. We disas-
semble Wasabi CoinJoin transactions, which typically have
more than 100 outputs. As a result, each individual input is
correspondingly linked to every singular output, thereby in-
flating the count of nodes with degrees approximating 100.
Notably, we observe that the deviation is decidedly more
marked in the case of the out-degrees, thereby demonstrat-
ing the impact of our clustering methodology on the degree
distribution characteristics within the Bitcoin network.

In Table 3, we show the degree of those entities with the
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TABLE 3: USER GRAPH ENTITY COMPARISON

entity degreeUG degreeUG−CJ ∆

Doublecrypto.ml 58,249,388 7,524,361 50,725,027
Laxotrade 30,057,625 16,834,191 13,223,434

Sextortion Spam 12,232,121 3,838,573 8,393,548
CoinPayments.net 14,208,576 9,918,948 4,289,628

Bittrex.com 14,102,204 14,242,350 -140,146
Bitcoin.de 2,139,042 4,198,860 -2,059,818

Bitstamp.net 921,016 4,101,274 -3,180,258
Kraken.com 5,965,974 12,002,222 -6,036,248
Huobi.com 220,012 8,964,760 -8,744,748

Binance hack 12,156,537 63,180,075 -51,023,538

greatest discrepancies between UG and UG−CJ . Notably,
we observe positive and negative differences. While the
applied entity-seeding has led to larger-degree clusters for
certain exchanges, we discern a negative difference where
wallets associated with fraudulent activities have been seg-
mented due to our cluster-collapse prevention strategy.
Specifically, entities such as Doublecrypto.ml, Laxotrade,
and Sextortion Spam, which are linked to scams as per the
GraphSense database, were subject to this split-up mecha-
nism.

8 DISCUSSION AND LIMITATIONS

We analyzed Bitcoin’s user graph with particular focus on
the effects of privacy enhancing techniques on the user
graph creation. We conclude that a deterministic exclusion
of CoinJoin transactions can prevent exceedingly large clus-
ters that originate from privacy seeking entities.

Our study demonstrates that the commonly used
multiple-input heuristic remains largely valid, but requires
adaptions to handle privacy-enhancing transactions. We
outlined that around 1.8 million nodes would have been
falsely clustered without adapting for trustless CoinJoin
transactions. This finding confirms our expectation that
CoinJoin transactions have a significant impact on address
clustering.

To address the issue of inaccurately clustered users of
Wasabi and Samurai Wallet, we have excluded the rele-
vant transactions during the user graph creation process.

However, this adjustment introduced the possibility of false
negatives in our clustering method, as a single user could
participate in a CoinJoin transaction multiple times. As a
result, we may assign several clusters to such users, which
underscores a distinct limitation of our study.

To prevent the formation of superclusters during the
clustering process, we strictly avoided collapses of already
known clusters. The limitation of this approach is that the
actual boundary of a known cluster could be distorted
towards another known cluster. Nodes within a transaction
that connects two independent clusters might have been
incorrectly assigned. This factor influences the size of the
known clusters within the network.

In contrast to the naive multi-input clustering, our
method may produce a greater number of clusters than
those that truly exist in the ecosystem. Therefore, our clus-
tering technique can be viewed as more cautious compared
to standard clustering methods. Particularly for law en-
forcement, these strategies that merge on-chain and off-
chain data, like service-name labels, are crucial to preserve
a precise understanding of the actual ownership structures
within a monetary ecosystem, rather than solely depending
on established clustering heuristics. However, this cautious
approach may potentially be ineffective in tracking specific
individuals who intentionally obfuscate their activities be-
hind CoinJoin transactions, which is a limitation of our
study. Such individuals may be inadvertently omitted rather
than explicitly targeted, indicating a potential area for fur-
ther refinement in our methodology.

Utilizing our CoinJoin-adjusted user graph, we con-
ducted an analysis of selected network properties, allow-
ing us to compare the state of the Bitcoin network as of
November 2021 to its previous snapshots. While the Bitcoin
network fundamentally differs from other social networks
across various domains, it shares key properties with them,
such as scale-freeness, power law distributed cluster sizes,
and super-linear densification [34].

We observed an average user lifespan of 5.3 days in the
network, a duration that is remarkably low for a payment
network. We conjecture that this could be due to a signifi-
cant number of users prioritizing privacy and consequently
avoiding connections between their wallets.

Moreover, we discovered that the densification process
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within the network follows a weak power law pattern,
suggesting that the process is not arbitrary. This inference is
further supported by the decreasing average out-degree of
the network observed since 2013. We deduce that the Bitcoin
network was significantly denser in the past compared to
its current state. The network’s densification process has
seen a consistent slowdown over recent years. Low density
networks may indicate an increased awareness of privacy
within the network. We observed the emergence of large
hubs consisting mainly of exchanges and mining pools.
Conversely, we observed a marked rise in the number
of small-sized clusters, an indication of increased privacy
within the network.

Our findings suggest that naive clustering approaches
tend to amalgamate entities associated with fraudulent ac-
tivities into a single cluster. This is anticipated, as fraudulent
users employ similar techniques to conceal their activities,
ultimately landing in the same network cluster in an at-
tempt to blend into the crowd. Yet, our proposed algorithm
capably differentiates distinct entities by overlooking trans-
actions that could otherwise result in cluster collapses. As
we look forward, the evolution of Bitcoin network analysis
will necessitate a continuous refinement of methodologies
to keep pace with the ongoing innovations in the field of
blockchain privacy. Developments geared towards reducing
the detectability of CoinJoin transactions present future
challenges for forensic analysis. These advancements make
it increasingly difficult to identify such transactions and
effectively exclude them from clustering attempts.

9 CONCLUSION

In this study, we examined the effect of CoinJoin transac-
tions on blockchain forensic techniques. We demonstrated
the potential of CoinJoins to distort the network graph by
leading to the collapse of independent clusters. Based on
this analysis, we proposed an improvement to the multi-
ple input clustering heuristic. We accounted for CoinJoin
transactions in the clustering process and strictly prevent
cluster collapses of known clusters. We showed that Coin-
Join transactions can be detected and incorporated into
the address clustering process by applying specific rules to
avoid oversized CoinJoin clusters.

For blockchain analytics, it is essential to obtain an
accurate picture of the ecosystem. We contend that on-
chain address clustering has become more intricate over
time. Traditional clustering techniques, which rely solely on
on-chain information and lack external data sources such
as known entity labels, yield inaccurate results. We found
that a combination of improved clustering techniques and
off-chain information yields more effective outcomes. Our
findings hold potential for advancing efforts in preventing
money laundering and terrorism financing.
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