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Abstract

BitCell is a blockchain protocol where consensus emerges from cellular automaton tourna-
ments rather than hash-grinding or stake-weighted validation. Miners compete in deterministic
Conway’s Game of Life battles; each block corresponds to a single-elimination tournament in
which victory depends on strategic pattern design rather than raw computational expenditure
or capital size. Tournament eligibility and reward weighting are governed by an FEvidence-Based
Subjective Logic (EBSL) reputation layer, and all state transitions (including tournament out-
comes and smart contract execution) are proven using succinct zero-knowledge proofs.

Under a simple Bayesian model of miner incentives with ring-signature anonymity and veri-
fiable random pairing, collusive strategies for sub-majority cartels do not yield higher expected
rewards than unilateral honest play. The combination of pairwise tournaments, hidden identi-
ties, non-shareable rewards, and reputation-gated participation removes the primary economic
motivations for mining pools and makes cartel coordination strictly disadvantageous in expec-
tation.

BitCell thus provides: (i) an “intellectually meaningful” analogue to proof-of-work, where
work consists of verifiable cellular automaton computation; (ii) a consensus layer whose equi-
librium behaviour remains decentralised without depending on external regulators or social
committees; and (iii) native privacy-preserving smart contracts via a zero-knowledge virtual
machine. Together, these components outline a path toward anti-cartel consensus: a system
where decentralisation is preserved by construction rather than economic folklore.
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1 Introduction: The Bankruptcy of Contemporary Consensus

Dear reader, for those of you opening this paper expecting the usual garb and boring drivel—
genuflecting before established orthodoxy whilst professing the need for further incremental tech-
nology in order to achieve essentially nothing—there is good news. The purpose of this document
is not to genially adjust the drapes on a burning house. It is to describe a mechanism which consti-
tutes a necessary component of any future in which the phrase “free exchange of value” still means
something other than “with permission from your preferred custodian.”

Bitcoin has foundationally rearranged the monetary landscape. The invention of proof-of-work
consensus is, in any honest reckoning, one of the most beautiful constructions in the history of
decentralised systems. It demonstrated that a global ledger could be secured not by reputation or
regulation, but by a cold equation: the cost of rewriting history must exceed any plausible profit
from doing so.

Yet even this achievement fails to resolve the coordination problem that plagues consensus in
practice: how does one prevent the formation of cartels that transform decentralised networks
into centralised oligopolies? How does one prevent three mining pools from becoming the effective
monetary authority for a supposedly leaderless currency?

For the sake of sanity, we can dispense immediately with the preposterous notion that eco-
nomic incentives alone—without any attention to the environment in which they operate—suffice
to guarantee decentralisation. This illusion has been repeated so often in cryptocurrency circles
that it has acquired the dull authority of scripture. It is cheered on by legions of dry academics who
never built anything more revolutionary than a tenure dossier, yet manage to present themselves
as guardians of “responsible innovation,” drizzling soporifics like “regulatory clarity” over every
genuinely dangerous idea.

1.1 Consensus As Practiced: From Hash Power to Hierarchy

Bitcoin promised peer-to-peer electronic cash and produced a system where three industrial mining
pools control the majority of hash power. Ethereum promised decentralised computation and
produced a validator aristocracy in which proof-of-stake exhibits a kind of demonic magnetism:
wealth attracts wealth with supernatural efficiency; those who possess the largest stakes earn the
largest returns; and the compounding feedback loop would cause a Renaissance usurer to dab at
his eyes and whisper, “steady on.”

Bitcoin maximalists—devout men of the Bitcoin cloth—insist that their system’s security emerges
from the mysterious sacrament of “economic game theory,” as if the laws of probability could be
suspended by sufficient devotion to Austrian economics. They preach the gospel of hash power
while kneeling before mining pools whose tithe-collecting efficiency would embarrass medieval bish-
ops, all under the warm regard of professors who have never deployed a line of production code
yet are eternally available to explain why every dangerous innovation must be tranquilised before
it frightens compliance departments.

On the proof-of-stake side, we find a system so brutally simple it should at least have the decency
to be embarrassed: those who have much are paid to have more. The already-affluent assume the
role of digital prelates; the act of “validation” is reduced to the liturgy of not turning off one’s node,
and for this they are rewarded with more claim on the future. Around them, a supporting cast
of business-development evangelists pivot from cypherpunk rhetoric to well-lit venture conferences
with the kind of speed that suggests they have practiced.

That Binance Smart Chain remains one of the largest smart-contract platforms, despite being
little more than a centrally-managed database in devotional vestments, is a minor scandal. Twenty-



one validators, hand-picked by a central exchange, perform ceremony over transactions with all the
decentralisation of a bank ledger and all the marketing of a Web3 protocol.
Proof-of-authority deserves brief applause for its honesty: the name is the disclosure.

1.2 The Loss of Soul

Somewhere in this little ecclesiastical pageant, the space managed to misplace its soul. In a century
already short on integrity, this is an indulgence we cannot afford.

The original vision was alarmingly clear: peer-to-peer electronic cash, verified by cryptographic
proof rather than institutional permission. No central authorities; no gatekeepers; no gently smiling
validator aristocracy clicking “yes” to grow wealthy. Just mathematics and the radical proposition
that ordinary individuals could verify truth for themselves.

What we have instead is a subscription model for digital serfdom. The same Silicon Valley cartels
who would have been the natural adversaries of early cypherpunks now erect KYC turnstiles in the
house that cryptography built. The rhetoric of sovereignty is used as wrapping paper for managed
custody and “trusted partners.”

To invoke the name of Satoshi while constructing systems that would require his arrest is not
simply hypocrisy; it is a form of intellectual vandalism bordering on performance art.

1.3 The Coordination Problem, Cleanly Stated

Strip away the incense and the mathematics are blunt:

In any system where participants can profit from coordination, and where coordination
is feasible, coordination will occur.

Mining pools reduce income variance; staking pools maximise yield; delegated proof-of-stake
writes oligarchy directly into the protocol. Economic incentives, left unsupervised, do not preserve
decentralisation; they identify and operationalise the shortest route to hierarchy.

The recurring mistake has not been to use economic incentives, but to treat them mystically.
The job of protocol design is not to hope that people will refrain from forming cartels; it is to
construct a game in which cartel behaviour is an inferior move.

1.4 In Defence of Incentives

Economic incentives themselves are not the enemy. On the contrary, they might be the only tools
sharp enough to solve coordination problems in open systems. But the tools cannot be considered
in isolation from the environment in which they operate.

Proof-of-work tied security to energy expenditure—joules as skin in the game. The problem
was not the energy but the environment: a hardware arms race whose equilibrium favoured indus-
trial actors and consolidated mining power. Proof-of-stake tied security to capital; its equilibrium
unsurprisingly favours capital.

If one wishes to preserve decentralisation, one must engineer a different environment: one in
which the selfish strategy is also the honest one; in which attempts at cartel coordination are not
just frowned upon, but structurally unrewarding.



1.5 The BitCell Proposal

BitCell is a concrete attempt at such an environment.

BitCell replaces hash grinding with cellular automaton tournaments. Miners submit glider
patterns into a constrained Conway’s Game of Life arena and fight deterministic battles for the right
to propose a block. Access to the arena is gated by an EBSL reputation layer, which rewards long-
term honest behaviour. All critical claims—Dbattle outcomes, contract executions—are wrapped in
zero-knowledge proofs.

The work performed is no longer arbitrary hashing; it is a verifiable CA computation with clear
rules and observable strategy. The dominant strategy for a miner is to design better patterns and
compete honestly. Because identities are hidden behind ring signatures and opponents are assigned
via verifiable randomness, sub-majority cartels cannot reliably identify each other, cannot safely
throw matches, and cannot pool rewards in a way the protocol recognises.

The rest of this document dispenses with sermonising and constructs the thing.

2 Notation and Parameters

This section fixes core symbols and default parameter choices. Several are tunable; one configuration
corresponds to the existing prototype.

2.1 Symbols

We use the following notation:

e h — current block height.

o My, — set of eligible miners at height h.

e m — a miner.

e bond,, — stake/bond posted by miner m.

e T,, — trust score of m under EBSL.

e B, — minimum bond to enter a tournament.

e Tiin — minimum trust for eligibility.

e N — linear dimension of CA grid; grid is IV x N.
o Thattle — number of CA steps per battle.

o 5(C) — energy at cell C' (0-255).

e RA, Rp — territorial regions for scoring.

e E4, Ep — final energies in R4, Rp.

e Tm,Sm — positive and negative evidence counts for miner m.

e 7r,7s — decay factors for positive and negative evidence.

K — EBSL uncertainty mass.



e o — EBSL base rate.

o f — cartel fraction of miners, 0 < f < 1.

e Dwin — honest per-match win probability for a miner.

e R — marginal reward for advancing one tournament round.

o o0 — effective penalty from collusive behaviour (reputation + slashing).

2.2 Parameter Table

Two configurations matter: prototype and paper-default.

Parameter Prototype Paper-default Notes

Grid size N 1024 128-256 Prototype uses 1024 x 1024; proving
circuits likely use smaller N initially.

Steps Thattle 1000 128-256 Prototype uses 1000; paper treats

Cell state
Boundary
Spawn positions

Vs
Reward split

Block interval

8-bit energy
Toroidal
fixed coords

TBD (code-level)
0.75

2

0.4

0.99

0.999

60/30/10

~10 minutes

8-bit energy
Toroidal
relative to V

Protocol constant
0.75

2

0.4

0.99

0.999

60/30/10

~10 minutes

this as tunable.
Same semantics.

Same.
Prototype wuses concrete coor-
dinates; design wuses normalised
scheme.

To be filled with economic analysis.
As in original.

Same.

Same.

Same.

Same.

Same.

Target.

Table 1: Prototype vs. paper-default parameters.

Where the paper abstracts or relaxes the prototype, that is highlighted later in the author note.

3 The BitCell Protocol

3.1 Roles and Objects

e Miners: participate in tournaments, simulate CA battles, propose blocks when victorious.

Each block at height h carries:

Validators (full nodes): verify blocks, including ZK proofs for battles and contracts.

Light clients: verify headers and inclusion proofs without storing full state.

Block header (previous hash, Merkle roots, VRF output, difficulty, timestamp).



o Tournament transcript (commitments, pairings, winners, and battle proofs or commitments to
them).

o Transactions and contract calls plus their proofs.

3.2 Eligibility and Reputation-Gated Access
The set of eligible miners at height A is
Mh = {m ‘ bOIldm > Bmin A Tm > Tmin}-

Only miners in M}, can enter the tournament.
Bonds deter Sybil flooding. Trust scores T;,, are computed from EBSL (Section [5) and make
access contingent on demonstrated honest behaviour rather than simply capital.

3.3 Commitment Phase

Each eligible miner m € Mp:

1. Selects a glider pattern G, respecting protocol constraints (Section .
2. Samples a nonce n,.

3. Computes a commitment:

Crmn = H(Guy || o).
4. Signs Gy, with a ring signature over the keyset {pk, : j € Mp}.

The ring signature proves that the committer is some eligible miner without revealing exactly
which one.
Commitments and signatures are gossiped during a fixed-length window.

3.4 VRF-Based Pairing
After commitments close, a global seed is computed from the previous k blocks’ VRF outputs:
seedy, = H(VRFp_i || -+ || VRFp_1).
Every node:

1. Lists commitments (Cy,) in a canonical order.
2. Applies a deterministic Fisher—Yates shuffle keyed by seedy,.

3. Forms round-1 matches by pairing adjacent entries.

Pairings are unpredictable prior to commitment, unbiased if at least one prior VRF output is
honest, and identical for all honest nodes.



3.5 Reveal Phase

In the reveal window, each miner publishes (G, n,,) such that
H(Gp || nm) = Cha.
If a miner fails to reveal:
¢ Any opponent who did reveal advances automatically.
e The non-revealing miner accumulates negative evidence, reducing T,.
e Repeated failures can push T,, < Tyin, temporarily excluding them from future tournaments.
After this phase, each match has known patterns G4, Gp.

3.6 Cellular Automaton Battle

Each match is a deterministic CA evolution on an N x N toroidal grid.

3.6.1 State and Rule
e Grid: N x N, indices in {0,..., N — 1}2.

Each cell C stores energy s(C) € {0,...,255}.

Neighbourhood: Moore (8 surrounding cells).

Let:

o /(C) be the number of neighbours with s > 0.

o S(C) =3 sen(c), stn)>0 8(n) be total neighbour energy.

Update rule (energy-extended Life):

If s(C) > 0:

— If¢(C) <2o0r 4(C)>3: §(C)=0 (death).
— If¢(C) =2o0r 3: §(C) = s(C) (survival).

If s(C) = 0:

— If4(C) = 3: §(C) = |S(C)/3] (birth with averaged energy).
— Else: §'(C) =0.

The prototype uses N = 1024, Tyattie = 1000. The design treats these as tunable, subject to
proving costs.



3.6.2 Spawns and Territories
For each match:
e Miner A’s pattern G 4 is placed inside a spawn zone Z4.
e Miner B’s Gp is placed inside Zp.
Spawn zones and territories satisfy:
e 74, Zp are disjoint and separated by a buffer region.

o Territorial regions R4, Rp partition the grid (e.g. left vs. right halves or Voronoi regions around
spawn centres).

After Tatt1e steps, define

e If E4 > Ep: A wins.
o If Ep > FE4: B wins.

o If E4 = Ep: deterministic tie-breaker (e.g. one replay with shifted spawns).

3.7 Zero-Knowledge Battle Proofs

The winner constructs a SNARK proof mpti1e for the statement:

Given patterns G 4, Gp placed at prescribed positions, evolved under the CA rule for
Thattle Steps, the resulting energies satisfy the declared winner condition.

This is encoded as an R1CS circuit:
e Witness: compressed representation of the CA evolution and final states.
o Constraints: enforce local update rule and correct computation of F4, Ep.

e Public input: commitments to G4, G g, and the claimed winner.

Grothl6 or a similar scheme can verify mpattle in constant time. Nodes validating a block do
not re-simulate the CA; they just verify proofs.

3.8 Tournament, Block Proposal, and Verification

3.8.1 Tournament Structure

Single-elimination tournament:

e N participants = N — 1 matches.

o Rounds: [logy N1.

o Each miner plays at most one match per round and at most [logy N| matches overall.

The final winner becomes the block proposer for height h.



3.8.2 Block Construction

The block proposer:

1. Collects transactions and contract calls from the mempool.
2. Executes them locally (with proof generation for private contracts).
3. Assembles:

o Header (previous hash, Merkle roots, timestamp, VRF output, difficulty).

o Tournament transcript (pairings, winners, and battle proofs or Merkle commitment to
proofs).

o Transactions and contract proofs.

3.8.3 Fast Path vs Background Verification
To keep latency low:
Fast path (sub-second): e Check header structure.
e Verify VRF output.
e Verify tournament bracket consistency.
e Sample a small number K of random battles and verify their proofs.
e Sample a small number K of contract proofs and verify them.

If the fast path passes, the block is tentatively accepted and built upon.

Background verification (seconds to tens of seconds): « Verify all battle proofs.
e Verify all contract proofs.
e Perform full state transition and consistency checks.

If background verification later finds a fault, the block is rejected and the node reorgs to the
most-work honest chain. Malicious proposers accumulate negative evidence and possible slashing.

BitCell otherwise behaves like a Nakamoto-style longest-chain protocol with probabilistic final-
ity.
4 Game-Theoretic Analysis

This section sketches why sub-majority cartels are individually worse off attempting collusion than
playing honestly.

4.1 Setup

At block height h:

« Eligible miners M}, with |My| = N.

o Cartel C C Mp, with |C] = fN,0< f < 1/2.

o Types: “cartel member” vs. “honest” (hidden).
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e Pairings: uniform random over M} determined by VRF; in any given match, a miner knows
only their own type and that the opponent is cartel with probability f.

Each match offers marginal reward R for advancing (discounted value of increased chance to

win the tournament, plus participation reward). Let pyin, be honest per-match win probability for
a miner.

Strategies (per match):
e Honest: always play to maximise own chance of winning.

e Collude: attempt to throw matches when one believes the opponent to be cartel-aligned.

Cartel coordination requires out-of-band communication, identity revelation (partially undoing
ring anonymity), and sustained behaviour that is statistically distinguishable and thus detectable.

4.2 Expected Payoffs

For a cartel member:

Under Honest:

ug = Ppwin B
e Under a simple Collude strategy: “throw with probability ¢ when I believe opponent is cartel.”

Opponent is cartel with probability f. Assume:

o If both parties “aim” to collude successfully, the cartel’s chance to advance cartel representation
improves by factor peoora < 1.

o Detectable deviations incur an expected penalty o(q, f) over time (reputation loss, exclusion,
bond slashing).

Simplified expected payoff for collusion:
uc = [ Peoord - B — 0(q; f).
We want parameter regimes where, for any non-trivial ¢ > 0,
uc <wug forall f< f

That is, collusion does not dominate honest play for individual cartel members when the cartel
is sub-majority.

4.3 Example Regime
Take:

* Pwin = 0.5.

e R =1 (normalised).

. =03
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o Best-case cartel coordination peoorq = 1.

o Penalty function o(q, f) = 0.1q.

Then:
ug = 0.5, wuc=0.3-0.1q.

For any ¢ > O:
uc < 0.3 <0.5=ug.

Honest play strictly dominates collusion for the individual cartel member.
Appendix [A] gives a slightly more formal proposition along these lines.
The economic intuition:

o Identities are hidden and opponents are drawn uniformly; you cannot cheaply condition on
“opponent is cartel”.

e Penalties are reputation-based and compound over time, so even small collusion probabilities
accumulate real cost.

¢ Rewards from advancing are not easily shareable on-chain, so the individual does better by
chasing direct victory.

The Nash equilibrium for sub-majority coalitions is to defect from the cartel and play honestly.

5 Reputation via Evidence-Based Subjective Logic

Each miner m maintains evidence counters:
o T positive evidence (valid blocks, correct proofs, timely reveals).

o Sm: negative evidence (invalid blocks, missed reveals, cheating attempts).

Trust is:
Tm K

+a
Tm + Sm + K Tm + Sm + K

T =
with K >0and 0 < a < 1.
e New miners: ry, = sy, =0 =T, = a < Thin-

e They must earn positive evidence to become eligible.

5.1 Evidence Update and Decay

Per epoch:
T = VrPm + AT, Sm < VsSm + Asm

with 0 < v <75 < 1, e.g. v = 0.99, v, = 0.999.
This implements:

o Fast punish: negative evidence lingers.
e Slow forgive: positive evidence must be maintained.
Severe misbehaviour (proof forgery, equivocation) can force T, — 0 and add a protocol-level

suspension.
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5.2 Roles of Trust

Trust scores feed into:

o Eligibility: 7, > T, required for tournament entry.

e Reward weighting: participation rewards scaled by a function of T,,.

¢ Optional pairing bias: high-trust miners slightly more likely to face each other, dampening
the impact of low-trust identities.

Because reputation accumulates per key, splitting capital across many identities produces many

low-trust, low-income miners rather than a few high-trust, high-income identities. This counteracts
Sybil fragmentation.

6 Zero-Knowledge Smart Contracts

BitCell supports programmable contracts with optional private state.

6.1 Commitments and Nullifiers

On-chain data structures:

Commitments: C' = Commit(state,r).

Nullifier set: to mark spent notes/commitments.

Merkle root: authenticates set of commitments.

Off-chain:

Parties hold plaintext state, randomness, and keys.

Contract code is compiled into a circuit for a ZKVM.

6.2 Execution Model

To execute a contract function:

1. Caller selects pre-state commitments they control and proves knowledge of openings consistent
with the Merkle root.

2. The ZKVM runs the contract logic on the plaintext state and inputs.
3. The VM outputs:

e New commitments for updated state.

o Nullifiers for consumed commitments.
4. Caller generates a ZK proof that:
e They knew openings for the consumed commitments.

e The contract logic ran faithfully.

13



e The produced commitments and nullifiers are consistent.
Validators see only:

o New commitments.
o Nullifiers.

e The proof.

No plaintext balances or contract internals are revealed.

6.3 ZKVM and Proving System
ZKVM:

e RISC-like ISA.
e 256-bit or field-aligned word size.
e Merkle-based memory model.

e Deterministic gas accounting to constrain proof size.
Proof system:
e Initially Groth16 over BLS12-381.

e Trusted setup done via multi-party computation with publicly verifiable transcript.

o Long-term migration to a universal or transparent scheme (Plonk/Marlin/STARKS) is expected.

7 Security and Threat Model

7.1 Assumptions

e Adversary controls < 50% of eligible miner identities and stake.

Network is partially synchronous; partitions heal eventually.

Cryptographic primitives behave as assumed.

Trusted setup ceremonies have at least one honest participant.

7.2 Threat Classes

Cartel formation.
e Goal: concentrate block rewards and control chain history.
e Mitigation: anonymity, random pairing, non-shareable rewards, EBSL penalties.

o Result: sub-majority cartels are individually worse off colluding (Section 3 and Appendix .
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CA rule exploitation / pathological patterns.
e Goal: craft patterns that guarantee victory regardless of opponent.
o Mitigation: pattern constraints, whitelists, governance-based deprecation of discovered exploits.

o Trade-off: restrict pattern expressiveness enough to avoid trivial dominance while retaining rich
strategy space.

Proof forgery.
e Goal: fake battle or contract proofs.

o Mitigation: SNARK security; equivalent to breaking discrete log / pairing assumptions.

Double-spending in private state.
e Goal: spend same commitment twice.

o Mitigation: nullifier set; ZK proof must produce unique nullifiers; duplicates rejected.

Censorship and eclipse attacks.
e Goal: prevent specific transactions or blocks from propagating.

o Mitigation: diversified peer sets, network-level countermeasures; BitCell inherits standard P2P
censorship-resistance mechanics.

Governance and pattern-whitelist capture.
e Goal: manipulate allowed pattern set to favour certain actors.

o Mitigation: governance designed around active participants rather than pure token holdings;
explicit transparency on pattern changes.

Overall, BitCell behaves like a Nakamoto-style chain in terms of probabilistic finality, but with
a different work function and an explicit anti-cartel design target.
8 Implementation and Performance

8.1 CA Engine

Prototype implementation:

Grid: 1024 x 1024, 8-bit state.

Steps: 1000 per battle.

Boundary: toroidal.

Patterns: validated to obey bounding-box and growth constraints.

Optimisation avenues:

15



e Sparse representation of live cells.
e Bit-packed neighbourhood operations with SIMD.
e GPU acceleration for large grids.

For SNARK-backed proving, smaller N and Tjat1e are currently more realistic; the prototype
parameters can be treated as “maximalist” and stepped down when circuits are introduced.

8.2 Cryptography

o Hash: SHA-256.

o Signatures: ECDSA or EADSA for identity; CLSAG-style ring signatures for commitments.
o VRF: ECVRF.

e SNARK: Grothl6 over BLS12-381.

8.3 Network

e Unstructured P2P overlay with gossip.
e Compact block relay.

o Target block interval: ~ 10 minutes.

o Fast-path verification designed to keep perceived confirmation latency low; deep finality after
multiple confirmations and background verification.

Exact throughput numbers depend on:
e CA and circuit parameters.
e Hardware assumptions.
e ZKVM program complexity.

These are to be supplied from benchmarks.

9 Related Work

 Bitcoin (Nakamoto, 2008): PoW via hash targets; exhibits mining pool centralisation.
o Ethereum (Buterin, 2014 and later): smart-contract platform; PoS with validator concentration.

o Monero, Zcash: transactional privacy via ring signatures / zkSNARKs; traditional PoW con-
sensus.

o Avalanche family: repeated subsampled voting; probabilistic finality via metastable dynamics.

o Earlier “Game of Life PoW” toys: used Life or other CAs as hash puzzles; generally lacked a
full incentive and reputation model.

BitCell differs in making the CA the primary competitive game for consensus, plugging it into
a reputation system and ZK infrastructure with explicit anti-cartel intent.
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10 Conclusion

BitCell proposes a consensus mechanism where blocks emerge from cellular automaton tournaments
rather than industrial hash grinding or capital-weighted voting. Miners compete by designing better
glider patterns under deterministic rules; eligibility and rewards are governed by an evidence-based
trust framework; and both consensus and computation are anchored in zero-knowledge proofs.

The objective is not to flatter human nature but to constrain it. In BitCell, a sub-majority
cartel faces a simple fact: the individually rational strategy is to defect from the cartel and play
honestly, because coordination cannot be verified, identities cannot be trusted, and penalties for
being caught gaming the system accumulate in precisely the dimension that determines future
income—reputation.

If decentralisation is to mean anything beyond decorative language in marketing decks, it must
be enforced at the level of game theory and mathematics, not handed to committees. BitCell is
an attempt to specify such enforcement: a Conway garden in which gliders contend under public
rules, where trust is computed from evidence, and where the most selfish move available to the
miner is—to everyone’s quiet benefit—the honest one.

A Anti-Cartel Payoff Proposition (Sketch)

Proposition. Let M}, be the set of eligible miners at height h, with |My| = N. Let C C My, be a
cartel of size |C| = fN with 0 < f < f<Y/2. Assume:

1. Pairings are uniform random over M} and independent between rounds.

2. Ring signatures and VRF pairing hide identities, so that in any given match, a miner knows
only their own type and that the opponent is cartel with probability f.

3. Each match offers marginal reward R > 0 for advancing.
4. Honest per-match win probability for miner m is pyin € (0, 1).

5. Collusive strategies generate a statistically detectable deviation, inducing an expected long-term
penalty o(q, f) > cq for some ¢ > 0, where ¢ € (0,1] is the probability with which the miner
attempts to collude in matches they believe are cartel-cartel.

Then there exists f€(%1/2) such that for all f < f, any collusive strategy with ¢ > 0 yields lower
expected payoff for the individual cartel member than honest play in the per-block game.

Sketch of proof.
Write per-match expected payoff for a cartel member m under:

o Honest:
ug = Pwin R
o Collusive strategy mo: “in a match I believe is cartel-cartel, I throw with probability ¢.”

Because identities are hidden and pairing is uniform:

e Probability opponent is cartel: f.

17



e Even conditional on both being cartel and attempting to collude, the incremental benefit in
expected tournament representation for the cartel as a whole is bounded by some peoorda(f) < 1.
For sub-majority f, this improvement in global cartel success does not linearly translate to indi-
vidual payoff; at best, a cartel member’s marginal per-match benefit is bounded by fpeoord(f)R-

So we can bound individual collusive payoff by:

uc < fpcoord(f)R - U(Qa f)

By assumption, o(q, f) > cq. For any fixed ¢ > 0, choose f small enough that:

e, pcoora (N <Pwin—<
for some € > 0. Then for all f < f:
uc < fpeoord(f)R — cq < (pwin — €)R — cq.
Choose system parameters (particularly punishment intensity ¢) so that:
(Pwin — €)R — ¢q < pwinR = ug

for all ¢ > 0. This gives uc < up: honest play strictly dominates collusion for the individual cartel
member.

The conclusion is that for sub-majority cartels, in the per-block game, any strategy involving
a positive probability of collusion is individually irrational when penalties are tuned appropriately.
Over repeated blocks, reputation-based penalties amplify this effect.

A fully rigorous treatment would model the entire tournament, not just a single match, and the
repeated-game structure of reputation; the core mechanism is the same.

Author Integration Note

A. Items to Populate

o Concrete values for B, Tmin, reward splits, and chosen NV, Ti.ti1e for prototype vs. ZK-enabled
deployments.

e Performance benchmarks from the existing prototype: CA engine throughput, tournament run-
times, early SNARK constraint counts and proving times.

e ZKVM details: exact [ISA, memory model, gas schedule.

e Reputation parameters: mapping events to Ar,,, As;,, and suspension thresholds.

e Simulation results: Monte Carlo runs of honest vs. collusive tournaments under chosen ¢ and f.
o Trusted setup ceremony data: number of participants, procedure, audits.

e Figures: tournament flow, CA grid and territories, reputation evolution examples.
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B. Changes vs Original Spec

Relative to the original prototype-oriented spec:

o Parameters N and Tjatt1e are now explicit and tunable; the prototype’s 1024 x 1000 configuration
is treated as one point in that space.

o Anti-cartel claims are now tied to explicit payoff functions and an appendix proposition, rather
than purely prose.

« Notation and parameters are centralised; the text is structured for easier mapping between spec
and implementation.

e The ZK story distinguishes between design target and early feasible deployments, acknowledging
that prototype parameters are proving-hostile.

o Verification pipeline retains the original fast-path/background split but leaves concrete timing
figures to benchmarks.

o The threat model is broadened slightly (censorship, governance capture) to match standard
security review expectations.
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Contact, License, Status

e GitHub: https://github.com/Steake/BitCell
e Email: security@bitcell.work

o Telegram: https://t.me/cve_steake

License: MIT/Apache-2.0.
Status: Pre-audit alpha. Do not use in production.
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