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2022 Global Cybersecurity Workforce Gap

3,432,476

+26.2% YoY
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02. =M-[ S XIS 3t +LZ: Step Function

Step Function 2| 1=

Start
Lambda; Invoke
” & RunEdrToElasticsearch
~ I T
Y
Lambda: Invoke \
RunAnalysisProducer
// N C:|'.:.-u1:
4 N
Choice state \
| CheckProducerResult

—

2 TaskZResult. Payload.statusCode is not |
.

¥
Map stale
e

RunAnalysisConsumeriap

{} Item source: JSON Payload I

__/’

(1% HE xa|)

4

Lambda: Invoke
RunAnalysisConsumer

Catch #1 |
v
T

I
|I
Fail state
[ [ ® IterationFailed ‘
1
\““‘x_h //

‘_,_-'-'"

 J —_—

| Lambda: Invoke ]
RunGroupingLambda | /.

Ea] Auto Retry L =
~~ ' &ErrorCatch / +— —
Lambda: Invoke
SendSlackAlert
k. L
Fail state Succeed stale
. ® FailWarkflow @ NoDataSucceed
A ! —

Ingestion

h
S
O

Scheduling

III'IIl 1

Analysis

oy

Grouping

EDR API
— S3/ES X &

Al 7HE EAM
(2t or HA
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EDR Collector(ingestion)

. “

JZHAFSE EDR Threat APl =
—>XBA&*|1_-|L O|HIEDt 2~

I\

EDRG[O|H =& &
Lambda

N

)

) |

1o = 1—

s30| A= M

(=2 HA
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Analysis Producer(Scheduling)

- (]

JSON

Source Index
TN sZE 23

[
{"UniquelD": "A-101", "Index": ".." },
{ "UniquelD™: "B-205", "Index": "..." },
{ "UniquelD™: "C-309", "Index": "..." }
]

I\

S— olo] X2/l 24 17

N

— Cost Efficiency

Dest Index
o|0| EM 2dZ=I 27

(L T
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Analysis Consumer(Al Analysis): =t 7|t L

s

Max Concurrency. 40
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Analysis Consumer(Al Analysis): =2 7|t THCE

Main Event

(0fl: PowerShell Ai%H)

s

Max Concurrency. 40
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Analysis Consumer(Al Analysis): =2 7|t THCE

Main Event

(0fl: PowerShell Ai%H)

s

Max Concurrency. 40
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Analysis Consumer(Al Analysis): =2 7|

Pre-Context(Syslog)
(0: 2391, I CIRZEE)

Main Event

(0d]: PowerShell A!3H)

+60=
&A\E

x Post-Context(Syslog)
W, (0f: 2/ 2 A Al)

Max Concurrency. 40

H} IO}
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Analysis Consumer(Al Analysis): =t 7|t L

Pre-Context(Syslog)
(of: 210l, Y CHREE)

-602E

Main Event

(0d]: PowerShell A!3H)

+60=
&&1

x Post-Context(Syslog)
W, (0f: 2/ 2 A Al)

Max Concurrency. 40
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Analysis Consumer (Al Analysis): E2 = gkat M=t

Context Noise Reduction Devil’s Advocate Override Rule
The AE| H S SEHRS SR MO oL Al X H 7 S Dol =d J[RIE7F &K=
S HfA EH2tE, A7t AAR Hi2 M OtMOZ HE2EE| AR
Process, Network, File, 2 M7t HA d2{QlX] T(Confidence)S 0
Registry 4CH 24l O[HIE MES AN flgae 25 &K
X|=

HS
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Analysis Consumer(Al Analysis)

ai_analysis

ai_analysis
ai_analysis
ai_analysis

ai_analysis

ai_analysis.

ai_analysis.

.analysis_summary

.analyzed_at
.confidence
.context_events_count

.counter_evidence

reason

result

>

oM A E AR ZE M2 (C:\Users\Public\splunkd.exe "-group red")t|/ & ZE PowerShell(ExecutionPolicy Bypass)0| &% =
~E(EE 5985)Z WinRM Invoke-CommandE & #HSHSLICH. 22 MIE WM AMSID} E&HEH mea|~ A3 0| E2F PowerShellO| = E|X
E OIE|HE 5 PowerShell 21 ZCIH d2/4Hcles SE0| 2050, A3 E Jgte] HE2 W 482 220 BX2/940 20 Jisd2
AIAFEELICH. 5985 XE=ZR2| BIEH2 HE M= 40| ZEEZAE0/02ts 3 44 /=F 0/=(lateral movement) J|H2 SEELCEH

Dec 3, 2025 @ 688:82:38.294
83

28

22| AL ZLEE =PIt MUE 42 fd PowerShell RemotingE YZHCER AME(EZTEZ=AE EE)SID ExecutionPolicyE BypassZE &
el 2RI USLUCH. __PSScriptPolicyTestx IS 2545 PowerShell A MESE2 == 2USLICH. Splunk SAF GO EI} 2328
Ed Yge 4¥E = J2i, "group red"= WR St¥E =5 SIsSUC. Temp ZZUHAME BAE CGEc/490IL0 AHE S g2 4
= 2ES(R EUSLICH

oH2kAF H| S HEO| 42| (Users\Public LH splunkd.exe)Jt ExecutionPolicy BypassZ PowerShellE &/ #5i(H{ WinRME S 22 E=AE
ooz A AdE e, I]H AMSI WEc|~ A3 PowerShell =2 23 2plAE WE 20| S ASLICH. 0l ZYHA
ol 2R = H2IOF As 248 Yol Sm Y LotL(E4A &3 2AR) AEYLIC.

malicious
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Grouping Lambda(RAG Grouping)

Step 1: Embedding & Search

= 8 Q &

LLM Summary VVector Embedding Vector Search Result

o o ° ¢
O|HIE 28 “BH &2 AWS Bedrock Titan OpenSearch0i| A o sl el 5575t 500 215
Qorz“oz O 2 HIE| 3} FAFSE 2tH AR|(k-NN) o Z=x1: 52 case ID 204 3 &t
e Adaptive Threshold (H2¥ A2} &

(IP, ID & =0|= X|7) - 74 AH

ai_group_id: 163 ticket_vector: -0.085190053, 0.00272339, 0.1
52577, 0.041076355, 0.090478994, -0.05911664T7, 0.07660185, -0.
472525, -0.00001517813, 0.011240489, 0.061614532, 0.07160608,
0.06688785, 0.019824175, -0.0034172474, -0.03608058, 0.0688306
-0.020954492, 0.819150462, ©0.04995773, ©0.033860236, 0.05079036

batch classifiy events()
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Grouping Lambda(RAG Grouping)

Step 2: Context Injection

.
Context Injection \v Query
..—..—..—..—..> um —
Reference Context Contextual Alignment Target Events
FAET S E 1A S5 WA AL 7[Ee = AZHEM7E FI5 Q! *H B X

ALI2[o] HA| AIRA 25 X O|HIEZS x| 2T ZH| 2tZ I oM O|HIE 22
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Grouping Lambda(RAG Grouping)

Step 3: Generative Grouping

system_prompt.txt

[Goall
Target EventsZ Reference Story(2t Alll) &

[Grouping Criteria (MUST)]

1. Time Proximity: &2 THA|(Step 1—2) 7t H&EHQITF?
2. Host Match: S SAEQ| A HMEHE=T1?

3. Context Chain: Reference?| &=A{2t 20| YX|5H=71?

[Negative Rules (Exception)]
B7|7Lt s QALEDH =2 AL — "Separate Ticket" (EH5 E|Z)
de’

SE0| Z
DA S22 23St O|HIE — "Exclude” (H|Ql/22])

oroup events by context()
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Grouping Lambda(RAG Grouping)

t ai_analysis.analysis_summary

ai_analysis.analyzed_at
# ai_analysis.confidence
# al_analysis.context_events_count

t ai_analysis.counter_evidence

t ai_analysis .reason

t ai_analysis.result
# ai_analysis.result_code
# ai_group_id

ai_grouped_at

oroup events by context()

splunkd.exe?} C:\Users\PublicO|A "-server http://192.168.185.143:8888 -group red" 2 AIS AIEdH 2 I D, CHEE AMER
HI=2=xE EE 88880 OtEHIEE HTTP HZE2 ="#MSLICH. 0] 2=, TEES WY, AMESA JALEEE 2 Splunk PARAFMH= 01dH
0, WS ZXLE2 C2 HIEE =gdld=s AEE HOIEEEZE A AEILICEH.

E

Dec 4, 2825 @ 687:83:20.166

88

28

- 192.168.1085.143:88882 H|EE EZEE AME6l= W 74 Splunk HEC(HTTP Event Collector)Lt Z2|&E AEEHAEY = 2E.

- €2 ZIEZ AEA FHAEAN 2iES ZRHOQU HA2E =FE HEESHIE §5HH, "group red” S0t WS TEHOIEEEZE = 9

0o

- EH 60 ZHE UM QiAHE 22 ZZ2H A DD, 05 #F(TiWorker, TrustedInstaller)T FASZ B0|H, 0= ESHE =2
HEE AMASHA = @S,

el 28 olar &= (1) splunkd.exelt Program Files2t Ot C:\Users\PublicO| 2/AI&f S0 Windows AMH|=Z AL R G=,; (2)
HWBE= ZW(-server, -group red)d} Splunk2| YA ALm3D LXGIA %2, (3) HIEFE ZE 88882 HTTPZ HZ; (4) LocalSyste
m/Splunk AUl H A0l 0Ot DESKTOP-PJUQHNC\SechyeonKang AtEA} ZEIAEA &8, 0|2 SEEHHE FAZ2 22 o= =
Z2HA HE 2 cz/U0ME Y JbsHo SUd.

malicious

171

Dec 4, 2825 @ 87:04:27.471
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Slack Alert & Reliability

API Lambda Alert Bot
2 Lambda Log Alert

s Group:

e Stream:

[ERROR] 2025-10-09T04:00:37.001Z 5e92fd90-1df7-4bce-8013-c@fcasf852be DAL ®el B 02l 2
Traceback (most recent call last):
File "/opt/python/lib/python3.12/site-packages/urllib3/connection.py”, line 198, in _new_conn
sock = connection.create_connection(
File "/opt/python/lib/python3.12/site-packages/urllib3/util/connection.py”, line 85, in create connection
raise err

Retry 32| £ Catch
File "/opt/python/lib/python3.12/site-packages/urllib3/util/connection.py”, line 73, in create_connection

Step funCtiOn AEI-CEI;I % SlaCk OEI-EI&! II_% . sock.connect(sa) | .
HFA TimeoutError: [Errno 118] Connection timed out
Off 2 24 Lambda
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=2

CTI(reasons by source):

- VT:

VT_hash: malicious=64
VT_hash: suspicious=0
VT_hash: total=76

VT _ip(3.33.130.

AbuseIPDB:

AbuseIPDB(3.
AbuseIPDB(3.
AbuseIPDB(3.
AbuseIPDB(3.
AbuseIPDB(3.
KISA: (none)
SecurityTrails:

33.
33.
33.
33.
33.

2|% CTI =3

190

130
130
130
130
130

ST

): malicious=1 total=95

.190): reports=19

.190): distinctSources=14

.190): confidence=27

.190): lastReportedAt=2025-11-30T14:03:44+00:00
.190): minutesSincelast=4749

_core(mojobiden.com): A=15.197.148.33(Amazon.com, Inc.),
.33.130.190(Amazon.com, Inc.) | NS=ns@4.domaincontrol.com(GoDaddy),

ns@3.domaincontrol.com(GoDaddy) | MX=-

- — host.io: host.io(mojobiden.com): ok status=200, title=, links=[]

OHIE] SESt= iAIIP-EHUE 22 CTIM XAS22 Z3siF= THAYLICH

- VirusTotal, AbuselPDB, SecurityTrails, host.io0llA 2}4 0{8 /= =3
- 23 O|o|E|: O|HIEof ZEHE siAl, IP, =02l S 10C
- £3 H|0|E: CTI ZA Zx}

Flow Guide

2% CTI =8|
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AG 7|4t O[HIE JZT(QINHES}) |-, r==| LLM%ZE
' I
' 1
' 1
[ 1
[ 1
i 3 1
[ 1
[ 1
“ = | Risk Score 7|t -
— RiskCalc: Likelihood = *ML ( ) + K ( ) — » AssetCrit =
* ( ) + * ( ) — ; Impact = * ( ) +

* | ) —> 51; Risk = *Likelihood + xImpact —> 64;
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3
212 CTI =3l
2
LLMScenario: At 2 X} SE2E ECOM 4
’ ]
LLMAction: medium Score=
LLMDecision: Likelihood=78, Impact=51, Action=
LLMTactics: Execution, Defense Evasion, Command and Control
3

Risk Score 7|t
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Chs
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HAE N R H|0|5X -8

. 29 GPT-5
. GJO|E{Al 2 M: = 1007 (24 504, MAF502H)
- 2+M: Atomic Red Team & MITRE ATT&CK 7|8t 22| SA A|LtE|L 2T

o Ak AN W ElO] UAHOI 6 20 U AIAH BE
O
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04 AI7|HIAY/ES ERDE d

DE IS

CHA| HME 7| (Technique) XAt MEtE (Normal) oM ™St (Malicious) HlZ
Step 1 Logprobs & H|Ak 30.70% 98.30% D5 QE ErAY
Step 2 Self-Evaluation ¥ TEIXDE x|X3} 89.00% 93.10% QE 27| X JHM
Step 3 =2|™ HZ 23} (Devil’s Advocate) 88.30% 94.80% meh =2 238
Step 4 Syslog HI0|Ef %7} 2 Context Filtering 96.80% 98.30% A M Skt 27E
Step 5 %15 %153} (Domain Knowledge F2) 98.00% 100% & 2 (0|8 o)
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S8/t &d

X| E(Metric) M =2=(Score) H| 2
Accuracy 99% MAEel 27 Mt
Precision 98.04% QEHH[E Mo &
Recall 100% 33 Ex| MZE(0[E 07)
F1-Score 99.01% g ds XH

True Positive Rate

EDR Threat Classification ROC Analysis

1.0 1

0.8 1

S
o

=
'S
.

0.2 1

0.0 £

ROC Curve (AUC = 0.9831)

[ROC Curve]

0.2 0.4 0.6 0.8

False Positive Rate

1.0
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Al=14|0]4d

. HIO|E{Al: = 1007 (Defense Evasion, Persistence, C&C S =2 54 7|H & &)
. A= An}:
o & 62712 AN A AIHS 637l D52 25
X|E (Metric) M~ (Score) ojo| & sl

: HEX|QE Al Z22te] LXK T (1.0 BHY). REre ol
ARI (Adjusted Rand Index) 0.9889 otsiof| JHIHS AX|QI
: otLtel Al 28 LHof| CHE /2l 30| 40 S0{Zt Z271 0%
EXIM/A
Homogeneity (SEM/&+%) 1 (QE. =71 gie)
StLtel &M ArAS otLtel 2ZC 2 2HS| |A=X| Bt 149| 0]
b A . =T
Completeness (2tFA) 0.9966 NIzt 23H(Split) 2O 1.0 0/
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HEX S0l =x= EDRZ1 414

A A (True Cases)= 1972 I EC 2 EE

. OlO|E{Al: &X| 2t S Z (Trojan, Ransomware S
. A= AN}
- & 18712 X =
X|E (Metric) A% (Score)

ARI (Adjusted Rand Index) 0.9101 M Al I8 207 iR 52 ZECE LA
Homogeneity (=) 1 Al=20|d HIAES OE7LX| 2 dZ0| CHE AR40| A Q! AbE[ZH 0L,
Completeness (2tTM) 0.9616 th 1219 34 SE0| #2 AlEl(Under-grouping) 2 QI8 U2 F 4= 5t
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