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Using the CloudStack API

For information about how the APIs work, and tips on how to use them, see the Developer's Guide.

All APlIs
Commands available through the developer API URL and the integration APl URL.

(A) implies that the command is asynchronous.
(D) implies that the command is deprecated.
(*) implies element has a child.

Tungsten Network Virtual Machine Load Balancer

B addTungstenFabricNetworkGatewayToLogic#RaddésloboDnsHost (A) B addNicToVirtualMachine (A) B addNetscalerLoadBalancer (A)

B ypdateTungstenFabricLBHealthMonitor

________ ®

Volume Project AutoScale Zone

B assignVolume B activateProject (A) B createAutoScalePolicy (A) B addVmwareDc

= attachVolume (A) " addAccountToProject(A) " createAutoScaleVmGroup (A) " createlpvdSubnetForZone (A)
® changeOfferingForVolume (A) = addUserToProject(A) " createAutoScaleVmProfie (A) = createZone
= checkVolume (A) " createProject(d) ® createCondiion (A) " dedicatelpv4SubnetForZone (A)
= createVolume (A) " createProjectRole " createCounter(A) " dedicateZone (A)
= deleteVolume " createProjectRolePermission " deleteAutoScalePolicy (A) = deletelpvdSubnetForZone (A)
= destroyVolume (A) " deleteAccountFromProject (A) " deleteAutoScaleVmGroup (A) " deletezone
= detachVolume (A) " deleteProject(A) " deleteAutoScaleVmProfile (A) = disableHAForZone (A)
= oxtractVolume (A) = deleteProjectinvitation (A) " deleteCondion () ® cnableHAForZone (A)
= getPathForvoume " deleteProjectRole " deleteCounter (A) " listDedicatedZones
= getUploadParamsForvolume " deleteProjectRolePermission " disableAutoScaleVmGroup (A) ® listipv4SubnetsForZone
= getVolumeiScsiName " deleteUserFromProject (A) " cnableAutoScaleVmGroup (A) ® jistvmwareDoVms
= importVolume (A) " listProjectAccounts " listAutoScalePolicies " listmwareDes
= jistVolumes " jistProjectinvitations " listAutoScaleVmGroups " listzones
= jistVolumesForlmport " jistProjectRolePermissions " listAutoScaleVmProfles " releaseDedicatedZone (A)
® jistVolumesUsageHistory " listProjectRoles " listCondions " releaselpvdSubnetForZone (A)
= migrateVolume (A) " jistProjects " lstCounters " removeVmwareDc
= recovervolume = suspendProject(d) " updateAutoScalePolicy (A) = UpdatelpvdSubnetForZone (A)
® resizeVolume (A) " updateProject(d) " updateAutoScaleVmGroup (A) ® updateVmwareDe
= restoreVolumeFromBackupAndAttachToVM ® updateProjectinvitation (A) " updateAutoScaleVmProfile (A) = updatezone
........ B . W updateProjectRole W updateCondition (A)
g e " UpdateProjectRolePermission

® updateVolume (A) T

VPN Image Store Host Firewall

® addVpnUser (A) ® addlmageStore ® addHost ® createEgressFirewallRule (A)

® createRemoteAccessVpn (A) " addimageStoreS3 " cancelHostAsDegraded (A) " createFirewallRule (A)
® createVpnConnection (A) " addSecondaryStorage " cancelHostMaintenance (A) " createlpv6FirewalRule (A)
= createVpnCustomerGateway (A) = agdswit = configureHAForHost () = createPortForwardingRule (A)
= createVpnGateway (A) " createSecondaryStagingStore " declareHostAsDegraded (A) " createRoutingFirewallRule (A)
= deleteRemoteAccessVpn (A) " createSecondaryStorageSelector " deleteHost " deleteEgressFirewallRule (A)
= deleteVpnConnection (A) " deletelmageStore = disableHAForHost () " deleteFirewallRule (A)
= deleteVpnCustomerGateway (A) " deleteSecondaryStagingStore " cnableHAForHost (A) " deletelpvéFirewallRule (A)
= deleteVpnGateway (A) " downloadimageStoreObject (A) ® findHostsForMigration " deletePortForwardingRule (A)
= listRemoteAccessVpns = listimageStoreObjects ® listDedicatedHosts = deleteRoutingFirewallRule (A)
= jistvpnConnections " jstimageStores " jistHostHAProviders " jistEgressFirewallRules
= jistVpnCustomerGateways " jistSecondaryStagingStores ® listHostHAResources " listFirewalRules
= jistvpnGateways " jstSecondaryStorageSelectors ® listHostTags " listipveFirewallRules
= jistvpnUsers " istswits 00 " jistHosts " listPortForwardingRules
= removeVpnUser () = migrateResourceToAnotherSecondaryStorag prepareHostForMaintenance (A) " jistRoutingFirewallRules
® resefvpnComnection (A) 0 S " reconnectHost(A) = UpdateEgressFirewalRule (A)
® |pdateRemoteAccessVpn (A) - -MigrateSecondanyStoragelala (. " releaseHostReservation (A) " UpdateFirewalRule (A)
= UpdateVpnConnection (A) " [emovesecondanyStorageselector " startRolingMaintenance (A) " updatelpvéFirewallRule (A)
= UpdateVpnCustomerGateway (A) - i ook e = ypdateHost = UpdatePortForwardingRule (A)
= |pdateVpnGateway (A) - ol " UpdateHostPassword " UpdateRoutingFirewallRule (A)

Configuration Backup and User Quota

Recovery
B addLdapConfiguration B createUser B quotaBalance
...................................................................................................... - _
B deleteCniConfiguraton .. addBackupRep03|tory ......................................... B deleteUser B quotaConfigureEmail
...................................................................................................... -
® deleteLdapConfiguraton .. createBackup(A) .................................................... B disableUser (A) B quotaCredits
...................................................................................................... -
® getApiLimt . ?.'.'??.t.??.?..9599%9??5’.9!? ...................................... ® enableUser B quotaCreditsList
...................................................................................................... -
B getHypervisorGuestOsNames (A) ... createVMFromBackup(A) ............................... B getUser B quotaEmailTemplateList
...................................................................................................... -
B [|istCapabilites . deIeteBackup(A) .................................................... B getUserKeys B quotaEmailTemplateUpdate
...................................................................................................... - _
B |istCniConfiguraton . q?.!?E??ﬁ?.‘fﬂ??ﬁ?[’ﬂg .......................................... ® importLdapUsers ® quotalsEnabled
...................................................................................................... - ,
B JistConfigurationGroups .. deIeteBackupReposﬂory ................................... B |istLdapUsers B quotaPresetVariablesList
...................................................................................................... -
® [|istConfiguratons . deIeteBackupScheduIe ...................................... B |istUserTwoFactorAuthenticatorProviders ® quotaStatement
...................................................................................................... - ,
B |istDeploymentPlanners .. |mportBackupOffer|ng(A) ................................ B |istUsers ® quotaSummary
...................................................................................................... - :
B JistHypervisorCapabilittes ... IlstBackupOfferlngs ............................................... B |ockUser B quotaTariffCreate
...................................................................................................... - _ _
® |istHypervisors . l..'?F.??EWE!?.r.(.)..\./..'.(.j..?f?ﬁ?.r.'..r.‘.gf ........................... ® moveUser B quotaTariffDelete
...................................................................................................... - ,
B |istLdapConfigurations .. '.!?F???.‘.‘HF.’EI?.‘.’..‘.‘?.'.‘?I? .............................................. B registerUserKeys B quotaTariffList
...................................................................................................... - S
B quotaListEmailConfiguraton ... IlstBackupRep03|tor|es ....................................... B setupUserTwoFactorAuthentication B quotaTariffUpdate
...................................................................................................... -
B registerCniConfiguraton .. IlstBackupScheduIe .............................................. ® updateUser ® quotaUpdate
...................................................................................................... -
® resetApiLimt . IlstBackups ................................................................... B validateUserTwoFactorAuthenticationCode ® quotaValidateActivationRule
...................................................................................................... -
® resetConfiguraton . restoreBackup(A) .................................................. B verifyOAuthCodeAndGetUser
B ypdateConfiguration 'updateBackupOfferlng ........................................
...................................................................................................... - ,
® updateHypervisorCapabilites .. 9.99???.?99.‘599B?R??.'.F?':Y .................................
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" ® updateBackupSchedule
Storage Pool Kubernetes Service GPU VPC
B cancelStorageMaintenance (A) B addKubernetesSupportedVersion B createGpuCard B createPrivateGateway (A)
® changeStoragePoolScope (A) ® addNodesToKubernetesCluster (A) ® createGpuDevice B createStaticRoute (A)
B createStoragePool B createKubernetesCluster (A) B createVgpuProfile B createVPC (A)
B deleteStoragePool B deleteKubernetesCluster (A) B deleteGpuCard B deletePrivateGateway (A)
® enableStorageMaintenance (A) B deleteKubernetesSupportedVersion ® deleteGpuDevice B deleteStaticRoute (A)
...................................................................................................... A
B findStoragePoolsForMigraton ( ----- ) --------------------------------------------------------------------------------------- B deleteVgpuProfile B deleteVPC (A)
""""""""""""""""""""""""""""""""""""""""""""""""""""""" B getKubernetesClusterConfi
B JistAffectedVmsForStorageScopeChange - e, e I— B discoverGpuDevices B |istPrivateGateways
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" B getUploadParamsForKubernetesSupportedVersjopy = = e
B [|istStoragePoolObjects e et PP 9ﬁ,s’&;puCards B |istStaticRoutes
""""""""""""""""""""""""""""""""""""""""""""""""""""""" B listkubernetesClusters
B [istStoragePools s B [|istGpuDevices B |istVPCs
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" ® listkubernetesSupportedVersions
B |istStoragePoolsMetrics e S ot B JistVgpuProfiles ® migrateVPC (A)
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" ® removeNodesFromKubernetesCluster
B listStorageProviders (A) manageGpuDevice ® restartVPC (A)
" istStorageTags e " scaleKubemetesCluster A) » unmanageGpuDevice o . % UPOAOVPC (A) o
= SyncStoragePool (A) . " startkubernetesCluster (A) = UpdateGpuCard .
" UpdateStorageCapabilies " stopKubernetesCluster (A) " UpdateGpuDevice .
=.UpdateStoragePool ... " updateKubernetesSupportedVersion =.UpdateVgpuProfile .

=..UpgradeKubernetesCluster (A)
Template Snapshot Shared FileSystem Guest OS
® copyTemplate (A) B archiveSnapshot (A) B changeSharedFileSystemDiskOffering B addGuestOs (A)
............................................................................................................................................................................................................ I\
B createTemplate (A) ® copySnapshot(A) e ( ----- ) --------------------------------------------------------------------------------------- B addGuestOsMapping (A)
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" B changeSharedFileSystemServiceOffering o o
B deleteTemplate (A) B createSnapshot (A) (A) g y 9 m addOsCategory
» oxtractlemplate (A) " CreateSnapshotPolicy " createSharedFileSystem (A) " JoleteOsCategory
=.getUploadParamsForTemplate =~ n . deletesSnapshot (A) | ® destroySharedFileSystem (A) = lstGuestOsMapping o
B |istTemplatePermissions B deleteSnapshotPolicies 'expungeShareaneSystem(A) """""""""" B |istOsCategories
2 ISHTMpIates " SXUBCISNAPSNOt(A) = iistSharedFileSystemProviders % JSOSTYDES e
" PrepareTemplate e " getvolumeSnapshotDetails " iistSharedFileSystems % TeMOVEGUESIOS (A)
= fegisterfemplate o " listSnapshotPolicies " recoverSharedFileSystem " removeGuestOsMapping (A)
" UpdateTemplate S SESNApSNOLS " restartSharedFileSystem (A) = UpdateGuestOs (A) o
= UpdateTemplatePermissions 5. TevertSnapsnot (A) ® startSharedFileSystem (A) =, UpdateGuestOsMapping (A)
= .UpgradeRouterTemplate . n.UpdateSnapshotPolicy (A) . " stopSharedFileSystem (A) =.UpdateOsCategory

Cluster Account Role ISO
® addCluster ® createAccount B createRole B attachlso (A)
"""" createRolePermission W copylso(A)
"""" deleteRole ™ deletelso(d)
"""" deleteRolePermission ~ ® detachlso(A)
"""" disableRole W eaciso(d)
"""" enableRole W getUploadParamsForlso
"""" mportRole W lstisoPermissions
"""" istRolePermissions ~~~~ ® listises
"""" istRoles W regstelso
"""" updateRole = ipdatelso
® updateRolePermission W updatelsoPermissions
System VM Router
changeServiceForSystemVm ® changeServiceForRouter
"""" destroySystemVm (A) ~ ® configureVirtualRouterElement (A)
"""" istSystemVms W createVirtualRouterElement (A)
"""" iistSystemVmsUsageHistory W destroyRouter (A)
"""" migrateSystemVm (A) W gefRouterHealthCheckResults
"""" patchSystemVm (A) W listRouters
"""" rebootSystemVm (A) W [stVintualRouterElements
"""" scaleSystemVm (A) W rebootRouter (A)
"""" startSystemVm (A) W staRouter(A)
® stopSystemVm () W siopRouter(n)
Pod Network ACL Certificate Baremetal
B createNetworkACL (A) B jssueCertificate (A) ® addBaremetalDhcp (A)
® createNetworkACLList (A) " stCAProviders " addBaremetalHost
® geleteNetworkACL (A) " jstCaCertifcate " addBaremetalPxeKickStartServer (A)
® geleteNetworkACLList () ® jistTemplateDirectDownloadCertificates ™ addBaremetalPxePingServer (A)
® jistNetworkACLLists " provisionCertificate () " addBaremetalRot (A)
= jistNetworkACLs " provisionTemplateDirectDownloadCertificate® deleteBaremetalRet (A)
= moveNetworkAclltem () " revokeCertificate (A) " jstBaremetalDhcp
= replaceNetworkACLList (A) = revokeTemplateDirectDownloadCertificate W listBaremetalPxeServers
® |pdateNetworkACLltem (A) " UploadCustomCertificate (A) " jistBaremetalRct
= UpdateNetworkACLList () = UploadTemplateDirectDownloadCertificate ™ notifyBaremetalProvisionDone (A)
® updatePodManagementNetworklpRange
________ B
Out-of-band Management Server VLAN Security Group
Management
B cancelMaintenance B createVlanlpRange B authorizeSecurityGroupEgress (A)
" (ayrecouormandianagemeniPassuord w cancelshutdown % dedicateGuestVianRange @ authorizeSecuriyGroupingress (A)
= configureOutOfBandManagement " listManagementServers . " deleteVianlpRange .. " createSecurityGroup ..
" gisableOutOfBandManagementForCluster ...iStManagementServersMetrics % JistDedicatedGuestVianRanges n . deleteSecurityGroup
________ A ® prepareForMaintenance " |istGuestVlans " |istSecurityGroups
" disableOuOBandanagementForHost @ prepareForshudown - IsWenlpRanges R revokeSecurtyGroupEgress (A)
------------------------------------------------------------------------------------------------------ ® readyForShutdown B releaseDedicatedGuestVlanRange (A) B revokeSecurityGrouplngress (A)
B disableOutOfBandManagemEntE OrZone o R
(A) ® removeManagementServer ® ypdateVlanlpRange B updateSecurityGroup
'i"";(%6i’é’éﬁé&ééﬁéM;H;;’e"}Héﬁt"#é;}"c':'iﬁ"ster ® triggerShutdown
= enableOutOfBandManagementForHost
(A)
= enableOutOfBandManagementForZone
(A)
= issueOutOfBandManagementPowerAction
________ ®
Domain BGP Peer Address
® createDomain ® changeBgpPeersForNetwork (A) ® acquirePodlpAddress
® changeBgpPeersForvpc (A) " associatelpAddress (A)
= createBgpPeer (A) " gisassociatelpAddress (A)
= dedicateBgpPeer (A) = listPubliclpAddresses
= deleteBgpPeer (A) " rcleaselpAddress
= jistBgpPeers " releasePodipAddress
= releaseBgpPeer (A) = reservelpAddress
® updateBgpPeerA) W updatelpAddress (A)
Webhook Metrics Virtual Network UCS
Functions
B createWebhook B |istClustersMetrics ® addUcsManager
= geleteWebhook " jistDbMetics " deletevnflemplate (A) o = associateUcsProfileToBlade (A)
® deleteWebhookDelivery " jistHostsMetrics . " deployvniAppliance (A) .. " deleteUcsManager
® oxecuteWebhookDelivery " listinfrastructure " fistvnfAppliances " jistUcsBlades
= jistWebhookDeliveries " jistUsageServerMetrics n JistvnfTemplates o " jistUcsManagers
= jistWebhooks " jstVolumesMetrics " regstervnffemplate ... " listUcsProfles
= |pdateWebhook " jistZonesMetrics " updatevnflemplate o
Internal LB External Device Palo Alto NAT
B configurelnternalLoadBalancerElement ® addCiscoAsa1000vResource B addPaloAltoFirewall (A) B createlpForwardingRule (A)
........ B, ® addCiscoVnmcResource ™ configurePaloAltoFirewall (A) W deletelpForwardingRule (A)
" geacamal oA Eonen Lt oonResoucs % ceeePaonorvenal () = asecmenat )
B |istinternalLoadBalancerElements B deleteCiscoVnmcResource B [|istPaloAltoFirewallNetworks B enableStaticNat
S a TerCiosaneai00ovResamess T  PamaloRrewals T o
= startinternalloadBalancerVM (A) " listCiscovnmeResources
= stopinternalLoadBalancerVM (A)
Alert Affinity Group VPC Offering VM Snapshot
B archiveAlerts B createAffinityGroup (A) B createVPCOffering (A) B createSnapshotFromVMSnapshot (A)
® geleteAffinityGroup (A) " deleteVPCOffering (A)
® jistAffinityGroupTypes " jistvPCOfferings
= jistAffinityGroups " UpdateVPCOffering (A)

VM Group User Data Usage Service Offering
B createlnstanceGroup B deleteUserData B generateUsageRecords B createServiceOffering
B deletelnstanceGroup B JinkUserDataToTemplate B JistUsageRecords B deleteServiceOffering
B JistinstanceGroups B lJistUserData B listUsageTypes B listServiceOfferings
B ypdatelnstanceGroup B registerUserData B removeRawUsageRecords B updateServiceOffering
SSH KeyPair Resource Metadata Region OAuth
® createSSHKeyPair B addResourceDetail (A) ® addRegion B deleteOauthProvider
B deleteSSHKeyPair B |istDetailOptions B JistRegions B JistOauthProvider
B |istSSHKeyPairs B |istResourceDetails ® removeRegion B registerOauthProvider
B registerSSHKeyPair ® removeResourceDetail (A) ® uypdateRegion B updateOauthProvider
Nicira NVP Network Offering Netscaler NIC
B addNiciraNvpDevice (A) B createNetworkOffering B deleteNetscalerControlCenter B addlpToNic (A)
B deleteNiciraNvpDevice (A) B deleteNetworkOffering B JistNetscalerControlCenter B JistNics
® JistNiciraNvpDeviceNetworks B JistNetworkOfferings ® registerNetscalerControlCenter (A) ® removelpFromNic (A)
B [istNiciraNvpDevices B updateNetworkOffering B registerNetscalerServicePackage B updateVmNiclp (A)
GUI Theme Event Disk Offering Cisco Nexus VSM
® createGuiTheme ® archiveEvents B createDiskOffering B deleteCiscoNexusVSM (A)
B JistGuiThemes B deleteEvents B deleteDiskOffering B disableCiscoNexusVSM (A)
® removeGuiTheme B JistEventTypes B JistDiskOfferings B enableCiscoNexusVSM (A)
B ypdateGuiTheme B JistEvents B updateDiskOffering B |istCiscoNexusVSMs
Brocade VCS Annotations vSphere Storage SolidFire
Policies

B addBrocadeVcsDevice (A) B addAnnotation B getSolidFireAccountld
............................................................................................................................................................................................................ . .
B deleteBrocadeVcsDevice (A) ® |istAnnotatons . !T_P__c_)_!‘_@}_/_ﬁp_l_'_\_g_l_'_gﬁ?_r_g_g__ef_?_l_!g!g_s" .................... B getSolidFireVolumeAccessGrouplds
............................................................................................................................................................................................................ . L
B |istBrocadeVcsDeviceNetworks ® removeAnnotaton . IlstVsphereStoragePoI|C|es ............................. B getSolidFireVolumeSize
............................................................................................................................................................................................................ - _ _
B |istBrocadeVcsDevices ® updateAnnotationVisibility ... I..'?FY.?Rh?.r.?q?@.gﬁﬁg!.'fxg?TP.?.F.'.I?.IE??OIS
SSL Certificates Resource Tags Resource Limit Resource Icon
® deleteSsICert ® createTags (A) ® listResourceLimits ® deleteResourcelcon
B |istSsICerts B deleteTags (A) B ypdateResourceCount B JistResourcelcon
B yploadSsiCert B |istTags B ypdateResourcelLimit B uploadResourcelcon
Portable IP OpenDaylight Network Device Netris

Controller
® createPortablelpRange (A) ® addNetworkDevice ® addNetrisProvider
...................................................................................................... - _
B deletePortablelpRange (A) .. addOpenDayllghtControIIer(A) ................... B deleteNetworkDevice B deleteNetrisProvider
...................................................................................................... - _
B |istPortablelpRanges .. deIeteOpenDayllghtControIIer(A) ............. B |istNetworkDevice B |istNetrisProviders

NSX LDAP IP Quarantine Elastistor
B addNsxController B |dapConfig (D) B [|istQuarantinedlps B |istElastistorinterface
B deleteNsxController ® |dapRemove (D) ® removeQuarantinedlp B |istElastistorPool
B |istNsxControllers B searchLdap B updateQuarantinedlp B |istElastistorVolume
BigSwitch BCF AS Number Range Stratosphere SSP Storage Access
Groups
B addBigSwitchBcfDevice (A) B createASNRange B addStratosphereSsp
® deleteBigSwitchBcfDevice (A) ® deleteASNRange B deleteStratosphereSsp :.....c.;.?f.]f.'99.@.?.t.(.?..r.?.g.?.ﬁ.‘f??.s.’f..(.'.é.‘.? ..........................
® |istBigSwitchBcfDevices " |istASNRanges " listStorageAccessGroups
Ovs Element Diagnostics Dedicate Resources Console Session
B configureOvsElement (A) B getDiagnosticsData (A) B dedicateHost (A) ® createConsoleEndpoint
B [istOvsElements ® runDiagnostics (A) B releaseDedicatedHost (A) B |istConsoleSessions
Cloudian Async Job AS Number System Capacity
B cloudianisEnabled B JistAsyncJobs B JistASNumbers B |istCapacity
® cloudianSsolLogin ® queryAsyncJobResult ® releaseASNumber
Sioc Resource Cloud Identifier API Discovery
B ypdateSiocinfo ® purgeExpungedResources (A) B getCloudldentifier B JistApis
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