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DeviceDataCollection (helper + DOM)Cybersource DDC (centinelapistag.cardinalcommerce.com)GatewayPaynow Rails (Sdk::ThreeDSecureControllerPaynow (JS in iframe)Bridge iFrame (headless)localStorageSDK (Hpp + newSca)

newThreedsFlow enabled via BridgeEvent.NEW_THREEDS_ENABLED

SDK talks to headless Bridge via postMessage channel "sca"

Paynow talks to Rails endpoints via XHR, returns results to parent via postMessage

next step will be enrollment (planned)\n// this.enrolRequest()

alt [profile.completed Status=true]

[Status=false or unexpected message]

(recommended) handle errors => emit(PublicEvent.SCA_ERROR)

alt [setup success (2xx)]

[setup error (non-2xx)]

get access_token (LocalStorageAccessTokenKey)
1

postMessage {channel:"sca", subject: SETUP_THREE_D_SECURE_REQUEST,\n data:{access_token, card_token}}
2

(bridge routes) "fzi.3d_stp_req" handler invoked in Paynow
3

XHR POST sdk_three_d_secure_setup_url\n{card_token} + Authorization Bearer access_token
4

FatZebra::ThreeDSecure.setup({card_token}, merchant.api_auth_params)
5

{device_data_collection_url, access_token, reference_id}
6

JSON {device_data_collection_url, access_token, reference_id}
7

postMessage {channel:"sca", subject:"fzi.3d_stp_res",\n data:{device_data_collection_url, access_token, reference_id}}
8

BridgeEvent.SETUP_THREE_D_SECURE_RESPONSE\n{device_data_collection_url, access_token, reference_id}
9

setIframeUrl(device_data_collection_url, access_token)
10

save reference_id (cybersourceReferenceId)
11

submit() (POST JWT to DDC in hidden iframe)
12

form POST JWT -> hidden iframe loads CS DDC flow
13

window.postMessage(JSON string)\nMessageType:"profile.completed"
14

window.postMessage {channel:"sca",\n subject: DEVICE_PROFILE_READY_THREE_D_SECURE_EVENT}
15

window.postMessage {channel:"sca",\n subject: DEVICE_PROFILE_NOT_READY_THREE_D_SECURE_EVENT}
16

emit(PublicEvent.SCA_ERROR)\nerrors:["Device profile could not be setup! ..."]
17

errors
18

JSON {errors}
19

postMessage {channel:"sca", subject:"fzi.3d_stp_res", data:{errors}}
20

BridgeEvent.SETUP_THREE_D_SECURE_RESPONSE\n{errors}
21


