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During the lab I ran into a few problems while trying to execute all the steps required of me. The 
first of which occurred after opening my client vm named “Debian VM” and trying to access the 
pFSense GUI. As shown in the photo directly below entering 192.168.1.1 into my browser 
leaves me unable to connect, this is because my client VM is not on the same virtual network as 
the pfSense LAN interface. The solution was to swap the client VM network settings to internal 
network inet-lan(Same as pfsense vm) on adapter 1 and disable NAT(not sure if having NAT 
enabled it would interfere with the lab) after verifying that I only have adapter 1 enabled I 
rebooted my client VM and was able to access the pfSense GUI(Deliverable 2). ​
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During the configuration of the pfSense firewall rules I ran into a more complex problem with a 



pretty simple solution. The initial step was to create a rule to block HTTPS traffic which was 
configured to block TCP port on destination port 443. However, after applying the rule https sites 
like google.com remained accessible(Shown in the photo labeled hi). The first step I took in 
trouble shooting was to reset the firewalls state table from the pfSense GUI. This was done 
because I was accessing the web before applying the firewall and perhaps my firewall was still 
honoring a state from a connection that was established before my block rule was applied. 
Resetting this did not resolve the issue and I can still access google and my new block rule was 
not processing any traffic (Showing 0/0 B under states column after reset) My allow rule was still 
processing HTTPS traffic. Eventually the solution to the problem was to modify the rule I had 
set(per lab instruction). I had to swap the protocol being blocked from TCP to TCP/UDP on port 
443. This was done because a web service like Google uses the QUIC protocol which runs over 
UDP/443. After applying the new change an attempt to access google.com failed and the block 
rules counter had increased confirming the block(shown on the photo labeled block).  A test to 
see if the block was only done to https and not all internet traffic so an http website was 
attempted to be reached and it was, successfully (Deliverable 5.)  Afterwards one final 
verification step was done to confirm that it was the rule I added that was one blocking google 
from being accessed. I disabled the firewall (deliverable 6) and afterwards I attempted to reach 
the website which was successful(Deliverable 7) confirming that my rule was responsible for 
controlling traffic. ​
​
Note* I did try to briefly test another search engine like bing before swapping tcp to tcp/udp and 
was still able to access the website for the most part but some areas were not functioning 
properly on the sure​
​
Hi(Can see I was able to search for hi on google in the tabs)​

http://google.com
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Deliverable 1 pfSense VM​
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Deliverable 2 Ip from client vm​
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Deliverable 3 psSense GUI successfully accessed​
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Deliverable 4 Blocked google successfully ​
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Deliverable 5 Showing that I can access an HTTP website still​
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Deliverable 6 Disabling the Rule(Grayed)​

​
Deliverable 7 Accessing google after disabling the rule to block​
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