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Part 1 - Non Technical Summary​
In this lab I continue to delve deeper into the world of forensic tools, using these tools to find 
“fingerprints” left behind on a Windows computer. Fingerprints like cached data, cookies 
browsing history and a log of what users searched for and clicked on for two separate browsers. 
Following that I looked into my systems security log through the program Event Log explorer to 
find an official record of when something logged onto my machine. Finally, I used some python 
scripts that were given in order to do several things like digging into my machines registry, 
peeking inside my recycle bin, and opening firefox database files in order to list every website I 
visited. I must say it was pretty rad to do that without the help of a GUI. ​
​
Part 2- Technical Summary​
​
Part I: Web Browser Artifacts using NIRSOFT Tools​
​
​ The beginning of this lab had me downloading a bunch of tools to gather forensic 
information from web browsers. The tools are called NIRSOFT tools and the browsers I will be 
scraping some data from are Windows and Mozilla Firefox. The data being gathered will be their 
respective caches, cookies, and history. Since I dont have chrome and firefox installed I will be 
needing to download and install them. Hopefully this keeps the information/files gathered on the 
lower side. ​
​
The first program opened was ChromeCacheView and in the photo below is a snippet of what 
appears on my screen. Unfortunately only opening chrome and downloading an ad-blocker still 
results in a good amount of data being generated. These are most likely common files that were 
downloaded alongside chrome as there are urls from youtube despite me never opening the 
website on my browser. Last accessed/ record created and server time help build a timeline of 
events for investigators even if something like browser history is deleted a cache files will be left 
behind

​
For the next step I was going to use a tool for viewing chrome cookies but after attempting to 
download from the website provided in the lab document my computer flagged the tools as 



viruses. Every other tool I was to use was downloaded without issue so proceeding with caution 
I decided to skip this part of the lab. 

​
​
​
The next two photos show my browsing history which corroborates what ive been saying 
previously, that ive recently downloaded chrome and the only sites I visited are a browser 
search and a page to download an adblock extension. Some of the more important columns are 
Referrer which tells the destination website exactly where the user just came from sent by the 
web browser to the server when a user clicks a link from one webpage to another. Typed Count 
= 0, meaning the user did not type any of the long urls. Transition Type = Generated means that 
i typed something into the address bar and the web browser generated a search url, = link 
meaning i clicked a link to get on “x” page​

​

​
​
The next 2 photos are of what the nirsoft tools showed me for my mozilla webbrowser cache 
and history ​
Like the chrome browser cache there's files downloaded for the cache during installation​



​
​
Mozilla history shows similar results to chrome as I only searched for ublock origin in the 
address bar(typed url) and downloaded it from the add on page shown after clicking the link 
provided by the search​

​
This go around I was able to see the cookies from my firefox browser. Cookies with dates far in 
the future are persistent cookies, used for long-term tracking or to keep me logged in. Cookies 
with dates in the past or no date are often session cookies, which typically expire when the 
browser is closed. A cookie is a forensic goldmine; it can be used to find a user's email address, 
username, or account ID for a specific site even if history is deleted. ​

​
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Part II: Viewing, Monitoring, and Analyzing Windows Events​
​
This next part had me downloading a program used to view Windows events called Event Log 



Explorer. Although I am not sure how much different this program is from the default event 
viewer already on my windows system. Plus I had viewed and recorded logs for windows in a 
previous lab so ill keep this part brief for the most part. ​
​

​
This image shows the chronological master log of security events on my computer and for the 
next step I'll be taking a closer look at event 4624 "An account was successfully logged on."​
​
From the screen shot of the details for the log of event 4624 within the subject section I can see 
who signed in( Security ID: S-1-5-18 Account Name: LAPTOP_$ Account Domain: 
WORKGROUP) the information is essentially saying that the computer itself authenticating to 
perform a background task or start a service at 7:29:58 and that it was successful.​



​
​
Part IV: Extracting Windows Security Account Manager (SAM)​
​
The following part has me extracting the file that stores all the hashed passwords for the local 
users on my machine. The SAM file cannot be copied and pasted as windows locks it while it's 
running. To get the files, I have to use a special registry command. Opening the command 
prompt as the administrator and running these commands mkdir c:\work, reg save hklm\sam 
c:\work\sam, reg save hklm\security c:\work\security, reg save hklm\system c:\work\system 
saves the sam,security, and file will be saved into a new folder named work. ​
​
What the files do exactly are as follows ​
The sam file contains the usernames and the hashed passwords​
System file contains the key( SYSKEY) that is used to encrypt the sam file​
Security file contains security policy data​

​
​
(From the lab pdf showing a linux VM) ​
With the command samdump2 an analyst(hacker) could now take these three files, boot into a 



separate machine and use a tool to dump the hashes. The command uses the system key to 
unlock the sam file, revealing the password hashes for all users someone could then try to crack 
these hashes to find the original password​
​
​
Part V: Handling Windows Registry using Python ​
​
​
​
​
​
​
​
​
​
The  next part of the lab has me running provided code(in python) in order to enumerate profiles 
from the registry.  The winreg library in the code is used to connect to a top level spot in the 
windows registry called Hkey_USERS. The spot is a container that holds the personal profile 
settings for every user that has ever logged on to my machine. In the output of the code 
subkeys are listed that operate like sub-folders inside HKEY_USERS. The numbers S-1-5-18, 
S-1-5-19, S-1-5-20 are known SIDs(Security Identifiers) built for system accounts(LocalSystem, 
LocalService, NetworkService).  The numbers that look similar with a much longer string of 
numbers in the end is the SID of a human user on my machine 
(S-1-5-21-3818357903-3657931246-2350636298-1001) An important note about SID is that 
even if a user changes their username the SID stays the same. SID can be used to trace 
someone's activity everywhere in the OS. 



​
​
​
The next step had me combining code from the previous step and a new snippet of code to find 
evidence of a specific software installed by a specific user. The code uses convtolocaltime(ts) 
function which is supposed to translate windows time into human readable time. Unfortunately I 
ran into many errors trying to implement the code so I will provide some detail about what the 
code was supposed to do and pictures of my code.​
​
subkey = "S-1-5-21-3818357903-3657931246-23500636298-1001" hardcodes the SID of the 
user(me)​
subkeyfield1 = subkey+r"\SOFTWARE\MICROSOFT\Office" Was trying to create the full registry 
path to my personal microsoft office settings ​
key = winreg.OpenKey(reg, subkeyfield1) code is trying to open the office key but fails because 
the office is not installed? ​



And for n in range(500):/ x = winreg.EnumKey(key, n) was supposed to loop thru the subkeys 
inside the office key and get the name of the subkey ​

​



​
I could not fix the file not found error maybe its because I dont have Office installed? Either way 
using a different pathway still results in the same error the change is located on like 31​



​
​
​
Part VI: Handling Windows Recycle Bin using Python​
​
In this next part I run some more code provided to me but this time the code will handle things 
inside the recycling bin on my windows system. Pictured below is the code running as intended 
but I had to make some minor modifications from the provided code to get it running. Nothing 
too extreme as it was just swapping line 13 to direct to a file that exists on my system. The code 
lists the recycle bin contents, prints the SID, creates test.txt in my designated folder, deletes the 
.txt file and then undeletes it. ​



​
Test.txt showing up in the file designated​

​
​
​
​



Part VI: Reading Browser History, Cookies, and Cache using Python​
​
The code provided and to be replicated needed a couple of changes. First the file path needed 
to be updated to where the “default release file is actually located on my system but additionally 
I had to swap from"Local " to"Roaming " to get the output I desired, not doing so results in 
nothing being printed on the console. Important .sqlite files include places.sqlite which contains 
all the user browsing history,bookmarks,downloads, and favorite sites. Cookies.sqlite which 
stores all cookies from websites and formhistory.sqlite which stores data that was typed into 
web forms. This script functions similarly to the tools I used earlier in the lab. ​

​
​
The final part of the lab has me running one final script that retrieves browsing history from my 
mozilla browser.  Some important lines include import sqlite3 which is python's built-in library for 
reading and writing SQLite databases needed for unlocking the file. statement = 'SELECT url, 
visit_count FROM moz_places;' is an SQL query, SELECT url, visit_count  makes it so we only 
get the URL and visit count.FROM moz_places makes it so the script looks in a table named 
moz_places where firefox stores the browsing data. The lab script was incomplete so I had to 
find a way to print out the results into the console and close history.connect the final results and 
code are in the photos below.​
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