e Chapter # 6 e
Introduction to Computer Networks

Student Learning Outcomes

By the end of this chapter, you will bé able to:

®  Understand and explain computer networks as systems, their objectivcs. :
components, and data communication among these components. .

® Understand fundamental concepts in data communication, mcludmg scnder,
receiver, protocol, message, and commuriication medium.

® Understand key concepts related to computer networks, including networking
devices, network topologies, and transmission modes.

®  Understand the 7-layer OSI networking model and its related protocols.

e Understand the benefits of using compufer networks, such as resource sharing and
data communication. orety

e Understand how data s transmitted across computer networks, including packet
and circuit switching, and secure communication through encapsulation.

e Understand how protocols, data, packets, and network services like DNS and
DHCP function in-a networked environment.

e Understand different methods of network security, their advantages, and
disadvantages. ‘

: ° Understand real-world applications of computer networks, mcludmg various
, network-based services and how they are used.
e Know standard protocols involved in' TCP/IP communications.

® Know key networking terms like the 5-layer OSlI net'working model, packet
switching, circuit swnchmg, router, TCP/]P [P, UDP, DNS, DHCP host, browsers.
layering, encapsulation, and various protocols involved in TCP/IP communications.

e Differentiate between components of data communication. '

e  Differentiate networking devices and network topolog:es

e Differentiate transmission modes.

e  Identify and describe different types of networks using the 7- layer OSI networking

model. : , _

e Explain how data is transmitted across networks and describe the standard
protocols involved. . i

e Define and explain the uses of protocols, data, packets, and network services like
DNS and DHCP.

'y Dt:scnbc different methods of network secunty and their advantages and
d:sadvantages
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Subject Questions & Answers

Q.1: Describe how the network behaves as a system and its objectives with its
- examples of how they are achieved?
Ans. Network as a System:

A computer network is a system of linked devices and computers that may
exchange data and operate together, Networks can range from small, Local Area
Network (LANs, Local Area Networks) to large area network, WANS, including the
[nternet. Networks are arranged of varlous elements that work together to facilitate
communication.

: Figure 6.1: Network Diagram

The primary components include:

® Nodes: Devices-that are connected to the network, such as computers,
smartphones, and printers.

® Links: The connections between nodes, which can be wired (like Ethernet cables) -
or wireless (like Wi-Fi).

® Switches: Devices that connect multiple nodes within a network to forward data.

® Routers: Devices that connect different networks and direct data packets bctwccn
them. :

Example of Using Switches:

® Imagine a file transfer in an office network.. You send-a file from your computer to
a colleague's computer in another room.
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® The file is split into packets, and each packet has the destination MAC -
address(your colleague's computer). i :

® The packets are sent to a network switch.

® The.switch examines the Media Access Control address' and forwards the packets
only to the port where your colleague's computer is connected.

® Once all packets are reccwcd your colleague's computer reassembles them into the
original file.

Example: Air Travel System
Think of scndmg people via air travel Here is how it relates:

@  When traveling, passengers (data) might be spllt into groups (packets) and assigned
different flights (paths). In packet switching each group has a ticket with the final
destination (IP address). -

® These groups might take different routes, through various airports (routers),to reach

~the final destination, :

Objectives of Computer Networks. :

The primary objective of computer network is to enable resource sharmg data -
communication and collaboration:
1. Resource Sharing:

Computer networks allow devices to share resources, such as printers and storage.
reducing costs and improving efficiency.

Example: In an office network, multiple computers can share a single printer, reducmg

the need for multiple printers.

2. Data Communication: o s
Networks facilitate' data transfer; enabling commumcatlon tbrough emails, instant

messaging, and video confcrcncmg

Example: Employees in different locations can collaborate through video con fcrcncmg

tools like Zoom or Microsoft Teams.

3. Connectivity and Collaboration:

Networks connect devices, allowmg for remote access and collaboration; i improving
productivity and flexibility.

Example: A team can work on a shared document in real-time using cloud- based

services like. Google Drive.

48 Fundamental Concepts in Data Communlcatmn

0.2: Explain the fundamental concepts of data communication, explain the
importance of each component with relevant examples for each 5
Ans. Fundamental Concepts in Data Communication: |
Data communication involves the exchange of data between a sender and a
receiver through a communication medium. Key components include the sender,
receiyer, message, protocol, and medium.

Components of Data Communication:
It comprises of five basic components:

~
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1. Sender: The device that sends the data.
Example: A computer sending an email.
2. Receiver: The device that receives the data.
" Example: A smart phone receiving the email.
3. Message: The data being communicated. |
. Example: The content of the email.
4. Protocol: A set of rules governing data communication.
Example: The HTTP protocol used for web communications
5. Medium: The physical or wireless path through which data travels.
Example: Ethernet cable or Wi-Fi.

| 6.3 Networking Devices

0.3: What are networking devices and write their working principles.
Ans. Networking Devices:

Networking devices include.hubs, switches, routers, and acccss points are
responsible for the management and direction of network traffic.

e Switch: |
Switch is a network device that connects multiple network devices such as
computers, printers, and servers, within a network and allows these devices to
~ communicate with each other efficiently. Switches play.an important role in: modern
" networks by efficiently managing data traffic and ensuring that. mformatmn reaches the
correct device.
@ How Does a Switch Work? A switch is used at the' Data Lmk layer which is called
the Layer 2 of the OSI modcl It uses hardware address of a device called Media ‘Access
: Control(MAC)addresses to forward data to the correct device. When a data packet
reaches at the switch, it reads the destination MAC address and sends the packet only to
the device with that address, rather than broadcasting it:to all devices: -

Switch

Figure 6.3: A network switch connecting multlple devices.

- e Router: : : :
A router is a networkmg device that interconnects networks or allows devices to

connect to it. It directs data packets between different networks. Think of it as traffic

~ director on the internet, making sure that data gets from one place to another efficiently.
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[t illustrates how a mobile intemet.cdnncction (via SIM card ) integrates with a home
network. Alternatively, an Ethernét cable can be used to obtain internet access and
distribute it among home devices. In enterprise environments, different types of routers
are employed. 4

Temporary At work

Access Point

Mobile Wifi Router
Figure 6.2: A typical home router

How Does a Router Work? |
® Packets: Each packet contains part of the data and the address of the destination. The
main job of router is to find the best path for each data packet to deliver its destination.
Access Point: ‘ ; -

An Access Point (AP) is a networking device that facilitates the connection of
wireless. devices to a wired network. It -works as a link bétween your computers and
smartphones or any other wireless device and the internet.
e How Does an Access Point Work?

An Access Point works by receiving data from the wired network and transmitting
it wirelessly to your devices. It also regeives data from your wireless devices and sends it
to the wired network.. - |

‘Internet

— —
-~ -

— - 0l Das

. Router

ol - (1 Qe

Figure 6.4: A typical Access Point
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. 6.4 Network Topologles
Q.4: Define network topology and compare the different network topologles with
~ their advantages and disadvantages.

Ans. Network Topologies: .

Network topologles are mcthods used.to define the arrangement of dlfferent *
devices in a computer network, where each device is called a node. The reliability and
performance of a network are lmpacted by thc way its. devices are Imkcd
e Bus Topology: £ h

In a Bus topology, all devices share a single commumcaﬂon line called a bus. Each
device is connected to this central cable.

|

w

.
T‘. -—|.l . 1.

Figure 6.5: Bus Tropology
Example: Imagine a chalkboard in a classroom where every student ¢an see thc notes
written by the teacher. Here, the chalkboard represents the shared commumcatlon Ime
_Advantage: -
Bus topology is easy to set up but if the main cable falls, thc wholc nctwork goes
down. : : 10
e Star Topolugy
In a star topology each nodc in network communicates with the others via a central
switch or hub. The hub works as a data flow repeater.

a9 o
l:j s [
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Figure 6.6: Star Topology
Example: Think of a school principal's office connected to all classrooms through
intercoms. The principal's office.is the hub,,and the classrooms are the nodes.
e Ring Topology:
In a Ring topology, each dewce is connected in a circular pathway wnh other
devices. Data travels in one direction, passing through cach device.
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Example: Consider a1rclay race where each runner passes the baton ‘to the next runner in
a circle until it reaches the starting point again.
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Figure 6.7: Ring Topology

Advantage:

Ring topology can handle hlgh traffic,
Disadvantage:

But if one connection fails, the whole network is affected. Then 2-way ring can
solve this issue to some extent.
e Mesh Topology:

In a Mesh topology, each device is connected to every othcr device. This provides
high redundancy and reliability.

Figure 6.8: Mesh Topology

Example:

. Imagine a city where every house is directly connected to every other house by
roads If one road is b[ocked there arc multiple alternative routes.
Advantage:

Mesh topology is very rclxable because if one link fails, data can be rerouted
through other links. :

6.5 Transmission Modes

Q.5: Explain the cohcept of transmission modes in computer networks.

Ans. Transmission Modes: .
Network communication modes describe how data is transmitted between devices.

There are three primary modes: Simplex, Half-Dupilex, and Full- Duplexcs Let us explore
¢ach mode with examples and real - life analogies:
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e Simplex Communication:
In Simplex communication, data transmission is unidirectional, meaning it flows in-
only one direction. An device can either send or review data in this communication. -
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: Figure 6.9: Simplex Communication
Example: Keyboard to computer is an example of simplex communication.
® Half-Duplex Communication: In Half-Duplex communication, data transmission
can occur in both directions, but not simultaneously. One device must wait for the other

: to finish transmitting before it can start.

< _ . —

Figure 6.10: Half-Duplex Communication

e Full-Duplex Communication:
Full-duplex communication allows for s;multancous data delivery in both
directions. Both devices may transmit and receive data snmultaneous!y at the same timé.
Example: .
Telephone conversations"are an example of Full-Duplex communication. Both -
pecuplc can talk and listen at the same time without waiting for their turn. '

._:]’ E‘ - el Duplex‘ 'I | '} DE:
PATLOEN

BTG

Figure 6.11: Full-Duplex Communication

.
Q.6: Elaborate on each layer of the networking model, descrnhmg its function and
providing an example.-
The 0SI Networking Model:

The Open Systems Interconnection (OSI) Model is a framework used to understand
how different networking protocols interact. It has 7 layers, each with specific function.
. Let us explore these layers with examples and relate them to daily life:
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Client Side - Server Side
‘ [_L_a_ygTj oo ;ﬁ"{k | Layer7 ]
A4 {\a y
|
Layer 1 i Physical Layer 1

Figure 6.12: OSI Model o
° Layer 1: Physical Layer: The Physical Layer is'liable for the actual: connection
between-devices. The process of sending unprocessed-data bits via a physical medium is
the focus here.
Example: Imagine the hardware that connects computers llkc a Network mterfacc
cables, repeaters, hubs and connectors.
® Layer 2: Data Link Layer: Error detection and correction, as well an node- to- .
node data transport, are handled by the Data Link-Layer. It ensures error-free data
transmission from the Physical Layer.
"Example: Think of the Data Link Layer as traffic lights at mtersecuons which manage
the flow of cars data and prevent collisions.
@ Layer 3:Network Layer: The Network Layer is responsible for data transfer
between different networks. It determines the best path for data to travcl from the source
to the destination.
Example: Imagine a GPS system finding the best route for you to lravel from home to
school.
. @ Layer 4: TranSport Layer: The Transport Layer ensures that data is transferred
from one process rerunning on source end system to a-process souring on destination end
system. It manages data flow control and error checking.
Example: Think of the Transport Layer as a delivery service that ensures your packa&,c
arrives safely and on time. :
2 Layer S: Session Layer: T The Session Layer manages sessions between
applications. It establishes, maintains, and terminates connections between devices.
Example: Imagine a phone call where the sess:on layer sets-up the call, keeps it
connected, and ends it when you hang up.
®  Layer 6: Presentation Layer: The Presentation Layer translates data between the
application layer and the network. It f‘ormats and encrypts data to ensure it is readable by

the receiving system.
Example: Think of the Presentation Layer as a translator converting a book from one
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language to another so that more people can read it. :

e . Layer 7: Application Layer: The Application Layer is the ¢losest to the end user:.
It provides network services directly to applications, such as email, web browsing, and
file transfer. . :
Example: [magmc the Apphcanon Layer as a walter taking your order in a restaurant and
bringing your food.

6.7

Q.7: Differentiate between Zpv4 and Ipv6 with example?
Ans. Ipv4 and Ipvé6 Internet Protocol (IP)

Ipv4 and Ipv6 Internet Protocol (IP) addresses are unique identifiers assigned to
devices connected to the Internet. There are two primary versions: IPv4 and IPv6. Let's
explore the differences between them with examples and relate them to daily life.
Internet Protocol version 4 (IPv4) :

[Pv4 is the fourth version of the Internet Protocol and the most widely used today. It
uses a 32-bit address scheme, allowing for approximately 4.3 billion unique addresses.
To find the total number of unique IPv4 addresses, we calculate 232, which represents all
possible combmat:ons of 32 bits, i.c., 232 =4,294,967,296

172.16.254.1

¥ ¥ ¢ ¥
10101100 100010000 11111110 .00000001

1 : JL
T

T
8 bits

© 32 bits (4 bytes)

t

Figure 6.13: Ipv4 Address Format

IPv4 addresses are written in four sets of decimal numbers, each ranging from 0 to
255 (e.g., 192.168.1.1).

Internet Protocol version 6 (IPv6)

IPv6 is the most recent version of the Internet Protocol designed to replace [Pv4. It
uses a 128-bit address scheme, allowing for an almost limitless number of unique
addresses. Example: Imagine an IPv6 address like a digital fingerprint. It can provide a
unique identifier not just for houses on a street, but for every grain of sand on a beach.

e.g : :
2001 : 0000: 130 F : 0000 : 0000 : 0900 : 876A : 130B

[Pv6 was developed to address the depletion of IPv4 addresses due to the rapid
- growth of the mtemct and connected devices.

(X Protocols and Network Services

Q.8: Explain the working of Domain Name System (DNS) and 'D'yuamic Host

Configuration Protocol (DHCP) with examples. '
Ans. Introduction to Protocols: Protocols are sets of rules that govern data
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communication. Common protocols include TCP/IP,HTTP, FTP and SMTP

Example: Hyper text Transfcr Protocol (HTTP) is used for transferring web pages over
the internet.

DNS and DHCP:
Domain name and System(DNS):

DNS translates domain names to I[P addresses, making it easier for users to access
websites. .
Example: When you type www.example.com in a browser, DNS translates it to the
corresponding [P address.
Dynamic Host Configuration Protocol (DHCP):

DHCP automatically assigns IP addresses to devices on a network, simplifying
network management. . -
Example: When a device connects to a Wi-Fi network, DHCP assigns it an IP address.

69 Network Security

0.9: What is the significance of net + work security protocols with its common
threats in modern communication system.
Ans. Network Security:

Network security involves measures to protect data and prevent unauthorized
access to computer networks. :

The importance of network security and some key concepts with examples.
Importance of Network Security:
Network security is important for several reasons:
® . Data Protection: Ensuring that sensitive information i is not accessed or altered by
unauthorized users.
® Preventing Attacks: Defending against malicious attacks that can disrupt networks
and steal data. :
. ® Mamtaming Privacy: Safcguardmg personal and confidential information from
being compromised.
e Ensuring Availability: Ensuring that network resources are available and
accessible to authorized users.

Key Concepts in Network Security:
® Firewalls: Firewalls are security systems that monitor and control incoming and
outgoing network traffic based on predetermined security rules.
® Encryption: Encryption-transforms data into a secure format that can only be read
or understood by authorized parties with the correct decryptlon key. Dccrypuon is the
process of converting the encrypted data back to its original form.
Example: Plain Text: Hello, World!

Encrypted Text (using a simple shift mpher) Khoor, Zruog! where cach letter in the
plain text is replaced by the letter that is 3 positions down the alphabet.
e Decryption: Converting "Khoor, Zruog!" back to "Hello, World!" using the same

shift cipher in reverse.
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Figure 6.14: Firewall Concept
Ciphertext Exchanged Bétween Countries: _

Countries often exchange sensitive information securely using encryption, The
encrypted data, known as ciphertext, can only be read by. the mtcnded recipient who has.
the decryption key. This ensures national security and protects classified “information
from being intercepted and read by unauthorized parties.

Passwords and Authentication: Passwords and authentication methods. ensure
that only authorized users can access network resources. '

Common Threats to Network Security:

®  Malware: Malicious software such as viruses, worms, and ransomware that can
damage or steal data. :

® Phishing: Attempts to trick users into rcveallng sensitive mformatlon through
deceptwc emails or websites. :

Denial of Service (DoS) Attacks:

Overwhelming a network with traffic to dlsrupt its normal operation. and make it
unavailable. '

® Man-in-the-Middle Attacks: Intercepting commiunication between two parties to
steal information or alter messages.

[ 6.10 Types of Networks

Q.10: Explam the different types of computer networks in detail, emphaslzmg their
defining characteristics, size, rrange and purpose.

Ans. Types of Networks: (|

- Networks are classified based on' their 1 - Q
" TInkjet Printer )

size, range, and purpose. Let us explore some
cbmmon types of networks and understand -
how they .work. 3 1

o Pc_.rsonal Area Network (PAN):_-A Desktop PC "“‘*‘.‘"' D :

PAN is a small network used for | Laptop Computer Mobnla*
communication between personal devices, _ : . Phone
such as smartphones, tablets, and laptops, Figure 6.15: Personal Area Network (PAN)
within a.short range.

Example Bluetooth: connections between a smartphone and a wireless headset form a
PAN.

PDA |
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@ Local Area Network (LAN): A LAN is a network that connects computers and
devices within a limited area, such as a home, school, or office building.
Example: The computer network in your school that connects all the computcrs in the

lab is a LAN. .
= R <-«.-« -—
Smartphom

Laptop PC | l/
o 1 RSO it

_I

S

. LaptopPC  WIFi Router /noum

Al A -
{8
a7 47 w T

Figure 6. 16: Local Area Network (LAN) K

.. Metropolltan Area Network(MAN): @\ : [awa]
A MAN is a network that spans a city or a | Hogpira. K fit;ﬁhs

large campus, connecting multiple LAN ik MAIN

el e |EE
Example: The network that connects various SCHOOL - FACTORY
branches of a university across a city is st

MAN. : _ Figure 6.17: Metroplitan ArealNetwork_{M_AN)

® Wide Area Network (WAN): A WAN covers a large geographical area,
connecting multiple LANs and MANSs. The internet is the largest example of a WAN,
Example: The network that connécts different. branch offices of a multinational company
across countries is a WAN -

yo—_

i = ' WideArea =
e LAN PR N Network —= . L m
. g : :.‘ I-‘ n, _‘.‘_T C- . -

Figure 6.18: Wide Area Network l\N_AN\

studyplusplus.com



.o Campus Area Network (CAN):
A CAN is a network that connects
multiple LANs within a !imitcd gcographical-

aren, cuek 48 4 URiversity campus or a business
park.

Example:The network that connects various
departments and buildings within university is a
LAN.

: Undcrstanding the different types of S— Section
networks helps us comprehend how data travels  Figure 6.19: Campus Area Network (CAN)

from one device to another, whether within a single room or across the globe. Each
network type serves a Spemﬁc purpose and is designed to handle varlous ranges and

sizes.
6.11 Real-World Applications of Compuler Networks

Q.11: Write some applications of computer network in your daily life.

Ans. Real-World Applications ot Computer Networks: ‘ ' .

. ® Business: In business, networks enable efficient communication, resource sharmg,
and data management.

Example: Companies use intranets to share information and resources securely within
- the organization.

e  Education: Educational institutions. use networks to provide onhnc lcammg
platforms, virtual classrooms, and access to educational resources.

Example: Universities use Learning Management Systems (LMS) like Blackboard and
Moodie to deliver course content and assessments.

® Healthcare: Healthcare networks facilitate the sharmg of patlcnt mformanon
telemedicine and access to medical databases.

Example: Hospitals use Electronic Health Records (EHR) systems to store and retrieve
patient data efficiently. -

Conceptual Long Questlons

Q.1: How did the emergence of IPv6 address the limitatlons of IPv4 in the rapidly
growing internet landscape?

Ans. [Pv4 and IPv6 Internet Protocol (IP) addresses are unique identifiers assigned to

devices connected to the Internet.

There are two primary versions: [Pv4 and IPvé6:

Let us explore the differences between them with examples and relate them to daily llfe
e Internet Protocol version 4 (IPv4): .

IPv4 is the fourth version of the Internet Protocol and the most widely used today. It
uses a 32-bit address scheme, allowing for approximately 4.3 billion unique addresses.
To find the total number of unique IPv4 addresses, we calculate 223 which represents all
possible combinations of 32 bits, i.e.,2%2=4,294,967,296.
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e Internet Protocol version 6 (IPv6):

IPv6 is the most recent version of the Internet Protocol designed to replace IPv4.It
uses a 128-bit address scheme, allowing for an almost limitless number of unique

addresses. :
Example: Imagine an [Pv6 address like a digital fingerprint. It can provide a unique
identifier not just for houses on a street, but for every grain of sand on a'beach. c.g
2001:0000:130 F:0000:0000:0900:876A: 1306

[Pv6 was developed to address the depletion of IP v 4 addresses due to the rapid
growth of the internet and connected devices.

Q.2: Highlight the roles of security protocols in ensuring data mtegrity,

confidentiality, and accessibility while discussing the impact of threats on it .
Ans. Network Security: Network security involves measures -to protect data and
prevent unauthorized access to computer networks. Let us explore the importance of
network security and some key concepts with cxamplcs '
Importance of Network Security:

Network security is important for several reasons:
Data Protection:
" Ensuring that sensitive information is not accessed or altered by unauthorized

users.

Preventing Attacks:

Defending against malicious attacks that can dlsrupt nctworks and steal data.
® Maintaining Privacy: Safeguarding personal and confidential mformatlon from
being compromised
® Ensuring Availability: Ensuring that network resources are available and
accessible to authorized users.

Key Concepts in Network Security: .

® Firewalls: Firewalls are security systems that monitor and control incoming and
outgoing network traffic based on predetermined security rules. -

e  Encryption: Encryption transforms data into a secure format that can only be read
or understood by authorized parties with the correct decryptlon key.

Decryption is the process of converting the encrypted data back to its orlgmal form.

Example:

Plain Text: Hello, World! Encrypted Tcxt (using a simple shift clphcr) Khoor,
Zruog! where each letter in the plaintext is replaced by the letter that is 3. positions down
the alphabet. Decryption: Converting "Khoor, Zruog"' back to "Hello, World!" using the
same shift cipher in reverse.

. Ciphertext Exchanged Between Countries Countries: often exchange sensitive
information securely using encryption. The encrypted data, known as ciphertext, can only
be read by the intended recipient who has the decryption key. This ensures nationat
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security and protects classified information from being intercepted and read by
unauthorized parties.

Passwords and Authentlcatlon Passwords and authentlcanon methods ensure
that only authorized users can access network resources.
Common Threats to Network Security:
® Malware: Malicious software such as viruses, worms, and ransomware that can
damage or steal data.
®  Phishing:

Attempts to trick users into revealing sensitive information through dcceptlve
~ emails or websites.
‘@ Denial of Service (DoS) Attacks: : :

" Overwhelming a network with traf‘f’ ic to disrupt its normal operation and makc 1t '
unavailable. .

e- Man-in-the-Middle Attacks:
Intercepting communication between two parties to steal mformatlon or alter
messages. y
-Q.3: How networks facllltate commumcalwn resource sharmg, and data
management?
Ans. Real-World Applications of Computer Networks:
®  Business: In business, networks enable efficient communication, resource sharmg,
and data managcmcm

Example: Companies use intranets to share information and resources securely wuthzn
the organ ization. :

e Education: Educational institutions use-networks to provnde online learning
platforms, virtual classrooms, and access to educational resources. ' _
Example: Universities usc Learning Management Systems’ (LMS) like Blackboard and
Moodie to deliver course content and assessments: :
® Healthcare: Healthcare networks facilitate the sharing of pat:ent information,
telemedicine, and access to medical databases. :
Example Hospitals use Electronic Health Records (EHR) systems to storc and retrieve
patient data efficiently.
N
B Summary
e A computer network is a system of intérconnected computers and devices that
communicate and share resources.

e The primary objectives of computer nétworks are to enable resource sharmg‘ data
communication, and connectivity between devices.

.®  Data communication involves the exchange of data between a-sender and a receiver
through a.communication medium. / :

®  Protocols are setsof rules that govern data commumcatlon Common jprotocols -
include TCP/IP, HTTP, FTP and SMTP.
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"A router is a device that connects different networks together and directs data
packets between them. :

When you send data over the mtcmct, it gets broken down into smallcr pieces
called packets.

A switch is a network device that connects multiple devices (like
computers,printers, and servers) within a Local Area Network (LAN).

An Access Point (AP) is a network device that allows wireless devices to connect
to a wired network.

Network topologies refer to the arrangement of different elements (links, nodes.

etc.) in a computer network.

In a Bus topology, all devices share a single communtcatzon line called a bus. Each

device is connected to this central cable.

In a Star topology, all devices are connected to a central hub or switch. The hub

acts as a repeater for data flow.

In a Ring topology, each device is connected to two other devices, forming a

circular data path. Data travels in one direction, passing through each device.

In a Mesh topology, each device is connected to every other device. This provides

high redundancy and reliability.

In Simplex communication, data transmission is unidirectional, meaning it flows in

only one direction.

In Half-Duplex communication, data transmission can occur in both directions, but

not simultaneously. .

In Full-Duplex communication, data transmission can occur in both directions

simultaneously.

The Open Systems Interconnection (OSI) Model is a framework used to understand

‘how different networking protocols interact. - s
Internet Protocol (IP) addresses are unique identifiers assigned to devices
connected to the Internet. There are two primary versions: IPv4 and IPv6.

DNS translates domain names to [P addresses, making it easier for users to access
websites. ,

DHCP automatically assigns IP addresses to devices on a network, simplifying

network management.

Network security involves measures to protect data and prevent unauthonzed

access to computer networks.

Encryption transforms data into a secure format that can only be read or understood

by authorized parties with the correct decryption key.
A PAN is a small network used for communication between personal dcwccs such

. as smartphones, tablets, and laptops, within a short range.
A LAN is a network that ‘connects computers and devices within“a limited area,

such as a home, school, or office building.
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'A MAN is a network that spans a city or a large campus, connecting multiple

LANs together.
A WAN covers a large geographical area, connecting multiple LANs and MANs.

. The Internet is the largest example of a WAN. -

A CAN is a network that connects multiple LANs within a limited geographical
area, such as a university campus or a business.

Additional MCQs

KM Network as a System

The primary function of a computer network is:

(a) To connect devices and exchange data.

(b) To store and process information.

(c) To create and manage files.

(d) To control the internet. :

Which of the following is NOT a primary component of a computer network?

(a) Node (b) Link (c) Printer (d) Switch
What type of connection can bé used to link devices in a network?
(a) Wired only : (b) Wireless only
(c) Both wired and wireless (d) None of the above

The role of a switch in a network is:

(a) To connect different networks.

(b) To connect multiple nodes within a network.and forward data,

(¢) To control internet traffic.

(d) To store network data.

Which device connects different networks and directs data packets between
them?

(a) Modem (b) Switch (c) Router (d) Workstation
LAN stands for: What does the acronym LAN stand for?

" (a) Local Area Network (b) Large Area Network
(c) Long Access Network (d) Limited Access Network
Which of the following devices could be considered a node in a network?
(a) Computer (b) Smartphone “(¢) Printer (d) All of the above

What is a network switch's role in file transfer?
(a) It reassembles the packets into the original file.
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(b) It sends the packets to the internet.

(c) It examines the destination address and forwards packets to the correct port.
(d) [t converts the data into packets.

The purpose of using packets in data transfer is:

(a) To reduce the amount of data being sent.

(b) To ensure data security and encryption. ,

(c) To allow for multiple data streams to be transmitted simultanecously.
(d) To enable efficient routing and delivery of data over different paths.
The main advantage of data communication through networks is:
(a) It eliminates the need for physical connection between devices.

(b) It allows people in différent locations to collaborate easily.

(c) It improves the speed of data transfer.

(d) It ensures the security of data being transmitted.

6.2 Fundamental Concepts in Data Communication

‘Which device sends data in a data communication process?

(a) Receiver (b) Sender (c) Protocol (d) Medium

Which component of data communication refers to the sct of rules governing
data exchange?

(a) Sender (b) Receiver (c) Message (d) Protocol

An example of a physical medium used for data communication is:

(a) Email (b) Website (c) Ethernct cable (d) Wi-Fi
6.3 Networking Devices

Which networking device is responsible for managing and directing network
traffic?

(a) Hub * (b) Switch (c) Router (d) All of the these
Which layer of the OSI modcl does a switch operate on?

(a) Physical Layer (b) Data Link Laver

(¢) Network Layer ; (d) Transport Layer

>

The key benefit of a network switch compared to a hub is:
(a) Switch is faster and more efficient.

-(b) Switch is cheaper than hub.
_(c) Switch can connect'to more device than hub.

(d) Switch is more secure than hub. ,

Which of the following is NOT a feature of a home router?

(a) A switch (b) A wireless access point

(c) A firewall (d) A modem

What is a typical way a mobile internet connection integrates with a home
network? :

(a) Through a wired connection (b) Through a wireless connection

(c) Through a Bluetooth connection (d) Through an optical fiber connection
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19. The purpose of an Ethernet cable in a home network is:
(a) To connect a modem to a router.
(b) To connect a router to a computer.
(¢) To connect a computer to a printer.
(d) All of the above
20. How are routers used in enterprise environments?
(a) To connect multiple computers to a single network.
(b) To manage traffic between different networks.
(¢) To provide security for the network.

(d) All of the above.
21. SIM stands for what? '
(a) Subscriber Identity Module (b) Subscriber Information Module
(¢) System Identity Module (d) Simple Information Module
22. The main function of a router is:
(@) To connect to the internet. - (b) To store data packets.

(c) To find the best path for data packets.
(d) To identify the destination of data packets.
23. The routing table is used for:
(a) To store the addresses of all connected devices.
(b) To list the possible paths for data packets.
(c) To identify the type of data packets.
(d) To control the speed of data transmission.
24. The role of an access point in a network is:
(a) To connect a wireless device to the internet.
(b) To store data for wireless devices.
(c) To control the speed of wireless data transfer.
(d) To identify the location of wireless devices.
25. What is the purpose of placing a switch in a cool, ventilated area?
(a) To prevent overheating.
(b) To improve the speed of data transfer.
(c) To reduce noise.
(d) To protect it from dust.
26. How do Access Points transmit data?
(a) Using cables only. - (b) Using radio waves.
(c) Using satellite signals. (d) Using Bluetooth.
27. What is the advantage of using a modern Access Point?.
(a) They can only connect to a single device.
(b) They are very expensive.
(¢) They can connect hundreds of devices simultaneously.
(d) They are only suitable for home networks.
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6.4 Network Topologies

In the context of network topologies, what is a node?
(a) A single device on a network.

"(b) A type of cable used for connection.

(c) A software application controlling the network.

(d) A specific type of network security system.

What is the key characteristic of a Bus topology?

(a) Devices connect to a single central line (bus).

(b) Devices connect directly to each other in a chain.

(c) Devices form a star-like pattern around a central device.
(d) Devices communicate only with a designated server.

Which Network topology is compared to a chalkboard in a classroom?
(a) Bus topology (b) Star topology

(c) Ring topology (d) Mesh topology

In a Star topalogy what role does the hub play? '

(a) A data flow repeater (b). A central server

(c) A network security device (d) A .data storage device

The main disadvantage of Bus topology is:

(a) High cost of implementation (b) Difficult to manage

(¢) Single point of failure (d) Slow data transmission

The key advantage of a Star topology is:

(a) Easy to set up (b) High bandwidth

(¢) High security (d) Fault tolerance

In a Star topology, what is the connection point for all network devices?
(a) Router (b) Switch (c) Hub (d) Modem

What is the most common example of a Star topology in everyday life?
(a) Intercom system in a school

(b) Traffic lights in a city

(¢) Telephone network

(d) Wireless internet network

What does a hub do in a network?

(a) It forwards data packets to specific devices.

(b) It acts as a gateway between networks.

(c) It amplifies signals in a network.

(d) It broadcasts data to all connected devices.

Which device is used to simulate the central switch in a Star topology model?

(a) Paper cups (b) Strings
(c) Paper clips : (d) None of the above
In a Ring topology, if one connection fails, what happens?

(2) The entire network becomes more efficient,
(b) The entire network is affected.
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(c) Only the affected device is disconnected.

(d) Data is automatically rerouted through alternate paths.

The primary advantage of a Mesh topology is:

(a) Easy to set up and manage.

(b) Cost-effective compared to other topologies.

(¢) High redundancy and reliability.

(d) Data travels in one direction, minimizing collisions.

Which topology is often compared to:a city with multiple roads connecting

- houses? -
(a) Ring topology (b) Mesh topology

(c) Bus topology - (d) Star topology

6.5 Transmission Modes

What is the term used to describe how data is transmitted between devices?
(a) Data transfer (b) Network communication
(¢) Data sharing (d) Transmission modes

In which communication mode does data flow in only one direction?
(a) Simplex (b) Half-Duplex

(¢) Full-Duplex (d) None of the above

Which real-life example is given for Simplex communication?

(a) Walkie-talkie ' ) (b) Keyboard to Computer

(c) Mobile Phone call (d) Two-way Radio

It is an example of Full - Duplex communication:

(a) Walkie-talkie (b) Toy telephone

(c) Telephone conversation (d) Sending a letter

What advantage does Full-Duplex communication offer over Half-Duplex
communication? “ :

(a) It is more efficient and allows for modern communication systems.
(b) It is more secure (c) Itis easier to implement.

(d) It requires less bandwidth.

The first message sent over the ARPANET was "LO." What was it intendcd
to be? ' -

(a) "HELLO" (b) "LOGIN"

(c) "ARPANET" : (d).“TEST"

Which of the following was a characteristic of the early telephones?

(a) Full-Duplex communication (b) Half-Duplex communication
(¢) Simultaneous data transmission (d) Internet browsing capabilities

X3  The 0SI Networking Model

The OSI model is a framework for understanding how different interact,
(a) Computers - . (b) Network devices
(c) Networking protocols - _ (d) Cables
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Which I.ayer of the OSI model is responsible for error-free data transmission?

(a) Physical Layer (b) Data Link Layer

(c) Network Layer (d) Transport Layer-

The OSI model is a ___ model.

(a) Hierarchical (b) Linear

(c) Circular (d) Sequential

Which layer is responsible for providing reliable end-to-end data transfer?
(a) Physical Layer (b) Data Link Layer

(c) Network Layer ; (d) Transport Layer

Which layer of the OSI model is responsible for determining the best path for
data to travel from the source to the destination?

(a) Network Layer (b) Transport Layer

(c) Session Layer (d) Presentation Layer.
The Network Layer uscs what to route data between networks?
(a) MAC addresses (b) IP addresses

(c) Port numbers (d) Physical addresses

The main function of the Transport Layer in the OSI model is:

(a) Physical connection establishment (b) Data encryption and decryption

(c) Ensuring data is transferred reliably from source to destination

(d) Managing data flow control '

Which protocol does the Transport Layer use to ensure reliable data transfer?

(a) HTTP (b) FTP 2= Ke) TCP (d) UDP.
Which protocol does the Transport Layer use to ensure reliable data transfer?
(a) HTTP - (b) FTP CYICP (d) UDP

6.7 IPV4 and IPV6

What is the maximum number of unique IPv4 addresscs possible?

(a) 232 (b) 2'8 (c) 28 (d) 2%
How many bits are used in an IPv4 address?
(a)8 ()1 (c) 32 (d) 64

Which of the following protocols is used to send email messages from a client
to a server?

(a) FTP (b) SMTP (c) HTTP (d) SNMP
[Pv4 address is formatted as:
(a) 128-bit binary numbers (b) 128-bit hexadecimal numbers

(c) Four sets of decimal numbers, each ranging from 0 to 255
(d) Eight sets of decimal numbers, each ranging from 0 to 255

| 6.8 Protocols and Nelwork Services

The primary purpose of DNS is:
(a) To assign IP addresses to devices on a network.
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(b') To translate domain names to [P addresscs.
(¢) To secure data transmission.
(d) To manage internet traffic.

6.9 Network Security

Why is it important to maintain the availability of network resvuices?

(a) To ensure that users can access the resources they need.

(b) To prevent data loss and downtime.

(¢) To ensure business continuity and operational efficiency.

(d) All of the above :

The term for enérypted data that can only be read by the intended recnplcnt is
(a) Plaintext =~ . .(b) Ciphertext (c) Code (d) Password

Why is encryptmn |mportant in exchanging sensitive information between
countries?

(a) To make the data easier to read.

(b) To prevent unauthorized access to the information.

(c) To make the data more compact. (d) To speed up data transmission.

| 6.10 Types of Networks

The typical range of a PAN is:

(a) A few meters (b) A few kilometers

(c).Across a city . (d) Across the world

What type of network attack involves intercepting communication between
two, parties. to steal information?

(a) Denial of Service (DoS) Attack . (b) Man-in-the-Middle Attack
(c) Personal Area Network (PAN) (d) Local Area Network (LAN)
A Metropolitan Area Network (MAN) typically covers which area?
(a) A single room .(b) A single building
(c) A city or a large campus (d) Multiple countries

Real World Applications
Educational mstltutmns use networks to provide which of the following?
(a) Online Learning Platforms . ~ (b) Virtual Classrooms
(¢) Access to Educational Resources (d) All of the above

7
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Conceptual MCQs

How are files transferred over a network?

“(a) As a single, whole file.

(b) In multiple packets, each with a destination address.

(c) By compressing the file into a smaller size.

(d) Through direct connections between devices.

How does a Network topo’iogy affect data transmission?

(a) It determines the speed of the internet connection.

(b) It influences the layout and efficiency of data flow between devices.

(c) It has no impact on data transmission.

(d) It only affects wireless networks. .
What type of address does a switch use to determine the correct destination
device for a data packet? |

(a) IP Address (b) MAC Address
(c) Port Address (d) URL Address
What does a router act as in a network?

(a) A bridge (b) A traffic director
(c) A firewall AR, (d) A modem

How can a simple network be simulated in a classroom?
(a) By using.a computer and a modem.

* (b) By using a router and a switch.

(c) By assigning roles like computer, router, and data packet.

(d) By using a network cable and a power source.

In a relay race, each runner passes the baton to the next. This scenario can be
used as an analogy for which topology?

(a) Mesh Topology (b) Ring Topology

(¢) Bus Topology (d) Star Topology

What analogy is used in the text to explain the role of the Data Link Layer?
(a) Traffic lights at intersections (b) A highway

(c) A bridge (d) Acar

In a network, if two devices have the same [P address, what is the likely outcome '
(a) Both devices will function normally.

(b) One device will be unable to connect to the network.

(¢) The network will automatically assign a new IP address to one device.

(d) Both devices will be assigned a new [P address.
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9. How did the Allies use encryption during World War 11?
(a) Tq send secret messages to their enemies.
(b) To decode their enemies' communications.
(¢) To create false information.
(d) To encrypt their own communications.
10. Why is a combination of firewalls, encryption, and antivirus software essential
for robust network security?
(a) They provide multiple layers of protection against different thrcats
(b) They are all required to prevent data loss. .
(c) They work together-to create a single, unified security system.
(d) They are the only methods available for securing a network.

L Answers,
1. -(b) 248 3 () -4 ® S © 6 @) 7. (a)
8. ® -9 @ .10 (a)

Additional Short Questions

1. Whatis a computer network?

Ans: Computer Network: A computer network-is a system of linked devices and
computers that may exchange data and operate together. Networks can range from
small, Local Area Network (LANs, Local Area Networks) to large area network,
WAN:Ss, including the Internet. Networks are arranged of various elements that
work together to facilitate communication.

2. What are the two main types of networks?

Ans: Types: The two main types of networks are:

i. Local Area Networks (LANS) :

ii. Wide Area Networks (WANSs).

3. What are the primary components of a computer network?

Ans: The primary components include:

e Nodes: Devices that are connected to the network, such as computers,
smartphones, and printers.

® Links: The connections between nodes, which can be wired (like Ethernet
cables) or wireless (like Wi-Fi).

@ Switches: Devices that connect multiple nodes within a network to forward data.
® Routers: Devices that connect different networks and direct data packets
between them.
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4. Give an example of how computer networks facilitate resoirce sharing.

Ans: Resource Sharing: Computer networks allow devices to share resources, such as .
printers and storage, reducing costs and improving efficiency.
Example: In an office network. multiple computers can share a smgle printer,
reducing the need for multiple printers.

6.2 Fundamental Concepts In Data Communication

5. What are the five basic components of data communication?
Ans. [t comprises of five basic components:
i.  Sender: The device that sends the data.
Example: A computer sending an email.
ii. Receiver: The device that receives the data.
Example: A smartphone receiving the email.
ili. Message: The data being communicated.
Example: The content of the email.
iv. Protocol: A set of rules governing data communication.
Example: The HTTP protocol used for web communications.
v. Medium: The physical or wireless path through which data travels.
Example: Ethernet cable or Wi-Fi.

6.3 Networking Device :

6. What are networking devices? I

Ans: Networking devices include hubs, switches, routers. and access pomts arc
responsible for the management and direction of network traffic.

7. Whatis a switch? :

Ans: Switch is a network device that connects multiple network devices such as
computers, printers, and servers, within a network and allows these devicgs to
communicate with each other efficiently. '

8. How does a switch work?

Ans: A switch is used at the Data Link layer which is called the Layer 2 of thec OSI
model. It uses hardware address of a device called Media Access Control
(MAC)addresses to forward data to the correct device. When a data packet reaches
at the switch, it reads the destination MAC address and sends the packet only to the
device with that address, rather than broadcasting it to all devices. A switch learns

_ the addresses of connected devices and directs data only to the intended destination.

9. Whatis a router?

Ans: Router is a networking device that interconnects networks or allows devices to
connect to it. It directs data packets between different networks.

10. What is the function of a router in a network?

Ans: Router: A router is a networking device that interconnects networks or allows
devices to connect to it. It directs data packets between different networks. Think of

" it as a traffic director on the internet, making sure that data gets from one place to

another efficiently.
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11. What does SIM stand for?

Ans: SIM stands for Subscriber Idcntity Module. A SIM card is a small card inserted into
a mobile device that contains unique information to identify and authenticate the
subscriber on a mobile network. It allows the device to connect to the network,
make calls, send messages, and access Internet.

12. Whatisa routing table?

Ans: A routing table is a table that lists the possible paths for data. packets and helps the
router make efficient decisions. :

13. What is an Access Point?

Ans: Access point: It is a networking device that facilitates the connection of wireless
devices to a wired network. It works as a link between your computers and
smartphones or any other wireless device and the internet.

- 6.4 Network Topologies

14. What is the purpose of network topologies?

Ans: Network Topologies: Network topologies are methods used to define the
arrangement of different devices in a computer network, where each device is
called a node. The reliability and performance of a network arc impacted by the
way its devices are linked. |

15. Define Bus Topology.

Ans: Bus Topology: Give an example. In a Bus topology, all devices sharc a single
communication line called a bus. Each device is connected to this central cable.
Example: Imagine a chalkboard in a classroom where every student can see the
notes written by the teacher. -

16. Define Star Topology with an example.

Ans: Star Topology: In a star topology each node in network communicates with the
others via a central switch or hub. The hub works as a data flow repeater.

Example: Think of a school principal's office connected to all classrooms through
intercoms. The principal's office is the hub, and the classrooms are the nodes.

17. What is a Ring topology? '

Ans: Ring Topology: In a Ring topology, each device is connected in a circular pathway
with other devices. Data travels in one direction, passing through each device.
Example: Consider a relay race where each runner passes the baton to the next
runner in circle until it reaches the starting point again.

18. What is a Mesh topology and also give an example.

Ans: Mesh Topology: In a Mesh topology, each device is connected to every other
device. This provides high redundancy and reliability. |
Example: Imagine a city where every house is directly connected to every other
house by roads. If one road is blocked, there are multiple alternative routes.

| 6.5 Transmission Modes

19. What is Simplex Communication? Give one example.
Ans. Simplex Communication: In Simplex communication, data transmission is
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20.

Ans:

21.

Ans:

22.

Ans:

unidirectional, meaning it flows in only one dlrcctlon An advice can either send or
review data in this communication.

‘Example: Keyboard to computer is an example of simplex communication.

What is Half-Duplex Communication?
Half-Duplex Communication: In Half-Duplex communication, data transmission
can occur in both directions, but not simultaneously. One device must wait for the

other to finish transmitting before it can start.

' What is the main feature of Full-Duplex communication?

Full-Duplex Communication: Full-duplex communication allows for
simultaneous data delivery in both directions. Both devices may transmit and
receive data simultaneously at the same time.

Example: Telephone conversations are an example of Full-Duplex
communication. Both people can talk and listen at the same time without waiting

for their turn.

XM The 0SI Networking Model

What is the OSI Networking Model? -
‘The OSI Networking Model: The Open Systems Interconnection (OSI) Model is
a framework used to understand how different networking protocols interact. It has

7 layers, each with specific function.

Ans:

Ans:

25.

Ans:

How many layers are there in the OSI Model?
There are seven layers in the OSI Model.
Layer 1: Physical Layer
Layer 2: Data Link Layer
Layer 3: Network Layer
Layer 4: Transport Layer
Layer 5: Session Layer
Layer 6: Presentation Layer
Layer 7: Application Layer
What is the main function of the Physical Layer?
Layer 1: The Physical Layer is liable for the actual connection between devices.
The process of sending unprocessed data bits via a physical medium is the focus
here.
Example: Imagine the hardware that connects computers, like a Network interface
cables, repeaters, hubs and connectors.
What is the main function of the Data Link Layer?
Layer 2: Data Link Layer: Error detection and correction, as well as
node-to-node data transport, are handled by the Data Link Layer. It ensures

error-free data transmission from the Physical Layer.
Example: Think of the Data Link Layer as traffic lights al intersections, which
manage the flow of cars data and prevent collisions.
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26. What is the main function of the Transport Layer?

Ans: Layer 4: Transport Layer: The Transport Layer ensures.that data is transferred
from one process rerunning on source end system to a process souring on
destination end system. It manages data flow control and error checking.

Example: Think of the Transport Layer as a delivery service that ensures your
package arrives safely and on time. ;

27. What does the Session Layer manage?

Ans:Layer 5: Session Layer: The Session Layer manages sessions between
applications. It establishes, maintains, and terminates connections between devices.
Example: Imagine a phone call where the session layer sets up the call, keeps it
connected. and ends it when you hang up.

28. What is the role of the Presentation Layer The in network communication?

Ans: Layer 6: Presentation Layer: The Presentation Layer translates data between the
application layer and the network. It formats and encrypts data to ensure it is
readable by the receiving system.

Example: Think of the Presentation Layer as a translator converting a book from
one language to another so that more people can read it.

29. What is the role of the Application Layer in network communication?

Ans: Layer 7: Application Layer: The Application Layer is the closest to the end user.
It provides network services directly to applications, such as email, web browsing.
and file transfer. %

Example: Imagine the Application Layer as a waiter taking your order in a
restaurant and bringing your food. -

6.7 IPV4 and IPV6

30. Write some about IPV4,

Ans: Internet Protocol version 4 (IPv4) IPv4 is the fourth version of the Internet
Protocol and the most widely used today. It uses a 32-bit address scheme, allowing
for approximately 4.3 billion unique addresses. To find the total number of unique
IPv4 addresses, we calculate 223, which represents all possible combinations of 32
bits, i.e.,2%2= 4,294,967,296. ;

31. What is IPv6?

Ans: Internet Protocol version 6 (IPv6): IPv6 is the most recent version of the Internet
Protocol designed to replace IPv4.It uses a 128-bit address scheme, allowing for an
almost limitless number of unique addresses. '

Example: Imagine an IPvé6 address like a digital fingerprint. It can provide a unique
identifier not just for houses on a street, but for-every grain of sand on a beach.e.g
2001:0000:130 F:0000:0000:0900:876A: 130B. -

32. Why was IPv6 developed?

Ans: [Pv6 was developed to address the depletion of [Pv4 addresses due to the rapid
growth of the internet and connected devices.

studyplusplus.com



6.8 Protocols and Network Services

33. What are protocols? Name some common protocols.

Ans: Protocols are sets of rules that govern data communication. Common protocols
include TCP/IP.HTTP, FTP and SMTP.
Example: Hyper Text Transfer Protocol (HTTP) is used for transferring web pages
over the internet. i

34, What is the purpose of the Domain Name System (DNS)?

Ans: Domain Name System (DNS): DNS translates domain names to [P addresses.
making it easier for users to access websites.
Example: When you type www.example.com in a browser. DNS translates it to
the corresponding [P address.

35. What is the function of the Dynamic Host Configuration Protocol (DHCP)?

Ans: Dynamic Host Configuration Protocol (DHCP): DHCP automatically_assigns IP-
addresses to devices on a network. simplifving network management. -
Example: When a dev:ce connects to a Wi-Fi network, DHCP assigns it an [P
address.

6.9 Network Secumy

36. What is a firewall? How does it work?

Ans: Firewalls: Firewalls are sccurity systems that monitor and control incoming and
outgoing network traffic based on predetermined security rules. Firewalls act as
barriers between trusted internal networks and untrusted cxtcrnal networks, like a
security checkpoint.

37. Whatis Encryption?

Ans: Encryption: Encryption transforms data into a secure format that can only be read
or understood by authorized parties with the correct decryption key.

Example: Plain Text:Hello.World!Encrypted Text (using a simple shift cipher):
Khoor, Zruog! where each letter in the plaintext is replaced by the letter that is 3
positions down the alphabet.

38. What is decryption? Give one example.

Ans: Decryption is the process of converting the encrypted data back to its original form.
Example: Decryption: Converting "Khoor, Zruog!" back to "Hello. World!" using
the same shift cipher in reverse.

39. What are the common threats to Network Security?

Ans: Common Threats to Network Security Malware: Malicious software such as
viruses, worms, and ransomware that can damage or steal data.
® Phishing: Attempts to trick users into revealing sensitive information through

deceptive emails or websites. :

@ Denial of Service (DoS) Attacks: Overwhelming a network with traffic to
disrupt its normal operation and make it unavailable.

@ Man-in-the-Middle Attacks: Intercepting communication between two parties

to steal information or alter messages.
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Ans:

43.

Ans:

Define PAN with an example.
Personal Area Network (PAN): A PAN is a'small network used for
communication between personal devices, such as Laptops, Computers Desktop
smartphones, tablets, and laptops, within a short range. Example: Bluetooth
connections between a smartphone and a wireless headset form a PAN. :
What is a LAN?Also give one example. gt
Local Area Network (LAN)A LAN is a network that connects computers and
devices within a limited area,.such as a home, school, or office building.
Example: The computer network in your school that connects all the computcrs in
the lab is a LAN.
What type of metwork covers a larger area like a city, connecting multlple
LANSs?
Metropolitan Area Network(MAN): A MAN is a network that spans a clty ora
large campus, connecting multlple LANs together

Example: The network that connects various branches of a unwcr51ty across a city
is a MAN.
What type of network connects multiple LANs and MANs across a wide
geographical area, even across countries?

Wide Area Network (WAN): A WAN covers a largc geographical area,
connecting multxplc LANs and MANSs. The internet is the largest. example of a

- WAN.

44.
Ans:

45.
Ans:

46.

Ans:

47.
Ans:

Example: The network that connects different branch off‘ ices of a multmatnonal
company across countries is a WAN.

- What is a Campus Area Network (CAN) and give one example" -

Campus Area Network (CAN): A CAN is a network that connects multiple
LANSs within a limited geographical area, such as a university campus or a business
park. Example: The network that connects various departments and bmldmgs
within university's CAN. |

Why should we use VPN?

Use a Virtual Private Network (VPN) to sccurely connect to a WAN and- protect
your data when accessing public networks.

Real-World Applications of Computer Networks

What is the purpose of using networks in businesses?

Business In business, networks enable efficient communication, resource sharmg,
and data management.

Example: Companies use intranets to share information and resources securely
within the organization.

Explam the contribution of networks in the education sector.

Education: Educational institutions use networks to provide online ' learmng
platforms, virtual classrooms, and access to educational resources.
Example: Universities use Learning Management Systcms (LMS) like Blackboard
and Moodie to deliver course content and assessments.
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48. Give an example of how networks are used in the healthcare sector.

Ans: Healthcare: Healthcare networks facilitate the sharing of patient information,
telemedicine. and access to medical databases. :
Example: Hospitals usc Electronic Health -Records (EHR) systems to store and
retrieve patient data efficiently.

6.12 Standard Protocols in TCP/IP Commumcahons

49. Wnte some Key Protocols.

Ans: Key Protocols: Transmission Control Protocol (TCP) Ensures reliable data
transfer. : :
e Internet Protocol (IP): Handles addressing; and routing of data packets.
e User Datagram Protocol (UDP): Provides faster. but less reliable, data transfer.
e Domain Name System (DNS): Translates domain names to IP addresses.
® Dynamic Host Configuration Protocol (DHCP): Automatically assngns 1P

addresses
6.13 Network Security Methods

50. Write some basic methods by how we secure our network.
Ans: Network Security Methods: Firewalls: Monitor and control incoming and
outgoing network traffic. '
® Encryption: Protects data by converting it into a secure format..
e Antivirus Software: Detects and removes malicious software.
Example: A combination of firewalls, encryption, and antivirus software provides
robust network security.

Conceptual Short Questions

I. How do computer networks enable data communication?

Ans: Data Communication: Networks facilitate data transfer, enabling communication
through emails, instant messaging, and video conferencing.

‘Example: Employees in differént locations can collaborate through vidco.
conferencing tools like Zoom or Microsoft Teams.

2.  When WWW was mventcd”

Ans: The World Wide Web (WWW) was invented by Tim Berners-Lee in l989
revolutionizing how we access and share information.

3. How does a mobilc internet connection integrate with a home network?

Ans: A mobile internet conncction (via SIM card) integrates with a home network
through router. Alternatively, an Ethernet cable can be used to obtain internet
Temporary access and distribute it among home devices. In cntcrprm.
environments, different types of routers arc employed.

4. What is the purpose of a high-quality Ethernet cable?

Ans: A high-quality Ethernet cable helps keep your network running smoothly and
ensures that your switch is placed in a cool, ventilated area to prevent overheating.

R

studyplusplus.com



5.  What makes Simplex communication useful for specific applications?

Ans: In Simplex communication, the direction of data flow is fixed, making.it useful for
applications where only one-way communication is needed.

6. How does Full-Duplex communication benefit modern communication
systems?

Ans: Full-Duplex communication allows for more efficient data transmission. mal\mg, it
ideal for modern communication systems like internet browsing and video calls.

7.  What protocols does the Transport Layer use to-ensure reliable data transfer

Ans: The Transport Layer uses protocols. like Transmission Control Protocol (TCP) to
ensure reliable data transfer.

8. How a shift cipher works?

Ans: Encrypt a simple message using a shift cipher with a key of 3 (each letter is shified
by 3 places in the alphabet). Then, cxchangc messages with a classmalc and
decrypt each other messages.

Exercise Questions

A. Multiple Choice Questions.
1.  What is the primary objective of computer netw orks"
(a) Increase computational power -
(b) Enable resource sharing and data communication
(¢) Enhance graphic capabilities
(d) Improve software development
2.  Which device is used to connect multiple networks and direct data packets
between them? -_ -
(a) Switch (b) Hub (¢) Router (d) Modem
3. Which layer of the OSI model is responsible for node-to-node data transfer
and error detection? ' ‘ ,
.(a) Physical Layer (b) Data Link Layer (c) Network Layer (d) Transport Layer
4. What is the function of the Domain Name System (DNS)?
(a) Assign IP addresses dynamically
(b) Translate domain names to IP addresses
(c) Secure data communication
* (d) Monitor network traffic -
5.  Which method of data transmission uses a dedicated communication path?
(a) Packet Switching (b) Circuit Switching
(c) Full-Duplex (d) Half-Duplex
6. What is encapsulation in the context of network communication?
(a) Converting data into a secure format
(b) Wrapping data with protocel information
(¢) Monitoring network traffic
(d) Translating domain names to IP addresses
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10.

Which protocol is used for reliable data transfer in the TCP/IP model?

- (a) HTTP (b) FTP (c) TCP (d) UDP

What is the main purpose of a firewall in network secunty"

(a) Convert data into a secure format

(b) Monitor and control network trafﬁc

(c) Assign IP addresses

(d) Translate domain names - : :

Which network topology connects all devices to a central hub?

(a) Ring (b) Mesh . {c) Bus (d) Star
What is a key benefit of using computer networks in businesses?
(a) Increase computational power '

- (b) Enable resource sharing and efficient communication

(c) Enhance graphic capabilities
(d) Improve software development

\Answers

(b) 2. (¢) 3. (@) - 4. (b) 5. (b)

1.

6. (b) 7. (c) A e 9. (d) 10. (b)

B. Short Questions

1.  Define data communication and list its key companents

Ans. Data communication refers to the transfer of data between devices through a

transmission medium.

Key components include:

Ans.

Ans.

Ans.

1.  Sender: The device that sends the data.

2.  Receiver: The device that receives the data.

3.  Message: The data being transmitted.

4. Transmission Medium: The channel used to transmit data (e.g., cable,
wireless).

5. Protocol: A set of rules governing data transfer.

Explain the role of routers in a computer network.

Routers are networking devices that connect multiple networks and direct-data

packets between them. They determine the best path for data to travel and ensure

efficient communication between devices.

What are the main functions of the Network Layer in the OSI model?

1. * Routing: Determines the best path for data.

2.  Addressing: Assigns logical addresses to'devices (e.g.. IP addresses).

3. Packet forwarding: Sends data packets to their destination.

4.  Error handling: Ensures data integrity during transfer. _

Describe the difference between packet switching and circuit switching,

Packet Switching: Data is divided into packets and sent independently through the -

network. Packets may take different routes.
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Circuit Switching: Establishes a dedicated communication path beforc dala
transfer, ensuring a constant connection.

5. What is the purpose of the Dynamic Host Configuration Protocol (DHCP)"

Ans. DHCP is used to automatically assign IP addresses to devices on a network. It
ensures devices can connect to the network without manual configuration.

6. How does encapsulation ensure secure communication in a network?

Ans. Encapsulation wrabs data with headers and footers containing control information.
ensuring proper delivery and security. This process can also include encryption to
protect sensitive data during transmission.

7. . Differentiate between TCP and UDP in terms of data transfer rellablllty

Ans. TCP (Transmission Control Protocol): Provides reliable data transfer with error
checking and acknowledgment.

UDP (User Datagram Protocol): Offers faster, connectionless communication
without error Ch._écking or acknowledgment, making it less reliable.

8. Explain the importance of encryption in network security.

Ans. Encryption protects data by converting it into an unreadable format, ensuring that

~only authorized parties can access it. It prevents data breaches and maintains
confidentiality. _

9.  What are the advantages of using a star topology in a network?

Ans. 1. Easy to install and manage.

2. Fault isolation: A single device failure doesn't affect the entirc network.
‘3. Scalability: Adding new devices is simple.

10. How do firewalls contribute to network security?

Ans. Firewalls act as a barrier between a trusted network.and an untrusted one. They
filter incoming and outgoing traffic based on security rules. preventing
unauthorized access and blockmg harmful traffic.

C. Long Questions.

1. Discuss the objectives of computer networks and provide examples of how
they facilitate resource sharing and data communication.

Ans. See Q.1 Long Qucstion ,

2. In a Simplex communication system, assume data is transmitted at a rate of
500 bits per second (bps). Compute the time to transmit a-message if:

(a) it is 10 kilo bits. '
(b) it is of 10 kilobytes.

Ans: (a) if it is 10 kilo bits

Transmitting 10 Kilobits i

1. Convert Kilobits to Bits: | kilobit (Kb) = 1000 bits So, 10 Kb = 10 * 1000 bits
=10000 bits
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~ 2. Calculate Transmission Time: Transmission time = Total number of bits / Data
transmission rate .
Transmission time = 10000 bits / S00 bps = 20 seconds
So. the time to transmit a 10-kilobit message at a rate of 500 bits per second is 20

~ seconds

Ans. (b) it is of 10 kilobytes.
Time to Transmit a 10-Kilobyte
Now, Let us calculate the transmission time for a 10-kilobyte message in-a simplex
communication system where the data transmission rate is 500 bits per second
(bps). '

I. Convert Kilobytes to Bits: 1 Kilobyte (KB) = 1024 bytcs | byte =8 blts
So, 10 KB=10 * 1024 * 8 bits = 81920 bits -

y Calculate Transmission Time: Transmission time = Total number of bits / Data
transmission rate
Transmission time=81920 bits/500. bps=163. 84 seconds
Thus, the time to transmit a 10- -kilobyte message at a rate of 500 bits per second is
approximately 163.84 seconds.

3. Describe how data is transmitted across computer networks using packet
switching and circuit switching.

Ans. See Long Question Q.5

4. Discuss the role and importance of protocols in data communication. Explain
the functions of key protocols such as TCP/IP, HTTP,DNS, and DHCP

Ans. See Long Question Q.3

5. Evaluate different methods of network sccurity, including firewalls,
encryption, and antivirus software. '

Ans. See-Long Question Q.9

6. Describe real-world applications of computer networks in business, education,
and healthcare. ‘ '

Ans. Sce Long Question Q.10

7. Compare and contrast the different types of network topologies
(star,ring,bus,and mesh).

Ans. See Q.4 Long Question

8. Consider a Shift cipher with a shift amount of 4.
(a) Encrypt the message "SECURITY".
(b) Decrypt the message "WMXYVMI'"'.

Ans. (a) Encrypting the Message "SECURITY"

For encryption, we will shift each letter of "SECURITY" by 4 positions forward:

. . B-=W 2. E->I
3. C->G A Uy

5 Rs>¥ : 6. 1->M
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So, the correct encrypted message "SECURITY" becomcs "WIGYVMXC".
(b) Decrypting the Message "WMXYVMI"
For decryption, we will shift cach letter of "WMXYVMI" by 4 positions backward

Lo Wea§ 22 ‘M=>1
C i €S- ) 4. Y=-3>U
5. N>R 6. M->1
1.  T=>E

So, the correct decrypted message "WMXYVMI" becomes "SITURIE".

9. An IPv4 address is a 32-bit number. Calculate the total number of unique IP v
addresses possible.

(a) Show the calculation for the total number of IPv4 addresses.

(b) How many addresses are-left if 10% of the total addresses are reserved.

for special purposes? ‘
Ans. (a) Total Number of IPv4 Addresses: .

An IPv4 address is a 32-bit number, which means there are 32 bits available to
represent the address. Each bit can be either 0 or 1. To calculate the total number of
unique [Pv4 addresses, we use the formula for the total number of unique combinations
of 32 bits: '

Total number of IPv4 addresses=232\text{Total number-of IPv4 addresses} = 232
Calculating this: ‘

232=4 294,967,296 5.2

So, the total number of unique IPv4 addresses is 4,294,967.296.

Ans. (b) Addresses Left After Reserving 10% for Special Purposcs:

If 10% of the total IPv4 addresses are reserved for special purposes (such as private
networks, multicast addresses, etc.), we need to calculate 10% of the total addresses and
then subtract that from the total. '

1. Calculate 10% of the Total Addresses:

Reserved addresses=0.10%x4,294,967,296=429,496.729.6

Since we can't have a fraction of an address, we round to the nearest whole number:
i Reserved addresses 429.496,730
2. Calculate the Addresses Left: ‘

"~ Addresses left=4,294,967,296 429,496,730=3,865,470,566
So, after reserving 10% of the total addresses for special purposes, approximately

3.865,470,566 IPv4 addresses are left.

.- - ﬁ m”og' =
- »
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