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I. Introduction 

CTIA1 herein offers feedback on NIST’s revised Digital Identity Guidelines, DRAFT 
NIST SP 800-63-3 and DRAFT NIST SP 800-63B.2  CTIA focuses on DRAFT NIST SP 800-
63B and its discussion of two-factor authentication.  CTIA appreciates NIST’s continued effort 
to improve security of federal IT systems, and its willingness to collaborate with industry to 
enhance cybersecurity.  Prior discussions between CTIA and NIST concerning the industry’s 
capability to provide secure and reliable two-factor authentication were constructive, and CTIA 
appreciates NIST’s decision to remove the term “deprecated” with respect to out-of-band 
authentication using Short Message Service (“SMS”) from the Digital Identity Guidelines.  The 
government, as a user of information and communications technology (“ICT”) and target of 
cyber attacks, has to improve its cybersecurity.  In addition to addressing two-factor 
authentication, NIST should encourage the government to use mobile device management 
(“MDM”), and educate federal users about basic cyber hygiene. 

 
The Digital Identity Guidelines should better reflect NIST’s risk-based, technology-

neutral approach to cybersecurity.  Out-of-band authentication using SMS or voice 
communication through the public switched telephone network (“PSTN”) can be a secure 
method of verification.  NIST should be wary of broadly discouraging a convenient and 
ubiquitous method of secure authentication; as NIST has observed, “a password coupled with 
SMS has a much higher level of protection relative to passwords alone.”3     

     
NIST should encourage two-factor authentication.  NIST’s discouragement of forms of 

out-of-band authentication through the PSTN is inconsistent with the agency’s duty to foster a 
risk-based and technology-neutral approach.  It will chill use of two-factor authentication at a 
time when the government faces significant authentication challenges, leaving insufficient 
alternatives.  Existing technology and risk management can mitigate potential vulnerabilities 
and, as mobile networks evolve, so will SMS security.  To the extent NIST makes an evidence-
based determination that certain authentication is not appropriate in some federal settings, it 
should clarify those use cases, and explicitly limit such guidance to those specific federal 
settings.     

 

                                                 
1  CTIA® (www.ctia.org) represents the U.S. wireless communications industry and the companies 
throughout the mobile ecosystem that enable Americans to lead a 21st century connected life.  The association's 
members include wireless carriers, device manufacturers, suppliers as well as apps and content companies.  CTIA 
vigorously advocates at all levels of government for policies that foster continued wireless innovation and 
investment.  The association also coordinates the industry's voluntary best practices, hosts educational events that 
promote the wireless industry and co-produces the industry's leading wireless tradeshow.  CTIA was founded in 
1984 and is based in Washington, D.C. 
2  DRAFT NIST Special Publication 800-63-3, Digital Identity Guidelines (2017), https://pages.nist.gov/800-
63-3/sp800-63-3.html  (“DRAFT SP 800-63-3”); DRAFT NIST Special Publication 800-63B, Authentication & 
Lifecycle Management (2017), https://pages.nist.gov/800-63-3/sp800-63b.html (“DRAFT SP 800-63B”). 
3  Paul Grassi, Questions…and buzz surrounding draft NIST Special Publication 800-63-3 (July 29, 2016), 
http://nstic.blogs.govdelivery.com/2016/07/29/questionsand-buzz-surrounding-draft-nist-special-publication-800-
63-3/. 
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II. NIST Can Encourage Much-Needed Improvements in Federal IT Security With 
MDM and Basic Cyber Hygiene. 

One of NIST’s core missions is helping agencies manage federal IT systems.  As said by 
the Director of NIST’s Information Technology Laboratory, its “role [is] to research, develop, 
and deploy information security standards and technology to protect the federal government’s 
information systems against threats to the confidentiality, integrity and availability of 
information and services.”4  And in the Digital Identity Guidelines, SP 800-63-3, NIST states 
that “[o]ur priority remains to offer agencies as many options and techniques as possible to 
manage risk and offer valuable digital services.”5  

 
Enhancing the federal government’s cyber defenses is of the utmost importance.  

President Trump has called cybersecurity “one of the most important aspects of America’s 
national security.”6  Recognizing that the U.S. government is “facing constant cyber attack[],” 
the President has promised to make strengthening the nation’s cybersecurity a top priority.7  
NIST plays an important role in assisting the federal government and advising Congress.       
 

The government has a lot to do.  In 2016, hackers obtained Internal Revenue Service data 
of more than 700,000 taxpayers.8  The U.S. Office of Personnel Management’s (“OPM”) 
systems were breached the year before, exposing information of over 22 million current and 
former federal employees.9  According to a recent Pew Research Center report, nearly half of all 
Americans do not trust the federal government to secure their data, including approximately 28 
percent of Americans who “are not confident at all that the federal government can keep their 
personal information safe and secure.”10   
 

The government often lags in basic cyber hygiene.  One study revealed that 7 percent of 
federal employees bring jailbroken mobile devices to work and use them on federal networks.11  
In another study, 25 percent of federal workers said that they do not use passwords on work 

                                                 
4  Charles Romine, Director, Information Technology Laboratory, NIST, Testimony before the U.S. House of 
Representatives Subcommittee on Research and Technology (Jan. 27, 2015), available at https://www.nist.gov/ 
speech-testimony/expanding-cyber-threat.  
5  DRAFT SP 800-63-3, Authority.  NIST developed the Digital Identity Guidelines under the Federal 
Information Security Modernization Act of 2014 (Public Law 113-283), which aims to improve federal 
cybersecurity practices.  See 44 U.S.C. 3551 et seq.   
6  President Donald J. Trump, Prepared Remarks on Cybersecurity (Oct. 3, 2016), available at 
https://www.donaldjtrump.com/press-releases/donald-j.-trump-remarks-on-cybersecurity.  
7  Id. 
8  Kevin McCoy, Cyber Hack Got Access to Over 700,000 IRS Accounts, USA TODAY (Feb. 26, 2016), 
available at http://www.usatoday.com/story/money/2016/02/26/cyber-hack-gained-access-more-than-700000-irs-
accounts/80992822/. 
9  Ellen Nakashima, Hacks of OPM Databases Compromised 22.1 Million People, Federal Authorities Say, 
THE WASHINGTON POST (July 9, 2015), available at https://www.washingtonpost.com/news/federal-eye/wp/2015/07 
/09/hack-of-security-clearance-system-affected-21-5-million-people-federal-authorities-say/. 
10  Kenneth Olmstead and Aaron Smith, Pew Research Center, Americans and Cybersecurity (Jan. 26, 2017), 
http://www.pewinternet.org/2017/01/26/americans-and-cybersecurity/ (emphasis in original).  
11  Federal BYOD Study—Feds:  You Have a BYOD Program Whether You Like It or Not, Lookout, at 3 (Aug. 
2015), available at https://campustechnology.com/~/media/04D1177141F04D6C99DF8626742C7843.pdf.     
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devices, and 28 percent use “easy” passwords.12  Congressional leaders are concerned.  Just last 
week, Senate Commerce Committee Chairman John Thune and Senate Cybersecurity Caucus 
Co-Chairman Cory Gardner sent letters to Commerce Secretary Wilbur Ross and Transportation 
Secretary Elaine Chao urging them to “prioritize the security of [agency] information systems.”13  
According to their letters, “[r]ecent Office of Inspector General reports have repeatedly found 
weaknesses in information security practices,” and the U.S. Government Accountability Office 
(“GAO”) “has made approximately 2,500 recommendations to improve information security 
programs across the federal government over the past several years.”14  But “Departments and 
agencies have yet to implement many of these recommendations,” they said.15  The government 
must incorporate security into digital strategy and educate its user community.   

 
The government must improve its MDM practices.  According to MobileIron, 48 percent 

of government organizations have missing devices, compared to the global average of 40 
percent; 34 percent of government organizations used devices operating under outdated policies, 
compared to a global average of 27 percent.16  The GAO observed a “sharp increase in 
information security incidents reported by federal agencies over the last several years,”17 and, 
with respect to MDM, highlighted users’ failure to enable password protection and keep 
operating systems up-to-date.18  Inspectors General have called for improved mobile security to 
address gaps in management of inventory, inadequate security configurations and authentication, 
and inadequate training.19  Available tools often go unused by agencies. 

 

                                                 
12  Josh Hicks, How safe are feds with their work mobile devices?, WASHINGTON POST (Jan. 21, 2014) (citing 
a Mobile Work Exchange Study).   
13  Letter from John Thune and Cory Gardner, U.S. Senate, to Wilbur Ross, Secretary, U.S. Department of 
Commerce (Mar. 23, 2017), https://www.commerce.senate.gov/public/_cache/files/8933b7e9-3ed0-44a3-9046-
d8cf057739ac/F36C2A7E8159DC18E817D2B18707FCF1.ross.pdf; letter from John Thune and Cory Gardner, U.S. 
Senate, to Elaine Chao, Secretary, U.S. Department of Transportation (Mar. 23, 2017), https://www.commerce.se 
nate.gov/public/_cache/files/b05bf03e-d477-48dc-adf9- 8558620db583/877E3CD2A40D81E74FD07F7737762F4 
C.chao.pdf.  
14  Id. 
15  Id. 
16  Sean Frazier, MobileIron, New Data Shows Government Agencies Must. Move. Faster. (Aug. 2, 2016), 
https://www.mobileiron.com/en/smartwork-blog/new-data-shows-government-agencies-must-move-faster.  
17  U.S. GAO, INFORMATION SECURITY: CYBER THREATS AND DATA BREACHES ILLUSTRATE NEED FOR 

STRONGER CONTROLS ACROSS FEDERAL AGENCIES, i (July 2015), available at http://www.gao.gov/assets 
/680/671253.pdf. 
18  U.S. GAO, INFORMATION SECURITY: BETTER IMPLEMENTATION OF CONTROLS FOR MOBILE DEVICES 

SHOULD BE ENCOURAGED, 11 (Sept. 2012), available at http://www.gao.gov/assets/650/648519.pdf. 
19  See, e.g., U.S. Dep’t of Energy, Office of Inspector General, Office of Audits and Inspections, Audit 
Report: Dep’t of Energy's Management and Use of Mobile Computing Devices and Services, DOE/IG 0908 (Apr. 
2014) (observing that the Department of Energy “had not always developed and/or implemented effective policies 
and procedures to govern the issuance, use and monitoring of mobile devices and services”); U.S. Department of the 
Interior Inspector General, U.S. Department of the Interior’s Management Of Its Smartphones, Tablets, and Other 
Mobile Devices, at 1 (2016) (concluding that the Department of Interior “did not have a complete inventory of its 
mobile devices and services” and “thousands of DOI’s mobile computing devices do not have proper security 
configurations”); and Office of Inspector General, Social Security Administration, Audit Report: Mobile Device 
Security A-14-14-14051 (Sept. 26, 2014) (finding that the Social Security Administration “lacked a comprehensive, 
consolidated mobile device policy, did not secure all mobile devices, and provided minimal mobile device security 
training”). 
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A comprehensive digital strategy and systemic improvements will be expensive and 
complex.  But manageable, cost-effective moves can help right now.  NIST should focus on low-
cost, high-return solutions like MDM and common sense behavior.  For example, NIST should 
encourage federal agencies to use the NIST Cybersecurity Framework.  NIST observes that 
“Federal agencies may find the Framework a valuable addition.”20  Yet the Commission on 
Enhancing National Cybersecurity (“CENC”) noted that “the majority of federal and other 
government agencies, are not yet taking advantage of it.”21  By improving basic cyber hygiene 
and mobility practices, agencies could greatly enhance federal IT security. 

     
III. SMS Authentication Can Be Safe and Reliable Using Today’s Technology and 

Presents an Opportunity to Increase Security on a Mass Scale. 

Developed in the early 1980’s, SMS grew in the 1990’s and exploded in the twenty-first 
century.  An estimated 3.6 billion people worldwide or 78 percent of all mobile phone 
subscribers were using SMS by 2010.22  Because of its widespread adoption, SMS authentication 
could greatly enhance security with minimal implementation cost.  

 
Users are beginning to adopt two-factor authentication, including via SMS.  Google, for 

example, encourages its subscribers to “[j]oin millions of others who have made their accounts 
stronger with 2-Step Verification” and “help keep the bad guys out, even if they have your 
password.”23  Amazon offers two-step verification.24  Businesses are using two-factor 
authentication in greater numbers to verify employees’ identities.  According to a recent study, 
69 percent of surveyed companies said that usernames and passwords alone are not enough and 
multi-layered authentication is becoming the “standard practice” for password security.25  The 
study revealed that four in ten companies use two-factor authentication and, within 12 months, 
that number will likely increase to eight in ten.26   

 
Two-factor authentication by SMS is growing in popularity because of its convenience—

one’s mobile device is often within arms’ reach.  eBay recommends that users use SMS instead 
of a hard token for this reason.27  In an email to customers, eBay wrote that it is “going to make 2 
step verification more convenient by texting you a PIN instead of having you use your token.  

                                                 
20  Framework for Improving Critical Infrastructure Cybersecurity, NIST, Draft Version 1.1, at 20 (Jan. 10, 
2017). 
21  REPORT ON SECURING AND GROWING THE DIGITAL ECONOMY, COMMISSION ON ENHANCING NATIONAL 

CYBERSECURITY, 19 (DEC. 1, 2016), available at https://www.nist.gov/sites/default/files/documents/2016/12/02/ 
cybersecurity-commission-report-final-post.pdf. 
22  See Tomi T Ahonen, Time to Confirm some Mobile User Numbers: SMS, MMS, Mobile Internet, M-News 
(Jan. 13, 2011), http://communities-dominate.blogs.com/brands/2011/01/time-to-confirm-some-mobile-user-
numbers-sms-mms-mobile-internet-m-news.html.  
23  Google 2-Step Verification, https://www.google.com/landing/2step/#tab=why-you-need-it.   
24  See Amazon Two-Step Verification, https://www.amazon.com/gp/help/customer/display.html?nodeId= 
201596330.  
25  Lawless Research, Beyond the Password: The Future of Account Security, at 4, 5 (June 29, 2016), 
http://info.telesign.com/rs/911-SFQ-678/images/Report-The%20Future%20of%20Account%20Security-EN.pdf. 
26  Id. at 15. 
27  See Brian Krebs, KrebsonSecurity, eBay Asks Users to Downgrade Security (Mar. 17, 2017), http://krebson 
security.com/2017/03/ebay-asks-users-to-downgrade-security/.  
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All you need is a mobile device.”28  The most advanced security measures are of little use, if 
people do not use them.  As NIST recognizes, “a password coupled with SMS has a much higher 
level of protection relative to passwords alone.”29   

 
Existing technology and risk management approaches to credentials are progressing 

rapidly.  We are moving from something you know (passwords or PINS), to something you have 
(token or device), to something you are (biometric and location data), and the private sector is 
innovating faster than the government can keep pace.  Industry has revolutionized mobile 
identity authentication with user-friendly solutions.  A white paper by the Secure Technology 
Alliance shows evolution in mobile authentication to biometric fingerprint scanning, to iris and 
facial recognition systems.30    

 
The private sector is developing adaptive authentication—enhancing traditional multi-

factor authentication using subscribers’ risk profiles and behavior.  With adaptive authentication, 
SMS is one of several options in a multi-layered approach.  “Authentication as a service” has 
also emerged.  Third parties like Danal, iconectiv, Neustar, and Payfone are working with users 
like banks and retailers to use mobile data in the process of authenticating customers.  Service 
providers abound,31 and use cases for multi-factor and adaptive authentication appear limitless.32   

 
Government efforts are underway to improve authentication.  The National Strategy for 

Trust Identities in Cyberspace (“NSTIC”) is a prime example of how NIST works with 
industry—including the wireless industry—to analyze authentication methods and glean best 
practices and lessons learned for continued improvement in authentication security and accuracy.   

 
SMS security will continue to develop, as industry enhances its mobile network 

technology.  SMS and voice communications of tomorrow will be wholly LTE based and 
enhanced by encryption and other security mechanisms made possible through LTE technology.  
Advanced network technologies are also improving the PSTN and ICT framework, which will 
further improve information security.     

                                                 
28  See id. 
29  Paul Grassi, Questions…and buzz surrounding draft NIST Special Publication 800-63-3 (July 29, 2016), 
http://nstic.blogs.govdelivery.com/2016/07/29/questionsand-buzz-surrounding-draft-nist-special-publication-800-
63-3/ . 
30  See MOBILE IDENTITY AUTHENTICATION, SECURE TECHNOLOGY ALLIANCE 36 (Mar. 2017), 
https://www.securetechalliance.org/wp-content/uploads/Mobile-Identity-Authentication-WP-FINAL-March-
2017.pdf (“A significant value proposition for mobile ID authentication comes from a powerful combination of the 
convenience provided to users together with the enhanced data available from smart devices.  Consumers no longer 
need to struggle with long passwords nor carry around extra devices (e.g., passcode generators).  They can simply 
press their fingers to a sensors, or stare into a locked hone screen (for an iris scan) to gain secured access to a variety 
of services from their smart devices.”).  
31  http://searchsecurity.techtarget.com/feature/The-top-multifactor-authentication-products.  
32  https://twofactorauth.org/.  
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IV. NIST’s Discouragement of Some Two-Factor Authentication Does Not Encourage 
Risk-Based Planning and May Have Unintended Consequences. 

In a previous draft, NIST stated that out-of-band authentication using SMS or VoIP is 
“deprecated” and “may no longer be allowed in future releases of this guidance.”33  In the current 
public draft, “NIST’s position remains the same: agencies should be careful about the use of 
SMS as it does not always prove possession of something you have, and therefore may not be an 
appropriate second factor.” 34  NIST further said that it “removed the term ‘deprecated’ due to 
[its] experience of stakeholders misinterpreting this term to mean ‘no longer allowed,’” and that 
it wanted “to signal to agencies that SMS is under serious consideration for removal in future 
versions.”35  NIST concluded by saying that “[t]his public draft avoids the term deprecation for 
which uses differ in differing contexts, but the upshot of the guideline is unchanged.”36   

 
Although it is encouraging that NIST rescinded its prior use of “deprecate,” NIST should 

not discourage future use of SMS for out-of-band authentication.  It is unnecessary and will chill 
two-factor authentication efforts at a time when authentication remains a challenge for the 
federal government.  After the OPM breach, then-U.S. Chief Information Officer Tony Scott 
instructed agencies to take immediate action, including implementation of multi-factor 
authentication.37  The CENC recommended the “next Administration [] lunch a national public-
private initiative to achieve major security and privacy improvements by increasing the use of 
strong authentication to improve identity management.”38  We should move quickly to use two-
factor authentication where appropriate, using accessible and available technology. 

 
In other contexts, NIST encourages users to make risk-based decisions.  This has been a 

central tenet of NIST’s cybersecurity guidance: entities should make risk assessments and then 
decide what processes, mitigations, and controls are appropriate.  “This risk-based approach 
enables an organization to gauge resource estimates (e.g., staffing, funding) to achieve 
cybersecurity goals in a cost-effective, prioritized manner.”39  By broadly discouraging SMS 
authentication, NIST departs from its proven model and encourages readers to do the same.  This 
is unwise when the government is trying to encourage agencies to use the Cybersecurity 
Framework and other risk management approaches. 

 
Fundamentally, there is insufficient evidence at this time to support removing SMS 

authentication in future versions of the Digital Identity Guidelines.  There is no consensus among 
industry or standards bodies to discourage SMS authentication; no standard says it is inadequate 
or disfavored.  The National Technology Transfer and Advancement Act (“NTTAA”) (Public 

                                                 
33  DRAFT SP 800-63-1, Section 5.1.3.2. 
34  DRAFT SP 800-63-3, Note to Reviewers. 
35  Id. 
36  Id. 
37  Tony Scott, FACT SHEET: Enhancing and Strengthening the Federal Government’s Cybersecurity, The 
White House (June 17, 2015), https://www.whitehouse.gov/blog/2015/06/17/fact-sheet-enhancing-and-
strengthening-federal-government-s-cybersecurity.  
38  REPORT ON SECURING AND GROWING THE DIGITAL ECONOMY, COMMISSION ON ENHANCING NATIONAL 

CYBERSECURITY, 16-19 (DEC. 1, 2016), available at https://www.nist.gov/sites/default/files/documents/2016 
/12/02/cybersecurity-commission-report-final-post.pdf. 
39  NIST Cybersecurity Framework, Version 1.0, at 11 (Feb. 12, 2014). 
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Law 104-113) and Office of Management and Budget (“OMB”) Circular A-119 require agencies 
to “use voluntary consensus standards in lieu of government-unique standards in their 
procurement and regulatory activities.” 40  Accordingly, NIST should refrain from unilaterally 
discouraging use of SMS for out-of-band authentication without data evidencing a problem that 
outweighs the significant benefits of SMS two-factor authentication.   
 

In adopting this position, NIST appears to have been motivated by the possibility of 
mobile identity theft, as experienced by the Federal Trade Commission’s Chief Technologist.41  
The theory appears to be that if a bad actor can achieve control of a device, he could exploit the 
“something you have” portion of authentication and obtain PINs or other information sent via 
SMS as part of two-factor authentication.  Such risks are small, often depend on targeted 
malicious activity, and do not reflect a systemic technical challenge related to SMS generally.  In 
addition, mitigations address these risks.  All national wireless carriers offer customers the 
option to set up a PIN or password requirement to access or modify account credentials.  
Mitigations like traffic filtering, data sharing, and monitoring of account and device locations 
using advanced adaptive authentication technologies can also address these risks.42  When a 
device is lost or stolen, consumers can quickly lock or remotely wipe all information from the 
device.  If this is NIST’s concern, its response is misplaced. 

 
As it tries to help the government, NIST should balance user experience and convenience 

against perceived security.  NIST should be wary of prematurely pushing more complex or 
expensive methods of authentication.  Surveys show users are wary of technologies that will 
hinder their experience.43  This holds true for two-factor authentication mechanisms and could 
limit adoption.  In one survey, 25 percent of respondents used two-factor authentication, where 
available, on all of their devices and services; 45 percent on some; and 28 percent had never used 
two-factor authentication.44  When asked why the respondents chose not to use two-factor 
authentication, “[i]nconvenience was [] the most common reason given.”45   

 

                                                 
40   NTTAA, P.L. 104-113; OMB A-119, at 14, 17, available at https://www.nist.gov/sites/default/files/revised 
_circular_a-119_as_of_01-22-2016.pdf .  
41  Lorrie Cranor, Your Mobile Phone Account Could be Hijacked by an Identity Thief (June 7, 2016), 
https://www.ftc.gov/news-events/blogs/techftc/2016/06/your-mobile-phone-account-could-be-hijacked-identity-
thief.  
42  See, e.g., SecureAuth Corporation, Adaptive Authentication: Multi-Layers of Defense, https://www.secure 
auth.com/products/secureauth-idp/adaptive-authentication (authenticating devices by confirming its typical location, 
flagging suspicious travel activity, and identifying recently ported phone numbers). 
43  See, e.g., Ponemon Institute, Moving Beyond Passwords: Consumer Attitudes on Online Authentication, at 
16 (Apr. 2013) (finding that when presented with the choice of convenience, enhanced security, enhanced flexibility, 
ease of use, and enhanced privacy, the majority of respondents cited convenience as the top reason for a multi-
purpose identity credential); Nuance, Surveys Show: Consumers Ready to Say Goodbye to PINs, Passwords, and 
Probing (May 8, 2013) (finding that 90 percent of consumers would prefer voice biometrics for authentication over 
passwords and intrusive security questions); and Shanelle Mullin, The Problem with Password UX (and How to Fix 
It) (concluding that traditional password protection is a problem because “they’re hard to remember, less secure than 
we think, and causing serious frustration and friction.”).  
44  Elissa M. Redmiles, Sean Krossy, and Michelle L. Mazurek, University of Maryland, Johns Hopkins 
University, How I Learned to be Secure: a Census-Representative Survey of Security Advice Sources and Behavior, 
CCS’16, October 24 - 28, 2016, Vienna, Austria. 
45  Id. 
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Discouraging the use of SMS for authentication leaves insufficient alternatives.  Without 
SMS two-factor authentication, mere username and password authentication methods are widely 
agreed to be insufficient.46  Alternative authentication methods come with their own unique 
challenges.  Hard tokens, for example, can be easy to misplace and difficult for organizations to 
manage.  Following the breach of RSA Security, for example, over 40 million customer SecurID 
tokens needed to be replaced, including tokens used by federal defense contractor Lockheed 
Martin.47  Virtual tokens can create device compatibility challenges, expose applications to 
breach in the event of a jailbroken device, and require organizations to invest limited resources in 
device management.  App-based methods require users to own a smartphone and may be 
difficult to download or manage.  According to the Pew Research Center, only 64 percent of 
individuals earning less than $30,000 annually and 42 percent of persons over the age of 65 own 
a smartphone.48  Simply put, many users may not be ready or able to adopt these measures.      

NIST must remain technologically neutral.  Not only is this required, it is prudent.49  As 
the FTC has said, authentication standards for the private sector should be “technology-neutral 
and provide flexibility” to consider size, the nature of operations, “and the specific authentication 
risks they face.”50  The procedures “also should be adaptable to changes that may occur over 
time in available technologies and the nature of the risks, including the potential harm to 
consumers.”51  The FTC’s guidance is consistent with NIST’s own practice of pursuing 
technology-neutral solutions.52  This is particularly important for federal systems and 
technology. 

 
NIST should not let the perfect be the enemy of the good.  As the FTC has advised, 

“there is no fool-proof method of authenticating consumers and no likelihood that one will be 
developed in the foreseeable future.”53   It would be a major success for government to embrace 
two-factor authentication; disfavoring a particular approach is counterproductive.    
 
V. NIST Should Clarify The Use Cases it is Concerned About and Focus its Attention 

on Government. 

In DRAFT SP 800-63B, Authentication and Lifecycle Management, NIST says “[d]uring 
the lifecycle of an authenticator bound to a subscriber’s identity, a number of events can occur 

                                                 
46  See Lawless Research, Beyond the Password: The Future of Account Security, at 4, 5 (June 29, 2016), 
http://info.telesign.com/rs/911-SFQ-678/images/Report-The%20Future%20of%20Account%20Security-EN.pdf 
(reporting that 69 percent of surveyed companies said that usernames and passwords alone are insufficient). 
47  See Riva Richmond, The RSA Hack: How They Did It, THE NEW YORK TIMES (Apr. 2, 2011). 
48  Mobile Fact Sheet, Pew Research Center (Jan. 12, 2017), http://www.pewinternet.org/fact-sheet/mobile/.   
49  Internet of Things:  Privacy & Security in a Connected World, FTC (Jan. 2015), https://www.ftc.gov/news-
events/press-releases/2015/01/ftc-report-internet-things-urges-companies-adopt-best-practices.  
50  SECURITY IN NUMBERS: SSNS AND ID THEFT, FEDERAL TRADE COMMISSION REPORT 6 (Dec. 2008), 
available at https://www.ftc.gov/sites/default/files/documents/reports/security-numbers-social-security-numbers-
and-identity-theft-federal-trade-commission-report/p075414ssnreport.pdf (“FTC SSNs and ID Theft Report”). 
51  Id. at 6-7. 
52  See, e.g., Framework for Improving Critical Infrastructure Cybersecurity, NIST, Draft Version 1.1, at 4 
(Jan. 10, 2017) (“To ensure extensibility and enable technical innovation, the Framework is technology neutral”); 
Guide for Cybersecurity Event Recovery,  NIST Special Publication 800-184 (Dec. 2016) (providing technology-
neutral guidance to assist organizations in improving their cyber event recovery plans, processes, and procedures). 
53  FTC SSNs and ID Theft Report, at 7. 
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that affect the use of that authenticator. . . . [including] binding, loss, theft, unauthorized 
duplication, expiration, and revocation.”54  But it is unclear how this relates to government users 
or risks to federal systems.  NIST should define what use cases it is trying to address.  
Specifically, NIST should make clear that it is focused on the public sector and is not offering 
guidance with respect to the private sector.  It should also clarify what public use cases it is 
concerned about: citizen access to government services, employees accessing government 
networks, or something else? 

 
The purpose of the Digital Identity Guidelines is to help “agencies . . . manage risk and 

offer valuable digital services,”55 and NIST rightly recognizes that it has a limited role when it 
comes to the private sector, including with respect to its Digital Identity Guidelines.56  NIST 
should make crystal clear that the scope of its Digital Identity Guidelines is limited to federal 
government.  In addition, NIST should clarify its target audience—keeping in mind the Digital 
Identity Guidelines’ aim to provide “technical guidelines to agencies for the implementation of 
digital authentication.”57  Commercial entities that can prudently use SMS/PSTN authentication 
should not be discouraged from doing so, particularly if NIST’s primary concern is safeguarding 
access to federal IT systems.  But government guidance often forms a standard of care, so NIST 
should be explicit in stating that it is NOT addressing SMS-based authentication for the private 
sector.  As explained above, SMS authentication could transform security on a mass scale and 
should be encouraged for all appropriate use cases. 

 
VI. Conclusion 

NIST should encourage federal users to use a risk-based approach to mobile security.  
This includes user authentication and verification.  In an appropriate scenario, out-of-band 
authentication using SMS or the PSTN can greatly enhance security and should not be 
discouraged.  NIST should eliminate the phrase “and is being considered for removal in future 
editions of this guideline” from Section 5.1.3.2 of DRAFT SP 800-63B.  Not only can SMS 
authentication be secure and reliable, it can significantly improve federal IT security in many use 
cases.  It is imperative that NIST encourage thoughtful, evidence-based risk management across 
the federal IT ecosystem and remain open to any tools that may improve federal cybersecurity.   

 
 
 
 
 
 
 
 
 
 

                                                 
54  DRAFT SP 800-63B, Section 6. 
55  DRAFT SP 800-63-3, Authority. 
56  See DRAFT SP 800-63-3, Abstract (“These guidelines provide technical requirements for Federal agencies 
implementing digital identity services and are not intended to constrain the development or use of standards outside 
of this purpose.”). 
57  DRAFT SP 800-63-3, Section 1. 
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