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Problem statement

- Anypoint platform is based on a web platform
- Web platform has an idea of Cross Origin Resource Sharing

- Resources from other origins requires special headers in the response in order to be read 
by the web client

- Enterprise customers often has no CORS headers in API response
- This prohibits efficient use of some of Anypoint tooling related to API consumption, testing, 

and monitoring
- API Console is unable to make a request to a foreign origin (API Consumer)
- Testing can only be on a server side, tooling can only work when embedded in the platform 

or having custom integration
- API Monitoring tools can only work with a server component



API Designer is unable to 
make a request to the 
API’s endpoint due to 
CORS limitation.

Even though it has a 
proxy service it won’t be 
possible to access an API 
behind a firewall.

Only way to overcome this 
limitation is to ask the 
client to install additional 
software inside their 
network ⚠

CORS issue representation



Other clients does not 
have this limitation. 

This includes desktop 
clients, CLI tools, browser 
extensions*, mobile 
applications**.

*Browser extensions require 
permission from the user to 
access foreign origin

**Mobile applications require 
permission from the user to 
access internet

CORS issue representation



- Web applications are the only affected by the limitation
- CORS was introduced to protect user data by prohibiting unauthorized access to a resource 

in a session based APIs so the existence of CORS is not in question here
- Other platforms has no such limitation

- Again, on other platforms the security model disallow an evil script to be executed in a 
context that would allow to access user data in a remote machine

- There’s no way for a web application to overcome this limitation
- Except for setting up CORS headers in a server response. This, however, sometimes is 

beyond the control of a web developer.

Inconsistency across platforms



CORS permission API

The solution is to introduce new Permission API for web developers

to request from the user access to a remote resource, effectively disabling

CORS rules for given URL pattern.



Security consideration

● When permission is granted any XHR/Fetch call must not include “cookie” header in any 
request. This provides a compatibility layer with current state and prohibits new security 
issues

● API calls must be made with the “authorization” header (if authentication is even required) 
with a token (JWT).

● API providers have an option to opt-out from Permission based requests by setting 
“Access-Control-Allow-Origin” header which takes precedence over the permission API

○ Although it would be inconsistent with other platforms which ignores this header



Code example

const result = await navigator.permissions.query({ 
  name: 'https://api.domain.com/v1/*' 
});

if (result.state == 'granted') {
  runApiRequest();
} else if (result.state == 'prompt') {
  requestPermission();
} else if (result.state == 'denied') {
  renderInstallProxyInfo();
}


