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VirusTotal report

ID Name IP address Version Manager Operating system  Registration date  Last keep alive
002 wazuh_agent ub 172.20.0.7 Wazuh v4.9.0 wazuh- Ubuntu 22.04.3 May 14,2024 @ May 16, 2024 @
untu_2 manager-4.9.0-71 LTS 14:50:11.000 15:35:09.000
02

Group: default

Alerts resulting from VirusTotal analysis of suspicious files via an integration with their API.

@ 2024-04-16T17:35:15 to 2024-05-16T17/:35:15

Q cluster.name: wazuh AND agent.id: 002 AND rule.groups: virustotal

Malicious files alerts Evolution

30

@
S
=}
=
=
= 10
2024-04-19 00:00 2024-04-23 00:00 2024-04-27 00:00 2024-03-01 00:00 2024-05-05 00:00 2024-05-09 00:00 2024-05-13 00:00
timestamp per 12 hours
Last files
&
File ~  Link ~  Count ~
lusrishare/sample/program - 26
Jtmplvirus/notavirus - 21
Iroot/super-script - 15
Ivarfopt/amazing-file - 16
[etc/sample/script - 19
letc/dataffile - 15

Copyright © 2023 Wazuh, Inc. Page 1 of 4



wqQzunh.

170

- Total malicious -

432

- Total -
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320

- Total Positives -

Last scanned files

@ lusr/share/sample/pr...
@ /tmpiinusinotavirus
@ /root/super-script

@ /var/optfamazing-file

} @ letc/sampleiscript
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Alerts summary

Rule ID Description Level Count
136 VirusTotal: Alert - /etc/sample/script - 35 engines detected this file 9 1
136 VirusTotal: Alert - /etc/sample/script - 60 engines detected this file 9 1
2258  VirusTotal: Alert - /var/opt/amazing-file - 58 engines detected this file 5 1
2258  VirusTotal: Alert - No records in VirusTotal database 7 1
2693 VirusTotal: Alert - /root/super-script - 34 engines detected this file 9 1
2693  VirusTotal: Alert - No records in VirusTotal database 10 1
3983  VirusTotal: Alert - /etc/sample/script - 23 engines detected this file 6 1
3983  \VirusTotal: Alert - /var/opt/amazing-file - 38 engines detected this file 15 1
4522 VirusTotal: Alert - /etc/sample/script - 36 engines detected this file 9 1
4522 VirusTotal: Alert - /root/super-script - 55 engines detected this file 3 1
5028  VirusTotal: Alert - /etc/data/file - 32 engines detected this file 14 1
5028  VirusTotal: Alert - /root/super-script - 60 engines detected this file 4 1
5067  VirusTotal: Alert - /root/super-script - 25 engines detected this file 10 1
5067  VirusTotal: Alert - No records in VirusTotal database 6 1
5252 VirusTotal: Alert - /var/opt/amazing-file - 1 engines detected this file 6 1
5252 VirusTotal: Alert - /var/opt/amazing-file - 55 engines detected this file 10 1
5810  VirusTotal: Alert - /var/opt/amazing-file - 6 engines detected this file 13 1
5810  VirusTotal: Alert - No records in VirusTotal database 14 1

1011 VirusTotal: Alert - /usr/share/sample/program - 33 engines detected this file 15 1

1024 VirusTotal: Alert - /tmp/virus/notavirus - 63 engines detected this file 14 1
1050  VirusTotal: Alert - /etc/data/file - 65 engines detected this file 14 1
1054 VirusTotal: Alert - No records in VirusTotal database 8 1
1066 VirusTotal: Alert - No records in VirusTotal database 4 1
1072 VirusTotal: Alert - /tmp/virus/notavirus - 33 engines detected this file 12 1
108 VirusTotal: Alert - /root/super-script - 37 engines detected this file 8 1
1088  VirusTotal: Alert - /var/opt/amazing-file - 29 engines detected this file 3 1
1096  VirusTotal: Alert - No records in VirusTotal database 15 1
1101 VirusTotal: Alert - /etc/data/file - 54 engines detected this file 7 1
1102 VirusTotal: Alert - /root/super-script - 42 engines detected this file 11 1
1108  VirusTotal: Alert - /var/opt/amazing-file - 8 engines detected this file 2 1
1109  VirusTotal: Alert - /var/opt/amazing-file - 35 engines detected this file 3 1
1110 VirusTotal: Alert - /usr/share/sample/program - 11 engines detected this file 3 1
1111 VirusTotal: Alert - /tmp/virus/notavirus - 55 engines detected this file 6 1
1132 VirusTotal: Alert - /root/super-script - 58 engines detected this file 4 1
1167 VirusTotal: Alert - No records in VirusTotal database 14 1
1181 VirusTotal: Alert - /etc/sample/script - 11 engines detected this file 5 1
1194 VirusTotal: Alert - /etc/data/file - 37 engines detected this file 14 1
1195 VirusTotal: Alert - No records in VirusTotal database 4 1
1224 VirusTotal: Alert - /etc/data/file - 22 engines detected this file 10 1
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Rule ID Description Level Count
1227 VirusTotal: Alert - /usr/share/sample/program - 58 engines detected this file 11 1
1249  VirusTotal: Alert - /usr/share/sample/program - 44 engines detected this file 1 1
1259  VirusTotal: Alert - /usr/share/sample/program - 31 engines detected this file 13 1
126 VirusTotal: Alert - /etc/data/file - 56 engines detected this file 13 1
1262 VirusTotal: Alert - /root/super-script - 64 engines detected this file 4 1
1276 VirusTotal: Alert - /var/opt/amazing-file - 14 engines detected this file 12 1
1307  VirusTotal: Alert - No records in VirusTotal database 10 1
1313 VirusTotal: Alert - /root/super-script - 59 engines detected this file 1 1
1326 VirusTotal: Alert - /tmp/virus/notavirus - 61 engines detected this file 6 1
1327 VirusTotal: Alert - /etc/data/file - 45 engines detected this file 10 1
1328  VirusTotal: Alert - /tmp/virus/notavirus - 14 engines detected this file 2 1
134 VirusTotal: Alert - /tmp/virus/notavirus - 31 engines detected this file 2 1
1359  VirusTotal: Alert - /root/super-script - 53 engines detected this file 6 1
1366 VirusTotal: Alert - No records in VirusTotal database 12 1
1384 VirusTotal: Alert - No records in VirusTotal database 10 1
1390  VirusTotal: Alert - /var/opt/amazing-file - 14 engines detected this file 2 1
1396  VirusTotal: Alert - /usr/share/sample/program - 21 engines detected this file 6 1
1403 VirusTotal: Alert - /tmp/virus/notavirus - 52 engines detected this file 11 1
141 VirusTotal: Alert - /tmp/virus/notavirus - 51 engines detected this file 2 1
1415 VirusTotal: Alert - No records in VirusTotal database 12 1
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