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Monitor and collect the activity from Docker containers such as creation, running, starting,
stopping or pausing events.

@ 2024-04-16T17:47:40 to 2024-05-16T17:47:40

Q rule.groups: docker AND cluster.name: wazuh

Events

&£

timestamp ~ agent.name ~ data.docker.Type ~ data.docker.action ~ rule.description ~ rule.level ~ rule.id ~ Count v
2024-05-07 12:00 ip-10-0-0-180.us-west-l.com container exec_start: bash Docker: Started shell sessior 5 87908 4
2024-05-07 12:00 ip-10-0-0-180.us-west-1.cor  container start Docker: Container test_cont: 3 87928 3
2024-05-07 12:00 ip-10-0-0-180.us-west-1.com container die Docker: Container fest_cont: 3 87928 2
2024-05-07 12:00 ip-10-0-0-180.us-west-1.corr  container kill Docker: Container nginx_cor 7 87924 1
2024-05-07 12:00 ip-10-0-0-180.us-west-1.corr  container restart Docker: Container nginx_cor 3 87909 1
2024-05-07 12:00 ip-10-0-0-180.us-west-l.com  image pull Docker: Image or repository 3 87932 4
2024-05-07 12:00 ip-10-0-0-180.us-west-1.cor  image pull Docker: Image or repository” 3 87932 1
2024-05-07 12:00 ip-10-0-0-180.us-west-1.com image pull Docker: Image or repository 3 87932 1
2024-05-07 12:00 ip-10-0-0-180.us-west-1.corr  image pull Docker: Image or repository” 3 87932 1
2024-05-07 12:00 ip-10-0-0-180.us-west-1.com network create Docker: Network vagrant_de 3 87930 2
<12 3 4 5 85 >
Top 5 images Top 5 events
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Copyright © 2023 Wazuh, Inc.

D

@ exec_start bash

Page 1 of 4



info@wazuh.com
WO Z U . https://wazuh.com

Events by source over time
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Container Action Date

nginx_container kill 1715102326191
nginx_container kill 1715107797830
nginx_container kill 1715109417029
nginx_container kill 1715119990579
nginx_container kill 1715122952833
nginx_container exec_start: bash 1715100901934
nginx_container exec_start: bash 1715107466911
nginx_container exec_start: bash 1715107645911
nginx_container exec_start: bash 1715107698264
nginx_container exec_start: bash 1715108139367
nginx_container stop 1715099152167
nginx_container stop 1715103162817
nginx_container stop 1715104304296
nginx_container stop 1715109367956
nginx_container stop 1715109518451
nginx_container restart 1715100871761
nginx_container restart 1715100924194
nginx_container restart 1715104228979
nginx_container restart 1715106618951
nginx_container restart 1715110656077
test_container die 1715103915498
test_container die 1715109335996
test_container die 1715110006505
test_container die 1715110434951
test_container die 1715113462030
test_container start 1715102398360
test_container start 1715102485513
test_container start 1715103337319
test_container start 1715108078228
test_container start 1715108304866
bridge connect 1715101379165
bridge connect 1715102145866
bridge connect 1715102594683
bridge connect 1715103600357
bridge connect 1715105455734
bridge disconnect 1715099060254
bridge disconnect 1715099149136
bridge disconnect 1715100359472
bridge disconnect 1715100469498
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Container Action Date Count
bridge disconnect 1715103271421 1
wazuh/wazuh-nginx pull 1715101875615 1
wazuh/wazuh-nginx pull 1715102030868 1
wazuh/wazuh-nginx pull 1715105811214 1
wazuh/wazuh-nginx pull 1715112296446 1
wazuh/wazuh-nginx pull 1715113468820 1
vagrant_default Create 1715099844068 1
vagrant_default create 1715104004531 1
vagrant_default create 1715106132092 1
vagrant_default create 1715107640893 1
vagrant_default create 1715112425904 1
- - 1715099231861 1
- - 1715100144265 1
- - 1715107194620 1
- - 1715124165671 1
- - 1715126339238 1
wazuh/wazuh pull 1715108953207 1
wazuh/wazuh pull 1715111604260 1
wazuh/wazuh pull 1715113735708 1
wazuh/wazuh pull 1715114906492 1
wazuh/wazuh pull 1715117510050 1
wazuh/wazuh-elasticsearch  pull 1715102924533 1
wazuh/wazuh-elasticsearch  pull 1715103813489 1
wazuh/wazuh-elasticsearch  pull 1715104433028 1
wazuh/wazuh-elasticsearch  pull 1715109136620 1
wazuh/wazuh-elasticsearch  pull 1715109388340 1
wazuh/wazuh-kibana pull 1715101402045 1
wazuh/wazuh-kibana pull 1715103298973 1
wazuh/wazuh-kibana pull 1715104913037 1
wazuh/wazuh-kibana pull 1715110974070 1
wazuh/wazuh-kibana pull 1715111967255 1
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