wazuh. L
GitHub report

Monitoring events from audit logs of your GitHub organizations.

@ 2024-04-16T17:50:54 to 2024-05-16T17:50:54

Q cluster.name: wazuh AND rule.groups: github
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Top 5 organizations by alerts

@ Organizationd
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@ Organization?
@ Organizationd
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Top alerts by action type and
organization

@ Organization9

@ Organization2

@ Organization?

@ Organizationd

@ Organizations

@ gitclone

@ team.add_member

@ repo.create

@ org.update_default_r...
® gitpush
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Alerts summary

info@wazuh.com
https://wazuh.com

Agent name Organization Description Count
Debian Organization8  GitHub Git clone. 12
Debian Organization10  GitHub Git clone. 12
Debian Organization2  GitHub Git clone. 10
Debian Organization1  GitHub Git clone. 8
Debian Organization7  GitHub Git clone. 8
Debian Organization9  GitHub Git clone. 8
Debian Organization2  GitHub Organization update member repository creation permission. 7
Debian Organization2  GitHub Team add member. 6
Debian Organization10  GitHub Team add member. 6
Debian Organization1  GitHub Team add member. 5
Debian Organization8  GitHub Organization update default repository permission. 5
Debian Organization8  GitHub Organization update member repository creation permission. 5
Debian Organization10  GitHub Repo create. 5
Debian Organization2  GitHub Repo destroy. 4
Debian Organization1  GitHub Organization disable member team creation permission. 4
Debian OrganizationT  GitHub Repo create. 4
Debian Organization7  GitHub Organization audit log export. 4
Debian Organization7  GitHub Organization update default repository permission. 4
Debian Organization7  GitHub Organization update member repository creation permission. 4
Debian Organization8  GitHub Team add member. 4
Debian Organization9  GitHub Team add member. 4
Debian Organization2  GitHub Organization disable member team creation permission. 3
Debian Organization2  GitHub Organization. 3
Debian Organization2  GitHub Repo create. 3
Debian Organization1  GitHub Issues. 3
Debian Organization1  GitHub Organization enable member team creation permission. 3
Debian Organization1  GitHub Organization update member repository creation permission. 3
Debian Organization7  GitHub Git push. 3
Debian Organization7  GitHub Issues. 3
Debian Organization7  GitHub Private repository forking enable. 3
Debian Organization7  GitHub Team remove member. 3
Debian Organization8  GitHub Organization audit log export. 3
Debian Organization8  GitHub Repo create. 3
Debian Organization9  GitHub Git push. 3
Debian Organization9  GitHub Organization audit log export. 3
Debian Organization9  GitHub Organization. 3
Debian Organization10  GitHub Generic rule. 3
Debian Organization10  GitHub Git push. 3
Debian Organization2  GitHub Dependency graph new repos enable. 2
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Agent name Organization

Debian

Organization2

Description

GitHub Generic rule.

Count

info@wazuh.com
https://wazuh.com

Debian

Organization2

GitHub Hook create.

Debian

Organization2

GitHub Organization audit log export.

Debian

Organization2

GitHub Organization update default repository permission.

Debian

Organization1

GitHub Dependency graph new repos disable.

Debian

Organization1

GitHub Organization audit log export.

Debian

Organization1

GitHub Organization display commenter full name enabled.

Debian

Organization

GitHub Organization update default repository permission.

Debian

Organization

GitHub Organization.

Debian

Organization1

GitHub Private repository forking disable.

Debian

Organization1

GitHub Repository vulnerability alerts disable.

Debian

Organization7

GitHub Dependency graph new repos enable.

Debian

Organization7

GitHub Generic rule.

Debian

Organization7

GitHub Organization disable member team creation permission.

Debian

Organization7

GitHub Organization display commenter full name enabled.

Debian

Organization7

GitHub Repo create.

Debian

Organization7

GitHub Team create.

Debian

Organization8

GitHub Dependency graph new repos enable.

Debian

Organization8

GitHub Hook create.

Debian

Organization8

GitHub Private repository forking disable.

Debian

Organization8

GitHub Team create.

Debian

Organization9

GitHub Dependency graph new repos disable.

Debian

Organization9

GitHub Generic rule.

Debian

Organization9

GitHub Git fetch.

Debian

Organization9

GitHub Hook create.

Debian

Organization9

GitHub Issues.

Debian

Organization9

GitHub Organization disable member team creation permission.

Debian

Organization9

GitHub Organization display commenter full name enabled.

Debian

Organization9

GitHub Organization update default repository permission.

Debian

Organization9

GitHub Organization update member repository creation permission.

Debian

Organization9

GitHub Repo create.

Debian

Organization9

GitHub Repo destroy.

Debian

Organization9

GitHub Team create.
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Debian

Organization2

GitHub Git fetch.

Debian

Organization2

GitHub Git push.

Debian

Organization2

GitHub Issues.

Debian

Organization2

GitHub Private repository forking disable.

Debian

Organization2

GitHub Private repository forking enable.

Debian

Organization2

GitHub Repository vulnerability alerts disable.

Debian

Organization2

GitHub Team create.

Debian

Organization2

GitHub Team remove member.
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Agent name Organization

Debian

Organization1

Description

GitHub Git push.

info@wazuh.com
https://wazuh.com

Debian

Organization1

GitHub Hook events changed.

Debian

Organization1

GitHub Private repository forking enable.

Debian

Organization

GitHub Team create.

Debian

Organization7

GitHub Dependency graph new repos disable.

Debian

Organization7

GitHub Git fetch.

Debian

Organization7

GitHub Organization enable member team creation permission.

Debian

Organization7

GitHub Organization.

Debian

Organization8

GitHub Dependency graph new repos disable.

Debian

Organization8

GitHub Generic rule.

Debian

Organization8

GitHub Git fetch.

Debian

Organization8

GitHub Git push.

Debian

Organization8

GitHub Hook events changed.

Debian

Organization8

GitHub Organization enable member team creation permission.

Debian

Organization8

GitHub Organization.

Debian

Organization8

GitHub Repository vulnerability alerts disable.

Debian

Organization9

GitHub Repository vulnerability alerts disable.

Debian

Organization9

GitHub Team destroy.

Debian

Organization9

GitHub Team remove member.
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