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€)== K, Private decryption key
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1. N E Y (Authentication systems)

2. X$E (Blockchains)

3. HFEEaFARIP (data private)
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Zero-knowledge succinct non-interactive arguments of knowledge (zk-SNARK)

BizH  EREE

encryption : 5° =6 (mod 7)
multiplication : 62 = (53)2 =5°=1 (mod 7)

addition: 5°-5%°=5"=3 (mod 7)



Algorithm 1: Operation depends on an input

function calc(w, a, b)
if w then
return a x b
else
return a + b
end if
end function

f(w,a,b)=w(ax b)+(1—w)(a+ b)
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— sample random values s, a
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- verification key: (ga,g[(S))
« Proving

- assign coefficients {Ci}ie{o 4 (e, knowledge),

p(x)=cyx?+--+cyx? + cox?

- calculate polynomial h(x) = %

~ evaluate encrypted polynomials g?*) and g"®) using { gsi }ie[ d]

.....

- sample random &

- set the randomized proof 7 = (gap(s), gon), gaap(s))
« Verification

— parse proof 7 as (g, g", g”')

- check polynomial restriction e (gp ,, g) =e(gf,g")

— check polynomial cofactors e(gP,g) =e (gt(s) , gh)



Zero-knowledge proof (ZKP) systems

ZKP System | Publication year  Protocol | Transparent  Universal Plausibly Post-Quantum Secure Programming Paradigm
Pinocchiol®” | 2013 zk-SNARK No No No Procedural
Geppetto®2] | 2015 Zk-SNARK No No No Procedural
TinyRAME33] | 2013 zk-SNARK No No No Procedural
Buffet[34] 2015 zk-SNARK No No No Procedural
ZoKrates®5! | 2018 zk-SNARK No No No Procedural
xJsnark[36] 2018 zk-SNARK No No No Procedural
vRAMIZ7] 2018 zk-SNARG No Yes No Assembly
vnTinyRAME38] | 2014 Zk-SNARK No Yes No Procedural
MIRAGEL®®! | 2020 zk-SNARK No Yes No Arithmetic Circuits
Sonict40] 2019 zk-SNARK No Yes No Arithmetic Circuits
Marlin(41] 2020 zk-SNARK No Yes No Arithmetic Circuits
PLONK42] 2019 zk-SNARK No Yes No Arithmetic Circuits
SuperSonic[43] 2020 zk-SNARK Yes Yes No Arithmetic Circuits
Bulletproofs[44] 2018 Bulletproofs Yes Yes No Arithmetic Circuits
Hyraxt45] 2018 Zk-SNARK Yes Yes No Arithmetic Circuits
Halo[46] 2019 Zk-SNARK Yes Yes No Arithmetic Circuits
Virgo'47] 2020 Zk-SNARK Yes Yes Yes Arithmetic Circuits
Ligero[“e] 2017 zk-SNARK Yes Yes Yes Arithmetic Circuits
Auroral4®!] 2019 zk-SNARK Yes Yes Yes Arithmetic Circuits
zk-STARKIS! 2019 zk-STARK Yes Yes Yes Assembly
Zilcht201 151 1 o921 Zk-STARK Yes Yes Yes Object-Oriented
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$1.00
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$1.00
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Buy $103.41

0.2%

0.2%

0.1%

0.0%

0.2%

0.3%

0.3%

0.9%
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3.9%

0.1%

1.5%

0.1%

1.7%

2.2%

2.4%

d

-0.1%

0.3%

0.0%

5.3%

0.0%

-5.1%

-7.3%

-9.2%

24h Volume

$18,236,369,703

$13,349,156,209

$40,707,696,596

$1,937,746,921

$2,864,643,148

$2,939,654,126

$958,810,510

$1,5628,154,813

Mkt Cap

$837,565,313,276

$375,247,568,040

$78,801,593,653

$72,477977,702

$52,650,255,820

$40,056,979,130

$35,117,607,008

$32,958,326,534
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Rainbow Signature

https://www.abccoin.cc/abc
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-’—ml Beijing Institute of Mathematical Sciences and Applications

Sep 2020 - Present - 1 yr 6 mos

Beijing, China
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Beijing, China
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University of Cincinnati
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\‘ 7 Yale University
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https://www.abccoin.cc/abc

Algorithm Type Public Key ¢ Private Key ¢ Signature ¢
NTRU Encrypt®7] Lattice 766.25 B 842.875 B
Streamlined NTRU Prime Lattice 154 B
Rainbow!38] Multivariate 124 KB 95 KB
SPHINCS!®! Hash Signature | 1 KB 1KB 41 KB
SPHINCS+39] Hash Signature | 32 B 64 B 8 KB
BLISS-II Lattice 7 KB 2 KB 5 KB
GLP-Variant GLYPH Signaturel10140] Ring—LWE 2 KB 0.4 KB 1.8 KB
New Hopel4"! Ring-LWE 2 KB 2 KB
Goppa-based McEliecel#] Code-based 1MB 11.5 KB
Random Linear Code based encryption[42] RLCE 115 KB 3 KB
Quasi-cyclic MDPC-based McEliece!®3] | Code-based 1,232 B 2,464 B
SIDH“4] Isogeny 564 B 48 B
SIDH (compressed keys)!4%! Isogeny 330 B 48 B
3072-bit Discrete Log not PQC 384 B 32B 96 B
256-bit Elliptic Curve not PQC 32 B 32 B 65 B
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https://en.wikipedia.org/wiki/Zero-knowledge proof
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